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Abstract—While the Internet of Things (IoT) technology is
booming and offers huge opportunities for information exchange,
it also faces unprecedented security challenges. As an important
complement to the physical layer security technologies for IoT,
radio frequency fingerprinting (RFF) is of great interest due to
its difficulty in counterfeiting. Recently, many machine learn-
ing (ML)-based RFF algorithms have emerged. In particular,
deep learning (DL) has shown great benefits in automatically
extracting complex and subtle features from raw data with
high classification accuracy. However, DL algorithms face the
computational cost problem as the difficulty of the RFF task
and the size of the DNN have increased dramatically. To
address the above challenge, this paper proposes a novel cost-
effective early-exit neural network consisting of a complex-valued
neural network (CVNN) backbone with multiple random forest
branches, called hybrid CVNN-RF. Unlike conventional studies
that use a single fixed DL model to process all RF samples,
our hybrid CVNN-RF considers differences in the recognition
difficulty of RF samples and introduces an early-exit mechanism
to dynamically process the samples. When processing “easy”
samples that can be well classified with high confidence, the
hybrid CVNN-RF can end early at the random forest branch
to reduce computational cost. Conversely, subsequent network
layers will be activated to ensure accuracy. To further improve
the early-exit rate, an automated multi-dimensional early-exit
strategy is proposed to achieve scheduling control from multiple
dimensions within the network depth and classification category.
Finally, our experiments on the public ADS-B dataset show that
the proposed algorithm can reduce the computational cost by
83% while improving the accuracy by 1.6 % under a classification
task with 100 categories.

Index Terms—Complex-valued neural network, computational
cost, early-exit, random forest, radio frequency fingerprinting.

I. INTRODUCTION

ITH the development of communication technology,
there will be more than 50 billion Internet of Things
(IoT) devices by 2025, according to IDC forecast [2]. These
connected devices can easily exchange information with each
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Fig. 1. The application scenario of RFF.

other, but their identities are highly susceptible to being
duplicated and impersonated by hackers, posing significant
security problems for IoT. How to accurately identify and
authenticate these IoT devices is the primary issue that needs
to be addressed for device management. In addition to tra-
ditional cryptography-based authentication, radio frequency
fingerprinting (RFF) is one of the most promising means to
enhance physical layer security. Since it can identify wireless
devices by extracting the electromagnetic signal characteristics
reflected by radio frequency (RF) circuit defects as hard-to-
replicate fingerprints, RFF plays an important role in the field
of wireless communication and IoT security [3]]-[9].

For different wireless communication devices, the RF sig-
nals transmitted are slightly different due to minor manufactur-
ing defects in analog components within the RF circuit includ-
ing power amplifiers, digital-to-analog converters, frequency
mixers, and band-pass filters [[10]. Therefore, RFF can exploit
such signal difference to extract RF fingerprint which reflects
the inherent characteristics of devices and is difficult to forge,
even if they are from the same type or manufacturer. Typically,
the application scenario of RFF is shown in Fig.1, involving
emitters, an RF system, and an RFF system. The RF system
can receive RF signals transmitted over wireless channels from
emitters such as cell phones, radios, unmanned aerial vehicles,
and other wireless communication devices. After that, the
RFF system performs signal preprocessing, feature extraction,
and discrimination on the received RF signals to accomplish
three types of tasks, including identification, classification,
or verification. Identification is to determine whether the
identity of an emitter is legitimate or not. Classification is to
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discriminate the specific identity (index/label) of the emitter
under a closed set of all legitimate devices. Verification is to
confirm whether the packet comes from the identity claimed
by the emitter. All three tasks are important for IoT security,
but this paper focuses more on the closed-set classification
task in the RFF domain.

In recent years, many RFF methods have emerged, which
can be divided into traditional machine learning (ML)-based
methods and deep learning (DL)-based methods. Traditional
ML-based methods usually require the incorporation of expert
knowledge to manually extract RF signal features from the
time domain or transform domain. Following this feature
engineering, common machine learning classifiers can be
used for the recognition and classification of RF signals. For
example, Deng et al [[11] proposed an RFF method based on
support vector machine (SVM) for broadband radio. During
the classification of 3 AKDS700 radios, multidimensional
permutation entropy features were used as inputs to the SVM.
The final experiments demonstrated that the proposed method
achieved 90% classification accuracy. In [[12], an RFF method
based on random forest for ZigBee device was proposed by
Patel et al. For feature engineering, multiple sets of non-
parametric features including mode, median, mean, and linear
model coefficients were generated and fed to the random
forest. As in their experiments, 4 Texas Instruments ZigBee
CC2420 devices were used for classification and 97% accuracy
was achieved on the random forest. Besides, Rehman et
al. [13] proposed a k-nearest neighbor (KNN)-based RFF
method for Bluetooth device. To classify 7 built-in Bluetooth
transceivers of smartphones, a KNN classifier with 3 nearest
neighbors was employed for analyzing features obtained from
the energy envelope of Bluetooth signals. The experimental
results showed that their method achieved 99.9% classification
accuracy. For different types of RF signals, the above tradi-
tional ML-based RFF methods employ different combinations
of hand-craft features and machine learning classifiers. These
methods have achieved satisfactory classification performance
on their own small-scale datasets. However, the manual feature
engineering scheme lacks generality to a certain extent, and
the applicability of these traditional ML-based methods under
large-scale datasets remains to be examined.

Unlike traditional ML-based methods, DL-based methods
can automatically extract high-level abstract features from in-
put data without manual feature engineering. Due to their pow-
erful learning and processing capabilities, many researchers
have paid great attention to DL-based methods and designed
deep neural networks (DNNs) specifically for RFFE. In [14],
Sankhe et al. proposed an RFF method named ORACLE for
802.11 device classification. They used a LeNet-like DNN
with 5 layers in ORACLE, which consists of 2 convolution
(CONV) layers and 3 fully connected (FC) layers. Under static
ideal channel conditions, the experimental results showed that
ORACLE achieved a classification accuracy of 98.6% for 16
X310 USRP devices. Based on the research of ORACLE,
Sankhe et al. [15] further experimented on a real-world RF
dataset, including 500 to 50 consumer-of-the-shelf (COTS)
WiFi devices. For this dataset, an AlexNet-like DNN with
deeper layers was used to replace the original LeNet-like

DNN, where the number of CONV layers was increased to
8 and the number of FC layers was kept constant. The final
experiments revealed that the classification accuracy ranged
from 30% to 85% on datasets with different numbers of
devices. In [16]], an RFF method based on VGG-like DNN
was proposed by Zong et al. Deeper than the AlexNet-like
DNN, the VGG-like DNN consists of 14 CONV layers and
3 FC layers. In addition, batch normalization and dropout
operations are added after each convolutional layer and the
first two fully connected layers, where the batch normalization
operation helps to accelerate the convergence of the DNN
training and the dropout helps to reduce overfitting. Finally,
their method achieves 99.7% classification accuracy on 5
transmitters. Similar to the work in [[15], Gritsenko et al. [[17]
conducted a study on a real-world dataset with 500 ADS-
B and 500 WiFi RF data. To handle this large-scale dataset,
an AlexNet-like DNN and a ResNet-like DNN were used
for experiments. Unlike the AlexNet-like DNN, the ResNet-
like DNN has a deeper network depth with 50 layers and
residual connectivity. As an important feature of ResNet-like
DNN, residual connectivity [[18]] can alleviate the problem of
gradient vanishing and facilitate the training of DNN with a
large number of layers. The final experiments showed that the
accuracy performance of ResNet-like DNN outperforms that
of the AlexNet-like DNN by 15% and 7% under the WiFi
dataset and the ADS-B dataset, respectively. In addition to
residual design, attention mechanism embedding and complex-
valued model modification are also new and effective tech-
niques for DNN designs. Gu et al. [19] proposed a DAConv-
ResNet for 802.11 device classification. With ResNet as the
backbone, DAConv-ResNet introduces an attention module
called dual-attention convolutional module, which integrates
spatial attention mechanism and channel attention mechanism.
By making the convolutional operation focus more on the
important parts of the input signal, this module helps to
enhance the representation learning capability of the DNN.
From the experimental results on 10 X310 USRP devices,
their method improves the classification accuracy by 1.5%
compared with the ResNet baseline. Besides, Yang et al
[20] employed a complex-valued neural network for drone
classification. Different from traditional real-valued neural
networks, the complex-valued neural network (CVNN) uses
operators in complex-valued form instead of real-valued form
to extracted subtle features from RF signals with in-phase
and orthogonal parts. The experimental results show that their
method achieves 99.5% classification accuracy for 4 types
of drone activity data, which is 1.85% higher than the best
real-valued neural network used in their work. In summary,
most of the above DL-based methods are usually aimed at
adjusting the model structure of DL algorithms to improve
the classification accuracy by deepening the network and
broadening the operator functionality, but rarely discuss the
computational cost. While large DNNs tend to have better
classification performance compared to small DNNs especially
on difficult datasets, the computational cost of DNNs cannot
be ignored as the model size increases. If the computational
cost is too high, it is not friendly for real-time and power-
constrained scenarios.



When dealing with real-world RF datasets, we have noticed
that RF samples with different signal quality pose different
recognition challenges. Regrettably, existing studies typically
use the same algorithm to process all RF samples without fully
considering the differences in sample recognition difficulty.
What affects the classification accuracy is dependent on the
indistinguishable part of the samples, which we identify as
“hard” samples. Most samples are “easy” samples and can be
well classified using the simplified algorithm without requiring
the full computational effort. Based on the above, we propose
to use a novel early-exit neural network to mitigate the
computational cost problem, which ensures the accuracy of
“hard” samples while processing “easy” samples at low cost.
Specifically, our work makes the following contributions:

o To the best of our knowledge, this is the first attempt to
use an early-exit neural network for RF signal classifica-
tion, especially for RFF. Meanwhile, we experimentally
verify its feasibility and advantages using a real-world
RF dataset which consists of 100 wireless devices.

o We introduce a novel cost-effective CVNN-RF classifier
that employs a complex-valued neural network (CVNN)
as the backbone structure and multiple random forest
branches as auxiliary classifiers. The final experiment
reveals that random forest branches as auxiliary classifiers
provide substantial benefits in terms of accuracy and
computational cost compared to other classifiers..

o To further improve the early-exit rate and reduce the
computational cost of the algorithm, we propose an
automated multi-dimensional early-exit strategy, which
includes automated early-exit condition generation, multi-
branch early-exit, and multi-category early-exit.

A preliminary conference version of this work has been
presented in [ 1f], where a simple 4-category radio classification
task was verified. In this journal version, we have consid-
ered a more challenging 100-category classification task and
upgraded the network model to complex CVNN. Moreover,
the newly developed automated early-exit condition generation
and multi-category early-exit strategy improve the early-exit
rate in [1], thus further reducing the computational complexity.

II. PROPOSED METHOD

As the scale of DNN gradually increases, the non-negligible
computational cost and burden imposed by the deep and
intensive computation of DNN limits the deployment on
resource-limited hardware. After DNN training, the depth of
DNN generally remains static and fixed, which means that
samples of whatever classification difficulty will consume the
full computational cost on the entire DNN. Manifestly, such
static computation is not efficient enough. A new dynamic
computation is desired to reduce the redundant computation
of “easy” samples by adjusting the network depth in real time.

Drawing inspiration from the above considerations, we
proposed our RFF method as illustrated in Fig. 2. Specifi-
cally, the method contains three parts: signal preprocessing,
hybrid CVNN-RF classifier and automated multi-dimensional
early-exit. In the signal preprocessing, we perform short-time
Fourier transform (STFT) and normalization on the raw RF
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Fig. 2. The overall framework of our proposed RFF method.

data. Automated multi-dimensional early-exit is used to con-
trol how early-exit is performed under different categories and
branches. A hybrid CVNN-RF classifier is utilized to classify
the different RF samples ranging with different classification
difficulty and allow these samples to exit from different exit
points. For those “easy” samples, they can exit from shallow
exit points to reduce the computational cost. For those “hard”
samples, deeper network layers will be inferred to obtain more
complex and high-level features, ensuring high accuracy.

A. Signal Preprocessing

Neural network training can be challenging and may result
in reduced performance when the raw data is directly fed into
the network. Researchers typically preprocess RF signals to
improve the accuracy of their algorithms. One widely used pre-
processing method is the short-time Fourier transform (STFT)
[21], which maps a one-dimensional time-domain signal to
a joint distribution of time and frequency, preserving both
time-domain and frequency-domain features of the signal. In
this study, we utilized the STFT to preprocess RF signals and
extract their time-domain and frequency-domain features. The
standard STFT output F;z; with length N can be represented
in the time and frequency dimensions as:
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where f is the original signal, s is the stride, and w is the
window function.

Before feeding STFT data into a neural network, it is
necessary to normalize the data to scale each sample to unit
norm. Normalization [22] ensures that all samples have the
same range and facilitates the convergence of neural network
training. In this study, we used min-max normalization to scale
the STFT data to the range of [-1, 1].
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B. Hybrid CVNN-RF Classifier

The design of our hybrid CVNN-RF classifier originated
from the early-exit neural network. A typical early-exit neural
network is usually composed of a backbone neural network
and a branch classifier located at the hidden layer of the
backbone. Traditionally [23[]-[25], the branch classifier is usu-
ally another low-cost and lightweight neural network branch
including the CONV branch and the FC branch. In the process
of inferring the early-exit neural network, confidence can be
used as an important evaluation criterion for early-exit, which
refers to the classification probability given by the branch
classifier for each category. With the confidence, a simple and
conventional early-exit strategy is to compare it with a preset
threshold. If the confidence is higher than the preset threshold,
the current sample is regarded as an “easy” sample that can
exit early and the predicted label of the branch classifier will
be output directly. Otherwise, the current sample is regarded
as a “hard” sample and its hidden features need to be returned
to the backbone neural network for further processing with the
subsequent layers.

As one of the early-exit neural networks, our proposed
hybrid CVNN-RF classifier uses CVNN as the backbone
neural network and four random forest classifiers as auxil-
iary branch classifiers. Fig. 3(a) shows its overall structure.
The backbone CVNN, called CResNet-18, is a ResNet-like

DNN consisting of a complex convolutional (CCONV) layer,
a complex relu (Crelu) activation layer, a complex batch
normalization (CBN)layer, 8 complex BasicBlocks, a global
pooling layer, a flatten layer, and a FC layer. Among various
DL models, CVNN [26] is a novel model that exhibits power-
ful processing and learning capabilities in the field of RFF.
However, a CCONV operation usually requires four times
more computation than a standard CONV operation, which
makes CVNN suffer from a high complexity problem. Our
choice of CVNN as the backbone is mainly due to the expec-
tation that our early-exit neural network can get significant
recognition performance and cost benefits on CVNN. The
input of CResNet-18 consists of two IQ channels of the STFT
time-frequency map with a shape of 128x128. The output of
CResNet-18 is activated with softmax function and consists of
N neurons, where IV denotes the number of categories under
different classification tasks. Each intermediate feature map
between the input and the output is represented by a cube
marked with its dimension. Note that each cube is obtained
by concatenating the real and imaginary parts of the complex
operation results in channel dimension.

Fig. 3(b) shows the two detailed structures of complex
BasicBlock, where the first structure corresponds to the case
with a stride size of 1 and the second structure corresponds to
the case with a stride size of 2. Each complex BasicBlock is
grouped in pairs, with the first using structure 2 and the other
using structure 1. In total, there are four groups of complex
BasicBlocks including complex BasicBlockl, complex Ba-
sicBlock2, complex BasicBlock3, and complex BasicBlock4
with channel sizes of 64, 128, 256, and 512. The first structure
of complex BasicBlock consists of two CCONV layers, two
Crelu layers, and two CBN layers. Between the input and
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Fig. 3. Proposed hybrid CVNN-RF classifier (a) the overall structure of CVNN-RF (b) the two structures of complex BasicBlock.



Dataset

c/(;%iiioc/(zfi;;oc/qiffsio

M1 samples N1 features M2 samples N2 features M3 samples N3 features

Class A Class A Class Cc

‘—J

Final result (Class A)

Fig. 4. An example of random forest classifier.

the second CBN layer of BasicBlock, there is a direct residual
path implemented by summation. Unlike the first structure, the
second structure adds a downsample block in the residual path
to avoid the dimensionality problem. Here the downsample
block is implemented through a CCONV layer with stride of
2 and a CBN layer.

CCONY is the main operator of CVNN, derived from the
complex extension of real-valued convolution. In CCONY,
both the convolution kernel and the input signal are in complex
form. Given a complex input of r» = p + iq (p and q are real
matrices) and a complex convolution kernel of W = A+ B
(A and B are real matrices), the convolution result v of the
CCONY can be expressed as:

v=Wxr=(Axp)+i(Bxp+Axq) (3)

It can be seen that the real part of v is the difference between
the real convolution A X p and B X ¢, and the imaginary part
of v is the sum of the real convolution B X p and A X q.

An alternative expression in matrix form is as follows:

Re(v) | | A —B D
{Im(v)}_{B A |~ q @)
where Re(v) and Im(v) are the real and imaginary parts of
v, respectively.

CBN involves scaling the hidden features to a standard
normal complex distribution, which facilitates the convergence
of CVNN training. The standard normalization for a complex
input h can be achieved by multiplying the inverse square
root of the covariance matrix C' with the zero-centered data
(h — E[h]):

h = (C)~*°(h — E[h]) )
where,
C = <C’I‘T

Cri

Cir Cn‘)
_<Cov(Re(h)7Re(h)) Cov(Re(h),Im(h)))
Cov(Im(h), Re(h)) Cov(Im(h),Im(h))

where C'ov(-) denotes the covariance function.

Similar to batch normalization for real values, CBN can also
scale and shift the standard normalized data / by setting the
learnable parameters «y and /3 as follows:

(6)

CBN(h) =~h+ (7

Crelu activation introduces nonlinearity to CVNN and en-
hances its ability to learn more complex functional mapping
relationships. For a complex input z, the Relu() function
is performed separately for its real and imaginary parts, as
follows:

Crelu(z) = Relu(Re(z)) + Relu(Im(z))i (8)

In order to give the input samples more chances to exit
early in CVNN, four random forest classifiers are set after
the first CBN layer, the complex BasicBlockl, the complex
BasicBlock2, and the complex BasicBlock3, respectively. Ran-
dom forest [27]] is a popular machine learning algorithm that
combines multiple decision trees for ensemble learning. Fig. 4
shows an example of a random forest classifier consisting of 3
decision trees. With bootstrap sampling, each decision tree is
constructed from different subsets of the training samples and
features. For example, the first decision tree uses M 1 samples
and N1 features, while the second decision tree uses M2
samples and N2 features. At each node of the decision tree,
the feature with the best splitting effect is typically selected
for decision based on Gini impurity or information gain. In the
prediction phase of the random forest, the classification results
A, A, and C from 3 decision trees are aggregated by voting
to obtain the final prediction result A. Owing to the random
selection of samples and features as well as ensemble learning,
the diversity of decision trees reduces the risk of overfitting
and brings good generalization performance to random forest.

C. Automated Multi-Dimensional Early-Exit

To achieve good cost efficiency while ensuring accuracy, we
propose an automated multi-dimensional early-exit strategy,
including automated early-exit condition generation, multi-
branch early-exit, and multi-category early-exit. For auto-
mated early-exit condition generation, it is responsible for
automatically generating multiple early-exit confidence ranges
range..:, as the early-exit conditions, where n ranges from
1 to the number of categories N and m ranges from 1 to
the number of branches M. For multi-category early-exit, it
performs different early-exit judgments according to different
categories. Due to the different distribution and difficulty level
of samples in each category, one early-exit condition cannot
guarantee the individuality of the category. Thus, we consider
using independent early-exit conditions for different categories
after selecting the category with the highest confidence value.
For multi-branch early-exit, it performs different early-exit
judgments according to different branches. Compared to a
single branch, multiple branches as exit points can achieve
more flexible early-exit control. By performing early-exit judg-
ments branch by branch, samples of different difficulty levels
can exit early at different exit points. During the early-exit
judgment, the maximum prediction confidence of the branch
classifier selected from P!, P2,..., P"N is used to determine
whether it falls within the confidence range generated by the
automated early-exit condition generation. If it is, the neural
network inference will end and exit early from this branch



Algorithm 1 Automated Multi-dimensional early-exit strategy
(deployment phase)

Algorithm 2 Automated Multi-dimensional early-exit strategy
(implementation phase)

Require:
The correct labels on validation data Lcorrect
The predicted labels of backbone on validation data L.,
The predicted labels of branch on validation data Lprgqnch
The classification confidence of branch on validation data Pval

The number of validation data D

The number of segments S

The accuracy tolerance T'
Ensure:

The early-exit confidence ranges range. ..,

exit

Conduct the following step for each category n and each branch m
Stepl: confidence range generation

Pl = Py sort()
for b in range(S):
=[P (bxint(D/S)), Pri"((b+ 1) xint(D/S))]

Generate confidence range r
Step2: exit flag generation
Within the limited range rb , pick out the label LCy, LNy,

LBy, from the original label L7 L., " respectively

nn’ ~“branch’

, where b is the index of the segment

correct’

for b in range(S):

Require:
The classification confidence of branch on test data Pyest
The early-exit confidence ranges range. .
Ensure:
The early-exit judgment result

ezzt

Conduct the following step for each branch m
Step1: category determination
d = argmaxy Piest
Determine the category d with maximum confidence
Step2: early-exit judgment
if Ptest € rangel:
the test sample exits early
else:
the test sample goes to the next neural network layer
End

branch m, we perform the following steps:

Stepl: confidence range generation

The confidence P,;" in the range of [0, 1] are divided into
n segments in ascending order according to the equal number
of samples in each segment. At the same time, multi-segment

ACCyanen = sklearn.metrics.accuracy_score(LCy, LBb) confidence ranges corresponding to the start and end points

Acc,, = sklearn.metrics.accuracy_score(LCy, LNy)

if Acct,, — Accyunen < T
Ezit® =1

else:
Ezitt =0

Generate exit flag Em‘tb, where b is the index of the segment
Step3: confidence range merge for early-exit
for b in range(S):
if BExit® = L
range..
else:
continue

m,n b)
= merge(range.yi,, T

End

classifier. Otherwise, it will continue to the next layer. Unlike
the conventional early-exit strategy that only uses a single
threshold as early-exit condition, our multi-dimensional early-
exit strategy ensures fine-grained early-exit control for each
branch and each category, which has higher flexibility and
efficiency.

In more detail, our early-exit strategy is presented in the
form of pseudo-code, as shown in Algorithm [I] and Algo-
rithm 2] It can be divided into a deployment phase and an im-
plementation phase. Before the early-exit strategy deployment,
the backbone neural network and branch classifier are trained
using the original training data and the corresponding feature
data at the early-exit layer. After training, the backbone neural
network can infer on all validation data to obtain predicted
labels L,,,,. Similarly, the branch classifier can infer on all test
data or validation data to obtain the classification confidence
Pyest or Py, with predicted labels Ly,qncn- In addition to the
above four parameters, the correct label of the validation data
Liorrect, the number of segments .S, the number of validation
data D, and the accuracy tolerance T' are also used as inputs
to our early-exit strategy.

Algorithm (1| shows the pseudo-code of our early-exit strat-
egy in the deployment phase. For each category n and each

of each segment are generated and denoted as a plurality of
variables 7, where b is the index of the segment.

Step2: exn flag generation

Within the restricted range r°, filter from the original label
Ll veet> L, Lyv . and obtain the label LCy, LNy, LBy,
respectively. Comparing with the correct labels LCj, we count
the percentage of correct prediction labels LB; and LN of
the branch classifier and backbone neural network, and obtain
the corresponding accuracy Acc?,. . and Accl, within the
confidence range r?. If the difference between the accuracy
Acc} .. and the accuracy Acc?,, is within a certain accuracy
tolerance 7', we mark the exit flag Exit® of confidence range
rb, as 1, which means that the samples in confidence range
r?, need to exit early. Instead, the exit flag Exit’ is marked
as 0.

Step3: confidence range merge for early-exit

To obtain the final early-exit confidence ranges range..;,
we merge those confidence ranges that can be used for early-
exit, that is, the confidence ranges with the exit flag Exit®
equal to 1 in step2.

Algorithm [2] shows the pseudo-code of our early-exit strat-
egy in the implementation phase. For each branch m, we
perform the following steps:

Stepl: category determination

The category d with the maximum confidence among all
categories is selected for later early-exit judgment.

Step2: early-exit judgment

If the conﬁdence P t belongs to the confidence range
mngeem generated in the deployment phase, the test sample
exits early and the predicted label of branch m is used as the
final identification result. Otherwise, the test sample at early-
exit branch needs to be further processed by the rest of the
neural network layers.

Fig. [5] shows an example of using our early-exit strategy,
illustrated with 2 branches and 3 categories. The overall flow
of the early-exit strategy is shown in Fig. 5(a). For branch 1
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and branch 2, there are separate early-exit judgement function
modules (B1C1, B1C2, B1C3, B2C1, B2C?2 and B2C'3) for
each category. In this example, the branch 1 determines that
the current test sample belongs to the category 1 based on the
confidence vector of [0.4,0.3,0.3] and gives the judgement
result for returning to the next layer of the backbone. The
branch 2 determines that the current test sample belongs to
the category 2 based on the confidence vector of [0.3,0.5,0.2]
and gives the judgement result for early-exit. Fig. 5(b) gives
the specific details of the early-exit judgement. For the branch
1, the confidence level 0.4 for the category 1 is the highest, so
the early-exit judgement function module B1C1 is actlvated
Since 0.4 does not fall within the early-exit range rangegm,
the current test sample is considered as a “hard” sample that
need to be returned to the next layer of the backbone. For
the branch 2, the confidence level of 0.5 for the category 2
is the highest, so the early-exit judgement function module
B2C2 i 1s activated. Since 0.5 falls within the early-exit range
mngeem, the current test sample is considered as an “easy”

sample that can exit early. Here the early-exit range range exlzt
and rcmgeemt are determined in advance and can be referred
to the deployment phase of our early exit strategy.

III. EXPERIMENTAL RESULTS AND ANALYSIS
A. Experiment Setup

1) Dataset:
In this paper, a real-world public ADS-B dataset [28] is
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Fig. 6. The frame format of a complete ADS-B signal.

used to validate the performance of our algorithm, which is
collected at the Tianjin Civil Aviation industrialization base
using the software-defined radio platform (SM200B). The
ADS-B signal is a type of RF signal that is periodically
broadcast in plain text form by commercial aircraft to help the
air traffic control (ATC) center obtain its location and status
information. For air traffic management and flight safety, the
study of RFF for ADS-B signals is of great importance.

Fig. 6 illustrates the frame format of a complete ADS-B
signal. Its duration is typically 120us, of which the first 8us
is the preamble segment and the last 112 s is the data segment.
As the frame header of an ADS-B signal, the preamble
segment consists of four pulses at the moments of Ous, 1us,
3.5us, and 4.5us, respectively. The data segment starts at the
moments of 8us and lasts until 120us, which contains the 5-
bit Downlink Format (DF) information, the 3-bit transponder
capability (CA) information, the 24-bit International Civil
Aviation Organization (ICAO) aircraft address information,
the 56-bit message (ME) information, and the 24-bit parity
identifier (PI) information. According to different message
types, the ME field contains various information such as
airborne position (longitude, latitude, altitude, etc.), airborne
velocity, and aircraft operation status. These messages are not
unique or fixed for an individual ADS-B target, so they are
not sufficient to reveal the identity of the target. However,
the ICAO code can serve as the unique identity of the target,
which may affect the learned RF fingerprint features due to the
memory effect of the DNN. Therefore, we removed the ICAO
code from the ADS-B signals with 6000 sample points in the
original dataset and obtained the processed ADS-B signals
with 4800 sample points.

Three categories were chosen to plot the first 1000 sample
points of the ADS-B amplitude signal, as shown in Fig. 7.
From the figure, it can be observed that there are slight
differences between the signals of different ADS-B targets
even in the fixed information (preamble segment, DF, and CA)
of the first 800 points. Although the positions of the pulses in
the fixed information are the same, the crests of the pulses as
well as their rising and falling edges show different degrees
of distortion. To extract the RF fingerprints associated with
these subtle distortion characteristics, DNNs offer a promising
solution with their powerful learning and automatic feature
extraction capabilities.

For our experiments, we selected 10-100 categories of ADS-
B signals, where each category has 3600 samples. Considering
the randomness of RF signal generation in the real world, we
randomly assigned 60% of the dataset as the training set, 30%
as the validation set and the remaining 10% as the test set. In
addition, 15 Monte Carlo experiments are conducted to ensure



7%, 5%, 2%, and 0%. As for the signal preprocessing, we set
1.01 the window length of STFT to 128.
057 TABLE II
ACCURACY (%) COMPARISON OF THE CVNN-RF BACKBONE WITH
0.0 T T T T T T OTHER DIFFERENT ALGORITHMS
0 200 400 600 800 1000
1.07 Neural network 100 50 10
054 CResNet-18 95.76 96.32 99.11
ResNet-18 92.12 92.66 98.80
00 L T T T T T T
0 200 400 600 800 1000 ABL [29] 90.67 91.23 98.34
104 LightAMC [30] 84.01 85.16 95.49
MSCNN [31] 85.07 86.12 98.57
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Fig. 7. Amplitude signal waveforms for the first 1000 sample points of 3

ALGORITHMS IN TERMS OF PARAMETERS AND COMPUTATIONAL COSTS

ADS-B targets. Neural network Parameters Computational
" W (MB) costs (MFLOPs)
TABLE 1 CResNet-18 5.66 140.81
THE HYPERPARAMETERS IN PROPOSED METHOD
ResNet-18 2.83 35.53
ABL [29] 10.8 21.6
Proposed method Hyperparameters Values
LightAMC [30] 0.32 23.48
Optimizer Adam MSCNN [31] 1.89 55.11
Epoch 300
Hybrid CVNN-RF classifi i
yor crassier Batch size 1024 B. Performance of CVNN-RF Backbone
Learning rate 0.001 In this section, we provide a comparison of the recognition
Number and max depth 400. 20 performance between the CVNN-RF backbone CResNet-18

of decision trees

Accuracy tolerance 10% 17% I5%

Automated multi- 2% /0%
dimensional early-exit Number of entropy
range segments 15
Signal preprocessing Window length of 128

STFT

the reliability of the experimental results, and the median of
the experimental results is taken as the most typical one for
analysis.

2) Target Platform and Framework:

To ensure sufficient computational resources for our ex-
periments, we chose an Intel Xeon Gold 6240 CPU and a
NVIDIA Tesla V100S PCle 32GB GPU as the target platform.
Additionally, both keras and scikit-learn are utilized as basic
frameworks for training the backbone neural network and the
branch classifiers.

3) Experimental Setup Parameters:

Table [ shows several hyperparameters used in the hybrid
CVNN-RF classifier, the automated multi-dimensional early-
exit strategy and the signal preprocessing. During the training
process of the hybrid CVNN-RF classifier backbone, we
utilized the Adam optimizer and set epoch to 300, batch size
to 1024, and learning rate to 0.001. Meanwhile, the max depth
and number of decision trees in all random forest branches are
set to 20 and 400, respectively. Regarding the automated multi-
dimensional early-exit strategy, the confidence range is divided
into 15 segments and accuracy tolerance is chosen from 10%,

and its real-valued version ResNet-18. Other existing network
structures in the field of RF signal recognition, including
adaptive broad learning (ABL) [29], lightweight automatic
modulation classification (Light AMC) [30]], and multisampling
convolutional neural network (MSCNN) [31]], are also pro-
vided for comparison. These neural networks are reproduced
under the same ADS-B dataset and their hyperparameters are
set according to the corresponding article. Specifically, Table
IT shows the recognition performance of the above neural
networks at 100, 50 and 10 categories. It can be seen that
CResNet-18 can almost maintain higher recognition accuracy
than the comparison method. As the number of classification
categories increases, the performance of all methods declines
to some degree. However, our CResNet-18 can still maintain
high recognition accuracy. Taking a classification task with
100 categories as an example, the recognition accuracy of all
compared methods drops below 95%, while our CResNet-18
can still maintain 95.76% recognition accuracy.

In terms of parameters and computational cost, we show
the performance of each neural network as shown in Table
III. While CResNet-18 achieves the highest accuracy, the
complex-valued computation also imposes a high computa-
tional cost on CResNet-18, as previously mentioned in Sec-
tion II-B. Compared to ResNet-18, the computational cost
of CResNet-18 is about four times higher and the highest
among all networks. Due to the complex-valued form of the
network weights, the number of parameters in Cresnet-18 is
also approximately twice that of ResNet-18 and is the second



highest among all networks. Notably, our proposed CVNN-RF
uses Cresnet-18 as the backbone and focuses more on reducing
the computational cost associated with CVNN than the number
of parameters. With the introduction of our novel early-exit
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Fig. 8. Statistical analysis of accuracy and confidence for the first branch and
backbone under a selected category in the validation dataset.

mechanism, we expect to realize significant computational cost
reduction. For more analysis and experiments on CVNN-RF,
please refer to the subsequent subsections.

C. Statistical Analysis of Accuracy and Confidence for CVNN-
RF

In conventional early-exit neural networks, confidence is
often used as a criterion to evaluate the sample difficulty.
Samples with high classification confidence tend to be “easy”
samples with high accuracy and samples with low classifica-
tion confidence tend to be “hard” samples with low accuracy.
Unfortunately, to the best of our knowledge, existing work
on the early-exit neural networks has merely assumed this
conclusion without verifying it. In order to evaluate the rela-
tionship between accuracy and confidence, a statistical analysis
was conducted by us under a typical condition. We counted
the validation accuracy of the first branch and the backbone
within the branch confidence range of [0, 1], using a selected
category from 100-category classification task in the validation
dataset. This is visualized by bar charts with reference lines
and a table, as shown in Fig. [§] It should be noted that we
use equal sample amounts rather than equal confidence range
sizes to count the accuracy. Since the distribution of confi-
dence is not uniform, using equal confidence range sizes may
cause confidence ranges with small sample amounts to lose
statistical significance. By sorting the confidence values and
dividing them into 15 segments with equal sample amounts,
we obtained specific confidence range segments as listed in
the right table of Fig. 8] From the upper left section part of
Fig. [8 it can be observed that the accuracy of the branch
classifier generally tends to increase with the confidence of
the branch classifier, which is in agreement with the intuition
that accuracy increases with sample difficulty. In other words,

confidence can serve as a reliable criterion for a classifier to
evaluate the sample difficulty to some extent.
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While there are fluctuations within certain confidence
ranges, we believe that this is a normal phenomenon caused
by the combined effects of sample distribution and classifier
generalization ability. For example, the branch classifier ac-
curacy of samples in the 7th segment ((0.52,0.60]) of the
confidence range is lower than that of samples in the 6th
segment ((0.45,0.52]) of the confidence range. One possible
reason is that the samples in the confidence range (0.52, 0.60]
are not sufficiently trained and learned by the branch classifier
compared to the samples in the confidence range (0.45,0.52],
resulting in poor accuracy performance of the validation
dataset in the actual experiments.

Additionally, the statistical relationship between the branch
confidence and the accuracy of the backbone is shown in the
lower left of Fig. [8] As sample difficulty is a relative rather
than an absolute concept, classifiers at different locations
make different difficulty judgments about the classification
confidence. Those samples that are considered to have high
confidence by the branch classifier are not definitely more
accurate under the backbone. For instance, the accuracy of
the backbone is lower than that of the branch classifier for the
samples in the 6th segment ((0.45,0.52]) and 13th segment
((0.94,0.96]) of the confidence range. This indicates that some
samples are more suitable for classification by branch classifier
with shallow features, while deep features may adversely
affect the classification accuracy of these samples. Similarly,
those samples that are considered to have low confidence
by the branch classifier are not definitely worse under the
backbone. For instance, the accuracy of the backbone is higher
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Fig. 10. Analysis diagram of our early-exit strategy for different categories under the first branch.

than that of the branch classifier for the samples in the 1st
segment ([0,0.12]) and 2nd segment ((0.12,0.23]) of the
confidence range. Therefore, these low-confidence samples
are more suitable for classification using backbone to further
ensure high accuracy.

D. Impact of Early-exit Strategies

Using the statistical method in the previous section, we keep
the reference lines on the bar chats and further compare the
differences between the conventional early-exit strategy and
our early-exit strategy. An example of the analysis diagram
for two early-exit strategies is given in Fig. 0] As previously
mentioned in Section III, the conventional early-exit strategy
compares the confidence with a preset threshold. Typically, the
threshold is manually set and suggested to be between 0.5 and
0.7. To ensure the accuracy of branch during early-exit, we set
a threshold of 0.6 for conventional early-exit strategy in the
example of Fig. [Bfa), where the threshold T'h is indicated
by the purple line. When the confidence exceeds 0.6, early-
exit is performed and marked as the yellow part. Otherwise,
early-exit cannot be performed and is marked as the blue
part. As for our early-exit strategy, its analysis diagram is
shown in Fig. 0(b). Different from the conventional early-
exit strategy that uses a manually set threshold as the early-
exit condition, our early-exit strategy automatically generates
early-exit ranges as the early-exit conditions based on the
accuracy comparison between branch and backbone. If the
accuracy of branch is not lower than that of backbone by a
certain tolerance 7', or even higher than that of backbone,
we consider the current sample can exit early to reduce the
computational cost. If not, we consider the current sample
cannot exit early to ensure accuracy. In this example, the
accuracy tolerance 7' is marked as a purple line and set at

5%. Early-exit and no early-exit are still marked as yellow
and blue parts, respectively.

Since our early-exit strategy utilizes the accuracy within
the per-segment confidence range for comparison, it can
automatically obtain a more precise early-exit range based
on the per-segment endpoints instead of manually setting a
single threshold based on empirical experience. According to
the analysis diagram, the difference of the output results is
clearly visualized between the two early-exit strategies. It can
be observed from this example that our early-exit strategy
has a 60.0% (9/15) early-exit rate under the validation set,
which is 6.7% higher than the 53.3% (8/15) early-exit rate of
the conventional early-exit strategy. The early-exit rate here
denotes the percentage of samples that exit at the branch.
Besides, our early-exit strategy automatically finds classifiers
with high accuracy within the confidence range segment,
especially using branch classifier with higher accuracy within
the 6th confidence range segment, which helps us to have an
overall accuracy advantage over the conventional early-exit
strategy. Furthermore, on the difference with the decision-
making approach of conventional early-exit strategy, our early-
exit strategy incorporates multi-category and multi-branch for
early-exit.

For multi-category early-exit, we select 8 categories from
100-category classification task and use the first branch to
analyze the characteristics of early-exit for different categories,
as shown in Fig. [T0] It is evident that each category has its own
distinct characteristics, as reflected in their sample distribution.
Taking class 2 or 5 as an example, the branch and backbone
have almost the same sample distribution and trend. This
means that the remaining backbone neural network inference
at the branch location contributes little to the accuracy of class
2 or 5, and thus the samples of these two categories can exit
directly at the first branch within the entire confidence range.
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Fig. 12. Analysis diagram of our early-exit strategy for different branches
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For classes 1, 4, 7 or classes 3, 6, 8, their early-exit ranges
have different endpoints and exhibit either discontinuous or
continuous characteristics. Notably, the continuous early-exit
range is similar to that in the conventional early-exit strategy,
but its location is determined automatically rather than set
manually. Furthermore, Fig. [T1] gives the specific early-exit
rate and accuracy for each category with and without our
multi-category early-exit. When multi-category early-exit is
not used, a uniform threshold of 0.6 is used for all categories to
perform the conventional early-exit strategy. From the figure,
the accuracy for branch and backbone ranges from 81.4%
to 100% and the exit rate ranges from 33% to 93%. When
our multi-category early-exit is used, there is a maximum 8%
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increase in accuracy and a maximum 20% increase in exit
rate for one category. Except for a slight decrease in accuracy
observed in class 5, other categories show varying degrees of
improvement in both accuracy and exit rate or stay unchanged.
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Fig. 13. Performance results with and without multi-branch early-exit.
Class8 . . Exitl
Class7 —=
Class6 I — ] Exit2
ClassS H— D Exit3
Class4 M—— I
Class3 I |:| Exit4
Class2
Class] | . Exit5

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Fig. 14. Stacked percentage bar plot of sample size at different exit points
for different categories.

For multi-branch early-exit, we choose the first category
and use four branches to analyze the characteristics of early-
exit for different branches, as shown in Fig. [I2] These four
branches correspond in sequence to the four branches in our
hybrid CVNN-RF classifier. To facilitate the analysis and
experiment, all the validation data goes through all branches
instead of exiting early at only one of them. It can be seen
that each branch has the opportunity to perform early-exit and
deep branches have greater exit rates than shallow branches. In
addition, as the branch position deepens, some previously low-
confidence samples move towards the high-confidence regions
and the accuracy of the branch gets closer to that of the
backbone. It is concluded that while the shallow branches
save a large computational cost, the deep branches still have
the opportunity to exit early and guarantee high accuracy.
Therefore, combining multiple branches with different loca-
tions to perform early-exit has a higher theoretical benefit
than using a single branch. Furthermore, Fig. [[3] gives the
specific overall accuracy and computational cost with and
without our multi-branch early-exit. In the case of not using
multi-branch early exit, only the first branch is used. As can
be seen from the figure, using multi-branch early-exit has
84% accuracy and 37.56 million floating point operations
(MFLOPs) computational cost, which makes a 2% accuracy
improvement and a 34% reduction in computational cost over
not using multi-branch early-exit.

To further analyze the effect of multi-category early-exit
and multi-branch early-exit, a stacked percentage bar graph
of the sample size is shown in Fig. 14. Exit points Ezitl to



Exit4 in the figure correspond sequentially to the four early-
exit branches, and exit point Ezitd is the final exit of the
backbone network. It can be seen that there are opportunities
for samples to exit at different exit points, while different
categories have different proportion of exit samples. In this

TABLE IV
THE COMPUTATIONAL COST OF DIFFERENT BRANCH CLASSIFIERS

Branch classifier Computational cost (MFLOPs)

Random forest 2.05, 1.02, 0.72, 0.51

CONV (3x3) 13.12, 3.28, 2.82, 2.59
FC 13.11, 3.28, 1.64, 0.41
0.975 7
: + CVNN
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Fig. 15. Performance results of different classifiers.

case, the first exit point (Exitl) exits the most samples, while
the exit samples at the remaining exit points vary according to
the specific category. For example, all samples from categories
2 and 5 only need to exit at the first exit point, while samples
from categories 1 and 4 are distributed across each exit point.

E. Impact of Branch Classifiers Type and Tolerance

To further investigate the effect of branching classifier types,
we add CONV branches and FC branches to compare with
random forest branches, all of which are listed in Table
If the sample cannot exit early, early-exit neural network
has the additional overhead of implementing the branch clas-
sifiers. Thus, the designed branch classifiers cannot be too
complex and need high efficiency. In our experiments, four
random forest branches are composed of 400 decision trees
with a computational cost of 2.05SMFLOPs, 1.02MFLOPs,
0.72MFLOPs, and 0.51MFLOPs, respectively. For four CONV
branches at the early-exit layers, they consist of two 3x3
convolution layers, one global pooling layer and one soft-
max layer, whose computational costs are 13.12MFLOPs,
3.28MFLOPs, 2.82MFLOPs and 2.59MFLOPs respectively.
Besides, four FC branches are composed of one FC layer
and their corresponding computation costs are 13.11MFLOPs,
3.28MFLOPs, 1.64MFLOPs, and 0.41MFLOPs.

TABLE V
THE PERFORMANCE RESULTS OF THE DIFFERENT BRANCH CLASSIFIERS
(TOLERANCE=5%)

Computational

Class Num Classifier Accuracy (%) cost (MFLOPs) Exit (%)
CVNN 95.76 140.81 -
90.09
CS)\I\III;I/I;IX3 97.09 25.26 (76.49, 3.98,
100 4.45,5.17)
68.13
CVNN-FC 96.42 53.05 (58.23, 2.97,
3.34,3.59)
91.05
CVNN-RF 97.36 23.89 (77.57, 4.03,
4.07,5.38)
CVNN 96.32 140.75 -
90.18
C(O:\I\[II;I/I;IX3 97.41 25.11 (76.52, 4.01,
50 ) 4.38,5.19)
68.75
CVNN-FC 96.63 52.68 (58.12, 3.31,
3.44,3.88)
91.33
CVNN-RF 97.68 23.66 (77.62, 4.07,
4.23,5.41)
CVNN 99.11 140.71 -
92.14
C(C)\IGI;I/I;IXX 99.43 23.30 (77.52, 4.03,
10 ) 4.86,5.73)
70.83
CVNN-FC 99.12 50.56 (59.29, 3.31,
3.94,4.29)
93.21
CVNN-RF 99.56 22.08 (78.21, 4.10,
5.10,5.80)

Using the aforementioned three branch classifiers, we im-
plemented CVNN-RF, CVNN-CONV3x3, and CVNN-FC for
further experiments. As a reliable standard to compare the
performance of different classifiers, we set the original CVNN,
which is the backbone of CVNN-RF, as the baseline. In
addition, using only one random forest classifier as the main
classifier was added as another reference point. Fig. [I5] shows
the performance results of different classifiers. It is worth
noting that the reported computational cost is the average
of the computational cost for all test samples with different
difficulties. Overall, the performance of the three classifiers
is better than the baseline, with CVNN-RF outperforming the
other classifiers. While using only one random forest classifier
has the lowest computational cost, there is a large accuracy gap
compared to the other classifiers, which is unsatisfactory in
real-world scenarios. Additionally, there is a trade-off between
test accuracy and computational cost based on tolerance. In
this case, when the tolerance is low, the classifier can achieve
high accuracy but the reduction of the computational cost
is limited. On the contrary, the classifier can save more
computational cost but sacrifice accuracy. Based on the above
analysis, we suggest that the best tolerance can be obtained at
the knee point (tolerance=5%).
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Fig. 16. Reliability analysis under 15 Monte Carlo experiments (* denotes
significant at the level of 5%, ** denotes significant at the level of 1%, ****
denotes significant at the level of 0.01%) (a) box plots for accuracy (b) bar
plots for computational cost.

Table[V]highlights the specific accuracy, computational cost,
and early-exit rate when tolerance is equal to 5%. The “Exit”
column denotes the early-exit rate, including the overall early-
exit rate and the early-exit rate of each branch. From the table,
it can be seen that the early-exit neural network is better than
the original backbone in terms of accuracy and computational
cost, especially our proposed CVNN-RF obtains the highest
accuracy and lowest computational cost. Taking a classification
task with 100 categories as an example, our CVNN-RF has
an accuracy of 97.36%, which is 1.6%, 0.27%, and 0.94%
higher than that of the original CVNN, CVNN-CONV3x3,
and CVNN-FC. With respect to the computational cost, our
CVNN-RF also has the lowest computational cost of 23.89
MFLOPs since CVNN-RF has the highest early-exit rate of
91.05%. Compared to the original CVNN, the computational
cost is reduced by 83%. As the number of classification
categories decreases, there is a slight increase in the early-
exit rate of the three early-exit neural networks. One possible
reason is that the difference in accuracy between the branch
classifier and the backbone becomes smaller as the classifica-
tion difficulty decreases. As a result, the samples have more
chances to exit under the judgment of our early-exit strategy.
Additionally, the classification difficulty of each category can
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Fig. 17. The identification accuracy and computational complexity of our
algorithm under different SNR levels.

also influence this phenomenon.

F. Robustness Analysis

Based on the four models with 5% tolerance in the pre-
vious section, we analyze the accuracy and computational
cost statistical results of these models for the 100-category
classification task under 15 experiments to verify the reli-
ability of the proposed method. Here, Wilcoxon-based non-
parametric tests are used for significance testing to measure
the statistical differences between the performance of the
different models. Fig. 16(a) illustrates the box plots of the
accuracy under the four tested models. For each box, the
value of the red horizontal line is the median; the upper
and lower two black horizontal lines indicate the maximum
and minimum values, respectively; the upper and lower two
horizontal lines of the blue box indicate the upper and lower
quartiles, respectively. It can be seen that CVNN-CONV3x3,
CVNN-FC, and CVNN-RF with our early-exit strategy have
a certain degree of accuracy improvement compared with
the CVNN baseline, and the significant difference levels are
0.01%, 1%, and 0.01%, respectively. Among the three early-
exit models, CVNN-RF has the best accuracy performance,
with significant difference levels of 5% and 1% compared
to CVNN-CONV3x3 and CVNN-FC. Fig. 16(b) illustrates
the bar plots of the computational cost under the four tested



models. The blue bar reflects the mean value of the compu-
tational cost, and the black error bar reflects the distribution
of the computational cost. Notably, unlike CVNN which has a
fixed computational cost for data computation, the other three
models process the samples dynamically through our early-
exit strategy, and thus their computational costs are affected
by data distribution under different random seeds. It can be
seen that CVNN-CONV3x3, CVNN-FC, and CVNN-RF with
our early-exit strategy have significant computational cost
reduction compared to the CVNN baseline, and the significant
difference levels are all 0.01%. Among the three early-exit
models, CVNN-RF has the lowest computational cost, with
significant difference levels of 5% and 0.01% compared to
CVNN-CONV3x3 and CVNN-FC.

To assess the effect of noise on our algorithm, we added
noise with six intensities to the original ADS-B dataset. The
signal-to-noise ratio (SNR) of the noise-added RF signals takes
5dB as the step and varies from 20dB to -5dB. Under all SNR
conditions, We tested our algorithm using the four models
trained with the original dataset and early-exit ranges obtained
at a tolerance of 5%. Fig. 17 shows the recognition accuracy
and computational complexity of our algorithm at different
SNR conditions. It can be seen that our CVNN-RF has the
highest accuracy and lowest computational complexity for all
SNR conditions. As the SNR decreases, the accuracy of all
four models decreases, which is in line with the expected
trend. It is worth noting that the SNR affects the computational
cost performance of the early-exit networks to some extent.
The computational complexity of the 3 early-exit networks
increases with decreasing SNR. One possible reason is that
the increased noise level makes the samples harder to classify,
thereby more samples passing through deeper network layers
for processing.

IV. CONCLUSIONS AND DISCUSSIONS

This paper introduces the hybrid CVNN-RF classifier which
combines a CVNN backbone with multiple random for-
est branches. Under the scheduling control of our multi-
dimensional early-exit strategy, the hybrid CVNN-RF is able
to dynamically handle RF samples of various difficulties.
Specifically, for “easy” samples, the hybrid model allows them
to exit early and obtain classification results from the random
forest branch to reduce the computational cost. On the other
hand, for “hard” samples, more layers of the backbone neural
network are used for inference to ensure overall accuracy.
At last, experimental results for a 100-category classification
task demonstrate that our hybrid CVNN-RF classifier can
achieve a 1.6% increase in overall accuracy while reducing
computational costs by 83% compared to the original CVNN.

While our method has shown good cost-effectiveness, it is
important to recognize its limitations and challenges. First, the
low SNR will affect the cost-effectiveness of early-exit models
to some extent. Second, deploying early exit models in real-
world environments faces additional online challenges, such
as hardware resource limitations, small online sample counts,
and new data adaptation.

Regarding the above existing issues, our future research
will focus on improving the performance of our early-exit

model and its robustness against signal degradation. Due to
the plug-and-play nature of the branch module, we see the
potential of our approach to adapt to different application
requirements of IoT and to be incorporated with other state-
of-the-art techniques (e.g., attention mechanisms, data aug-
mentation, model pruning, and neural network architecture
search). For the practical application of the IoT, we will further
extensively validate the performance of our early-exit model
on WiFi, Bluetooth, LTE and other RF data, and explore online
deployment schemes using cloud-edge collaboration, transfer
learning, open-set identification, and incremental learning.
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