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Abstract—The rapid adoption of online chatbots represents a
significant advancement in artificial intelligence. However, this
convenience brings considerable privacy concerns, as prompts
can inadvertently contain sensitive information exposed to
large language models (LLMs). Limited by high computational
costs, reduced task usability, and excessive system modifica-
tions, previous works based on local deployment, embedding
perturbation, and homomorphic encryption are inapplicable
to online prompt-based LLM applications.

To address these issues, this paper introduces Prompt
Privacy Sanitizer (i.e., ProSan), an end-to-end prompt
privacy protection framework that can produce anonymized
prompts with contextual privacy removed while maintain-
ing task usability and human readability. It can also be
seamlessly integrated into the online LLM service pipeline.
To achieve high usability and dynamic anonymity, ProSan
flexibly adjusts its protection targets and strength based on
the importance of the words and the privacy leakage risk of
the prompts. Additionally, ProSan is capable of adapting to
diverse computational resource conditions, ensuring privacy
protection even for mobile devices with limited computing
power. Our experiments demonstrate that ProSan effectively
removes private information across various tasks, including
question answering, text summarization, and code generation,
with minimal reduction in task performance.

1. Introduction

The advent of online chatbots like ChatGPT is regarded
as one of the most significant advances in the realm of
general artificial intelligence [1]. It also represents a ma-
jor shift in the NLP application paradigm. Unlike fine-
tuning [2] or prompt-tuning [3], which requires data to
adjust model parameters or prompts, large language models
(LLMs) like GPT [4] and LLaMA [5] can be directly applied
to downstream tasks without any such preparation. Users
need only craft a prompt combining task instructions and
relevant information, submit it to an LLM, and the model
will complete the task in a zero-shot manner.

However, privacy leakage in prompts is one of the risks
associated with LLM applications [6]. To guide LLMs in
completing tasks accurately, users need to provide relevant
task information. The following types of information con-
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Figure 1. Prompt Privacy Sanitizer illustration: Prompt
Privacy Sanitizer measures the importance and privacy of words
in the prompt and selectively replaces them. It can generate anonymized
prompts for various tasks while maintaining high usability and dynamic
anonymity.

tained in prompts could pose privacy risks: (1) Personal pri-
vacy information, such as name, gender, or Social Security
Number, may be disclosed when using healthcare systems
based on LLMs; (2) Corporate confidential information,
such as system log or financial statement, which could be
revealed when employees use LLMs for tasks like coding or
text summarization. Although service providers like OpenAI
claim they will not disclose user data to third parties, they
still collect user conversations as datasets for model training
to enhance service quality [7]. Existing attackers could ex-
tract or reconstruct user-private text through the model’s API
[8], parameters [9], gradients [10], and historical sessions
[11]. Thus, privacy leakage in prompts remains an obstacle
to achieving secure general artificial intelligence.

In the field of natural language processing (NLP), one re-
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search direction for text privacy protection is to prevent data
from being explicitly exposed to service providers. This can
be categorized into the following approaches: (1) Local De-
ployment: The most direct way to prevent privacy leakage
is to run services offline, ensuring data never leaves the local
environment. However, many commercial LLMs are closed-
source. Previous work has executed privacy-related parts of
tasks [12] or erased sensitive information [13] in prompts by
using locally hosted open-source LLMs. Nonetheless, even
with model compression and acceleration technologies [14],
the high computational costs make it difficult for ordinary
users to afford. (2) Using Embeddings [15], [16], [17]:
Another approach involves replacing the plaintext interface
between the user and service providers with corresponding
embeddings. However, this requires modifying other com-
ponents in the NLP pipeline to adapt to this change. Addi-
tionally, because embeddings are not human-readable, users
cannot verify if private information has truly been removed.
Existing research indicates that attackers can reconstruct
the original text or infer sensitive private attributes from
text embeddings [18]. (3) Homomorphic Encryption [19]:
This technique allows service providers to process encrypted
texts directly. However, it is challenging to apply to discrete
texts, limiting its use cases. Furthermore, the encryption and
decryption processes can impose additional computational
burdens on the user side.

The aforementioned protection approaches all involve
modifying the existing paradigm of LLM services, poten-
tially introducing additional risks. Therefore, another di-
rection of defensive measures is to directly delete private
information in text at the user end. These measures can be
categorized as follows: (1) Differential Privacy [20]: Cur-
rent work adds random noise into embeddings at word [21],
sentence [22], and document [23] levels. By utilizing k-
nearest neighbors [24], autoencoders [25], or autoregressive
language models [26], the perturbed embeddings are used to
generate anonymized texts that meet the requirements of lo-
cal differential privacy. However, the added noise introduces
grammatical errors and semantic deviations in the sanitized
text, reducing its usability; (2) Text Anonymization [27]:
Some existing works treat privacy protection as a part-of-
speech (POS) tagging task, utilizing named entity recog-
nition (NER) [28] to capture, remove, or replace private
information in the text. However, when entity information
serves as a prerequisite for task execution, indiscriminate
processing of named entity terms can render the prompts
unusable. Additionally, users cannot directly use responses
from cloud LLMs, as further de-anonymization is required
[29]. Other works consider privacy protection as a text
rewriting task, leveraging language models to rewrite the
original text [30], but this only changes the writing style
and does not obscure private information.

Due to high computational demands, extensive system
modifications, limited application scenarios, low task us-
ability, and coarse privacy protection, the aforementioned
methods struggle to effectively address the issue of privacy
leaks in the prompt. Therefore, we propose that a text-to-text
prompt privacy protection framework for LLM applications

should achieve the following three goals:
(1) High Usability: The framework should be applicable

to various tasks, and the processed prompts should maintain
high usability without affecting task accuracy. Since service
providers may reject prompts with high perplexity to pre-
vent jailbreak attacks [31], anonymized prompts should also
remain as fluent as possible.

(2) Dynamic Anonymity: The processed prompts
should not contain private information while ensuring us-
ability, and the protected privacy targets should change
dynamically based on the context. For instance, the name
‘Jack’ should only be considered a privacy leak in the
sentence “Jack is a billionaire.” rather than in “All work
and no play makes Jack a dull boy.”

(3) Adaptivity: This goal encompasses two aspects: (i)
Audience Inclusivity: The framework should be adjustable in
terms of privacy protection performance and computational
load requirements. This allows basic privacy protection
for ordinary users with limited computing resources, while
providing high-level anonymization of multiple data types
for enterprises with abundant computing power. (ii) System
Independence: The framework should be seamlessly inte-
gratable into mainstream NLP pipelines without requiring
modifications to other components.

To meet the above goals, we propose the Prompt
Privacy Sanitizer (i.e., ProSan), the first frame-
work for prompt privacy protection that balances usability
and anonymity, as shown in Fig. 1. Unlike existing solutions,
we leverage the LLM itself to quantify the impact of each
word in the prompt on task usability, and selectively replace
task-irrelevant word to ensure usability. Additionally, we
use self-information to measure the sensitivity of words in
context, dynamically adjusting anonymity. Furthermore, we
utilize a masked language model to generate anonymized
words based on context, enhancing fluency. Sampling prob-
abilities of words are determined based on importance
and self-information, achieving a dynamic balance between
usability and anonymity. Moreover, we train a sequence-
to-sequence (Seq2Seq) model on the generated text pairs,
providing an out-of-the-box ProSan for ordinary users.
Our framework operates at the text-to-text level, enabling
seamless integration into existing LLM service pipelines,
thus fulfilling adaptivity requirements.

We summarize the contributions as follows:

• We propose ProSan, an end-to-end framework for
prompt privacy protection, which dynamically bal-
ances the usability and anonymity of prompts, en-
suring the privacy of sensitive information while
maintaining usability.

• We combine the importance of words with self-
information to flexibly identify and effectively re-
place sensitive words in prompts for the first time,
providing a context-adaptable solution for different
words rather than applying a uniform privacy pro-
tection strategy.

• We treat privacy protection tasks as Seq2Seq tasks.
By utilizing high-quality anonymized text pairs ob-



tained from compute-intensive steps, we fine-tune a
lightweight anonymized Seq2Seq model. This en-
sures that ordinary users can execute the privacy
protection framework on local devices with minimal
loss of task usability.

• Empirically, our method presents an outstanding per-
formance across multiple tasks. In question answer-
ing, text summarization, and code generation tasks,
our approach accurately identifies and replaces sen-
sitive information with almost no loss in usability.

2. Background

2.1. Large Language Model and Prompt

Language models learn statistical patterns of language
based on training corpora, enabling them to predict and gen-
erate text that aligns with natural language conventions. The
introduction of the Transformer architecture has significantly
enhanced the ability of language models to handle long
sequences and has improved computational efficiency [32].
Our framework involves three types of modern language
models based on Transformer.

Encoder-only models, such as BERT [2] and RoBERTa
[33], focus on text comprehension. By understanding the
semantic information of the input, they provide efficient
text representations for downstream tasks like NER and
sentiment classification.

Decoder-only models, such as GPT [34] and LLaMA
[5], emphasize text generation. They can generate sequences
word by word based on given inputs, suitable for tasks like
dialogue and question answering.

Encoder-decoder models, such as BART [35] and Flan-
T5 [36], specialize in Seq2Seq tasks. The decoder generates
corresponding output using context information captured by
the encoder, applicable to translation and text summariza-
tion.

The substantial increase in the scale of model param-
eters and training data in LLMs has not only led to the
phenomenon of emergent abilities [37], enabling models to
understand instructions and engage in continuous contextual
dialogues, but has also transformed NLP paradigms. From
the initial fine-tuning [2], the field has evolved to few-
shot learning [34] and further to zero-shot prompting [38].
Nowadays, with simple and intuitive prompts, people can
guide LLMs to complete tasks, without the need to fine-tune
model parameters or provide input-output demonstration
pairs.

2.2. Privacy Threats on LLMs

With the rapid advancement of LLMs, their widespread
application has raised concerns about the potential misuse
of data. Throughout the lifecycle of LLMs, vast amounts
of information are processed and generated, posing privacy
leakage risks to various data subjects.

Training Data: There are many ways in which training
data can be leaked. Due to the memory capabilities of

LLMs [39], attackers can induce models to reveal sensitive
personal information from training data by crafting specific
query prefixes [9]. Attackers can also perform membership
inference attacks to determine whether a text was part of
the training data [40]. In federated learning scenarios, even
if participants only upload gradient updates, third parties
can reconstruct the original training text based on these
updates [10]. In both soft [41] and discrete [42] prompt-
tuning scenarios, private datasets utilized for tuning are
vulnerable to the risk of unauthorized access.

Inference Texts: During the inference phase of LLMs,
users inevitably expose their prompts to the model service
provider to accomplish tasks. In the process, users’ private
information is collected by the provider and could be in-
tercepted by third parties. Even if users use embeddings to
prevent direct privacy leaks, attackers can still reconstruct
original texts or train classifiers to infer specific private
attributes from the embeddings [18]. If users attempt to
encrypt their prompts [43], the model might not respond
correctly, as most LLMs are not designed or trained to
handle encrypted text.

We focus on privacy leakage during the inference phase.
Even if data is transmitted in different forms, such as cipher-
text or embedding, its private information does not disappear
with changes in the medium. Therefore, we anonymize
private information from the beginning when users disclose
their data. Since the training corpora of LLMs primarily
consist of user self-disclosures gathered from the Internet
[44], our work also has positive implications for protecting
the privacy of training data.

2.3. Text Privacy Preservation

Prior works have focused on mitigating the risk of
text privacy leaks by obscuring personal information. These
efforts fall into two main categories.

Paraphrase: This strategy involves rephrasing the orig-
inal text to reduce the risk of attackers tracing author-
ship through writing style or language patterns. Human-
engineered methods use predefined rules, such as synonym
substitution [45] or word removal [46], for paraphrasing.
Deep learning methods utilize discriminator networks to
penalize the generation of text that reveals the authorship
attribution [47]. However, paraphrasing often fails to hide
crucial entity information related to personal privacy.

Anonymization: The goal of anonymization is to pre-
vent privacy disclosure by removing personally identifiable
information (PII), such as name, address, and phone number
from the text. One approach involves POS tagging and
techniques like regular expressions [48] or NER [49] to
identify and remove PII. However, this method may fail
when such information is an essential component of the
prompt. Another approach employs privacy-preserving data
publishing (PPDP) techniques like k-anonymity [50] or dif-
ferential privacy [51]. Nevertheless, k-anonymity is limited
to static datasets and does not apply to unstructured textual
data. The use of differential privacy in text anonymization
depends heavily on the choice of embedding models, which



may prioritize statistical properties of the text over semantic
features. Moreover, the introduced noise can reduce text
usability. Such methods often provide a uniform mechanism
for different words, tending to offer a formal privacy guar-
antee while overlooking real-world application scenarios.

3. Problem Formulation

3.1. Threat Model

We adhere to a typical scenario of using an LLM. Users
prepare prompts locally and then send them to LLM service
providers such as OpenAI and Google. The LLM completes
the task online and sends the response back to the user.
A typical prompt q = {i, x} consists of an instruction i
describing the task the user wants the LLM to perform, such
as “Please diagnose based on the following symptoms:”,
and information x, which is the specific information, such
as “The patient’s name is Liam. He has had a high fever
of 39.5° for 2 days.” The prompt may also contain user
personal private information ρ unrelated to the task, such as
the name ‘Liam’. We assume that the LLM service providers
are semi-honest, meaning they comply with agreements but
have sufficient motivation to directly obtain or infer user
private information ρ from the prompt q, either for training
data or improving service quality. Users, on the other hand,
aim to remove the private information ρ while ensuring the
usability of the prompt.

3.2. Design Goal

Our goal is to construct a privacy-preserving framework
for prompts in LLMs. However, applying previous relevant
work directly to the current scenario presents the following
challenges:

Solutions based on tagging may remove words from the
information x relevant to task execution, while solutions
based on differential privacy introduce noise that decreases
the readability of prompt q. Both approaches ultimately
result in a reduction of usability. Although fine-tuning the
language model on anonymized text can enhance perfor-
mance [52], in our scenario, LLM service providers would
not modify their training pipelines for the sake of generality.

In previous works, the definition of privacy is based
on predetermined rules or types, or relies on the choice of
PPDP techniques. The measurement of privacy leakage risks
depends on predetermined privacy budget or text embedding
calculation methods. However, the definition and measure-
ment of privacy need to be related to contextual integrity
[53]. The formal privacy guarantees provided by the above
works do not adjust for different texts.

Previous works leverage online LLMs to protect the
privacy information of text, but relying on untrusted service
providers introduces a stronger assumption. Although it’s
possible to replace online LLMs with locally run open-
source LLMs, the high computational cost brought by bil-
lions of parameters raises the barrier to users.

Considering the above issues, we aim for the ProSan
to achieve the following objectives:

• High Usability: The framework treats lexical items
as the basic processing units. The converted q̃ should
retain readability and semantic content relevant to
the task, enabling LLMs to respond correctly.

• Dynamic Anonymity: The framework should dy-
namically assess the privacy leakage risk of each
word based on the specific context and accordingly
protect sensitive information.

• Adaptivity: The framework can operate indepen-
dently of online or computationally intensive LLMs
and can run locally on the user side, such as mobile
devices.

4. Preliminary Analysis

Our goal is to achieve dynamic privacy protection while
maintaining usability. Therefore, before introducing the de-
sign of the ProSan, this section will explain how to quan-
tify the impact of words in the prompt on task usability and
the magnitude of privacy leakage risk.

4.1. Measuring Utility Impact

Given a prompt q consisting of k words, q =
[w1, w2, . . . , wk], the tokenizer of an LLM decomposes
each word into tokens, transforming it into q =

[t
(1)
1 , t

(1)
2 , . . . , t

(k)
n ], where t(j)i denotes the i-th token belong-

ing to the j-th word. The generation process of the LLM can
be represented by the conditional probability PT

LM(y | q),
where y is the corresponding output, and the temperature T
is used to adjust the diversity of y.

Model interpretability can help us understand how the
word wj in the prompt affects the output y. In our frame-
work, without access to the internal parameters of the
cloud LLM, the most intuitive method is perturbation-based.
That is, perturbing the j-th word wj in the prompt q, and
calculating the absolute change in the loss function L of
the perturbed prompt q′ relative to the original q, as the
importance score Kwj for wj :

Kwj = |L(q, y)− L(q′, y)| (1)

But during implementation, we encountered the follow-
ing issues:

(1) The perturbation operations are difficult to imple-
ment. The simplest way to perturb is to directly delete the
word wj , but this deletion may cause q′ to deviate from
the natural distribution of language, rendering it an invalid
sentence. For instance, the importance of ‘San Francisco’
lies in its entirety; removing ‘Francisco’ would result in
an invalid word, potentially inducing unexpected behavior
in LLMs. Another approach is substitution, wherein wj is
replaced with a word of similar type. However, finding a
suitable replacement remains a formidable challenge.

(2) Capturing the interrelations between words is chal-
lenging. There are complex dependencies among the words



in the prompt, and perturbing individual words may not
accurately reflect their true importance. For example, in
sentiment classification tasks, a sentence containing both
‘happy’ and ‘joyful’, independently deleting each word may
not change the output. Obvious alteration in the output may
only occur when both words are deleted simultaneously.

(3) High time complexity. A prompt of length k requires
at least k perturbations to obtain importance scores for
each word. If considering the combination features between
words, the time complexity will exponentially increase with
the sequence length. Under the constraints of response speed
and frequency limits of existing LLM services, this problem
is difficult to overcome.

Considering the various issues with perturbation-based
methods, we opted for a gradient-based approach. It is rela-
tively straightforward, has low time complexity, and resolves
the non-differentiability issue by converting discrete text into
token embeddings. Initially, we compute the gradient of the
loss function L with respect to each token:

g
t
(j)
i

=
∂L(q, y)
∂t

(j)
i

(2)

As our framework operates at the lexical level, and
in order to mitigate the influence of token count on the
importance score, we calculate the gradient of each word
using the following formula:

gwj
=

∑a+β
i=a g

t
(j)
i

β
(3)

where
[
t
(j)
a , t

(j)
a+1, . . . , t

(j)
a+β

]
represents tokens correspond-

ing to the word wj . Finally, we compute the l2 norm of gwj
,

followed by min-max normalization to derive a importance
score Kwj

for each word in the prompt:

Kwj =

∥∥gwj

∥∥
2
−minki=1 gwi

maxki=1 gwi
−minki=1 gwi

(4)

Based on this method, we evaluated the word importance
of multiple-choice questions in the MedQA dataset [54].
Each question consists of a stem and options. The kernel
density estimate plot in Fig. 2 demonstrates a significant
difference in the distribution of word importance between
the stems and options. Options, serving as answer sources,
generally have higher importance, indicating the effective-
ness of this method.

Figure 3 visualizes the influence of each word in a
prompt on the output ‘A’. It can be observed that words
such as ‘chest pain’, ‘dyspnea’, and ‘coronary artery disease’
play a crucial role in the decision-making process of the
LLM by providing key evidence. Their importance scores
are significantly higher than those of personal information
such as ‘David’, ‘Steve’, and ‘New York City’ which have
minimal impact on the model’s output despite also being
proper nouns. This provides a foundation for identifying
task-relevant words in subsequent steps to ensure the us-
ability of prompts.
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Figure 2. The kernel density estimate plot of the importance scores for
stems and options in multiple-choice questions from the MedQA dataset.

Q : A 42 - year - old man named David presents with
chronic chest pain and dyspnea , which have persisted
for 6 months . The symptoms typically intensify during
physical exertion . The patient lives in New York City .
His familial history includes coronary artery disease in
his father , Steve. Which of the following diseases might
the patient have ? { A : Coronary Artery Disease , B :
Pleuritis , C: Upper Respiratory Infection , D: Anemia}

Figure 3. A visualization of word importance within a prompt. Darker
colors indicate greater importance.

Gradient-based methods necessitate access to the param-
eters of LLMs. While viable for users with ample com-
putational resources or LLM trainers focused on training
data anonymization, the high computational costs pose a
significant barrier for ordinary users, even when considering
open-source LLMs as alternatives. This is contradictory to
the design goal of adaptivity. Our solution will be presented
in §5.3 .

4.2. Measuring Privacy Risk

Privacy information can be defined as information re-
lated to identified or identifiable individuals, including PII
such as name, address, and phone number; it also includes
quasi-identifiers, which cannot identify individuals in isola-
tion but may reveal personal identity when combined with
other information, such as gender, nationality, and race; it
further encompasses personal sensitive information that is
not suitable for public disclosure, such as occupation, sexual
orientation, and health information.

One method for intuitively measuring privacy leakage
risk is to predefine categories of protected words, but its
static nature cannot adapt to the dynamic changes in privacy.
Within the same category, the risk varies depending on the
specific word. For instance, the privacy risk is higher for
ordinary names compared to those of public figures like
‘Biden’. Moreover, the risk of the same word can fluctuate
due to ambiguity and context. For example, in “An apple



a day keeps the doctor away.” versus “He is an employee
of Apple Inc.,” the latter’s ‘Apple’ reveals the data subject’s
employment information.

Another approach is from the perspective of data pub-
lication, using word frequency, t-closeness, and differential
privacy. These rely on factors such as corpus distribution,
text embeddings, and privacy budgets to define privacy leak
risks. However, these methods primarily aim to prevent
attackers from inferring privacy via statistical data features,
neglecting the fact that the core of text privacy lies in its
semantics.

We tackle the measurement issue of privacy leakage risk
from a fresh perspective, viewing the essence of privacy as
information. By reducing the amount of information, we
naturally mitigate the risk of leaks. This is also consistent
with the principle of data minimisation in the GDPR [55].
Therefore, we attempt to introduce the concept of self-
information from information theory to quantify the risk of
privacy leakage.

Self-information is used to measure the amount of infor-
mation conveyed when an event occurs [56]. It is obtained
by calculating the negative log likelihood of the event’s
probability, expressed as I(x) = − log2 p(x). The lower
the probability of an event occurring, the higher its self-
information. Self-information has been widely applied in
accelerating [57] and evaluating [58] LLMs. Its alternative
term, ‘surprisal’, aptly captures its essence: encountering
an unlikely event brings about unexpected surprise. In the
context of privacy protection, a text abundant in privacy
content typically evokes higher surprisal, much like gossip
filled with dramatic plots usually triggers greater surprise.

In the context of natural language modeling, events can
be considered as the generation process of each token, and
the probability precisely corresponds to its output distribu-
tion. Therefore, we use the following formula to calculate
the self-information of each token ti:

I(ti) = − log2 P (ti | t1, t2, . . . , ti−1) (5)

Due to the additivity of self-information, the self-
information of the word wj can be defined as:

Iwj =

a+β∑
i=a

I
t
(j)
i

(6)

We also use min-max normalization to derive privacy
scores Owj

for each word in the prompt:

Owj =
Iwj

−minki=1 Iwi

maxki=1 Iwi
−minki=1 Iwi

(7)

We utilize an autoregressive LLM to compute the con-
ditional probability of generating each token, thus obtaining
privacy scores for each word. When a token has a low
conditional probability, and because the LLM is trained on
a large-scale corpus, it indicates an infrequent occurrence of
the token within the specified context in the corpus. Such
tokens often contain more information, as their rarity in the
desensitized corpus increases the likelihood of them carrying
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Figure 4. The kernel density estimate plot of the self-information for named
entities and non-named entities from the PII-masking-43k dataset.

Same category:
(1) The first astronaut to land on the moon was Neil
Alden Armstrong .

(2) The name of this programmer working in Seattle is
Darius Mae Thompson .

Same word:
(1) The largest tropical rainforest in the world is the
Amazon rainforest .

(2) The patient was a software engineer who worked at
Amazon.com Inc.

Figure 5. A visualization of privacy leak risks for same category and same
word. Darker colors indicate higher privacy leakage risk.

privacy information. To further validate our hypothesis, we
randomly sampled 10,000 sentences from the PII-masking-
43k dataset [59], categorizing words into named entities
(NE) and non-named entities (Non-NE), and computed the
self-information of each word. Figure 4 illustrates the kernel
density estimation plot of self-information for NE and Non-
NE, revealing a significant difference in their distributions.
Named entities, typically associated with higher privacy
leakage risks, exhibit higher self-information.

Figure 5 illustrates the dynamic aspect of the privacy
measurement method based on self-information. In two
sentences where the positions of the names ‘Neil Alden
Armstrong’ and ‘Darius Mae Thompson’ are the same, the
former, being a public figure, carries lower privacy leakage
risk. Due to the ambiguity of ‘Amazon’, only the occurrence
in the second sentence leaks employment information, thus
resulting in a higher privacy leak risk. These examples
demonstrate our method’s adaptability in assessing privacy
risks based on different contexts. Our solution for concealing
semantic features in the text will be presented in §5.2.

5. Design

We will rely on the importance and privacy of words
in prompts, using masked language models and Seq2Seq
language models to implement end-to-end privacy protection



for prompts. Our framework takes words as the basic unit
of privacy protection, and this section will detail our design
around the following three core questions:

• Which words in a prompt should be selected for
privacy protection?

• What methods should be used to process these
words?

• How can we make the anonymous process feasible
for users lacking computational resources?

5.1. The Choice of Words

Considering efficiency and the fact that not all words
pose privacy risks, it’s unnecessary to protect every word.
We’ll select words for privacy protection based on three
dimensions: the privacy risk associated with the prompt, the
importance of the word, and the word’s POS.

The privacy leakage risks vary for different prompts, and
stricter privacy protection is needed for prompts with higher
risks. We calculate the average self-information 1

n

∑n
j=1 Iwj

of the word in the prompt q, which is also the entropy
Hq of the prompt, as a metric for measuring the privacy
leakage risk of the prompt. As discussed in §4.2, higher
entropy implies more privacy risk. We adaptively adjust the
proportion γp of words in the current prompt that need to
be protected using the following formula:

γq = λ
1

1 + e−Hp
(8)

where λ is the scaling factor.
Once the protection ratio is determined, we will sort each

word according to the importance scores in ascending order.
The set of words W∗ within the first γq will be our primary
focus. Due to the relatively lower importance scores of
these words, processing them minimally impacts the model’s
response accuracy, aligning with our usability design goal.
We don’t prioritize handling words with the highest privacy
scores directly, as prompts may rely on proper nouns, and
even minor disruptions to them can significantly impact
usability.

Even within W∗, not all words require processing. We
utilize spaCy1 to identify word types. Function words such
as prepositions, conjunctions, and articles primarily serve
grammatical roles rather than conveying specific semantics.
Therefore, our focus lies more on content words such as
nouns (including proper nouns), numbers, and adjectives.
These words typically carry explicit semantic meanings
and directly convey information. Unlike privacy protection
methods focusing solely on NE like name and email, our
approach can obscure Non-NE such as occupation, skin
color, and sexual orientation, preventing tracing attacks by
adversaries using quasi-identifiers or writing styles. Our
framework allows customization of word types of interest,
yielding the final set of words to be processed, denoted as
W ′ after POS filtering.

1. https://spacy.io

5.2. The Processing of Words

Deleting words from W ′ is the most direct way to
remove privacy. However, it may cause grammatical errors
in prompts. Therefore, we consider using a substitution strat-
egy to handle words. Previous approaches relied on word
embedding, NE types, or the hash value of the original text
to generate replacement words. However, due to the lack of
context, these replacements may distort prompt semantics.
We utilize a masked language model to generate replacement
words. These models are trained by predicting the randomly
masked words in the input text, allowing them to incorporate
contextual information when generating replacement words,
ensuring semantic appropriateness and coherence.

The direct use of words predicted by the masked lan-
guage model as replacements poses two potential risks. One
is when the replacement word is too similar in meaning to
the original, rendering privacy protection ineffective. The
other is when the replacement word deviates too much from
the original word’s meaning, potentially affecting the accu-
racy of the LLM output. To dynamically balance privacy and
usability, we jointly determine replacement word generation
based on three dimensions: word importance score, privacy
score, and similarity to the original word.

For each word in W ′ requiring protection, we initially
mask it with <MASK> in the original text. Then, we use
a masked language model to predict multiple candidate
words ci and their corresponding probabilities pi at that
position. We sort the candidate words in descending order
of probability and accumulate probabilities until reaching
τ . All words before reaching this threshold constitute the
candidate set Cw′ for the word w′, defined as follows:

Cw′ = {c1, c2, . . . , ck |
k−1∑
i=1

pi < τ ≤
k∑

i=1

pi,

p1 ≥ p2 ≥ . . . ≥ pn, 1 ≤ i ≤ n}
(9)

After obtaining the candidate word set Cw′ , we then
recalculate the sampling probability p′i for each candidate
word using the following formula:

p′i =
e(Kw′−Ow′ )·si∑k
j=1 e

(Kw′−Ow′ )·sj
(10)

Here, Kw′ and Ow′ respectively represent the impor-
tance score and privacy score of the protected word w′,
while si denotes the similarity between candidate word
ci and w′, with higher values indicating greater similarity.
Equation 10 reveals that for words with significant output
impact (Kw′ high) and low privacy risk (Ow′ small), such as
task-relevant generic nouns or specialized terms, candidate
words closer to w′ are favored to maintain text usability.
Conversely, for words with minor output impact (Kw′ low)
and higher privacy risk (Ow′ large), such as irrelevant per-
sonal information or company confidential data, candidate
words differing more from w′ are prioritized to enhance
privacy protection.

https://spacy.io


Word
Importance
Calculation

Word
Privacy

Calculation

The patient's name is Liam. He
has had a high fever of 39.5° for 2
days. What should he do?

The patient's name is Liam. He
has had a high fever of 39.5° for 2
days. What should he do?

Protected
Words

Selection

The patient's name is <MASK1>.
<MASK2> has had a high fever of
39.5° for <MASK3>. What should
<MASK4> do?

Anonymized
Words

Generation
<MASK3>

3 days
1 month

1 week

4 days

…
…

<MASK2>

She
Luna

Ava

Betty

…
…

<MASK1>

Jack
Tom

Adam

Betty

…
…

<MASK4>

Betty
Mia

Ella

she

…
…

The patient's name is Betty. She
has had a high fever of 39.5° for 3
days. What should she do?

The patient's name is Liam. He
has had a high fever of 39.5° for 2
days. What should he do?

Prompt

I am a 35-year-old lawyer. I
twisted my ankle while climbing
Mount Whitney. What should I do?

Prompt

Fine-tuning

Training
Dataset

Origin Prompt,
Anonymized Prompt

Anonymized
Prompt

Anonymized
Seq2Seq
Model

Anonymized
Dataset

Generation

Seq2Seq
ModelI am a 29-year-old teacher. I

twisted my tarsus while climbing
Mount Shasta. What should I do?

Anonymized
Prompt

…

LLMs Service 
Provider

1

2

3

4

5

6

Anonymized Dataset Generation Module

Anonymized Seq2Seq Model Training Module

Prompt
Anonymization

Module

C
lou
dL

oc
a
l

High-Resource
User

Ordinary User

Masked LM

Calculate Prompt Privacy + Rank Word Importance

Merge

Deploy Locally

Query

Figure 6. ProSan overview. (1) For high-resource users, they use LLMs to assess the importance and privacy of each word in the prompt. Based on
overall privacy risk and word importance, they select words to protect, use a masked language model to predict candidate words, and determine sampling
probabilities by combining word importance and privacy. This process results in customizable anonymized prompts. (2) For trusted third parties, they
use high-quality <original prompt, anonymized prompt > pairs generated by the Anonymized Dataset Generation Module to fine-tune existing Seq2Seq
models, obtaining anonymized models which are then released publicly. (3) For ordinary users, they deploy the anonymized model locally to achieve basic,
fast, end-to-end prompt anonymization by simply inputting their prompts.

For computing importance and privacy scores, we have
elaborated in §4. Regarding measuring word similarity, ex-
isting methods mostly utilize word embedding techniques
like word2vec [60], GloVe [61], or ELMo [62]. These tech-
niques train on large-scale corpora to map semantic informa-
tion of words into multi-dimensional vectors, assessing word
similarity through cosine similarity between vectors. While
these methods based on skip-gram models, CBOW models,
or co-occurrence matrices effectively capture common usage
patterns of words in specific contexts, they may not fully
reflect semantic relations between words. For instance, in
the GloVe model, the cosine similarity between ‘America’
and its synonym ‘USA’ is only 0.65, lower than its 0.72
similarity with ‘Canada’.

In order to accurately capture the semantic relationships
between words in semantically-driven prompting-based pri-
vacy protection, we utilize WordNet [63], a large lex-
ical database that organizes words into synsets, sets of
synonyms. In WordNet, different synsets are connected
by semantic relations such as synonymy/antonymy, hyper-
nymy/hyponymy. For a candidate word ci and the origi-
nal word w′, we calculate the similarity si by computing
the shortest path length between their respective synsets,
ranging from 0 to 1. This approach yields a reasonable
similarity score of 1 between ‘America’ and ‘USA’, whereas
the similarity with ‘Canada’ is only 0.33.

We assign new probabilities to each candidate word

using Eq. 10 and select a word from Cw′ based on these
probabilities to replace w′. By repeating this process for all
words in W ′, we obtain the anonymized prompt q̃.

5.3. Lightweight Implementation

While we have obtained the anonymized prompt q̃ that
satisfies both usability and dynamic anonymity, this process
relies on LLMs to compute the importance and privacy
scores of words. This does not require enterprise users to
have the capability to run commercial LLMs like ChatGPT;
instead, it only requires a few consumer-grade GPU cards,
enabling them to run existing open-source billion-parameter
LLMs and thereby meet the operational requirements. How-
ever, for ordinary users with more urgent needs for prompt
privacy protection, bearing such high computational costs is
still impractical.

To tackle this issue, we treat the prompt privacy pro-
tection task as a Seq2Seq task. In the field of NLP, many
tasks boil down to Seq2Seq, such as translation (<source
language > → <target language >), text summarization
(<original text > → <summary >), and question answer-
ing (<question > → <answer >). In such a framework,
the privacy protection task can be represented as a se-
quence transformation process from <original prompt > to
<anonymized prompt >.

Compared to LLMs with hundreds of billions of param-
eters, there are already many Seq2Seq language models with



millions of parameters, and existing technologies enable
models of this scale to run smoothly on mobile devices [64].
Such models achieve outstanding performance on various
Seq2Seq tasks, largely due to fine-tuning on large-scale,
high-quality training datasets. For mainstream NLP tasks
such as translation, text summarization, and reading com-
prehension, there already exist many high-quality datasets.
However, existing privacy protection tasks are often treated
as annotation tasks for privacy keywords, providing mostly
the position of privacy terms in the original text, while
ignoring the availability of the text for downstream tasks.
Furthermore, there is a lack of objective metrics for evalu-
ating the effectiveness of text privacy protection. Therefore,
in the field of privacy protection, datasets for transforming
original prompts into anonymized prompts are scarce.

Fortunately, we have already presented an automated
prompt anonymization scheme in the previous section, en-
abling us to generate massive <original prompt, anonymized
prompt > pairs as training data. We have trained the existing
Seq2Seq model on this dataset and released the fine-tuned
model publicly. Users only need to input the original prompt
q into this model to obtain a usable anonymized prompt q̃.
The entire process does not require computing the impor-
tance and privacy scores of words using LLMs or generating
replacement words using masked language models, greatly
reducing the computational burden on the user side and thus
meeting the design goal of adaptivity.

5.4. Framework Summary

After addressing the three questions mentioned above,
we will present the summary of ProSan. As shown in Fig.
6, ProSan consists of three modules.

(1) Anonymized Dataset Generation Module: As this
module requires running a billion-parameter-level open-
source LLM locally, it primarily provides customizable
prompt anonymization services for users with abundant
computational resources, such as enterprises, governments,
and educational institutions. It is also used for generating
anonymized datasets. Initially, the module uses the LLM
to evaluate each word’s impact on the output (importance
score) and its privacy risk (privacy score). Then, it decides
the protection proportion based on the overall privacy risk
level of the prompt, and selects the words needing protec-
tion according to their importance scores. Next, a masked
language model generates candidate replacements for the
words to be protected, ensuring the fluency of the prompt.
Finally, it selects the replacement words based on both the
importance and privacy of the original words, replacing them
to produce the final anonymized prompt.

(2) Anonymized Seq2Seq Model Training Module:
This module fine-tunes the Seq2Seq model using text pairs
consisting of original and anonymized prompts (generated
by the Anonymized Dataset Generation Module). Once
training is complete, the model will be released to the public.

(3) Prompt Anonymization Module: As this module
only contains a Seq2Seq model with millions of parameters,
it primarily offers basic prompt anonymization services

for ordinary users with limited computational resources.
Users can simply input the prompt to be protected into the
anonymized Seq2Seq model locally, and immediately obtain
an anonymized prompt.

6. Evaluation

In this section, we evaluated the performance of the
ProSan in terms of usability and anonymity through a se-
ries of experiments. Our evaluation also analyzed its perfor-
mance variation under different computational resources to
verify its adaptivity. We choose two existing text anonymiza-
tion solutions, HaS [29] and SanText+ [21], as baselines and
conducted comprehensive comparisons with our framework
in three representative tasks. Furthermore, we performed
ablation experiments to explore the impact of each module
in the ProSan on performance.

6.1. Experienment Setup

6.1.1. Datasets. We chose three different datasets to assess
the performance of ProSan, representing three typical us-
age scenarios of online LLMs: question answering, text sum-
marization, and code generation. For question answering, we
used the MedQA [65], comprising real-world medical ques-
tions and corresponding answers; for text summarization, we
employed the SAMSum [66], consisting of messenger-like
conversations with corresponding summaries; and for code
generation tasks, we utilized the CodeAlpaca [67], which
generates instructional tasks, input examples, and solution
codes through Self-Instruct [68].

However, these datasets were desensitized before re-
lease, lacking annotations for privacy information. More-
over, existing privacy evaluation datasets are not tailored for
the prompt scenario. Thus, to evaluate the usability and pri-
vacy of anonymized prompts, we artificially inserted privacy
information into the original prompts from the following
perspectives:

(1) Non-interference: The inserted privacy does not
affect the original prompt’s purpose and output. We added
patient privacy information unrelated to answers in the
MedQA, transcriber privacy information unrelated to sum-
maries in the SAMSum, and confidential company informa-
tion unrelated to codes in the CodeAlpaca, to assess the
protection capabilities for personal privacy and company
confidentiality of ProSan. Table 1 indicates that the in-
serted privacy has minimal impact on the original prompts’
usability.

(2) Hard-to-capture: The inserted privacy is not easily
captured. Therefore, we chose to insert privacy attributes
including Non-NE attributes such as race, occupation, and
sexual orientation, as well as highly customized username
and password. Additionally, some inserted privacy attributes
already exist in the original prompt. For instance, after inser-
tion, the SAMSum would contain interlocutor names highly
correlated with the answers and unrelated transcriber names.
Therefore, rule-based solutions such as regular expressions
or NER struggle to capture the privacy we added, and even



TABLE 1. CHANGES IN THE USABILITY OF THE DATASET BEFORE AND
AFTER INSERTION, AS REFLECTED IN THE PERFORMANCE OF THE

CORRESPONDING FINE-TUNED LLAMA-2-7B.

Dataset Metric Original Inserted ∆Utility

MedQA Accuracy 0.571 0.573 +0.002

SAMSum RougeL 0.303 0.299 -0.004

CodeAlpaca CodeBLEU 0.283 0.280 -0.003

if they do, it would decrease the usability of the prompts.
Moreover, the syntax and insertion positions of privacy
statements are randomly generated. We have provided the
details of the datasets processed in Tab. 2.

TABLE 2. DETAILS OF THE DATASETS.

Dataset Task Size Inserted Privacy
Attributes

MedQA Q&A 10,200 Name, Occupation,
Sexual orientation, Age

SAMSum Summarization 16,369 Name, Race, Location,
Date

CodeAlpaca Code
generation 18,000

Username, Password,
Corporate name, System

configuration

6.1.2. Baselines. We have selected HaS [29] and SanText+
[21] as comparison methods, which respectively represent
the two approaches to text anonymization discussed in §2.3:
based on POS tagging and PPDP.

• HaS: In the training phase, the framework utilizes
an LLM to generate a dataset containing lexical POS
tagging information and corresponding substituted
words, which is used to train the Hide-model and
Seek-model. In the inference phase, users anonymize
a prompt using the locally run Hide-model and
submit it to the cloud LLM. The response is then de-
anonymized by the Seek-model to obtain the correct
results.

• SanText+: The framework calculates the sampling
probabilities of substituted words based on word
embedding distances and utilizes differential privacy
to ensure the privacy of the sanitized words. Addi-
tionally, it provides tailored replacement strategies
based on word usage frequency to enhance usability.

For HaS, we evaluate privacy using the anonymized
prompt from the Hide-model, and assess usability with the
results de-anonymized by the Seek-model. Consistent with
ProSan, it also uses the ‘en core web sm’ spaCy model.
For SanText+, we use GloVe to obtain word embeddings
and set the privacy parameter ϵ = 15, while all other
configurations follow the implementation provided in the
respective Github repositories23.

2. https://github.com/alohachen/Hide-and-Seek
3. https://github.com/xiangyue9607/SanText

6.1.3. Evaluation Metrics. For privacy, we focus on the
Privacy Hiding Rate (PHR), calculated as follows:

PHR =
Nhidden

Ntotal
(11)

where Ntotal is the total number of privacy items in the
prompts, and Nhidden is the number of privacy items suc-
cessfully removed in the anonymized prompts. For privacy
attributes such as name, location, and company name, as
well as those containing numbers like age, date, or password,
replacing them is considered sufficient to remove privacy.
However, for privacy attributes such as occupation, sexual
orientation, and race, privacy risks persist even with non-
identical word replacements if the semantics are similar.
Therefore, we consider the semantics of such attributes.
In WordNet, synonyms typically have a similarity above
0.9. Thus, only replacements with a similarity below 0.9 to
the original word are counted in Nhidden. A higher PHR
indicates stronger privacy protection.

For usability, we submit prompts to LLMs both before
and after anonymization and assess usability based on the
changes in the model’s responses. The smaller the decrease,
the higher the usability. Different tasks have different eval-
uation metrics. For MedQA, we use Accuracy, evaluating
answer quality by calculating the proportion of correct re-
sponses. For SAMSum, we use RougeL, assessing summary
quality by measuring the longest common subsequence be-
tween the generated summary and the reference summary.
For CodeAlpaca, we use CodeBLEU, measuring code gen-
eration quality by comparing the syntactic and semantic
similarities between the generated code and the reference
code. Additionally, to prevent LLM providers from rejecting
unreadable prompts and to enable users to quickly verify
the effective removal of privacy information, we evaluate
the fluency of anonymized prompts using Perplexity, lower
perplexity indicates higher fluency.

6.1.4. Implementation Details. We use LLaMA-2-7b to
calculate the importance and privacy scores of words in
prompts, and generate replacement words using RoBERTa-
base. The anonymized Seq2Seq model is trained on Flan-
T5-base, with a learning rate of η = 1 × 10−4 and
weight decay of λ = 1 × 10−2. For usability evaluation,
we selected OpenAI’s ChatGPT-3.5 and iFlytek’s Spark-
3.5 as the online LLMs for testing, interacting via APIs
at a temperature setting of T = 1 × 10−3. To mitigate
fluctuations in experimental results due to cloud service
iterations, we also conduct tests locally using an open-source
LLaMA-2-7b that has been fine-tuned on the respective
original datasets. We randomly extract 1000 samples from
each dataset as test set, which is used to evaluate the
overall performance of ProSan under both resource-rich
(Anonymized Dataset Generation Module) and resource-
restricted (Prompt Anonymization Module) conditions com-
pared to baselines. The remaining data are fed into the
Anonymized Dataset Generation Module to generate a
dataset of <original prompt, anonymized prompt > for fine-
tuning the anonymized Seq2Seq model.

https://github.com/alohachen/Hide-and-Seek
https://github.com/xiangyue9607/SanText


TABLE 3. THE ANONYMITY PERFORMANCE OF ANONYMIZATION METHODS(%).

Task Privacy Attribute HaS SanText+ ProSan⋄ ProSan∗
(Dataset)

Question Answering
(MedQA)

Name 99.9 51.5 97.0 99.2
Occupation 1.3 65.9 92.2 100

Sexual Orientation 1.5 61.5 92.7 99.7
Age 99.8 100 98.3 100

Text Summarization
(SAMSum)

Name 100 47.6 94.7 98.9
Race 84.2 46.1 91.3 100

Location 100 61.5 97.4 100
Date 95.6 100 97.1 100

Code Generation
(CodeAlpaca)

Username 9.2 29.5 100 100
Password 7.8 99.7 100 100

Corporate Name 97.7 43.9 92.8 100
System Configuration 3.1 95.2 97.9 99.7

Overall Privacy Hiding Rate 58.3 66.9 96.0 99.8

TABLE 4. THE USABILITY PERFORMANCE OF ANONYMIZATION
METHODS.

Task Method GPT-3.5 Spark-3.5 LLaMA-2-7b(Metric)

Question Answering
(Accuracy)

Baseline 0.521 0.434 0.573

HaS 0.201 0.230 0.215
SanText+ 0.205 0.245 0.177
ProSan⋄ 0.498 0.430 0.551
ProSan∗ 0.476 0.413 0.527

Text Summarization
(RougeL)

Baseline 0.307 0.321 0.299

HaS 0.213 0.216 0.207
SanText+ 0.126 0.119 0.116
ProSan⋄ 0.311 0.318 0.287
ProSan∗ 0.291 0.300 0.278

Code Generation
(CodeBLEU)

Baseline 0.312 0.317 0.280

HaS 0.293 0.289 0.242
SanText+ 0.162 0.185 0.151
ProSan⋄ 0.295 0.307 0.268
ProSan∗ 0.312 0.317 0.258

6.2. Overall Performance

6.2.1. Privacy. Table 3 shows the result of the com-
parison between ProSan and the baseline. ProSan⋄

and ProSan∗ represent anonymized prompts generated
by the Anonymized Dataset Generation Module and the
Prompt Anonymization Module, respectively. We found that
ProSan achieved high PHR across all privacy attributes.
ProSan⋄, from the perspective of self-information, dynami-
cally adjusts the strength and targets of privacy protection,
achieving an overall PHR of 96.0%. With high-quality
anonymized text pairs, ProSan∗ achieved an even better
overall PHR of 99.8%.

However, SanText+, which relies on preset privacy pa-
rameters to adjust the strength of privacy protection, can not
achieve acceptable performance with non-numeric privacy
attributes. Similarly, HaS, which relies on predefined POS
to determine privacy protection targets, does not perform

Original prompt:
Q: A 30-year-old farmer named James presents with
an aortic diameter of 5.0 cm. Genetic testing confirms
Marfan Syndrome. What is the best medication for his con-
dition? {‘A’: ‘Metformin’, ‘B’: ‘Lisinopril’, ‘C’: ‘Atenolol’,
‘D’: ‘Albuterol’, ‘E’: ‘Prednisone’}
HaS:
Q: A 45-year-old farmer named John presents with an
aortic diameter of 3.0 cm. Genetic testing confirms Elmo’s
Syndrome. What is the best medication for his condition?
{‘A’: ‘Glucophage’, ‘B’: ‘Warfarin’, ‘C’: ‘Clopidogrel’, ‘D’:
‘Inotrofin’, ‘E’: ‘Sparanoid’}
SanText+:
condition : A farmer What year - ? for named James presents
. confirms aortic cm of } cm for Genetic testing confirms
testing Syndrome . What James the best medication the his
an of presents Prednisone A ’ : ‘ Metformin ? , of B ’ :
‘ Lisinopril ’ , ‘ year ’ : ‘ Atenolol ’ , ‘ of ’ confirms ‘
Albuterol ’ B ‘ E ’ C ‘ Prednisone ’ {
ProSan:
Q: A 70-ye-old patient named Robert presents with an aortic
diameter of 5.0 centimeters. Genetic information confirms
Marfan Syndrome. What is the best medication for his diag-
nosis? {‘A’: ‘Metformin’, ‘B’: ‘Lisinopril’, ‘C’: ‘Atenolol’,
‘D’: ‘Albuterol’, ‘E’: ‘Others’}

Figure 7. Comparison of anonymized prompts processed by different
methods on the same prompt.

well for non-entity privacy attributes. Although SanText+
and HaS can protect certain attributes effectively, they often
result in significant usability loss. We will analyze these
issues in detail in §6.2.2.

6.2.2. Usability. Q&A. Table 4 shows that the accuracy
of ProSan⋄ decreased by only 0.4%–2.3%, and even the
resource-limited ProSan∗ decreased by just 2.1%–4.6%,
which is acceptable. In contrast, HaS and SanText+ drops by
up to 18.9%–39.6%. HaS and SanText+, due to their overly
broad or rigid protection goals, provide high protection for
certain privacy attributes but inevitably disrupt important
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Figure 8. The perplexity of prompts anonymized by different methods.
Lower perplexity indicates higher fluency.

words. We analyze the anonymized results of different
methods on the same prompt from Fig. 7. In this figure,
red highlights indicate crucial information for the model’s
decisions, blue highlights are irrelevant privacy information,
and red underlines show the modifications by each method.
We can see that HaS focuses on hiding entity information,
which, while protecting privacy, also removes information
about conditions, diseases, and medications, thus reducing
usability. SanText+, lacking clear protection goals, leaks
some privacy information while replacing certain keywords.

Summarization. As shown in Tab. 4, the RougeL scores
of ProSan⋄ and ProSan∗ decreased by no more than 0.012
and 0.021, respectively. In contrast, SanText+ experienced
a decline of 0.181–0.202 due to the noise added during
anonymization that caused semantic errors, as Fig. 8 il-
lustrates with increased perplexity of anonymized prompt
processed by SanText+. HaS saw a drop of 0.092–0.105.
The SAMSum dataset includes both interlocutor names (es-
sential for summaries) and transcriber names (private infor-
mation), requiring an anonymization method that preserves
the former for summary integrity and erases the latter for
privacy. We classified transcriber names as positive and
interlocutor names as negative, calculating the precision,
recall, and F1 scores for each method. Table 5 demonstrates
that ProSan’s F1 score significantly outperforms other
methods, indicating its effectiveness in distinguishing names
with varying importance to ensure usability.

TABLE 5. THE PRECISION, RECALL, AND F1 SCORES OF
ANONYMIZATION METHODS FOR THE NAME PRIVACY ATTRIBUTE IN

THE SUMMARIZATION TASK.

Method Precision Recall F1

HaS 0.113 1 0.203

SanText+ 0.119 0.476 0.191

ProSan⋄ 0.690 0.947 0.799

ProSan∗ 0.653 0.989 0.787

Code Generation. Table 4 shows that ProSan’s Code-
BLEU scores decreased by only 0.01 on average, while
SanText+ dropped by an average of 0.137 due to its poorer
readability. HaS decreased by 0.028, which is not significant,

but it also failed to effectively protect confidential informa-
tion such as username, password, and system configuration.

6.2.3. Adaptivity. ProSan⋄ relies on a billion-parameter
LLM, for which we use two RTX 3090 GPU cards, with
a runtime memory usage of 30 GB, and the average
anonymization time per prompt is 6.52 seconds. In contrast,
ProSan∗ is based on a million-parameter Seq2Seq model,
requiring only 2 GB of memory on a laptop equipped
with an i9-13905H CPU, reducing anonymization time to
2.03 seconds. ProSan⋄ serves users with relatively abun-
dant computational resources, offering customizable prompt
anonymization, while ProSan∗ requires fewer resources, of-
fers faster inference, and provides privacy protection with
minimal usability trade-off for ordinary users.

6.3. Ablation Study

6.3.1. Protection Ratio. Figure 9 shows that when we fix
the proportion of word protection, it is difficult to achieve
a good balance between usability and anonymity due to
the varying privacy levels in different prompts. ProSan
estimates the overall privacy leakage risk of a prompt in the
Anonymized Dataset Generation Module. By dynamically
adjusting the protection ratio, it effectively protects privacy
while ensuring usability.

TABLE 6. THE PERFORMANCE OF DIFFERENT SELECTION STRATEGIES.
PROSAN△ MEANS PROPORTIONAL RANDOM SELECTION OF WORDS TO

BE PROTECTED.

Task Metric ProSan ProSan△

Question Answering PHR(%) 95.05 51.13
Accuracy 0.551 0.454

Text Summarization PHR(%) 95.13 45.19
RougeL 0.287 0.226

Code Generation PHR(%) 97.68 42.76
CodeBLEU 0.268 0.232

6.3.2. Selection Strategy. From Tab. 6, we can see that
determining which words to protect based on importance is
crucial for maintaining both usability and anonymity. When
the protection is no longer based on importance and the same
proportion of words are randomly replaced, important task-
related words may be selected, while unimportant privacy-
related words may be overlooked, leading to a decline in
both usability and anonymity across all three tasks.

6.3.3. Probability Calculation. For privacy attributes such
as occupation, sexual orientation, and race, even if they
are successfully captured, the substitute words generated by
the masked language model may still risk semantic privacy
leakage due to similar meanings. Therefore, we recalculated
the sampling probabilities based on the importance, privacy,
and similarity of the words to ensure that the substitutes for
non-essential terms have minimal similarity to the original
words. To verify its effectiveness, we directly used the
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Figure 9. The usability and anonymity performance of different protection ratio calculation strategies across different tasks. ProSan⋆ means using a fixed
protection ratio.
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Figure 10. The comparison of cosine similarity between anonymized and
original prompts under different probability calculation strategies. ProSan◦
means directly using the probabilities generated by the masked language
model.

probabilities generated by the masked language model for
sampling substitute words and calculated the cosine simi-
larity between the anonymized and original sentences using
Sentence-BERT [69]. Figure 10 shows that the sentences
generated by ProSan using the original sampling proba-
bilities have a higher similarity to the original sentences,
indicating a risk of semantic privacy leakage.

7. Related Work

Preserving privacy in prompt. Privacy protection for
prompts can be divided into the tuning phase and the in-
ference phase. In the tuning phase, the goal is to prevent
privacy in the fine-tuning dataset from appearing in prompts.
Methods based on sampling and aggregation protect privacy
by partitioning local private data into subsets and subse-
quently aggregating the results [42], [70]. The PATE [71]
based method trains multiple teacher models using sensitive
data and adds Gaussian noise to the predictions to meet pri-
vacy requirements [41]. Furthermore, the DP synthetic data
generation method employs the DP-SGD [72] framework
to fine-tune pre-trained generative language models using
private dataset [73]. In the inference phase, the goal is to
prevent the leakage of users’ personal private information
in prompts. Existing work treats privacy protection as a

lexical annotation task, using NER to erase privacy [29].
Some work views privacy protection as a text rewriting task,
using LLMs to rewrite the original prompt to meet privacy
requirements [30]. Other work combines large and small
language models, using the large model to complete the
main task and the small model to fill in personal privacy
information, integrating them to generate the final result.
[12]

Preserving privacy in text embedding. This work
focuses on protecting privacy in text embeddings rather than
in plain text. Some efforts are based on local differential
privacy frameworks, which privatize the embeddings of
each word [74] or normalize tokens and add noise [75],
achieving word-level perturbation. Fine-tuning on sanitized
embeddings is also used to improve the performance of the
language model [21]. Other studies focus on sentence-level
perturbation, which protects privacy by cleaning up sentence
embeddings [22] or directly perturbing the embedding matri-
ces during the forward propagation of pre-trained language
models [76]. To protect document embeddings, previous
work has selected from the public text embedding space
distribution based on the embedding positions of private
documents and used an exponential mechanism to generate
corresponding privacy embeddings. [23]

8. Conclusion

We propose ProSan, an end-to-end framework de-
signed to protect privacy in user prompts submitted to
online LLMs. ProSan dynamically balances usability and
anonymity by evaluating the importance and privacy risk of
words within the prompts, subsequently anonymizing sensi-
tive information while retaining essential semantic content
for task performance. In addition, ProSan has trained a
lightweight anonymized model for ordinary users. Com-
pared to the baseline, ProSan effectively minimizes privacy
leakage across various tasks without significantly impact-
ing usability. Future work will focus on further exploring
other privacy-preserving methods based on self-information
and expanding the application scope of ProSan to other
privacy-sensitive domains.
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