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Abstract—H -mutual information (H-MI) is a wide class of
information leakage measures, where H = (1, F') is a pair of
monotonically increasing function n and a concave function F,
which is a generalization of Shannon entropy. H-MI is defined
as the difference between the generalized entropy H and its
conditional version, including Shannon mutual information (MI),
Arimoto MI of order o, g-leakage, and expected value of sample
information. This study presents a variational characterization
of H-MI via statistical decision theory. Based on the charac-
terization, we propose an alternating optimization algorithm for
computing H-capacity.

Index Terms—H-mutual information, Arimoto—Blahut algo-
rithm, statistical decision theory, value of information

I. INTRODUCTION

Shannon mutual information (MI) I(X;Y") [1] is a typical
quantity that quantifies the amount of information a random
variable Y contains about a random variable X. Several ways
to generalize the Shannon MI are available in literature. A
well-known generalization of Shannon MI is a class of a-
mutual information (a-MI) Ig)(X ;Y) [2], where e € (0,1)U
(1, 00) is a tunable parameter. The a-MI class includes Sibson
MI I3 (X;Y) [3], Arimoto MI I2(X;Y) [4], and Csiszar MI
IS(X;Y) [5)]. These Mls share common properties such as
non-negativity and data-processing inequality (DPI).

In problems on information security, Shannon MI can
be interpreted as a measure of information leakage, i.e., a
measure of how much information observed data Y leak
about secret data X . Recently, various operationally meaning-
ful leakage measures were proposed for privacy-guaranteed
data-publishing problems. For example, Calmon and Fawaz
introduced the average cost gain [6] and Issa et al. introduced
the maximal leakage. Extending the maximal leakage, Liao et
al. introduced a-leakage and maximal a-leakage [I]. Alvim
et al. proposed g-leakage [8]—[10], a rich class of information
leakage measures; g-leakage was extended to maximal g-
leakage by Kurri et al. [11]. Note that these information
leakage measures are based on the adversary’s decision-
making on X from the observed data Y and a gain (utility)
or loss (cost) function.

This work was supported by JSPS KAKENHI Grant Number JP23K16886.

Research on quantifying leaked information from the ob-
served data Y based on a decision-making problem can be
traced back to the 1960s. In a pioneering work by Raiffa
and Schlaifer on quantifying the value of information (Vol)
[12], the expected value of sample information (EVSI) was
formulated in a statistical decision-theoretic framework. EVSI
was defined as the largest increase in maximal Bayes expected
gain (or the largest reduction of minimal Bayes risk) compared
to those without using Y. Thus, information leakage measures
in the information disclosure problem can be interpreted as
variants of EVSL

Recently, Américo et al. proposed a wide class of informa-
tion leakage measures, referred to as H-mutual information
(H-MI) Iy (X;Y) [13], [14]. Here, H = (n,F) is a pair
of a continuous real-valued function F': Ay — R and a
continuous and strictly increasing function n: F(Ax) — R,
where Ay is a probability simplex on a finite set X and
F(Ay) is the image of F. When 7 is an identity map and
F(px):=—>,px(z)logpx(x), H = (1, F) represents the
Shannon entropy S(X). Thus H = (n, F) can be regarded as
a generalized entropy. H-MI is defined as the difference be-
tween the generalized entropy H = (1, F') and its conditional
version H(XY"), which includes Shannon MI, Arimoto MI
of order a, g-leakage, and EVSI. In [13], [14]], Américo et al.
provided the necessary and sufficient conditions (referred to
as core-concavity (CCV) condition) for Iy (X;Y") to satisfy
non-negativity and DPI when the conditional entropy H (X 1Y)
satisfies the n-averaging (EAVG) condition.

In this study, we present a variational characterization
of H-MI that satisfies DPI via statistical decision theory.
Our variational characterization transforms H-MI into the
following optimization problem:

Ig(X;Y) = max Fg(px, qx|v), (1)
x|y

where pxy € Ax is a distribution on X and gxy =
{ax)y(- | y)}yey is a set of conditional distributions of
X, given Y = y. This variational characterization allows us
to derive an alternating optimization algorithm (also known
as Arimoto—Blahut algorithm [15]], [[16]) for computing H-
capacity Cy := max,, Ig(X;Y), such as the channel
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capacity C' := max,, I(X;Y) and Arimoto capacity C% :=
max, [2(X;Y) [, [17), [18].

A. Main Contributions

The main contributions of this study are as follows:

o We provide a variational characterization of H-MI (The-
orem [2) using the fact that every concave function F' has
a statistical decision-theoretic variational characterization
[[19, Section 3.5.4].

e On the basis of variational -characterization, we
build an alternating optimization algorithm for cal-
culating H-capacity Cy = max,, Ig(X;Y) =
max;, max, , Fu(px,qx|y) (Algorithm[I) (see Sec-
tion[[V)). Moreover, we show that the algorithms for com-
puting Arimoto capacity C2 derived from our approach
coincide with the previous algorithms reported in [17],
[18].

B. Organization of the Paper

The remainder of this paper is organized as follows. We
review the statistical decision theory and -MI in Section
In Section I, we present the variational characterization of
H-ML. In Section[[V] we derive an alternating optimization al-
gorithm for computing H-capacity Cy := max,, Ig(X;Y)
based on the characterization.

II. PRELIMINARIES
A. Notations

Let X,Y be random variables on finite alphabets X and
Y, drawn according to a joint distribution px y = pxpy|x-

Let py be a marginal distribution of Y and pxy(-|y) :=

% be a posterior distribution on X given

Y =y, respectively. The set of all distributions px is denoted
as Ay. We often identify Ay with (m — 1)-dimensional
probability simplex { (p1,...,pm) € [0,1]™ | > 1%, p; = 1},
where m := |X|. Given a function f: X — R, we use
Ex[f(X)] = 22, f@)px(2) and Ex[f(X)|Y = y] :=
>, f(@)px|y (z|y) to denote expectation on f(X') and condi-
tional expectation on f(X) given Y = y, respectively. We also
use EEX [f(X)] to emphasize that we are taking expectations
px. We use S(X), S(X|Y), I(X;Y) := S(X) — S(X|Y R,
and D(p||q) to denote Shannon entropy, conditional entropy,
Shannon MI, and relative entropy, respectively. Let .4 be an
action space (decision space) and 6: ) — A be a decision
rule for a decision maker (DM). Let A := 4(Y") be an action
(decision) of the DM. We use ¢(z,a) and g(x,a) to denote
the loss (cost) function and gain (utility) function of the DM,
respectively. Throughout this paper, we use log to denote the

'Tt is worth mentioning that Liao ef al. reported the operational meaning
of Arimoto capacity and Sibson capacity in the privacy-guaranteed data-
publishing problems [7\ Thm 2]; these capacities are essentially equivalent to
the maximal a-leakage.

2Note that, throughout this paper, the notations H(X) and H(X|Y)
are used to denote generalized forms of entropy and conditional entropy
introduced in Definitions 2] and [

natural logarithm and |[px||, := (Zmpx(:zr)p)% represents
the p-norm of px € Ay.

We initially review statistical decision theory [20] and H-
MI [13], [14].

B. Statistical Decision Theory and Scoring Rules

In this subsection, we review statistical decision theory.
In particular, we review a problem of deciding the optimal
probability mass function (pmf) considering a loss or a gain
function (referred to as a scoring rule), which is historically
known as a probability forecasting problem.

Suppose that a DM makes action A € A from observed
data Y € Y using a decision rule 6: ) — A . We assume
that the DM uses the decision rule §* that minimizes Bayes
risk 7(6) := Ex y [¢(X,0(Y))] (or maximizes Bayes expected
gain G(0) := Ex y [9(X,d(Y))]). Figure [l shows the system
model for this problem.

X —=Pyixt—=YVY —{dF> A

Fig. 1. System model of the statistical decision theory

Proposition 1 ( [20, Result 1], [21, Thm 2.7]). The minimal
Bayes risk is given by

méin r(6) =r(5") (2)

~ By [minEx ((X.0) | Y] )

acA

= ZPY(y) [Inin Uz, a)pxy (| y)] , @

acA
xr

with the optimal decision rule §": )) — A given by

5 (y) == argrjinEX [0(X,a)|Y =y]. (5)
ac

Similarly, the maximal Bayes expected gain and the optimal
decision rule 6“: ) — A are given by

max G(6) = G(6™) (6)
=By |maxEx [¢(X,a) | Y]|, @)
5 (y) = arggaxEX [9(X,a) | Y =y]. (8)

Remark 1. Let /(z,a) be a loss function. Let us define a
gain function g(x,a) := cl(x,a) + d, where ¢ < 0 and d are
constants. One can easily see that if 0* minimize Bayes risk
r(6) = Ex,y [¢{(X,d(Y))] then the rule 6* also maximizes
the Bayes expected gain G(0) := Exy [¢(X,0(Y))]. The
reverse is also true.

Example 1. Let X be an estimator of X. Suppose that a
DM conducts a point estimation on X, ie.,, A = X € X
considering 0-1 loss fo.(x,2) = lg;—zy, where Ny is



an indicator function. Then the minimal Bayes risk and the
optimal decision rule §* are given as follows:

minr(9) =1-Ey max pxy(z [ Y)], ©)
(MAP estimation)
(10)

6" (y) = argmaxpx|y (= | y).

Example 2. Suppose that a DM decides the optimal pmf
g € A = Ay considering log-score giog(z,q) = logq(z)
[22]. Then, the maximal Bayes expected gain and the optimal
decision rule are given as

(1)
12)

Inéinr((S) =S(X|Y),
5" (y) =pxpv (- 19),

where S(X[Y) = =37 pv(y) >, px|v (z|y) log px v (z]y)
is the conditional entropy.

Remark 2. Historically, the problem of deciding the optimal
pmf ¢ € Ay considering a loss ¢(z,q) or a gain g(z,q)
is called a probability forecasting problem [23], [24]. In the
problem, the loss or gain function is called the scoring rule.

Remark 3. Note that finding the optimal decision rule
d: Y — Ay that minimizes () (resp. maximizes G(9)) is
equivalent to finding the optimal set of conditional distribu-
tions gxy = {¢xv(- | y)}yey that minimizes r(gx|y) :=
Exy [{(X,qx)y (X |Y))| (resp. maximizes G(qx|y) :=
Exy |9(X,qx)y (X |Y))]). Thus we call r(gxy) (resp.
G(gx|y)) as Bayes risk (resp. Bayes expected gain) for qx|y
and denote the optimal set of conditional distribution as q}ly.

Example 3. Besides the log-score giog(z,¢) in Example 2]
there exist other scoring rules that give the same optimal set
of conditional distribution q}“(ly. Some examples are shown
below:

a—1
o gps(z,q) = < (ﬁ) (the pseudo-spherical
score [25]) °
o geower(7, q) = 3% - q(@)* " = lall; (the power score

[26] (also known as Tsallis score [24]]))

Note that the log-score giog(2,¢), pseudo-spherical score
grs(x, q), and power score gpower(, q) are all proper scoring
rules (PSR) defined as follows.

Definition 1. The scoring rule g(x,q) is proper if for all
q€ Ax,

EX [9(X,px)] = EX [9(X,q)]-

If the equality holds if and only if ¢ = px, then the scoring
rule g(x,q) is called strictly propeifl.

13)

3The pseudo-spherical score and the power score are originally defined for
a > 1. We multiply the original definitions by ﬁ so that we can define
them for o € (0,1) U (1, 00).

“4Similarly, we can define a (strictly) proper loss £(z, q).

Example 4. Recently, Liao et al. proposed a-loss £, (x, q) :=

p— (1 —q(z) %) [7, Def 3] in the privacy-guaranteed data-
publishing context. In [7, Lemma 1], they proved that

argmin EXX [0 (X, ¢)] = px... (14)
q

where px_ is the a-tilted distribution of px (also known as

scaled distribution [2]] and escort distribution [27]]) defined

as follows:

px (@)*

bx. (.CC) = Zz px(ﬁf)o‘ :

Thus, a-loss £,(x,q) can be regard as a scoring rule that is
not proper.

5)

Table [l summarizes examples of scoring rules described
above, their optimal values, and the optimal set of conditional
distributions q}‘y.

C. H-Mutual information (H-MI) [13|], [14]
In this subsection, we review H-MI and show that H-MI

includes well-known information leakage measures.

Definition 2 ( [13| Def. 11]). Let px be a pmf of X,
F: Ay — R and n: F(Ax) — R be continuous functions,
and 7 be strictly increasing. Given H = (n, F'), the uncondi-
tional form of entropy is defined as follows:

H(X) :=n(F(px))-

Definition 3 (CCV [I3, Def. 12]). H = (1, F) is core-
concave (CCV) if F' is concave. We say that H(X) is core-
concave entropy if H = (n, F') is CCV.

Definition 4 (EAVG [13] Def. 13]). B Given a joint distri-
bution pxy = pxpy|x and H = (n,F), a functional
H(px,py|x) satisfies n-averaging (EAVG) if it is represented
as follows:

H(px,py|x) =1 (EY [Floxy (-1 Y))])

=1 <ZPY(y)F(pX|Y(' | y))) ;o (18)

(16)

a7)

where px |y (z]y) := % is the posterior distri-

bution of X given Y =y and py (y) := >, px (2)py|x (y|z)
is the marginal distribution of Y. We say that H(px,py|x)
is conditional entropy of H = (1, F') and it is denoted by
H(X|Y).

Theorem 1 ( 14, Thm. 2] and [13, Thm. 4]). Given H =
(n, F), H-MI is defined as

Ia(X;Y) = H(X) - HX [ Y),

where H(X|Y) satisfies EAVG. Then, the following are
equivalent:

19)

SWe slightly modified the definition of EAVG.
SNote that the original statement of the theorem is stated in terms of
conditional entropy H (X|Y') instead of H-MI I (X;Y).



TABLE I
TYPICAL SCORING RULES FOR DECIDING g € A y AND THE OPTIMAL DECISION RULES

£z, q), argmin, Ex [((X, q)] ming Ex [¢(X, q)], argmian|Y Ex,v [¢(X, ax|y (V)] ming .y Ex v (X, ax )y (1Y),
9(x,q) = argmax, Ex [9(X,q)]  maxqEx [9(X.q)] =argmax,, Exy [9(X,qxy(1Y)] maxeyy Ex,y [9(X, ax )y (Y))]
—log g(z) (log-loss), S(X), S(X|Y),
log q(z) (log-score [22]) px —8(X) px|y(ly)y €Y —S(X[Y)
q(a) \* 7! 1
= (1 (#2) ) =1 (= llpxlla) (- w1,
1 a(z) \ @1 Px (Harvdla—Tsallis entropy), px|y(ly),y €Y Ekll( v [”PX\Y( ! )HQ])
a—1 " \Tal, =L lex oL By [lxi (]l
(pseudo-spherical score [25]])
225 M —g@)*) +llgllgs L
L a1 e I a YH])
e ' (= e 2). e a1 (1B [lpxiv (]
(power score [26], ”X ot Il Pxiv(luhy ey +1 v [lpxy (12
Tsallls score [24])
(a-loss [7]), > (1 — , 327 (1=Ey [[lpx vy (- 1Y) ,
2 (1-a ) . 1= Il pron (v € 1 ( lexi 101, )
o ‘q(x) (a-score) a—1 " IPXlla 227 By |[lpxy (Y]], ]
(CCV)H = (n, F) is core-concave. are the Hayashi conditional entropy of order o [29, Section

(Non-négdtiXity)) > 0.
(DPI) If X — Y — Z forms a Markov chain, then

In(X;Z) <Ig(X;Y). (20)

Table [ lists examples of H-MI, H = (1, F'), and H(X|Y)
described below that satisfy the conditions in Theorem [I] (For
more examples, see [13], [[L4], [28, Table IJ).

Example 5. Let o € (0,1)U(1, 00). Shannon MI I(X;Y) :=
S(X)— S(X|Y) and Arimoto MI I2(X;Y) = H.(X) —
HA(X | Y) are examples of H-MI, where

Ha(X) = = o x|, = 7 loglpx |2 (21)
= —log|lpx |57 , (22)

HAX | Y) = —=—1log > pv(y) X [pxiv (- 1 9)]
’ ’ (23)

are the Reényi entropy of order o and the Arimoto conditional
entropy of order « [4]], respectively.

As shown in Example [ the Renyi entropy H,,(X) can be
represented in at least three different ways. The corresponding
H = (n, F) for these expressions are shown in Table[[ll Thus,
we can define novel MIs as follows:

Definition 5 (Hayashi MI, Fehr—Berens MI). Hayashi MI of
order « € (0,1)U(1, 00) and Fehr—Berens MI of order @ > 1
are defined as follows:

I5(X;Y) = Ho(X) - Hy(X | Y), (24)
LX:Y) = Ho(X) - HP(X | Y), (25)
where
HE(X§Y) = IOgZpy Z HpX|Y |7J o’
(26)
HP(X;Y) ::—logZpy MexyCWZT @D

II.A] and the Fehr—Berens conditional entropy of order o [30,
Section IILE, 5)], respectively.

Since HA(X|Y) > HY(X|Y) [31L Prop 1], it follows that
Hayashi MI is greater than or equal to Arimoto MI.

Proposition 2. Let a € (0,1) U (1, c0).

INX;Y) <X Y). (28)

The amount of information that the observed data Y contain
about X can also be quantified using the framework of
a decision-making problem. In the 1960s, the EVSI was
proposed by Raiffa and Schaifer [12]. Recently, equivalents
or variants of the EVSI have been proposed in the context
of privacy-guaranteed data-publishing problems. For example,
Calmon and Fawaz proposed average (cost) gain [6] and
Alvim et al. proposed g-leakage [8]—[10].

Definition 6. Let g(z,a) be a gain function. The EVSI [[12],
also known as average gain 6] and additive g-leakage [8|—-
[LO], is defined as the largest increase in the maximal Bayes
expected gain compared to those without using Y, i.e.,

EVSIY(X,;Y) := max G(6) — maxEx [g(X, a)] (29)

= —maxEy [¢(X,a)] — Ey |- maxEx [¢(X,a) | Y]|,

(30)

where the equality in (30) follows from Proposition [Il The
EVSI can also be defined using a loss function £(z, a) as the
largest reduction of the minimal Bayes risk compared with
those without using Y, i.e.,

EVSI‘(X;Y) := minEx [((X, a)] 31)

- n%inr((S)

= maxEy [{(X,a)] — Ey [minEX “(X,a)|Y]]l. 32

Example 6. Suppose that a DM decides a pmf ¢ € Ay
considering log-loss fiog(x,q) = —logg(x) or log-score
Giog(, q) := log ¢(z). From Example 2] we obtain

EVSI®(X;Y) = EVSIY¢(X;Y) = I(X;Y).  (33)



TABLE 1T
EXAMPLES OF H-MUTUAL INFORMATION (H -MI)

Name of H-MI H(X) n(t) F(px) H(X|Y)
Shannon MI
I(x;Y) [~ 2ePx(@)logpx(x) t -2 px(x)logpx(z) —32, py(y) 2o, px|y (z]y) log px |y (z]y)
Arimoto MI o 72, logt, O0<a<l, ||pxll, 0<a<l,
| o a —a_j, .
socyym sl (o ast \Siexll,, as1 e EXPY O D eyt
. 1 e
Hayashi MI 1 « 17— logt, O<a<l, ||pxI%, 0<a<l, 1 a
l [e3 [e% l .
Hx;y) raloelpxla (%00 h, e ~llpxllS, a>1 e 1og 32, py () 2o lpxiy (W
Fehr—Berens MI 2T ey —o
MB(X:y),a>1 —leelpxlla™ —log(~1) —lpxlla™" —log 32, py () [lpx v Cl)|[ 277

EVSIO) (X;Y)
(121, 160, [81-1101]

ming Ex [¢(X, q)],

— maxg Ex [9(X, q)] t

>y Py (y) ming Ex [{(X,q) | Y =y],
=2, py(y)maxgEx [9(X,q) | Y =]

ming Ex [4(X, q)],
—maxq Ex [9(X, q)]

Instead of examining the differences between G(§) and
Ex[g(X,a)], one can quantify information leakage by ex-
amining their ratio. Alvim et al. proposed multiplicative g-
leakage [8]-[10] as follows:

Definition 7 (multiplicative g-leakage). [] Let g(z,a) be a
non-negative or non-positive gain function and c¢(g) be a
function of g such that its sign is equal to sign(g)ﬁ. Then the
multiplicative g-leakage is defined as the largest multiplicative
increase of the maximal Bayes expected gain compared to
those of without Y, i.e.,

G(s
MEVSF(X;Y) := ¢(g) log maXT?E}Z [gE)g a)] Gy
= c(g) log Ey [max, Ex [¢(X.a) | Y]] : (35)

max, Ex [¢(X, a)]

Similarly, we can define MEVSIK(X ;Y) using a loss function
Uz, a).

Example 7. Suppose that a DM decides a pmf g € Ay con-

a—1
sidering pseudo-spherical score gps(z, q) := -1 ( Hqé‘g‘c) )

or go(z,q) == %5 q(:c)c%1 (referred to as a-score). Define
c(gps) = ¢(ga) := =%5. From Table [l we obtain

MEVSI (X;Y) = MEVSI?* (X;Y)

=I2(X;Y). (Arimoto MI)  (36)

Example 8. Suppose that a DM decides a pmf ¢ € Ay con-
sidering a power score gpower(%, q) 1= %7 cq(x)t — llalls.
Define ¢(gpower) := ﬁ From Table [l we obtain

MEVSI# (X;Y) = I"(X;Y).  (Hayashi MI) (37)
Note that we can easily show that F(px) :=
—Ef¥[g(X,a)] and F(px) = EX[{(X,a)] are

]
concave with respect to px and that H(X|Y) :=
Ey [- max, Ex [¢(X,a) | Y]] and H(X|Y) :=
Ey [min, Ex [¢(X, a) | Y]] satisfy the EAVG condition given

7We slightly modified the definition of the multiplicative g-leakage so that
we can define it using non-positive gain function g(x, a) by multiplying c(g).
8sign(g) := 1, if g(x,a) > 0,¥(x,a), —1; otherwise.

in Definition [] (see also [14, Sec V.F]). Thus, we obtain the
following result.

Proposition 3 ( [14, Sec V.F]). EVSI®)(X;Y) and MEVSI")
are members of H-MI.

Conversely, can we represent H-MI Iy (X;Y) by a
decision-theoretic quantity? In the next section, we will show
that this is possible. Furthermore, we derive a variational
characterization of H-MI using this representation.

III. VARIATIONAL CHARACTERIZATION OF H-MI

In this section, we provide a variational characterization of
H-MI Iy (X;Y) using the fact that every continuous con-
cave function F' has a statistical decision-theoretic variational
characterization [[19, Section 3.5.4].

Griinwald and Dawid showed that every concave function
F: Ay — R has the following variational characterization.

Proposition 4  ( [19, Section 3.5.4]). Let X =
{z1,22,...,2m} and F: Ay — R be a continuous
concave functions. Suppose that a DM decide a pmf
g € Ax C [0,1]™ considering the following proper loss
function ¢ (z, q) defined as

lp(z,q) == F(q) + 2 (I" —q), (38)

where
e 17 is the m-dimensional vector having ]1? =1if j=uz,
0; otherwise,
e z € OF(q) C R™ is a subgradient in subdifferential of

F(gf
Then, the following holds:

F(px) = min X [¢5(X,q)], (39)

where the minimum is achieved at ¢ = px.
Example 9. Some examples of the proper loss function
¢ (z,q) in Proposition [ are listed below:

o If F(px) = — >, px(x)logpx (), then {p(z,q) =
biog (2, 9) = —grog(x, ¢) = — log ().

9Note that if F is differentiable, then the subdifferential O F (g) is singleton,
ie., OF(q) = {VF(q)}, where VF(q) is the gradient of F'(g).



o If F(px) = |px|l,,0 < o < 1, then lp(z,q) =

a—1
(ﬁ) = (a — Dges(z,q). I Flpx) =
~px]l, s > 1, then £ (x,q) = (1 — a)ges(z, ).

o If Flpx) = |px|l5.0 < a < 1, then {p(z,q) =
agq(z)*t — (o = D lally = (o = Dgrower(w,q). If
F(px) = —|px|ls,« > 1, then {p(z,q) = (1 —
a)gPower(Ia q) o

o If F(px) = —||px||F,Oé > 1, then Ep(a:,q) =
lalla™" = 225 (lallg = g(a)>).

Using Proposition 4, we obtain the following variational
characterization of H-MIL.

Theorem 2 (Variational characterization of H-MI). Suppose
that H = (n, F') satisfies the CCV condition and H(X | Y)
satisfies the EAVG condition, respectively. Then, there exists
a functional Fg(px, gx|y) such that

In(X;Y) = g)lﬁffH(pXﬂXW) (40)

Proof. From Proposition[d] there exists a proper loss function
lp(z,q) such that F(px) = mingEEX [{p(X,q)]. Since
H(X|Y) satisfies EAVG, it can be written as

H(X |Y)=n(Ey [Flpxy(-|Y))])
0 <Ey {mmE’”’”( ") (e (x, q)]D 42)
<

Ey {mlnEx [r(X,q) | Y]D

(41)

n (43)

(l

9 (glEEXY [(r(X, qx)y (X | Y)ﬂ) (44)
(b)

= ming (Exy [(r(Xaxiy (X [V))]), (45)
where
e (a) follows from Proposition [I] and Remark [3]
o (b) follows from the assumption that 7 is strictly increas-
ing.
Therefore, we obtain the following variational characterization
of H-MI:

Ig(X;Y) =
=n(F(px)) —

= mex (n(F(px)) -

n(F(px)) —n (By [F(pxpy (X [Y))]) (46)
miny (Exy (X qxy (X [V))]) (47)

n(Exy [0r(X,axy (X [ Y)])).

=:Fu(rx,9x|y)

(48)
|

Example 10. From Theorem [2| and Example [9] we obtain the
variational characterization for specific H-MIs as follows:

X|Y)
I(X;Y) = max ELXEY1X {10 axp(X 1Y) } , 49
W) =B 87 ) “
a—1
REPXPYIx x|y (X|Y)
XY HQX\Y('IY)”a
IA(X;Y) = max log ,
ax)y o — 1 ”pX”a

(50)

IN(X:Y) = max X

ax|y ¢ —

By Jagxy (X | Y)* ' = (a = 1) [lax;y (- | V)|]0]

log & )
x|l s
]EPXPY\X éFB )(7 XY
I(};B(X;Y) — maxlog XY [ ( ‘JLXIY( | ))] 7
Iox )17 .
(52)
where (™(z, q) := llqll ™" — 325 (lall3 — a(x)* 7).

Remark 4. From Example [l we obtain another variational
characterization with ¢z (z,q) = —ga(x, q) that is not proper
as follows:

a—1
BT [ (X | V)

I2(X;Y) = max

lo
ax)y a—1 J

Ipx |l
(53)

IV. APPLICATION: DERIVING ALGORITHM FOR
COMPUTING H-CAPACITY

In information theory, the notion of capacity often char-
acterizes the theoretical limits of performance in the prob-
lem. For example, channel capacity C' := max,, [(X;Y)
characterizes supremum of achievable rate in channel coding
[L]. Recently, Liao et al. reported the operational mean-
ing of Arimoto capacity C%4 := max,, [2(X;Y) in the
privacy-guaranteed data-publishing problems [7, Thm 2]. The
Arimoto—Blahut algorithm (ABA), which is a well-known
alternating optimization algorithm for computing capacity C,
proposed by Arimoto [15] and Blahut [16]. Extending his
results, Arimoto derived an ABA for computing Arimoto
capacity C% in [17]. Recently, we derived another ABA
for computing C using a variational characterization of
IX(X;Y) different from Arimoto’s method [18]. These al-
gorithms are based on a double maximization problem using
the variational characterization of MIs. In this section, we
derive an alternating optimization algorithm for computing
H-capacity Cy := max,, Iy (X;Y’) based on the variational
characterization of H-MI and ABA. Moreover, we show that
the algorithms for computing Arimoto capacity C from our
approach coincide with the previous algorithms [17], [[L8].

From Theorem[2] H-capacity Cy := max,, Iy (X;Y) can
be represented as a double maximization problem as follows:

Cp = max g}(f‘iffH(an ax|y ) (54)
where
Fr(px,ax|y)
= (n(F(px)) =1 (Ex,y [(r(X,qxpy (X [ Y))])). (55)

Based on the representation in (34), we can derive an alter-
nating optimization algorithm for computing C'y as described
in Algorithm [ where pg?) is an initial distribution of the
algorithm..



TABLE III

FORMULAE FOR UPDATING pg?) AND qg?‘)y

IN THE ARIMOTO-BLAHUT ALGORITHM FOR CALCULATING H-CAPACITY C'gy (CITED FROM [ 18], TABLE I])

k k
Name Fu(px,ax|y) p(x) qg{\)Y
ABA for RPXPY|X [l qx\y(X\Y>] 1T, ‘1%}1)(9”‘9)”')(@@) ng)(w)z)y‘x(ylﬂv)
computing C' (T3], [16] Xy Tex (0 S Ty 0yt Gl Py X T o PR (@py | x (vlo)

ABA for 1
computing CA [17] ﬁ log Zx,y Px, (%) Py|x (ylx)QXlY(I‘y)

ABA for 1
computing CA [18] a1 198 20,y PXa (2) @ Py x (W@)ax, v (xly)

a—1

_ a—1
e (Srvix @l e )
1

1
(k—1) a—1\45=71
(S rvix 0l eln s ) P (2)% py ()
a—1

¥, P (@)% py | x (yle)e

« 1

a—1

e (S rvix Wl2)al ) @) “5)
1t
P (@)py | x (y]2)
3, 2% @)y x (ylo)

1
@ 1
a—1

S (S pvix wloa T el *5 )

Algorithm 1 Arimoto—Blahut algorithm for computing C'y

Input:

pg?)apY|X’ €€ (Oa 1)

Qutput:
approximation of Cp
1: Initialization:
qg?fy < argmax, Fp %, axpy)

FOO — Fu(py qly)

2 repelzgaf
3: k ]<€— k+1 )
4: pg() + argmax,  Fu(px, q§<|y )
k k
5 ng)y ¢ argmax, Fu@y ax)y)

¢ FOD - Falpicaxiy)

7: until |[F0R) - pO—LE=1)| < ¢
8: return F'(%:F)

From Propositions [1l and M the optimum q}‘y =
argmax, Fu(px,qx)y) for a fixed px is obtained as
follows.

Proposition 5. For a fixed px, Fr(px,qx|y) is maximized
by

PX(iU)PY|X(y | )

ax)y (@ |y) =pxpy(z|y) = - (56)
Sy (e 19 =Pl ) = 5 prix(y 1 2)

Proof. It can be easily checked that finding the
optimum ¢y = argmax, Fu(px,qx)y) for
fixed px is equivalent to finding the optimum
q}ly = argminqxw Exy [éF(X,qX‘y(X|Y))]. From

Proposition [T} the problem of finding ¢x|y = {qxv (-[¥)}yey

that minimizes Exy [(r(X,qx)y(X |Y))] becomes
equivalent to the problem of finding the optimal
conditional distribution ¢x|y(-|y) for each y € Y

minimizes =

that .m Ex [((X,qxy(1y) | Y =]
ERXYY 0(X, qxy (ly))].  Since  €p(z,q)  defined
in is proper, the optimum is obtained as
Ty (1Y) = pxpy (ly),y € V. u

Remark 5. On the other hand, whether the optimum p% =
argmax,  Fu(px,qx|y) for a fixed gx|y can be obtained
explicitly depends on H = (5, F'). For example, Arimoto
[15] and Blahut [[16] derived the explicit formula for p%,

where F(px.qx|y) = Exe'™ [log %} is defined
in (@9). Table lists the explicit updating formulae for
computing channel capacity C. However, when computing
Hayashi capacity C! := max,, I}(X;Y) and Fehr-Berens
capacity CFP := max, IF?(X;Y), it seems that there is no
explicit updating formula for p% for a fixed gx|y. Therefore,

one must find it numerically.

Next, we consider driving the algorithms for computing the
Arimoto capacity C%. Based on the variational characteriza-
tions (33) and (30), we define functionals ]—'aAl(pX,qX‘y)

and F, M (px, qx|y) as follows:

a—1
ERP [axiv (X | ¥) 55

Fur(px, = ——lo ’
(px,axv) a_1°8 IPxllq
(57)
a—1
EPXPY\X _axiy (XY)
. . XY Maxpy GO,
Fu(px, = lo '
(px,ax|v) a_18 Ipx |l
(53)
Simple calculations yield the following result.
Proposition 6.
FoMpx,axpy)
o 1 a1
Ta—1 IOg;PXQ(x)cl*Ple(quxl’”(x'y) oY

Fo(px, ax|y)
o 1 a—1
_1IOgZan(ff)‘*PY|X(3/|$)QXQ\Y(CC|3/) o, (60)
x,Y

«

where px, is the a-tilted distribution of px defined in
and gx, |y = {ax.|v (-|y)}yey is a set of a-tilted distribution

of gx|y(-y) defined as gx, |y (z]y) := %



The variational characterization I3 (X;Y) =
maxgy Fa(px,ax|y) is equivalent to that presented in
[17, Eq. (7.103)] by Arimoto (see also [18, Prop 4 and
Remark 4]). On the other hand, the variational characterization
I3(X;Y) = maxg,,, }'aAz(pX,qXW) is equivalent to that
presented in [18] Thm 1]. Therefore, Algorithm [ applied for
computing the Arimoto capacity C2 is equivalent to those
previously presented in [17], [18]]. Table [ lists the explicit
updating formulae for computing Arimoto capacity C» of
each algorithm.

Finally, we discuss the global convergence property of
Algorithm [ In general, there is no guarantee that Algorithm
[[exhibits global convergence property, and whether it does or
not depends on the given H = (7, F'). However, the following
sufficient condition on H = (7, F') for the global convergence
can be immediately obtained from [32, Thm 10.5].

Proposition 7. Let {pg];)}zozo and {qgf‘)y}zo:o be sequences
of distributions obtained from Algorithm [l If (px, gx|y) —
Fr(px,qx|y) is jointly concave, then

(k) (k)

Tim Fu (), q$h) = O (6D
Remark 6. F(px,qxpy) = EX 0¥ [log %} is a

typical example that satisfies this condition (see [32, Section
10.3.2]). Note that even if H = (1, F) does not satisfy
this sufficient condition, it may be possible to show the
global convergence property of Algorithm [[I For example,
Kamatsuka et al. [18, Cor 2] proved that
. k) (k . k) (k

lim PR, ay) = lim PR, q)y) = Ch ©2)
by showing the equivalence of the proposed algorithm with
the alternating optimization algorithm for which global con-
vergence is guaranteed by Arimoto [33, Thm 3].

V. CONCLUSION

In this study, we derived a variational characterization of
H-MI Iy(X;Y). On the basis of the characterization, we
derived an alternating optimization algorithm for H-capacity
Cy = max,, Iy (X;Y). We also showed that the algorithms
applied for computing Arimoto capacity C# coincide with the
previously reported algorithms [[17], [[18]]. In a future study, we
will derive algorithms for the calculating Hayashi capacity
CH := max,, I(X;Y) and Fehr-Berens capacity CtB :=
max,, I'B(X;Y).
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