
AGSOA:GRAPH NEURAL NETWORK TARGETED ATTACK BASED
ON AVERAGE GRADIENT AND STRUCTURE OPTIMIZATION

Yang Chen, Bin Zhou
School of Computer Science
Qinghai Normal University

Xining, Qinghai, China
yangc2753, zhoudat@163.com

ABSTRACT

Graph Neural Networks(GNNs) are vulnerable to adversarial attack that cause performance degra-
dation by adding small perturbations to the graph. Gradient-based attacks are one of the most
commonly used methods and have achieved good performance in many attack scenarios. However,
current gradient attacks face the problems of easy to fall into local optima and poor attack invisibility.
Specifically, most gradient attacks use greedy strategies to generate perturbations, which tend to fall
into local optima leading to underperformance of the attack. In addition, many attacks only consider
the effectiveness of the attack and ignore the invisibility of the attack, making the attacks easily
exposed leading to failure. To address the above problems, this paper proposes an attack on GNNs,
called AGSOA, which consists of an average gradient calculation and a structre optimization module.
In the average gradient calculation module, we compute the average of the gradient information over
all moments to guide the attack to generate perturbed edges, which stabilizes the direction of the
attack update and gets rid of undesirable local maxima. In the structure optimization module, we
calculate the similarity and homogeneity of the target node’s with other nodes to adjust the graph
structure so as to improve the invisibility and transferability of the attack. Extensive experiments
on three commonly used datasets show that AGSOA improves the misclassification rate by 2%-8%
compared to other state-of-the-art models.

Keywords Graph Neural Networks · Adversarial Attack · Average Gradient · Structure Optimization

1 Introduction

With the application of deep learning on graph data, Graph Neural Networks(GNNs) have shown remarkable per-
formance [1]. GNNs have been applied to node classification [2, 3], graph classification [4, 5] and link prediction
[6, 7] tasks by aggregating nodes’ neighborhood information to learn structre and feature information of graph data.
Recent studies have shown that GNNs inherit the vulnerability of deep learning, where the adversary adds small
perturbations (structures or features) to the graph leading to incorrect predictions, which in turn have unpredictable
consequences [8, 9]. For example, in social networks, an attacker can add some non-existent users and establish
fake social relationships with key users, which can lead to confusion on information dissemination, damage the trust
relationship between users, and affect the decision-making of key users.

Graph adversarial attacks can be categorized as Targeted Attacks and Untargeted Attacks based on the attack objectives
[10, 11]. In targeted attacks, the attacker usually chooses one or several nodes as the target nodes. GNNs misclassify
the target nodes by modifying the links between the target nodes and other nodes [12]. For example, Wang et al. [13]
found that the gradient estimates are often noisy, which leads to a ineffective attack, and proposed a targeted attack
that mentions masking the attack noise by modifying the structure to make the target nodes misclassified. Untargeted
attacks aim to cause global nodes misclassification by interfering with the entire graph structure [14]. Liu et al. [10]
demonstrated theoretically that negative cross-entropy tends to generate more significant gradients from nodes with
lower confidence in the labeled categories, and proposed an untargeted graph structure attack via Gradient Debias,
aiming to cause global nodes to fail by modifying the structure.
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Targeted attacks have the advantage of invisibility and effectiveness compared to untargeted attacks [15, 16, 17].
Invisibility: the target attacks are performed on specific nodes or edges, and does not require changes to the structure of
the entire graph, so the attack is more invisible and not easy to be detected and defended. Effectiveness: Attackers can
select target nodes or edges to achieve more precise attack targets, which is more flexible and effective compared with
traditional global attacks. Attackers tend to attack the core nodes in the network, so targeted attacks are often applied in
practical scenarios [17]. In addition, in recommender systems, targeted attacks can also have a positive impact on the
system [18]. For example, targeted attacks can be used to accurately direct targeted users to watch correctly oriented
content or views in advertisement recommendations and public recommendations.

In recent years, many graph adversarial attack methods have been proposed [19, 20]. Since GNNs training is achieved
by continuously optimizing the gradient, the gradient provides an understanding of the behavior of the GNNs. The
attacker can use the gradient information to understand how the GNNs classify or predict the input data [21, 22, 23].
Therefore, most attacks are based on gradients [24, 25, 26].

Figure 1: Illustration of two gradient attack optimization paths. FGA attacks along the direction of the gradient of the
previous iteration. AGSOA accumulates the average of the gradient of all previous moments of the iteration to attack.
The more gradients that are accumulated, the easier it is for the attack to find a global optimum.

Although existing gradient attacks address some of the difficulties of graph adversarial learning, there are still problems
that remain unsolved: Easily fall into the local optimum. Many gradient attacks use the idea of greedy way and
iteratively attack the edge or feature corresponding to the absolute maximum value of the current gradient, which is easy
to make the attack fall into the local optimum resulting in the attack obtaining a locally optimal solution [27]. Fig. 1
illustrates the FGA optimization path, FGA is one of the first works to propose the use of GCN gradient information to
generate adversarial samples [12]. FGA is effective in degrading the performance of GNNs but fails to find the attack’s
global optimum. Poor attack invisibility. For targeted attacks, many attacks only consider the effectiveness of the
attack, i.e., it costs more to misclassify the nodes, and do not notice the damage caused by the attack to the original
graph, such as node similarity and homogeneity, which makes the attack easy to be detected by the defense model.

To address the above difficulties, in this work, we propose a target attack on GNNs based on average gradient and
structure optimization, called AGSOA. AGSOA consists of two components, average gradient computation and structre
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optimization. In the average gradient section, we use the average gradient method to accumulate the average gradient
direction for all moments, which guides the attack to update towards the attack’s global optimum and avoids the attack
from falling into a local optimum. Fig. 1 illustrates the AGSOA optimization path, where AGSOA improves the
performance of the attack by using the average gradient to find the perturbation of the current iteration. We use structre
optimization modules to ensure the imperceptibility of attacks. Specifically, AGSOA computes the similarity and
homogeneity of the target nodes with other nodes. Then AGSOA rewires them using the TOP-K overlapping technique.
Extensive experiments have shown that AGSOA achieves better misclassification rates and transferability.

The main contributions of this paper are as follows:

• We propose a novel attack AGSOA based on average gradient and structure optimization, which is oriented towards
the target attack of GNNs.

• We improve the performance of the attack by accumulating the average value of the gradient to avoid the attack falling
into a local optimum.

• We optimize the graph structure through node similarity and node homogeneity metrics to improve attack performance
while ensuring attack invisibility.

• We compare AGSOA with state-of-the-art target attack methods in three types of common datasets, and the results
show that AGSOA achieves the significant improvement.

The rest of the paper is organized as follows: Section 2 briefly reviews the works on GNNs adversarial attacks. Section
3.4 provides mathematical expressions for GNNs training, attack aims and gradient modification rules. In Section 4, the
components of AGSOA are described in detail. In Section 5, we describe the experimental setup, show and analyze the
experimental results. In Section 6, conclusions are reported.

2 Related Work

The works on graph adversarial attacks can be classified into optimization strategy-based attacks, reinforcement
learning-based attacks and gradient-based attacks in terms of graph data perturbation. In this section, we review the
classical GNNs adversarial attacks from the above classifications.

(1) Optimization Strategy-based attacks. The attacker modifies the graph data by using an optimization strategy to make
the GNNs produce false predictions [28, 29]. Liu et al. [30] designed an edge prioritization detector to generate a new
prioritization metric to enhance the edge perturbation effect. Zhang et al. [31] proposed a global node injection attack
framework that uses a susceptible reverse influence sampling strategy and contrast loss to optimize the attack target
by updating edges and nodes information. Chen et al. [32] found that feature triggers destroy the feature space of the
original dataset and proposed an adaptive method to improve the performance of the backdoor model by adjusting
the graph structure. The literature [33] proposed an imperceptible graph injection attack that uses the homogeneous
imperceptibility constraint to improve the camouflage of fake nodes. Fang et al. [34] proposed a fake node injection
attack that uses feature statistics and evolutionary perturbation information obtained from a genetic algorithm to generate
features and select neighbors for fake nodes. Sheng et al. [35] proposed a backdoor attack on GNNs based on subgraph
triggers, which designs triggers based on the characteristics of the sample data and uses a random graph generation
algorithm to obtain subgraph triggers.

(2) Reinforcement Learning-based attacks. Attackers use reinforcement learning algorithms to optimize their attack
strategies and interfere with the learning of the GNNs [36]. RL-s2v uses reinforcement learning to determine the best
strategy for perturbing graph structure and features [37]. RL-s2v learns strategies by observing the current state of the
graph, the actions taken, and the changes in predicted outcomes. The literature [38] proposed a graph adversarial attack
that uses reinforcement learning to sequentially generate features and links for fake nodes without modifying existing
nodes or edges. Tao et al. [25] proposed a black-box attack based on hierarchical reinforcement learning, which divides
the dynamic graph structure perturbation into three subtasks and transforms them into a continuous decision-making
process to achieve the attack. Ju et al. [39] modeled the node injection attack as a Markov decision process and
proposed a reinforcement learning attack based on advantage actor critic. Sharma [40] devised an effective heuristic
attack to cause node neighborhood distortion by combining graph homomorphic networks with deep Q-learning, which
effectively degrades prediction performance significantly.

(3) Gradient-based attacks. The attacker uses the gradient information to modify the features or edges of the nodes to
reduce the accuracy of the GNNs [41, 42]. NETTACK is the first work in the field of graph adversarial learning, which
utilizes gradient information to undermine the structre integrity of graphs, thus degrading the performance of GNNs
[9]. Zhang et al. [43] proposed a minimum budget topology attack that adaptively finds the minimum perturbation
to successfully attack each node. Zhao et al. [44] used the gradient information of the surrogate model to generate
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perturbation edges to reduce the performance of heterogeneous graph neural networks.The literature [16] proposed
a target labeling adversarial attack against graph embeddings, which generates perturbation graphs by categorizing
boundary and gradient information. Lin et al. [15] proposed a gradient-based graph adversarial attack, which avoids
the problem of traditional gradient attacks falling into local optima through three modules: generation, evaluation
and reorganization. Shang et al. [45] used a gradient-guided attack for edge perturbation to explore the robustness of
heterogeneous graph neural networks.

Gradient attacks use the gradient information of GNNs, the attacker can more easily understand the model’s sensitivity
to the input data, and thus better guide the process of generating adversarial samples. In contrast, graph optimization
strategy attacks and graph reinforcement attacks require more black-box operations, and it is less easy for attackers
to understand the specific behavior of the model. In addition, graph optimization strategy attacks may require more
computational resources and iterative steps, and graph reinforcement attacks may require a more complex strategy
search process, which is not easy to implement in practical scenarios. In this paper, we propose a gradient attack for
GNNs and verify the effectiveness of the model in experiments.

3 Preliminaries

This section gives definitions related to this paper, including the definition of graphs, GNNs definition. In addition,
gradient attack rules are also introduced. The common notations used in this paper are given in Table 2.

Notation Description Notation Description

G Clean graph G
′

Perturbation graph
A Adjacency matrix A

′
Perturbation adjacency matrix

V Set of nodes n Number of nodes
E Set of edges m Number of edges
X Set of node features d Dimension of the node features
fθ Graph neural network model ∆ Attack budget
y True label of node ŷ Predicted label of node
fθ Graph neural network model µ Momentum factor
B Gradient matrix B̄ Average gradient matrix
Fs Node feature similarity Ho Node homogeneity

Table 1: Notations frequently used in this paper and their corresponding descriptions.

3.1 Graph Definition

Given a attribute graph G = (V,E,X), Where V = {v1, v2, ..., vn} is the set of nodes, n is the number of nodes.
E = {e1, e2, ..., em} is the set of edges, m is the number of edges. We use the adjacency matrix A ∈ {0, 1}n×n to
represent the adjacency of the nodes in the graph G. There is a connecting edge between node i and node j when
Ai,j = 1, otherwise there is no connection. X ∈ Rn×d is the set of node features and d represents the dimension of the
node features.

3.2 Graph Convolutional Neural Networks Definition

GNNs are used in many tasks, this paper focuses on the node classification task and the main model used is Graph
Convolutional Network (GCN) [46]. An attribute graph G is input into the GCN, which performs node-level prediction
or learning by learning the relationships between nodes. Usually, GCN will contain many graph convolutional layers,
which can realize multi-level information propagation and feature learning. The output of each layer can be used as the
input of the next layer, enabling the model to gradually learn more complex features of graph.

At the l-th iteration, the output of the GCN can be expressed as:

H l = ReLU(ÃH l−1W l). (1)
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Where ReLU is a common nonlinear activation function for GNNs. Ã = D̂− 1
2 ÂD̂− 1

2 is the normalized adjacency
matrix, Â = A + I is a self-looping adjacency matrix, D̂ is the node degree diagonal matrix of Â. H l and H l−1

represent the output vectors of the GCN at l-th and l− 1-th layers, respectively. When l = 0, H0 = X . W l is the set of
learnable parameters of the GCN at l-th layer.

The output of a GCN with K layers can be represented as:

Z = fθ(A,X) = softmax(Ã...ReLU(ÃXW 1)...W k). (2)

Usually, the training is completed by updating the parameters θ with the cross-entropy loss function Ltra(θ;X,A).

Ltra(θ;X,A) = −
∑

i∈Vtrain

yi ln ŷi, s.t. ŷi = argmax(Zi,:). (3)

Where Vtrain is the set of known labeled nodes, yi and ŷi are the true and predicted labels of node i, respectively.

3.3 Threat Model

AGSOA sets the targeted attacks which aims to modify the edges of the target nodes resulting in misclassification. In
other words, the goal of the attack is to reduce the classification accuracy in the set of target nodes. The attack function
can be set as:

max
G′

∑
i∈VTar

{ŷi ̸= yi} , s.t. ∥A′ −A∥0 ≤ ∆. (4)

where G′ is the perturbed graph after the attack, and A′ is the adjacency matrix that joins the perturbed edges. VTar

is the set of target nodes. ∆ is the attack budget to ensure the invisibility of the attack, and if an undirected graph is
studied, the budget is set to 2∆ .

3.4 Gradient Modification Rule

AGSOA uses gradient information to modify edges, aiming to increase the training loss of GNNs. Larger absolute
values of the gradient cause more damage to the GNNs, so we use the gradient modification rule to modify the edge.
The core idea of the gradient modification rule is to add and remove edges based on the gradient, adding links with the
largest positive gradient and deleting links with the smallest negative gradient. The gradient modification rule can be
formalized as follows: {

Add e(i,j), s.t. B(k)
i,j > 0 and A

′(k)
i,j = 0.

Delete e(i,j), s.t. B(k)
i,j < 0 and A

′(k)
i,j = 1.

(5)

Where Bk ∈ Rn×n is the gradient matrix.

sectionPreliminaries This section gives definitions related to this paper, including the definition of graphs, GNNs
definition. In addition, gradient attack rules are also introduced. The common notations used in this paper are given in
Table 2.

4 Average Gradient and structre Optimization Attack

In this section, we describe the overall framework of AGSOA in detail. It consists of two components: average gradient
computation and structure optimization, as shown in Fig. 2.

4.1 Average Gradient Calculation

Studies on gradient optimization such as MGA [27] and NAG [17] results show that good gradient attack strategies
can make the attack avoid falling into a local optimum thus improving the attack performance. However, these attacks
cannot obtain more robust gradient information by using the gradient information (i.e., momentum) from the previous
moment to guide the attack. Literature [47] results show that accumulating multiple moments of gradient attacks exhibit
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Figure 2: AGSOA Overall Framework. AGSOA consists of two components: average gradient computation and structre
optimization. At the t-th iteration, the average gradient B̄(t) is obtained by accumulating the gradients of the previous
t moments, and the attack uses the gradient modification rule to add or delete edges. In the structure optimization
component, we compute the feature similarity and node homogeneity between the target node and other nodes. AGSOA
then use the TOP-K overlapping mechanism to select the perturbation edges to generate the perturbation graph G′(t).
The final perturbation graph G′ is classified to get the predicted label of the target node, if the predicted label of the
target node is different from the real label means the attack is successful.
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Notation Description Notation Description

G Clean graph G
′

Perturbation graph
A Adjacency matrix A

′
Perturbation adjacency matrix

V Set of nodes n Number of nodes
E Set of edges m Number of edges
X Set of node features d Dimension of the node features
fθ Graph neural network model ∆ Attack budget
y True label of node ŷ Predicted label of node
fθ Graph neural network model µ Momentum factor
B Gradient matrix B̄ Average gradient matrix
Fs Node feature similarity Ho Node homogeneity

Table 2: Notations frequently used in this paper and their corresponding descriptions.

better performance than using only the gradient of the previous. The above results show that accumulating multiple
gradient moments helps the attacker to overcome bad local optima and generate better perturbations [48]. Inspired by
this, we propose an average gradient attack strategy using the forward-looking nature of momentum gradient.

Specifically, AGSOA is trained using GNNs to obtain the gradient Bt of the loss function with respect to the adjacency
matrix A, which can be described as:

B(t) =
∂Ltra

(
θ;X,A′(t))
∂A′(t) = ∇ALtra

(
fθ

(
θ;X,A′(t)

))
. (6)

where t is the number of iterative attacks and A′(t) is the adjacency matrix generated at the t-th attack. When t = 0,
A′(0) is the adjacency matrix in the clean graph, i.e., A′(0) = A.

The aim of AGSOA is to accumulate gradients from more moments to improve the transferability of the attack.
Specifically, the previous gradients are added to the current gradient in each iteration and then averaged to get the
average gradient at moment t. The average gradient B̄(t) at time t can be expressed as follows.

B̄(t) =

 B(0), t = 0.

1
t+1 [∇A′(t)Ltra (fθ(θ;X,A

′(t))) +
t−1∑
i=0

∇A′(i)Ltra (fθ(θ;X,A
′(i)))], t ≥ 1.

(7)

When t = 0, B
(0)

= B(0) = {0}n×n.

As the number of iterations t increases, AGSOA uses more and more moments gradient information to guide the attack
to generate perturbed edges. The t-th attack adjacency matrix can be formalized as follows:

A
′(t)

nor = A
′(t−1) + µB

(t)
. (8)

where µ is the momentum factor, and when µ is large, the generated perturbations mainly depend on the gradient
information. A

′(t)

nor is a normalized adjacency matrix with continuous values.

The perturbation edges generated at the moment t+ 1 can be obtained through B̄(t). The calculation procedure is as
follows:

B̄(t+1) = µB̄(t) +
B̄(t)

||B̄(t)||1
. (9)

where || · ||1 denotes the L1 norm.
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In the gradient attack, the edge with the larger absolute value of gradient can have a larger impact on the optimization
direction of the GNNs objective function. Therefore, AGSOA attacks the edge with the largest absolute value of
gradient in each iteration.

B̄
(t+1)

i,j = argmax
vi,vj∈V

(|B̄
(t+1)

|). (10)

A
′(t+1)
i,j = A

′(t)
i,j + I(B̄

(t+1)

i,j ). (11)

where I(x) is the gradient sign, if nodes i and j satisfy the gradient modification rule Eq. 5, I(x) = 1 when x > 0,
otherwise I(x) = −1.

The above process is repeated continuously until the average gradient module ends at t = T , T is the number of gradient
modifications.

4.2 Structure Optimization

AGSOA has no perturbation limits in the average gradient module, we use structure optimization strategies to ensure
attack stealth. Previous studies have shown that two nodes with links tend to have similar features, i.e., two nodes with
embedding approximation in the network [32]. Therefore, AGSOA uses node similarity and node homogeneity metrics
to modify the graph structure to make the target nodes dissimilar to neighboring nodes.

Both node similarity and node homogeneity metrics are can describe the similarity between nodes. Specifically, node i
similarity is defined as:

Fs[i] = Xi −Xtar. (12)

where Xtar is the target node feature. The lower the absolute value of Fs[i], it means that node i is more similar to the
target node.

Node i homogeneity is defined as follows.

Ho[i] = sim(ri, Xtar), ri =
Xi√

dtar
√
di
. (13)

Where, dtar is the target node degree, the larger Ho indicates the greater homogeneity between nodes.

Due to the difference in the range of values taken by Fs and Ho, we use the Top-K overlaping mechanism to find the
most similar nodes, as shown in Fig.2 (c). Specifically, we select the top K nodes with the smallest and largest absolute
values in |Fs| and Ho, respectively. AGSOA then select the similar nodes that occur simultaneously in |Fs|k and Hok.
If there is no connecting edge between the target node and the similar node then add edge operation is performed and
conversely delete edge operation is performed.

To ensure the invisibility of the attack, we set the change of the total degree of the nodes before and after the attack to
remain within a certain range.

| dG − dG′ |≤ ∆, ∆ = αdtar. (14)

where dG and dG′ are the total node degrees of the clean and perturbed graphs, respectively. α is the budget
hyperparameter, which is used to control the attack budget.

4.3 Algorithm and Time Complexity

The pseudo-code of AGSOA is given in Algorithm 1.

Complexity Analysis. We analyze the time complexity of AGSOA, pre-training the model with GCN as an example.
AGSOA contains modules for average gradient computation and structure optimization. (1) In the average gradient
computation module, AGSOA needs to be trained and backpropagated using GCN, and the time complexity is
o(ntrad||X||), where ntra is the number of training sessions and d is the feature matrix dimension. The time complexity
of computing the average gradient is small and is again ignored here. Thus the average gradient computation module
time complexity is o(ntrad||X||). In the structure optimization module, AGSOA needs to calculate the similarity and
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Algorithm 1 AGSOA
Input: Graph dataset G = (V,E,X), Set of target nodes VTar, Constraint factor ε, Budget ∆, Momentum factor µ,

Number of gradient modifications T
Output: Perturbation graph dataset G = (V,E′, X), Perturbation of adjacency matrix A

′

1: for v ∈ VTar do
2: Initialization: t = 0, B(0), A(0) = A
3: while t < T do ▷ Module 1: Average Gradient Calculation
4: Obtain the normalization matrix through A

′(t)

nor Eq. 8
5: Calculate the gradient matrix through B(t) Eq. 6
6: Calculate the average gradient matrix through B̄(t) Eq. 7
7: Update the average gradient matrix B̄(t+1) through Eq. 9
8: Generate a perturbed adjacency matrix A

′(t+1)
i,j through Eq. 5, 10 and 11

9: end while
10: while | dG − dG′ |> ∆ do ▷ Module 2: Structure Optimization
11: Calculate node feature similarity Fs through Eq. 12
12: Calculate node homogeneity Ho through Eq. 13
13: Generate a perturbed adjacency matrix A

′

i,j by the Top-K overlaping mechanism
14: end while
15: end for

homogeneity between the target node and other nodes with a time complexity of o(n), n is the number of nodes, and
the rest of the operations do not take much time. Therefore, the time complexity of the structure optimization module is
o(n).

In summary, the time complexity of AGSOA is o(ntrad||X||+ n).

5 Experiments

This section describes the datasets, GNNs model, baseline, hyperparameter settings, and metrics. Finally, we show
experimental results to validate the effectiveness of AGSOA.

5.1 Datasets

We evaluate AGSOA on three real and commonly used datasets, i.e., Cora [49], Cora-ML [50], and Citeseer [51]. In the
three citation datasets, nodes represent articles and edges represent citation relationships. In addition, all three datasets
are attribute graphs, details of which are given in Table 3.

Datasets # Nodes # Features # Edges # Classes

Cora 2708 1433 5429 7
Cora-ML 2995 2879 8416 7
Citeseer 3312 3703 4715 6

Table 3: Statistics of three datasets. We use these three datasets to verify the performance of AGSOA in the node
classification task.

5.2 GNNs Model

In our experiments, we mainly use GCN to verify the effectiveness of AGSOA. In addition, we also use SGC and
ChebNet to verify the transferability. The three GNNs models are described in detail as follows:

GCN [46]: GCN is one of the most classical GNNs. The core idea is to use the adjacency matrix of the graph to
propagate and aggregate the feature information of the nodes, and to learn the node representations through multi-layer
graph convolution operations.

SGC [52]: SGC is a simplified version of GCN. SGC simplifies the computation and reduces the parameters by
removing nonlinear activation functions and normalization operations.
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ChebNet [53]: ChebNet uses the property of Chebyshev polynomials to approximate graph convolution operations by
a small number of polynomial coefficients, reducing the amount of computation while maintaining accuracy.

5.3 Baselines

Our proposed AGSOA is the targeted attack, so the baseline models can all be oriented towards targeted attack as
detailed below:

Random: Random is the simplest type of attack, which randomly modifies the edges between the target nodes and
other nodes with probability p.

GradArgmax [37]: GradArgmax is a gradient-based adversarial attack method. GradArgmax assigns a learnable
weight to each edge, and selects the edge with a large absolute value of the derivative for modification after backward
derivation.

FGA [12]: FGA extracts the gradient information of edges from GNNs and then selects the node pair with the largest
absolute value of gradient to update the perturbation graph.

MGA [27]: MGA uses the momentum gradient method to improve the effectiveness of gradient attacks.

TUA [11]: TUA enhances the attack with a small number of fake nodes connected to the target nodes.

NAG-R [17]: NAG-R generates perturbed edges using Nesterov accelerated gradient attack and Rewiring optimization
methods.

Where Random, FGA, MGA and NAG-R can also be extended to the untargeted attacks.

5.4 Parameter setting and metric

Parameters. All the experiments we conducted were executed on the Pytorch computing framework and run with 2
parallel NVIDIA GeForceGTX1080Ti GPUs. For GNNs, the number of layers is set to 2 for all models, the activation
function is set to ReLU, the number of hidden layers is set to 64, and the optimizer uses Adam with a learning rate of
0.001. The momentum factor µ in AGSOA is 0.6 and the budget hyperparameter is 0.2.

Metric. To evaluate the performance of our model in target attack, the Misclassification Rate(MR) is used as an
evaluation metric with the following mathematical expression:

MR =

∑
i∈VTar

{ŷi ̸= yi}

|VTar|
. (15)

5.5 Experimental Results

5.5.1 AGSOA Attack Performance

In this section, we validate the effectiveness and transferability of our proposed model under several types of comparative
models based on three classes of GNNs. Table 4 demonstrates the MR for several types of state-of-the-art models.

Table 4 shows that AGSOA can achieve the highest MR. For example, in Cora, the MR of AGSOA is 7% and 11%
higher than the TUA and NAG-R, respectively. The results are the same in Cora-ML and Citeseer datasets. The above
results illustrate that our proposed method enables GNNs to easily distinguish between target nodes and other nodes,
and can successfully misclassify target nodes.

In addition, we extend AGSOA to SGC and ChebNet to verify the transferability. The results show that our proposed
attack achieves the best misclassification accuracy in all types of GNNs. For example, taking SGC as an example, the
MR of FGA, MGA, TUA, NAG-R and AGSOA are 59.8%, 60.7%, 78.9%, 78.6% and 82.4% respectively in Cora. The
higher the MR, the better the attack performance. In ChebNet, the results are the same. Therefore, AGSOA can achieve
high MR in all types of GNNs, i.e., AGSOA has good transferability.

5.5.2 Effect of Average Gradient Component

This section investigates the effectiveness of the average gradient component. Fig. 3(a) shows the results of Average
Tradient (AGSOA-AT) compared to NAG. AGSOA-AT is only using the average gradient to complete the attack. In the
three datasets, AGSOA-AT has a higher MR than NAG. Taking Cora as an example, the MR rate of AGSOA-AT is
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Model GCN SGC ChebNet

Datasets Cora Cora-ML Citeseer Cora Cora-ML Citeseer Cora Cora-ML Citeseer

Random 43.2 47.4 37.4 42.2 46.5 38.7 42.0 46.5 37.5
GradArgmax 59.6 64.2 60.2 58.1 63.2 65.1 58.5 63.2 64.2

FGA 58.1 66.6 67.4 59.8 67.4 66.4 57.2 65.2 65.8
MGA 63.8 67.6 68.5 60.7 68.1 67.5 57.9 66.3 67.1
TUA 78.4 79.3 70.2 76.1 78.9 71.2 75.1 78.2 71.8

NAG-R 76.5 75.2 71.8 73.4 78.6 71.2 73.5 78.6 70.2
AGSOA 81.3 83.6 73.5 81.8 82.4 74.5 80.4 82.9 72.8

Table 4: MR (%) for several types of targeted attacks, where higher MR represent better attack performance, with the
best results bolded. The results are the average of 10 runs.

about 2% higher than that of NAG. The results are the same in the other datasets, which indicates that the AGSOA-AT
strategy can alleviate the situation where the attack falls into a local optimum.

In particular, both NAG and AGSOA-AT have higher MR than NAG-R and AGSOA in Cora-ML. Specifically, the MR
of AGSOA-AT and AGSOA are 83.8% and 83.6%, respectively. Intuitively, NAG and AGSOA-AT operate differently
for Cora-ML attacks than the other two datasets. Fig. 3(b) shows the change in the number of graph edges before and
after the attack. The results show the number of perturbed graph edges is less than the clean graph after the attack
in Cora-ML. Previous research findings indicated that deleting edge operations tend to cause more damage to GNNs
than adding edges in graph adversarial attacks [9]. Therefore, the MR of NAG and AGSOA-AT are higher than that of
NAG-R and AGSOA.

Furthermore, in Fig. 3(b), we see that the number of modified edges is not much different between NAG and AGSOA-AT,
but the AGSOA-AT is more effective in improving the attack performance by accumulating past iteration gradients.

However, NAG and AGSOA-AT do not consider the invisibility of the attack (there is no restriction on the attack
budget), which makes it difficult to implement in real attacks. Therefore, we use the graph optimization module to
optimize the graph structure to improve the invisibility of the attack.

5.5.3 Effect of Graph Optimization Component

The results in subsection 5.5.2 demonstrate that in most cases, using only AGSOA-AT to attack GNNs is not as
effective as AGSOA with the addition of a graph optimization component. The above results show that the graph
optimization module is able to improve the performance of the attack. This section investigates the effect of different
graph optimization methods on the performance of AGSOA.

This section uses a random optimization method (called AGSOA-R) and the graph optimization method used by NAG-R
(called AGSOA-NAG) as a comparative model, where both methods first use an average gradient attack graph. In this
case, AGSOA-R randomly selects the edge modification structure under the attack budget ∆.

Fig. 4 The results show that our proposed graph optimization method can maximally improve the attack performance.
For example, in Cora, AGSOA outperforms the two graph optimization methods AGSOA-R and AGSOA-NAG by 4.6%
and 3.2%, respectively. The results are the same in other datasets, which indicates that we use this optimization method
to effectively destabilize and converge GNNs.

5.5.4 Number of Target Nodes

In this section, the effect of the number of target nodes on the effectiveness of the model is investigated, and the results
are shown in Fig.5. Since the performance of Random is so large compared to other models, the effect of Random is
not shown in Fig.5 in order to observe the various model variations.

Fig. 5 reports that the attack performance increases as the number of target nodes increases. For example, in Cora,
AGSOA outperforms the optimal attack model by 4.8% and 5.1% when the number of target nodes is 100 and 250,
respectively. The above results show that our proposed model is able to achieve the optimal attack in different number
of target nodes.

However, in Fig.5 b, the FGA, NAG-R and AGSOA show a degradation of attack performance as the number of target
nodes increases. For example, in Cora-ML, the MR of AGSOA are 84.8% and 83.2% when the number of target nodes
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Figure 3: Effectiveness of the average gradient component. (a) is a comparison of the MR of the two gradient attack
models. Where NAG is an extended model of NAG-R and is attacked using only NAG accelerated gradients. AGSOA-
AT is only using the average gradient to complete the attack. (b) is a comparison of the number of edges before and
after the NAG and AG attacks. To make it easier to observe the change in the number of edges, we shrink the number of
edges by a factor of 1000.

is 200 and 250, respectively. Intuitively, Cora-ML is the densest of the three datasets, i.e., the nodes are more tightly
connected to each other than the two datasets. When the number of attack target nodes is high, the effect of nodes
influencing each other will be greater than the other datasets, therefore the performance degradation result will occur.

5.5.5 Momentum Factor µ

Fig.6 reports the effect of the momentum factor µ on the performance of the model. The larger µ is, the more the
perturbations generated by the attack depend on the historical gradient.

The results in Fig.6 show that the history gradient can have an impact on attack performance. In most cases, the
performance of AGSOA improved as µ increased. For example, in Cora-ML, when µ are {0.4, 0.6, 0.8}, the
misclassification rate of AGSOA are { 78.9%, 81.3%, 82.1% }, respectively. In addition, Fig.6 shows that AGSOA
reaches the optimal value when µ is different under different datasets. For example, in Cora, AGSOA is peaked when µ
is about 0.8, whereas in Citeseer, the optimal value has been reached when µ is 0.4.

5.5.6 Budget Parameters α

This section investigates the effect of budget parameters α on the performance of AGSOA. Fig.7 shows that the
performance of AGSOA increases and then decreases as the budget parameter α increases. For example, when α are
{0.1, 0.3, 0.6} , the MR of AGSOA are { 69.8%, 74.1%, 72.9% } in the Citeseer dataset. We think that when α is little,
the number of AGSOA optimized structures is small, and the performance improvement of the attack is not obvious. As
α increases, the number of AGSOA optimized edges reaches a certain size. When all the neighbor nodes are not similar
to the target nodes, the attack can successfully misclassify the target nodes. As α continues to increase, AGSOA may
add or remove useless links that negatively affect the attack, so the attack performance begins to degrade.

5.5.7 AGSOA performance under untargeted attack

In this section, we extend AGSOA to the untargeted attack. Unlike the targeted attack, the untargeted attack aims
to operate on the entire graph structure and reduce the classification accuracy of GNNs for all nodes. The graph
optimization component is designed for target nodes. Therefore, we use AGSOA-AT to verify the performance of the
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Figure 4: MR of three graph optimization attacks.

Figure 5: The attack performance under different the number of target nodes.
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Figure 6: The attack performance under different momentum factor µ.

Figure 7: The model performance in different budget parameters α.
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untargeted attack. For untargeted attacks, we strictly follow the experimental setup in NAG-NR. The attack budget ∆ is
set as a percentage of the perturbed edges.

From Table 5, we can see that our proposed model achieves the highest MR under various datasets. Using Citeseer as
an example, when the attack budgets are 1% and 5%, the MR of AGSOA-AT are higher than that of GradArgmax and
NAG-NR by {6.8%, 0.5% } and {9.1%, 1.2% }, respectively. The above results show that AGSOA is also suitable for
untargeted attacks with good transferability.

Model Cora Cora-ML Citeseer

Budget 1% 3% 5% 1% 3% 5% 1% 3% 5%

Clean 17.2 16.5 27.2

Random 17.2 17.8 18.4 16.4 16.8 17.3 27.9 28.4 28.9
GradArgmax 21.4 23.6 25.7 21.5 23.1 25.4 29.1 30.9 31.5

NAG-R 23.4 27.1 31.2 27.2 29.6 31.1 35.4 37.5 39.4
AGSOA-AT 24.4 27.5 32.4 28.1 29.1 31.5 35.9 38.4 40.6

Table 5: The MR(%) of several types of attacks under untargeted attacks. The higher the misclassification rate, the
better the performance.

6 Conclusion

In this work, we propose a targeted attack AGSOA on GNNs, which generates perturbed edges using average gradient
computation and graph optimization modules. Specifically, AGSOA enhances the performance of the gradient attack by
accumulating the average of the gradient information between the previous moment and the current moment, which
avoids the attack from falling into a local optimum. To ensure that the invisibility of the attack, we modify the edges
using node similarity and node homogeneity metrics, which not only enables AGSOA to attack within a certain attack
budget, but also improves the success rate of the attack. Extensive experiments have shown that AGSOA has stronger
performance and generalization capabilities than baseline methods.
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