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Abstract—The structure of linear dependence relations be-
tween coded symbols of a linear code, irrespective of specific
coefficients involved, is referred to as the fopology of the code.
The specification of coefficients in turn is referred to as an
instantiation of the topology. In this paper, we first propose
a new block circulant topology 77, x.j(p) for linear codes
parameterized by integers p > 2, w > 1, A > 2, and p a multiple
of ). In this topology, the code has 1 local (punctured) codes with
p parity-check (p-c) constraints and a total of up p-c equations
fully define the code. The set of symbols of a local code overlap
with that of another in a uniform pattern, determined by two
parameters, the overlap width w and the overlap factor ).

Next, we construct a class of block circulant (BC) codes
Cic[p, A\, w, p] with blocklength n = u(p+w), dimension k = pw
that instantiate 77, » .)(p). Every local code of Cgclu, )\, w,p]
is a [p+ Aw, Aw, p + 1] generalized Reed-Solomon (RS) code.
The overlap pattern between local codes helps to enhance the
minimum distance p 41 to 2p + 1, without compromising much
on the rate. We also provide an efficient decoding algorithm
to correct 2p erasures when A = 2 and the algorithm is
amenable to distributed execution. Finally, we illustrate with an
example that the BC codes serve as a viable alternative to 2D
RS codes in protocols designed to tackle blockchain networks’
data availability (DA) problem. In these protocols, every node
in a network of light (resource-limited) nodes randomly queries
symbols from a codeword stored in full (resource-rich) nodes and
verifies these symbols using a cryptographic commitment scheme.
For the same target performance in tackling the DA problem,
the BC code requires querying a smaller number of samples
than the 2D RS code when both have the same dimension and
a fixed high rate. Furthermore, the number of local codes in
the BC code is typically smaller than that in the 2D RS code,
yielding a proportionate reduction in the complexity of realizing
the commitment scheme.

Index Terms—block circulant code, erasure code, blockchain,
data availability, data availability sampling, decentralization

I. INTRODUCTION

N many applications, the code design problem comes with
I additional structural constraints, apart from meeting targets
on error-correction capability and rate. The linear dependence
relations between symbols in a codeword are expected to
conform to certain structures, as demanded by needs of the ap-
plication. For example in codes with locality [1f], every symbol
is part of a set of linear dependence relations involving a small
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number of symbols, much less than the dimension of the code.
In a distributed storage system, this structure helps to repair a
failed node by downloading data from only a small number of
easily accessible live nodes. The constraint of locality does not
set the coefficients of the linear dependence relations, but it
specifies that the number of symbols involved in the relation
must be small. Down this line, a new approach emerged in
the realm of designing codes [2]. Desirable features of a code
developed for an application are achieved in two logically
separated steps, viz., first by determining the structure of linear
dependence relations among code symbols, and second by
specifying the coefficients involved in these relations. The first
is referred to as the topology of the code, and the second as an
instantiation of the chosen topology. This two-step process for
designing linear codes is referred to as the modular approach
[2].

The modular approach in code design became prominent
along with the development of locally repairable codes [1]].
The notions of locality [1]], [3[, [4]], locality with global
parities [3]], availability [S]], [|6], and hierarchical locality [/7]
are examples of diverse topologies that received attention due
to applications in distributed storage. Though it is formally ar-
ticulated only recently in [2]], the modular approach has existed
in coding theory since its early days. For instance, the product
topology is quite well-known starting from its introduction
by Elias in 1954 [8] with the aim of reliable communication
with reduced decoding complexity, and up to its rejuvenated
interest owing to applications in solid-state drives [9]], [10].
Many product-like topologies are introduced later. The product
topology with additional global constraints binding all code
symbols is named as grid-like topology and is explored in [2]
in an attempt to characterize all correctable erasure patterns.
The staircase codes [11]], [[12] and diamond codes [13] with
applications respectively in fibre optic communication and
magnetic disk arrays are codes with product-like topology with
controlled deviations from the product topology, as required
by the type of error/erasure patterns to be corrected. Recently
an extended product topology that is relevant in disk arrays is
introduced and studied in [[14].

In this paper, we adopt the modular approach to design
erasure codes suitable for a unique application in decen-
tralized systems. Efforts to achieve scalability of blockchain
networks by the introduction of resource-limited “light” nodes
apart from resource-rich “full” nodes resulted in a security
vulnerability known as the data availability (DA) problenﬂ

'The data availability problem in a decentralized system [15] is quite
different from the problem of availability in a distributed storage system [5]].
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[15]. The problem arises when a malicious full node hides
a few data symbols and there is no way to determine if the
unavailability of data is on purpose of malicious intentions
or due to network delays. A protocol that involves random
querying by light nodes of a small number of symbols of
an [n, k,d] 2D Reed-Solomon (RS) codeword stored in full
nodes has been identified as a robust solution to tackle the
DA problem. In this protocol, every light node queries s
random symbols independent of other light nodes from the
codeword that is stored in every full node. If more than (d—1)
symbols of the codeword are unavailable, then a majority of
light nodes are expected to query at least one unavailable
symbol. On the other hand, if at least (n —d+ 1) symbols are
available in full nodes, then light nodes are expected to query
(n—d+1) symbols collectively so that distributed decoding of
unavailable symbols can be carried out. Reconstructed symbols
are then broadcast among full nodes. The choice of 2D RS
code for the above protocol owes to two important features of
the product topology of the code:

« Parity-check (p-c) constraints of all local codes (a punc-
tured code obtained by puncturing certain locations)
completely determine the p-c constraints of the entire
code. This helps to do distributed encoding and decoding
of the code]

o The minimum distance of the code scales to larger values
than that of a local code. Hence, the erasure-correcting
capability of the code is strictly better than that of any
local code.

In addition to features gifted by the topology, the 2D RS
code has an additional advantage, coming from the way it
instantiates the topology using RS codes:

o Every local code is a polynomial evaluation code, in
particular the RS code. This helps in making use of a
popular cryptographic commitment scheme called Kate-
Zaverucha-Goldberg (KZG) scheme [16] (whose opti-
mized implementation is available in [[17]]) to verify the
legitimacy of data that is exchanged between untrusted
nodes.

All this led protocol designers to converge to 2D RS code
as their natural choice. Against the backdrop of the above
application, we make the following contributions.
1) We propose a new block circulant topology 77, x.(p)
for linear codes parameterized by integers p > 1, w > 1,
A > 2, and p a multiple of A. There are x local codes in
this topology. A key feature of the topology is the uniform
pattern with which local codes overlap with one another.
The pattern is determined by two parameters, the overlap
factor X\ and the overlap width w. Every local code has
p parity-check constraints and a blocklength of \w + p.
The collection of pp p-c constraints associated with the
local codes fully defines the topology.
2) We construct a class of block circulant codes
Cicl, A, w, p] with blocklength n = u(p+w), dimension
k = pw that instantiate the topology 77, x.)(p). Every
local code of Cpclp, A,w,p] is a [ng = p + lw, ko =

’Distributed encoding/decoding is also referred to as collaborative encod-
ing/decoding in research blogs of Ethereum that describe the DA problem.

Aw,dg = p + 1] Reed-Solomon code. When A = 2, we
show that the code has a minimum distance d = 2p + 1,
that scales by a factor of A = 2 relative to the minimum
distance dy of every local code. We also provide an
efficient decoding algorithm to correct 2p erasures when
A = 2 and the algorithm is amenable to distributed
execution. For a given rate, our code performs better than
product codes in terms of fractional minimum distance
d/n in the regime of high rate.

3) Block circulant codes offer a viable alternative to 2D RS
codes to achieve a wider parameter regime in protocols
designed to tackle the DA problem in blockchain net-
works. More importantly, they outperform 2D RS codes
in the regime of low storage overhead (inverse of rate).
For example, we compare a [1444, 1024, 49] 2D RS code
with a [1416, 1024, 65] shortened BC code both having
a storage overhead of about 1.4x. In a system consisting
of 1000 light nodes, the 2D RS code requires to query
72 coded symbols per light node, while the BC code
requires only 53 in order to achieve the same target
performance in tackling the DA problem. Apart from
attaining lower network traffic, the low number 12 of
local codes in the BC code instead of 76 in the 2D
RS code yields a proportionate reduction in both space-
and time-complexity of realizing the KZG commitment
scheme.

In Sec. [l we present the block circulant topology. In
Sec. we present a code construction that instantiates the
topology for an overlap factor A = 2, determine its minimum
distance, and provide an efficient erasure-correcting decoding
algorithm. The construction is generalized for every A > 2 in
Sec. Finally in Sec. we discuss an application of the
code in decentralized systems.

Notation: We define [n] := {1,2,...,n} and [a,b] :=
{a,a + 1,...,b} for any integers n,a,b. For any vector
x = (1 2, ..., xn), supp(x) = {i | 1 < i < n,z; # 0}.
Let A = {a1,as,...,a;4} C [n] be a subset of [n]. Then we
denote the vector (z4,,9 = 1,2,...,|A|) of length |A| by x 4.
Let C be an [n, k, d] linear code. Then we define a punctured
code Cy = {ca | c € C} and call A as the support of C4.
An (a X a) identity matrix is denoted by I,. Occasionally,
we write a matrix A of size (m x n) as A,,x, to enhance
readability. A vector of evaluations of a polynomial p(X) at
points in an ordered set A is denoted by p(A).

II. CODES WITH BLOCK CIRCULANT TOPOLOGY

In this section, we first describe two known topologies
in order to motivate the need for block circulant topology.
Subsequently, we formally define block circulant topology and
discuss its features.

A. Codes with a Topology

The concept of a topology of a linear code was introduced in
[2] in conjunction with the development of locally recoverable
codes (LRCs). In an LRC, a code symbol can be recovered
by accessing r other symbols where r is much less than the
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dimension £ of the code. We formally define linear LRCs with
information-symbol or all-symbol locality in the following.

Definition 1. An [n, k, d] systematic linear code C is an (r,0)
LRC with information-symbol locality if associated to every
message symbol u;, 1 < i < k, there is a set of ng — 1 other
code symbols (¢;1, iz, - . ., Cing—1) Such that the set of ng code
symbols (U, Ci1,Ciz, - - -, Cing—1) forms a [ng, ko, do] code C;
such that dy > 6, ng < r+ § — 1 and consequently ky < r.
We refer to the punctured code C; as a local code associated
to message symbol ;. If the above condition is true for every
code symbol (irrespective of whether the code is systematic or
not), then we call C' as an LRC with all-symbol locality.

Respectively in [3] and [4], forms of generator and parity-
check matrices are introduced that led to [n, k, d] codes with
(r, 0) information-symbol and all-symbol locality. The form of
generator matrix given in (I) can give rise to a [n = 7,k = 4]
code C with (r = 2,6 = 2)-information-symbol locality:

1 913 g17
‘ 1 go3 go7
G = : 1
fin 1 936 G371 M
1 gas  9ar

The code C' that instantiates Gl(i;) has two [ng = 3, ko = 2]
local codes {(c1, c2,¢3) | (¢1,...,¢7) € C} and {(c4, cs5, c6) |
(c1,...,c7) € C}. The last symbol c7 is not part of either of
the local codes and is linearly dependent on all the message
symbols. For this reason, we call it as a global parity whereas
¢;,t = 3,6 are called local parities. In similar lines, an LRC
C with (r = 2,0 = 3) all-symbol-locality can be obtained by
a parity-check-matrix of the form:

1 hiz  hia
1 haz ha
Hl(ig): 1 hs7 hsg|. (2)
1 har hag
hsy hsa hsz hss hss hse hsy  hsg

Again, C that instantiates Hl(iz) isa[n =8k = 3] code
with two [ng = 4,kg = 2] local codes {(c1,ca,c3,¢4) |
(c1,...,c8) € C} and {(cs,c6,¢7,¢8) | (c1,...,c8) € C}.
The first local code is determined by the first two rows of
H" and the second by the third and fourth rows. There
is an additional parity-check constraint that involves all the
code symbols. Hence it is referred to as a global parity-
check constraint in contrast to local parity-check constraints
appearing in the first four rows. The number of global p-
¢ constraints either in G\ or in H” is denoted by h. In
both examples and (@), we have h = 1. We refer to
the topology described by either G or H" as the linear
topology. Codes instantiating linear topology and attaining
the maximum possible minimum distance are known in the

literature by the name of pyramid codes [3]], [4].

B. Grid-like Topology and 2D Reed-Solomon Codes

In [2], Gopalan et al. introduced a grid-like topology for
linear codes and formally defined it as given below. The grid-
like topology is a generalized abstraction of the product codes
introduced in [8]].

Definition 2. /2| (Grid-like topology) Let n. < n,. be positive
integers. Consider an (n. X n,) array of symbols z;;,1 < i <
Ne, 1 < J < ny, from some field F. Let 0 < a <n.—1,0 <
b<n,—1and 0 < h < (n.—a)(n. —b) — 1 be integers.
Then we define T, xn, (a,b,h) as grid-like topology which
constitute the following:

1) There are a parity check equations for each column j €

[n,], ie.,
ne
(W), _
E:O‘i Lij =
i=1

for some indeterminate coefficients {agu)}.
2) There are b parity check equations for each row i € [n.],
iLe.,

0, u € lal

Ny

Z @( u)ﬂfz‘j =

Jj=1

0, uelb

for some indeterminate coefficients {ﬂi(u)}.
3) There are h global parity check equations involving
symbols of the entire array, i.e.,
Ne N

Sy =

i=1 j=1

0, u€l[h]

for some indeterminate coefficients {71(?)}
When n. = n, and a = b, we call it a square-grid topology.
A linear code over a field F is said to instantiate the grid-
like topology Ty, xn, (a,b,h) if it has a parity-check matrix
H that is completely determined by parity-check equations
of Ty, xn,(a,b,h) for some fixed assignment of values to
{a"} (8} 005"

In linear topology, a code symbol is associated to at most
one local code. In grid-like topology in contrast, there are two
local codes associated to every symbol, namely an [n., n. — al
code and an [n,,n, — b] code, the former referred to as the
column code and the latter as the row code. In addition to
p-c constraints of local codes, every symbol is subjected to h
additional global p-c constraints. When h = 0, the grid-like
topology T}, xn, (a,b,0) is associated with a generator matrix
Ggrig that can be written as the tensor product of generator
matrices of row and column codes. For example, when n, =
3,n. =4,a=1b=2h=0n=nmn. =12,k = (n. —
a)(n, —b) =4, Ggiq takes the form:

] 3)

(ry (r) (c)

- 1 913 914 1 913

Geria = [ ISR ] ® [ L@
923

1 923" 9o
where ® represents the tensor product of matrices. Though
the grid-like topology is introduced and studied in [2] with
application to distributed storage systems, our motivation to
revisit the topology stems from the use of 2D RS codes in
blockchain protocols.

Let us consider a [n = n3, k = k3,d = (ng — ko + 1)?]
2D Reed-Solomon code Chprs where both row and column
codes are [ng, ko, dy = ng — ko + 1] RS codes. Clearly, Copgrs
instantiates square-grid topology Ty, xn, (70 — ko, 7o — ko, 0).
The Chprs has the following key advantages, relevant in a
decentralized system:
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1) Both encoding and decoding can be executed in a dis-
tributed manner where each participant node carries out
operations on a given row or column in the grid. Each
node will be equipped with algorithms related to [ng, ko]
RS code.

2) It is possible to verify the correctness of a code symbol
by processing only the row and column codes containing
that symbol. This can be done by accessing only symbols
from these local codes, rather than the entire code.

Moreover, the code Cyprs is optimal in minimum distance
among all codes instantiating the grid-like topology. For any
[n, k, d] code instantiating grid-like topology T}, xn..(a,b, h),
it is known that

d < (a+1)(b+1)+h. “)

With i = 0, Cyprs achieves the upper bound in (@).

C. Block Circulant Topology

Consider an [n,k,d] code Cjy, instantiating the linear
topology and with local codes of uniform parameter sets
[no, ko, do]- Then Cy, either has a generator matrix as in ()
or has a parity-check matrix as in (2). The code has either
(r,0) information-symbol or (r,d) all-symbol locality with
ng=r+06—1,kg = r and dy > 4. It can be shown that
the rate % of Cji, is upper bounded by the rate of the local
code 7% [[18]. The bound is attained when A = 0 where h is
the number of global p-c constraints of the linear topology. It
is straightforward to argue that d < dy + h. So when h = 0,
d < dy and the bound is attainable by choosing a good instance
as the code. Thus, the rate and the minimum distance of Cj,
are limited by those of its local codes when there are no global
p-c constraints.

In contrast, consider a [n = n2, k = (ng — a)?,d] code Cyq
that instantiates square-grid topology T, xn,(a,a,0), again
with h = 0, i.e., zero global p-c constraints. Every local code
of Cy is a [ng, ko = ng — a,do] code where dy < (a + 1).
We already observed that when Cq is picked as Coprs, d =
(a + 1)? thus achieving a value much larger than dy of the
("0 a) dips

quite low compared to that of the local code, viz., w

Thus even when h = 0, the square-grid topology enables to
increase the minimum distance beyond that of the local codes,
at the cost of a significant loss in rate.

It is worthwhile to compare linear and square-grid topolo-
gies when both do not have any global p-c constraint. Both the
rate and the minimum distance remain the same as those of
local codes under the linear topology. On the other hand, the
square-grid topology allows to tradeoff rate against minimum
distance taking parameters of local codes as the benchmark.
It is intriguing to search for other useful topologies that lie
in a presumably broad spectrum between these two. Keeping
this in mind, we pose the following question. Can we design
topologies that (a) involve only local parity-check constraints,
yet that (b) allow to scale minimum distance above that of
local codes, and (c) resist a large reduction in rate compared
to that of local codes?

local code. However, the rate of the code % o=

The proposed block circulant topology defined below is an
example of such a desired topology. Later in Sec. [V} we will
describe how it becomes useful in decentralized systems.

Definition 3. (Block Circulant Topology) Let p,w, A > 2 be
positive integers. Let n = Av with v > 1 be an integer
multiple of \. Consider a set of n := p(p + w) symbols
{zo,21,...,Zn_1} of some field F. Let A;,i = 1,2,...,p
be (non-disjoint) subsets of [0,n — 1] each of size p+ Iw and
let each A; be a union of (A + 1) pairwise disjoint subsets
Bio, Bi1, . .., Bix. These sets are defined as below:

By ={iw+ (@ —Dpiw+ (G —Dp+1,...,
i(p+w)—1}, i € [y,
Bij={(i+j—-2)(p+w),(i+j—2(p+w) +1,...,
(i+j—=2)(p+w)+w—1} i€ u], je[A,

A
-Uss

where every element of B;;,j = 0,1,...,\ is computed
modulo (1(p + w). The set of symbols {xg,x1,...,Tp_1} is
identified as a union of | subsets

Xi = {(Ej |j c Al}, S [/14},
each of size p+ \w. We index the elements of X; alternatively
as X; = {0, i1, ..., Tipprw—1} for every i € [u]. Then

we define T, x .1(p,h) as block circulant topology which
constitute the following:

1) There are p parity check equations for every i € (1], ie.,

pHAw—1

> aey =
7=0

Sor some indeterminate coefficients {a( )}
2) There are 0 < h < pw — 1 global parity check equations
involving all n symbols, i.e.,

0, u € [p], i €[y

n—1

Z UREAE
=0

for some indeterminate coefficients {%(u)}.

0, u € [h]

The block circulant topology with h = 0, i.e., with no global
parities, is denoted by Tj, x.j(p) and we shall consider
only Ti, w)(p) throughout this paper. A linear code over
a field F is said to instantiate the block circulant topology
Ti,5,w)(p) if it has a parity-check matrix H that is completely
determined by parity-check equations of Tj,, x ) ( ) for some

fixed assignment of values from F to {a(u)} {'yl }

The structure of the parity-check matrix of a code instan-
tiating 77, x ) (p) is given in (3) taking an example with
uw = 6,\ = 3,w = 3,p = 2. It can be observed that
the submatrix of Hpcop formed by columns associated to
{H;; | j is even} can be made full-rank by appropriate choice
of coefficients. In that case, all the rows of the Hycp become
linearly independent and thus Hycp becomes a full-rank
matrix. We shall restrict our discussion to only such codes
instantiating Tj,, x .(p)-
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(6)

[ Hu H12 H13 Hl5
H23 H24 H25 H27
H35 H36 H37 H39
Hpe. ' :
be-top Hy,7; Hus Hyg H4,11 ©)
Hs, Hso Hsi0 Hsn
| He1 Hes He11 He2 mpx p(ptw)
[ hoi—1,55/2)-1  hai—1,(55/2) 7 i€6], j = 2i,
. - h?i,(Sj/2)—1 h2i7(5j/2) pXp
o=
J [ hoi—1,((55-1)/2)-1  h2i—1,55-1)72 h2i—1,((5j-1)/2)+1 i€f6], j=20—1,2i+1,2i+ 3 mod 12.
hai(i-v/2-1  heii-n2 heiei-n/rr ]k,

Fig. 1: The structure of parity-check matrix in block circulant topology 77, x .)(p) when we pick =6, A = 3,w =3,p = 2.

Consider an [n, k, d] code C' instantiating T}, x .)(p). It is
clear that blocklength n = u(p + w) and dimension k = pw.
All the local codes in C' are of parameters [p + Aw, Aw] with
a rate of 5 j:“/(w A prominent feature of Hyc.op is the regular
overlap pattern between the supports of different local codes.
If 4 > A, then every local code overlaps with 2(\ — 1) other
local codes, each on a subset of w symbols. If = A, every
local code overlaps with (A — 1) other local codes. For this
reason, we call the parameters \,w in T, 5 .,](p) respectively
as the overlap factor and the overlap width. In (@), as A = 3
and p > A, every local code overlaps with 4 other local codes
in their support. The code C has a rate

w

Ry = Pt (M
that is less than the rate of local codes. However, it is
possible to achieve high rates by a suitable choice of p,w. The
maximum achievable minimum distance of every local code
is p+ 1. The relevant question is to determine how much can
the minimum distance d be scaled above p+ 1. In the coming
two sections, we provide a code construction Cpc[u, A, w, p]
instantiating 77, x .,(p). The code has d = 2p+1 when \ = 2,
establishing that T3, 5 .j(p) allows to scale d by a factor of
about A = 2 over that of the local code.

III. A CONSTRUCTION FOR AN OVERLAP FACTOR A\ = 2

In this section, we present a code construction
Ceclp,2,w, p] that instantiates 77, .j(p) with A = 2.
We begin with a review of generalized Reed-Solomon (GRS)
codes as they form an important building block for the
construction.

A. A Review of Generalized Reed-Solomon Codes
Let F, be a finite field of ¢ > n elements. Let A =

{ao,@1,...,ap,_1} be a set of n non-zero elements in F,,.
Let
1 1 1
o7 g Tt Qpl
Vi(A) = : : : 3
op ol e

denote an (r x n) Vandermonde matrix. When it is required
to make explicit reference to elements, we may as well write

V. (A) as V,.(ag, a1, ...,a,—1). For some non-zero constants
ag,ai,...,an—1 € F4, we construct an (n x n) diagonal
matrix M and define a parity-check matrix Hgrs as follows:

M = . 7an—l) (9)

(10)

diag(ag,aq, . .

Hgrs = Vi(A)- M.

A GRS code over [, is defined as

CGRS = {C € FZL | HGRscT = 0} (11)
It is well-known that Cggrs is an [n,k = n —r,d = r + 1]
linear code and it can alternatively be defined as an evaluation
code:

Cors = {c = (apf(aw),ayf(an), .. a1 flan-1)) |

f(X) € Fy[X], deg(f(X)) <k -1} (12)
where af, a,...,a,_; € F, are constants given by
n—1
(@)™t = a H(ai —«wj), i=0,1,...,n—1. (13)
j=0
J#i

We refer to aj,aj7a’j- respectively as code locator, parity-
check column multiplier, and generator column multiplier all
associated to the code symbol ¢; for every j = 0,1,...,n—1
in a codeword ¢ = (cg, ¢1,-..,¢n—1). The polynomial f(X)
that defines a codeword ¢ € Cggrs as given in (12) is referred
to as the message polynomial of c. As can be observed from
(13), it is possible to fix a; = 1 for all ¢ by suitably choosing
a;,t=0,1,...,n—1 as a function of code locators. We refer
to such a GRS code as basic Reed-Solomon (BRS) code and
is given by

Cers = {c=(f(a), flan), ..., flan-1)) |
f(X) € F[X], deg(f(X)) <k —1}.

(14)

A BRS code is completely determined by a set of code
locators. Every codeword ¢ € Cgrs is mapped to a message
polynomial f(X) by an 1-1 correspondence. We denote this
bijection by P, and write P¢,. (f) = c. When the code is
clear from the context, we may omit the subscript and write

(f) = c.
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Waz Way Woy

Wi

Wa1

Wia
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(15)
Wi Wia Wis
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4 2vpx2v(ptw)

Fig. 2: The parity-check marix of Cpc[u, 2,w, p| that instantiates block circulant topology Tf, 2..1(p). We have = Av = 2v.
The submatrix W;; = V;M;; where V;’s are Vandermonde matrices and M;;’s are diagonal matrices.

B. The Construction of Cgclu,2,w, p]

Let u, A, w, p be positive integers as defined in 77, » o) (p)
and we fix A = 2. Since A | p, we write 4 = 2v where v > 1
is a positive integer. We describe the code construction in a
step-by-step manner as follows.

1) Let F, be such that ¢ > 2(p + w). We pick a subset

of non-zero elements A = {ap,a1,...,®20p4w)—1} Of

F,. Recall the definition of sets {4;}, {B;;} from Defi-

nition [3] We partition A into four ordered sets as below:
{aj | 7€ Bus1y2.1}

Ay = .
‘ { {aj | 7€ Byl

Observe that |A;| = w when /¢ is odd and |A¢| = p when
¢ is even.

2) In association to each A,, we define a Vandermonde
matrix (by slight abuse of notation) as:

(=1,3

(=24 U9

Ve = V,(Ay), £=1,2,3,4. a7

3) Construct Six diagonal matrices
M117M127M137M23,M24,M21 in such a manner
that the matrices Wy, W5 as defined below

Wi=[Wi1 Wia Wig] := [ViMyy VoMip VaMy3](18)
Wa= [Wag Way War] 1= [VaMag ViMay V1 M21](19)

form parity-check matrices of two [p + 2w, 2w, p + 1]
basic RS codes. The GRS codes defined by Wi, W,
as parity-check matrices are denoted by D;[2], Ds[2]
respectively. From the discussion in Sec. it may
be observed that diagonal entries of My, Mio, M3 are
determined by A; U Ay U As. Similarly, diagonal entries
of Moz, Moy, Moy are determined by As U Ay U Aq. Tt
will be evident in the next step that these two basic
RS codes D;[2], D2[2] form the local codes in the code
Cic[p, 2, w, p|. Observe that in the notation M;;, the first
index ¢ indicates the local code and the second index j
indicates the associated Vandermonde matrix.

4) Next, we construct a (up X u(p—+w)) parity-check matrix
Hpgc2 as given in (15).

5) Finally, the code is defined as

Cpelp, 2,w,p] = {ceFy| HBC’QCT =0}. (20)

In Hpc, the submatrix formed by columns associated to
{W,j,j is even} is of full rank. Therefore, the dimension of
Ceelp, 2,w, p| is equal to k = pw and thus Cpc[u, 2, w, p] is a

[n = pu(p +w), k = pw] code instantiating 77, 2 .,j(p). There
are y local codes Cpc ;[2] in Cpc[2] defined by

Cocj[2] = {cla; | c€Cael2]}

where A; is as defined in Definition E} Observe that each of
these local codes is one of either D;[2] or Ds[2].

In the coming subsections, we describe a systematic encod-
ing procedure, an efficient erasure-correction decoder. As a
corollary, we also characterize the minimum distance of the
code.

C. Systematic Encoding of Cpcli,2,w, p)

By construction of Hpc 2, its square submatrix
Hpco = diag[Wig, Way, ..., Wig, Way]

is invertible because both W5 and W5, are invertible matrices.
Multiplying Hgc,2 on the left by fi];clj followed by necessary
column permutations, we convert HBQQ into its systematic
form. In turn, we obtain a systematic generator matrix Ggc 2
(upto column permutations) for Cpc[u, 2,w, p| given by:

GBC)Q = [Iuw ‘ _PBC)QL where (21)
(W' wi)T Wy W)
(Wio' Wis)T (W' Was)T
Pco= (Way War)T
(Wyy Waz)™
(22)

D. An Erasure Correcting Decoder for Cgclp, 2, w, pl

We use the letter E to denote an erasure. For any vector
x = (24,7 € A) of arbitrary length |A| where A is an ordered
set, we define

{i|zi=E} C A, (23)
|SE(x)]- (24)

For an [n,k,d = n — k + 1] GRS code Cgrs over
any field, there is an efficient decoder of time-complexity
O(n log? nlog log n) [[19] that can recover from any set of
(d — 1) erasures. We use DECc, to denote the erasure
correcting decoder of the code Cggs. It takes as input a vector
y that is obtained by subjecting a codeword ¢ € Cggrs to
erasures, and outputs the correct codeword c if ng(y) < n—k.
If np(y) > n — k, it returns y itself as the output. We

SE(X)

ng(x) =
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consider Cgrs up to column permutations and therefore the
same algorithm DEC¢,, works even if the input vector is
permuted with a known permutation. In this subsection, We
make use of Cgrs as a building block to construct an erasure-
correcting decoder for Cpcl[i,2,w, p], denoted by DECg,. (9.
Let ¢ = (co,c1,-.-,¢n—1) € Cpclp, 2, w, p] be an arbitrary
codeword. Let r = (rg,71,...,7—1) € (Fq U{E})" be a
vector obtained as

Ci
Ty = E

The decoder takes r as input and outputs the codeword c
if ng(y) < 2p. If ng(y) > 2p, it returns y itself as the
output. The decoder DEC¢,,, when Cgrs = D;[2] is denoted
by DECnp, [ and similarly when Cgrs = D2[2], by DECp,[g).
Let us define another [n = 2(p+w), k = 2w, d = 2p+1] basic
RS code given by

if 4-th location is not erased
if i-th location is erased

Diga[2] = {(flaw),i € [ JA) | F(X) e Fy[X],
=1

deg(f(X)) < 2w —1}  (25)

that is relevant for the decoding algorithm. In the following,
we describe DECg, 27 in a step-by-step manner and its
correctness will be proved in a subsequent theorem.

(1) Compute e = ng(r). If e > 2p, return r.

(2) Set £ <+ 0. Set Ty < r. Compute Tr; < & |4,,j € [y
and index the entries of the vector as Ty; = (74;[i], i €
A;). Compute J1 < {j | ng(f¢) < p}. Repeat Steps
3 —4 until J; = ¢. If J; = ¢, move to Step 5.

(3) For every j € [u], compute

DECop, [2)(f¢))
DECop, [2)(f¢))

if 7 is odd

if 7 is even (26)

VAR {

(4) Compute T7y1 = (Fg41,0, 041,15 Te41,n-1) aS

Fortsi {QEHJ [4] if3j € [,u] such that 7¢44 ;[i| #E
otherwise
(27)

Compute Tyy1,; < F¢41 |4,,J € [p] and update J; <
{j | ne(fe,;) < p}. Increment £ < £+ 1.

(5) Set t «+ #,. Compute #; < ¢ |4,,7 € [u]. If np(F) =0,
then the decoding is completed and return #. If ng(f) #
0, then assign Jy < {j | ng(¥;) > p}. Identify unique
J1 € 1] such that Jy = {j1, j2} and

. J1+1
J2 = {1

(6) Generate the vector § € (F, U{E})("*2%) with its entries
indexed as § = (§;, 1 € A;,). Set § «+— 0if 4 = 2, or
else set it as given in (29):

if jy <p

e 28
if j1=p %

7:71 - 722(p+w)+i mod n 1€ le,l
§; E 1€ tho .(29)
0 1€ le’g

(7) If > 2, update § as:

s { DECDl[Q](z) if j; is odd

DECp,[2)(8) if ji is even (30)

Compute s(X) < ®71(8).

(8) Generate two vectors 1y, 11y € (F, U {E})2(°+%) as in
and when their entries are indexed as G =
(15, @ € Aj, UBj,0), 02 = (l2;, 1 € By, 0 UAy,):

T xS Aj1

Uy; 7 + S(O{i) 1€ Bj270 and 7; ZE (31)
E 1€ Bj270 and 7; = E
7 1€ Aj2

flo; 4 7 —s(a;) i€ Bj, oand 7 #E (32)

E iEthO and 7; = E

i, « DECDl@Q[Z] (fll) (33)
flz «— DECD1@2[2] (ﬁg) (34)
(10) Update T as:
. Ug; iEAj1UAj2 and€€{1,2}
L { R id Ay UA, (35)

Return t.

In the following theorem, we establish the correctness of the
decoder.

Theorem IIL.1. Let ¢ € Cpclp,2,w,p| and v be a vector
obtained by subjecting c to erasures. If ng(r) < 2p, then the
algorithm DECc, (o) outputs ¢ when it is executed with T as
its input.

Proof. The Step 1 of DEC¢,[2) ensures that the input r to the
algorithm satisfies ng(r) < 2p. Recall that Cpc[2] consists of
w local codes indexed by 7 = 1,2,...u and for every j it
is denoted by Cgc,;[2]. Each Cpc;[2] is a [p + 2w, 2w, p +
1] GRS code and can correct any set of up to p erasures.
In Steps 3,4, erasures are corrected exploiting the erasure-
correcting-capability of only these local codes. Suppose that
there are up to p erasures in the support of one local code,
say Cpc,;[2], whereas more than p erasures in the support of
another local code, say Cpc ;/[2]. For favourable j,j’, it is
possible that the number of erasures within the support of
Cic,j [2] can go below p + 1 after correcting erasures in the
support of Cgc,;[2]. For this reason, Steps 3, 4 are repeated for
multiple rounds until no more erasures can be corrected with
the help of local codes. The set .J; that is initialized in Step
2 and updated in every iteration of Step 4 counts the number
of local codes whose support contains up to p erasures. When
J1 = ¢, the loop iterating Steps 3,4 terminates. The vector
after correcting all possible erasures until J; = ¢ is given by
r.

In Step 5, if ng(f) = 0 then clearly # = c because both
the GRS decoders DECp, ) and DECp, 3 are correct. Let
us assume that ng(¥) # 0. It is straightforward to observe
that every local code whose support includes erasures must
include more than p erasures. The non-empty set .J5 enlists all
such local codes. Next we show that |Jo| = 2 and there exists
unique j; € [u] such that Jo = {j1, j2} and jo satisfies (Z8). In
the first place, we argue that J5 can not be a singleton. Suppose
Jy = {j1} on the contrary, then either of the following
two events must happen. The first event is Sg(#) C Bj/ 0.
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In the second event, either 0 < \SE( ) N Byl < por
0 < [Se(F) N Bj,2)| < p where jj,j3 € [u] are such that
Aj, and Aj; have non-trivial intersections with Aj;. The first
event implies ng(t) < p contradicting our assumption. The
second event implies J; # ¢, again contradicting to the fact
that the algorithm proceeded to Step 5. Thus |Jo| > 1. If
u = 2, then Ay U Ay = [0,n — 1] and therefore Jo must
be {1,2} clearly satisfying (28). Let us consider u > 4.
And, let us assume on the contrary that either |Jo| > 3 or
Jo = {j1,72} such that j violates (28). Then there must be
at least two elements ji,j5 in Jy such that Aj; N Ajh = ¢.
Since nE(f'\AJi) > p and nE(f"|Ajé) > p by definition of Js,
it follows that nE(f‘|A (UA,, ) > 2p. This is a contradiction
to the fact that ng(#) % nEz( ) < 2p. Thus we have proved
that j; will be identified uniquely in Step 5 and hence the
algorithm proceeds to Step 6.

After the execution of Step 5, the set of erased locations
Sg(t) is confined as Sg(f) C A;, U Aj, and ng(f) < 2p.
In Steps 6-10, all erasures at Sg(#) will be decoded with the
help of a combination of D;[2], D2[2] and Dig2[2]. Since
both Cpc j, [2] and Cgc,j,[2] are BRS codes of dimensions 2w,
there exist unique polynomials mq(X), mo(X) of degree at
most 2w — 1 such that

C|Aj1

C|Aj1

(I)CBC,J} 2] (ml)
Peye ;, 121 (m2)

where @ is as defined in Sec. In order to prove that the
decoder is correct, it is sufficient to reconstruct m; and mo
correctly.

We will prove that the vector § computed by the algorithm in
Steps 6-7 is equal to (p(a;),i € A;,) where p(X) £ mq(X)—
ma(X). Therefore, the polynomial s(X) is indeed equal to
p(X). Observe first that p(X) is of degree at most 2w — 1.
We first prove the assertion when pt = 2. When p =2, j; =1
and jo = 2. Furthermore,

(ml(a),a S Al) =
(my1(a),a € A3) =

(mg(a),a S Al)
(mao(a), € A3)

(36)
(37

because c|p; , = c[p,, , and c|p; , = c|p,, ,. This implies
that m(X) and mo(X) are the same, as they evaluate
the same on 2w distinct points. Therefore p(X) is a zero
polynomial and its evaluation on any set is a zero vector
exactly matching the value of § after executing Step 7. Next
let us consider that 1 > 4. We proceed to argue that the
vector § after executing Step 6 is obtained by subjecting
(p(a;),i € Aj,) to exactly p erasures. The set of code locators
associated to c|p; , in the BRS codeword c|4, is the same
as that associated to c|p,, , in the BRS codeword cla,,

be precise, it is given by A; if j; is odd and Aj 1f ]1 is
even. In other words, it is Ay(j, mod 2)41 for every ji. As a
consequence,

clp;,, = (mi(a),a € Ay mod 2)11)  (38)

clp;,, = (ma(a),a € Ay(jymod 2)11)  (39)

= (p(a), @ € Ag(jymod 2)+1) = €|B,,, —€|B,,,  (40)
= #|g,,, —BlB,,.. (4D

The last equality (1) follows because Sg (&) C Bj, 0UB;, 0U
Bj, o for p > 4 since J; = ¢. In similar lines, the set of
code locators associated to c| Bj, in the BRS codeword c| Ay,
is exactly the same as that associated to c| B, in the BRS
codeword c| 4,,- Itis given by A2(j, mod 2)+1 for every j; and
therefore

(mi(a),a € A2, mod 2)+1)
= (mg(a), (OAS A2(j1 mod 2)+1)~

C‘B“z

C‘BJQ 1

But Bj, » = Bj,1 as jo satisfies (28), and hence c|z; ,
c|p,, ;. Therefore
Jz,1

(p(Oé), o€ A2(j1 mod 2)+1) = 0(1><w)- (42)

It follows from (1)), (42) that § generated in Step 6 is a vector
obtained by subjecting (p(a),7 € Aj,) to exactly p erasures.
Since the both DECp, [5)(8) and DECp,[)(8) can correct up
to p erasures, the decoding in (30) is correct. Hence § and
s(X) after executing Step 7 are respectively (p(cv),i € Aj,)
and p(X) as claimed.

Next, we will show that vectors {1y, iz computed in Steps
8-9 are respectively equal to (mi(a;),% € Aj, U Bj, o) and
(ma(cu),i € Aj, UBj, o). We will first argue that @1; and 1G5
after executing Step 8 are obtained by subjecting respectively
(mi(a;),i € Aj, UB,j, o) and (me(ay),i € A;, UBj o) to
at most 2p erasures. By definition of mq, meo, r|A r|A
are respectively obtained by subjecting (mq(oy),? c Ajl)
and (ma(a;),7 € Aj,) to erasures. We also have m;(X) =
ma(X) + p(X) and ma(X) = m1(X) — p(X). As a con-
sequence, the vectors 1y, io as computed in and
are respectively (mi(a;),7 € Aj, U By, ) and (me(ay),1 €
Aj, U B, o) subjected to erasures as claimed. Furthermore,
since ng(f) < 2p, it follows that ng(;) < 2p, i = 1,2. In
Step 9, 1iy, i are passed to a decoder for the code Dl@g[ ]
defined in (23). Since D1g2[2] can correct up to 2p erasures,
the vectors 11, G2 at the end of execution of Step 9 are exactly
as claimed.

By replacing every erasure in £[4; ua,, with mi(a;) or
ma(cy;) with appropriate choice of «;,i € Aj, U A;,, vector
c| A;,uUA,, can be correctly generated. In Step 10, gl Aj UA,
is updated in this manner while #|}o 13\ A;, UA,, s retained
as it is. Therefore T after the execution of Step 10 is equal to
the correct codeword c. This completes the proof. O

If the decoding of erased symbols in a codeword is carried
out by a network of nodes with every node in parallel with
others executing an algorithm with a input consisting of only a
small number of code symbols much less than the dimension
of the code, then we call it distributed decoding. In similar
lines, we define distributed encoding as well. If a code is
determined solely by parity-check equations of a set of local
codes then it is amenable for distributed encoding/decoding.
The exact protocol of how to divide the code symbols, the
need of a controller node, or any sequential procedure involved
in certain parts of decoding can vary based on the code
and is not considered. For example, a product code can be
encoded/decoded in a distributed manner with every node op-
erating on symbols associated to either a row code or a column
code. It is straightforward to check that both the systematic
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encoding in Sec. and the decoding algorithm above
for the BC code are suitable for distributed execution. This
property of the BC code becomes relevant in its application
to blockchain networks as described in Sec. [Vl

E. The Minimum Distance of Cpclu, 2,w, p)

We characterize the minimum distance of the code
Cicl, 2,w, p] in the following theorem.

Theorem IIL.2. Let Cpclu, 2, w, p| as defined in Sec. be
an [n = p(p + w), k = pw, d] linear code. Then

d = 2p+1. (43)
Proof. Since Cgc[p, 2,w, p] is a linear code,
d= min wg(c).
c€Cpe(p,2,w,p], (©)
c#0
Let u” = [1,0,0,...,0] be a (1 x pw) vector containing

all zeros except for a 1 at the first location. Let ¢ € Fy be
the codeword of Cpc|u, 2, w, p] obtained by encoding u using
the systematic generator matrix Ggc 2 in (Z1I). Every non-zero
block matrix of Ggc 2 apart from I, is a Cauchy matrix and
hence all its entries are non-zero. Therefore wy(c) =2p+ 1
showing that d < 2p+1. By Theorem [[IL1} any erasure pattern
of at most 2p erasures can be corrected and therefore d >
2p + 1. This completes the proof. O

IV. CONSTRUCTION FOR EVERY OVERLAP FACTOR

In this section, we generalize the construction described in
Sec. [ for every A > 2.

Let p,w, A, u = Av be positive integers as given in Defini-
tion [3| of 77, x..](p). We describe the code construction in a
step-by-step manner as follows.

1) Let F, be such that ¢ > A(p + w). We pick a subset of
non-zero elements A = {ag, a1, ..., Qx(ptw)—1} Of Fy.
Recall the definition of sets A;, B;; from Definition @
We partition A into 2\ ordered sets as given below:

= {{aj | j € By}, (=1,3,...,2A 1
{aj |j € By, (=2,4,...,2)

Observe that |A;| = w when /¢ is odd and |A¢| = p when
£ is even.

2) In association to each A,, we define a Vandermonde
matrix (by slight abuse of notation) as:

(44)

Vi = V,(Ap), £=1,2,...,2\ 45)

3) For i =1,2,..., )\, we are interested in constructing W;
of size (p x (Aw + p)). These are built by making use
of Vg, ¢ € [2)] and (A\? + \) diagonal matrices {M;; |
i=1,2,..., A, j is odd number between 1 and 2\ — 1
or j is 2i}. If j is odd, then M;; is of size (w x w) and
otherwise, of size (p x p). Given these diagonal matrices,
we first define W;; = V;M,; and then W;, i € [)] as:

Wi = [Wigic1 Wi Wigig1 -+

Wiorn—1 Wix -+ Wioims Wigig] . (46)

The diagonal matrices {M;;} are constructed in such a
manner that each W;, ¢ € [A] forms a parity-check matrix
of a [p+ A\w, Aw, p+1] basic RS code. The codes defined
by W;, ¢« = 1,2,...,\ as parity-check matrices are
denoted respectively by Cgc.1,Csc,2, - - - ; Cac,x. From the
discussion in Sec. it may be observed that diagonal
entries of M;y, M3, ..., Mi,g)\,h Mi,2i are determined
by A; UA3U---UAsy_1 UAy; for every . It will be
evident in the next step that these )\ basic RS codes form
the local codes in the code Cpc[u, A, w, p| that we will
define in (30).

4) Next, we construct a (up X u(p+w)) parity-check matrix
Hpc. We first view Hpc in a block-matrix-form as in (@7)

Hii Hie Hi 2,
Haq Hss HQ,QH

Hpe = : : : @7
Huyn Hpup Hy2p ppX p(p+w)

where H;; is of size (p x w) if j is odd and of size
(p x p) if j is even. Then, we proceed to define each
submatrix H;j;, ¢ € [u], 7 € [2u]. Out of a total of
2% submatrices in 7)), only p(\ + 1) submatrices are
non-zero. For each ¢ = 1,2,...,u, H;; is a non-zero
matrix for (A + 1) values of j and these (A + 1) non-
zero submatrices are defined jointly in and {@9). Let
it=sAttforse{0,1,...,.v—1},t€{1,2,... ) A\}. If
s<v-—1lor(s=v—1,¢t=1), then

[Higi—1 Hipi Higig1 Hioiys -+ Hiogpry—3]:=Wi.

(48)
Orelse,if s=v —1and t > 1, then
(Hi2i—1 Hi2i Hi2i41 Hi2iqs -+
H;ou—1 Hiy Hiz -+ Hioi3] == Wi (49)

The remaining 2u? — (A + 1) submatrices are matrices
with all zeros. This completes the definition of Hpc.
5) Finally, the code is defined as

Cpelp, A\, w,p] = {cely | Hgcc? =0}, (50)

When the parameters are clear in the context, we shall write
Cgc in place of Cpc|u, A, w, p]. In Hpc, the submatrix formed
by columns associated to {Wj;,j is even} is of full rank.
Therefore, the dimension of Cpc [, A, w, p] is equal to k = pw
and thus Cpclu, \,w,p] is a [n = u(p + w),k = pw| code
instantiating 77, x ] (p). There are p local codes Cpc,; in Cpc
defined by

{C|AJ. | CGCBc}

where A; is as defined in Definition [3] Observe that each of
these local codes is one of A local codes D;,i = 1,2,..., A
where

Csc; =

D; = {c|Wic" =0} 51

V. AN APPLICATION IN DECENTRALIZED SYSTEMS

Erasure codes have recently found a distinctive application
in decentralized systems consisting of untrusted nodes. The
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2D RS codes that are endowed with the features of square-
grid topology are used in protocols aimed at tackling an
important problem called the data availability problem [15]. In
this section, we describe the DA problem, why 2D RS codes
become suitable for protocols addressing the DA problem, and
finally how BC codes serve as viable, and sometimes better,
alternatives to 2D RS codes in these protocols.

A. The Data Availability Problem

In a blockchain network, new blocks favoured by a con-
sensus algorithm are appended to a chain starting from the
first block known as the genesis block. A block producer
creates a block containing transactions picked up from a public
pool and proposes it as the next block. Based on a consensus
algorithm, the block is validated for correctness of transactions
and also finalized to be part of the chain. The consensus
protocol ensures that a single chain is finalized among many
forks. Since every node has to keep a local copy of the
entire blockchain and for other reasons, initial architecture of
blockchain turned out to be non-scalable later. In response, a
new type of nodes referred to as light nodes (in contrast to
full nodes that are resource-rich) is introduced in an effort to
achieve scalability. Light nodes store only a chain of small-
sized block headers, instead of entire blocks.

Light nodes verify transaction inclusion with the help of
a cryptographic primitive called vector commitment (VC)
scheme. Suppose that tx = (txq, txo, tx3, tx4) is a vector of
transactions in a block. Then com(tx), which is a commitment
or digest of tx, is included in the block header. The number of
bits in com(tx) is much less than that of tx. When a light node
receives tx; from another node, the node supplies a small-sized
proof 7(tx;) along with tx;. Given the proof and the digest
com(tx) that it already has, the light node can verify if tx; is a
legitimate part of tx. Though both com(-) and 7 (-) are many-
to-one functions, it is computationally hard to determine two
different pre-images of a fixed value for both the functions.
This forms the basis of security of a VC scheme.

Though a light node can verify transaction inclusion in
the above manner, it has to rely on an honest full node to
validate the correctness of the transaction. If there is a fraud
transaction data, an honest full node will broadcast it with
its proof. If a correct fraud proof is received within a fixed
amount of time, the majority of honest light nodes will reject
the block header, reaching a consensus. The strategy works
if light nodes are connected to at least one honest full node.
However, if a malicious block producer publishes the block
header but withholds a part of the transaction data, then the
honest full node can not generate the fraud proof. This is
known as the data availability (DA) problem. A full node can
not reject a block with incomplete data because it is impossible
to distinguish whether the block producer is malicious or the
challenger who detects the incompleteness of the block is
malicious. A robust solution to the DA problem (see [20] for
details.) is that the light nodes ensure data availability in full
nodes by themselves before accepting a block header. In [15]],
Al Bassam et al. study the DA problem in depth and propose
protocols based on random sampling and erasure code as its
solution.

B. Data Availability Sampling with Erasure Codes and Per-
formance Criteria

It defeats the purpose if a light node queries for the entire
transaction data. Instead, it randomly samples a sufficiently
small part of transaction data and this process is referred to as
data availability sampling (DAS). The transaction data is split
into k chunks, encoded using an [n, k, d] erasure code and the
coded chunks are stored in full nodes. Because (d—1) erasures
can be recovered, a malicious node is forced to hide at least
d coded chunks. This enhances the probability that a light
node queries for an unavailable chunk. The block header will
be accepted by the light node only if the queried chunks are
returned with correct proofs. In the following, we describe the
performance metrics used to evaluate the light node protocol
as presented in [[15].

Suppose that every block producer splits the entire trans-
action data into k chunks, encodes it using an [n, k, d] code,
and includes these n coded chunks into the block. Digests
and proofs are also generated and included as part of coded
data. Since each chunk of data is mapped to a symbol in a
finite field, we use both chunk and symbol interchangeably. If
there are (n — d + 1) chunks available, then the entire data is
recoverable, and therefore we want to accept the block header
after the missing data is recovered and verified. If a block
producer hides more than (d — 1) chunks, then we want to
reject the block header.

Assume that exactly d chunks are hidden. Suppose a light
node makes a DAS query of 0 < s < n —d + 1 distinct
random chunks. Let X denote the number of chunks that are
unavailable among these s chunks. Then the probability that
the block header is rejected by the light node is the same as
that of querying at least one unavailable chunk. It is given by:

s—1 d
1H<1n_i). (52)

=0

pi(s) == Pr(X>1) =

Suppose there are c light nodes operating independently in the
system, and let Y denote the number of light nodes sampling
at least one unavailable chunk. Then the probability that more
than ¢y light nodes query for a missing chunk is given by

co

pe(co, ) :==Pr(Y > ¢p) = 1—2 (j) [p1 (5)]j [1—p1 (s)}c_j.

=0
(53)
Let us define é(c, s,7) as

éle,s,7) =  max {co | peco,s) >~} (54)
1<¢cp<c

for a threshold probability v. When v = 0.99, é(c, s,0.99)
is the maximum ¢y such that the probability p.(ci,s) dips
below 0.99 for any c¢; > co. If p.(cg,s) < v for every 1 <
¢p < ¢, then (s,7) is not achievable in this system and we
have to either increase s or decrease v to define ¢(c,s,”)
meaningfully.

Next assume that there are at least (n — d 4+ 1) chunks
available. Then it is possible to do distributed decoding of
every unavailable chunk if (n —d+ 1) chunks are collectively
sampled during DAS. The reconstructed samples are broadcast
in the network of full nodes. Within some amount of time, all
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the honest full nodes will have the entire data available. In
turn, every query of the light node will be returned. Let Z
denote the total number of distinct chunks out of n chunks
that are sampled. Then we can compute

qe(8) :=Pr(Z>n—-d+1)= (55)

S () [

i=1 s
by invoking results from the theory of coupon collector’s
problem [21]. We would like to have g.(s) > n where 7 is
approximately close to 1 (say, 7 = 0.99). Let us define

min {CO | ey (8) > 77}7

c(e,s,m) =  Inin

for a given probability 1. If g, (s) < n for every 1 < ¢y <,
then (s,7) is not achievable in this system, and we need to
either decrease 7 or increase s to define é(c, s, 7)) meaningfully.

For a given value of s, we would like to have ¢&(c, s, 0.99) to
be a large fraction of ¢ and é(c, s,0.99) to be a small fraction
of c. Turning it around, we can set performance targets on
é(c, $,0.99) and é(c, s,0.99), and ask for the minimum s that
achieves the targets. Given a performance target (¢r, ¢ér), we
define

min{s | é(e, s,7) > ér, é(c,s,m) <ér}. (56)

Smin =

In summary, the protocol as illustrated in Fig. [3| works as
follows:

1) Upon receiving a block header, every light node samples
S > smin chunks independently of any other, accepts the
header if the samples are returned with correct proof
within a fixed amount of time, and rejects otherwise.

2) If ¢ > ¢p, they will successfully query n — d + 1
chunks collectively with a high probability of at least
7n. Distributed decoding of unavailable chunks if any is
carried out, and the reconstructed chunks are gossiped
among all full nodes. All the chunks will be available
within a fixed amount of time and hence queries of light
nodes will be successfully returned with high probability
in that time. Eventually, this leads to a consensus of
accepting the block header if there are sufficiently many
honest light nodes in the system.

3) On the other hand, if more than d chunks are hidden in
an adversarial manner, the distributed decoding algorithm
fails to recover unavailable chunks. Hence, queries of
more than ¢7 light nodes will fail with a high probability
of at least . If sufficiently many among these ¢p light
nodes are honest, then the consensus will be in favor of
rejecting the block header.

C. The Choice of 2D Reed-Solomon Codes

There are two light node protocols considered in practice.
The first [[15] is realizable with any VC scheme, but usually
implemented [22] with the Merkle-tree-based scheme. The
second that is being pushed into practice by Ethereum [23] is
realized with a VC scheme called Kate-Zaverucha-Goldberg
(KZG) polynomial commitment scheme [16]. We denote them
respectively as Prprsm and Poprskzg and in both, 2D RS

Data from block producer
| t,xl‘ rxz‘ e o ‘r_\';,»l

O O
Encoder (c1,868,...,¢n) g 8
(possibly > © (S’
S , . c “n,
distributed) «omg ) (701115') 1 no
() S Tno
com
- - ! Cng+1 C2ng
Digests .& proofs | i Tno+1 Tong
(possibly
distributed) :

”
(:omg“,)

header

('()UJ(’,.)
com'®
Accept/Reject O O Q O
header O

Network of light nodes

Fig. 3: Light node protocol based on 2D RS code, KZG com-
mitment scheme, and data availability sampling. The protocol
with Merkle-tree commitment has an additional mechanism
for CFP’s that is not shown in this diagram.

code is chosen as the erasure code. Since there are no global
p-c constraints, any code instantiating 7}, xn, (70 — ko, 0) like
an [ng, k%] 2D RS code supports distributed decoding and
encoding. There is no need of any “super-node” with a lot
of resources dedicated for decoding and encoding [24]. This
motivates the use of 2D RS code in both protocols. While
ko = (no/2) is chosen in initial proposals [[15]], larger values
of kg are considered in [25] with a follow-up analysis on Syiy.-

Another security attack on these protocols is realized by
generating the coded symbols incorrectly. This is referred to
as the incorrect coding (IC) attack. To tackle the IC attack in
PaprsMm, digests associated to every local row- and column-
codewords are also generated and added in the header, in
addition to the Merkle-tree digest corresponding to the entire
codeword. An honest full node can detect an incorrectly coded
chunk by detecting that a p-c constraint associated to at
least one [ng, ko, do] row- or column-code Cc, fails. Then
it broadcasts a fraud proof, referred to as codec fraud proof
(CFP), to the network. The CFP consists of: (a) an index of
Cetp, (b) ko chunks belonging to Ccpp,, (c) proofs for these
chunks. Upon receiving a block header, every light node, in
addition to making queries for s random samples, will also
wait for a fixed amount of time T, for the arrival of any CFP.
A CFP can be validated using digest corresponding to Cgp.
The block header will be accepted only if no correct CFPs are
received in addition to meeting earlier conditions. It is evident
that the 2D RS code with topology T, xn, (o — ko, 0) helps
to reduce the size and operational complexity of CFPs’s. Later,
a framework called coded Merkle tree (CMT) [26] based on
LDPC codes was introduced with the aim of reducing CFP
size to an optimal minimum. Optimizations on LDPC code
used for CMT were later carried out in [27]]. In [28]], a coded
interleaving tree (CIT) was proposed to avoid the need for
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Fig. 4: Performance of data availability sampling with [1444,1024,49] 2D RS and [1416, 1024, 65] BC codes. We set ¢ =

1000, = 5 = 0.99.

# data Full node PapRS M P2DRS,KZG # chunks reqd.
Code [n, k,d] chunks per storage Smin # digests Header | CFP # digests Header | for distributed
block o/h to compute size size | to compute size enc./dec.
Coprs [1444, 1024, 49] 1024 1.4x 72 k4 igd 32 7 65 32
61(388 [12,2,32,86] | [1416,1024, 65] 1024 1.4x 53 13 13 172 13 13 172

TABLE I: A comparison of 2D RS and BC codes for light node protocols when full-node storage overhead is low. We set
¢ = 1000, v = = 0.99 and choose codes so that both have a storage overhead of 1.4x approximately. The target performance
for the protocols is set as ¢ = 900 and ¢ = 100 in order to determine Sp;p.

anonymous communication channels required in CMT. We do
not elaborate on these frameworks as our goal is not centered
around CFPs.

Let us next consider Pyprsxzc that differs from Poprsm
only in the use of KZG VC scheme. The KZG VC scheme
proposed in [16] is specifically intended for vectors whose
entries are evaluations of a fixed polynomial. Given the digest
of a vector ¢ = (¢;, ¢ = 1,...,n9) and proof for ¢;, the
KZG scheme can verify if ¢; is part of ¢ and if ¢; is an
evaluation of a fixed polynomial associated to c. Since every
local code of 2D RS code is a polynomial evaluation code,
the use KZG scheme in Pyprsxzc fully avoids the need for
CFPs and handles the IC attack most efficiently.

D. BC Codes as an Alternative to 2D RS Codes

We observe that the BC codes possess both the features that
led to choosing 2D RS codes in light node protocols, viz.,

1) It is fully determined by local p-c constraints with every

local code having a uniform parameter set;

2) Every local code is a polynomial evaluation code.

So it is possible to replace 2D RS code with BC code in both
Poprsm and Poprs kzg and thereby achieve wider parameter
regimes. As illustrated below, BC codes even outperform 2D
RS codes in a regime of low full-node storage overhead.

To make a fair comparison, we pick a 2D RS and BC code
both with the same dimension k£ and approximately the same
storage overhead n/k. We fix k = 1024 so that for size of
a data chunk remains fixed in both the codes. The 2D RS
code has parameters [1444,1024,49]. As an alternative, we
first pick a BC code Cpc[12, 2, 32, 86] having parameters [n =
wip+w) = 1416,k = pw = 1032,d = 2p + 1 = 65] and
then shorten it by 8 symbols to obtain a [1416, 1024, 65] code.

We denote the code as Cg[12, 2,32, 86]. In this way both the
codes have storage overhead of about 1.4x. Though both codes
are realizable over the field Fos54, typically much larger prime
fields are chosen for implementing KZG scheme.

Let us consider a set of ¢ = 1000 light nodes and
set v = n = 0.99. Suppose we aim to achieve a target
of ¢(1000,s,0.99) = 900 (i.e., 90% of all light nodes)
and ¢(1000,s,0.99) = 100 (i.e., 10% of all light nodes).
In Fig. p1(s) is plotted under both codes and clearly
BC code performs better thanks to its larger d/n value. In
Fig. the minimum s to achieve ¢(1000, s,0.99) = 900 is
determined under both codes. We obtain sy,;, = 72 for Coprs
and spmin = 53 for C52[12,2, 32, 86], yielding a reduction in
network traffic for the BC code. In Fig. it is validated
that the above sy, is sufficient to achieve the second target
¢(1000, s,0.99) = 100.

The dimension of the local code is kg = 32 in Copgrs
as opposed to kg = 172 for Cgo[12,2,32,86]. At the same
time, the number of local codes L decreases from 76 in 2D
RS to 12 in BC code. These two factors jointly have the
following implications in Poprsm and Paprs kzg if we replace
2D RS code with BC code: (a) The time-complexity of a
single node participating in the distributed decoding increases
for BC code in both PQDRS,M and 'PQDRS,KZ(‘,. However, the
overall complexity is balanced by the reduction in total number
of local codes. (b) The CFP size in Pyprsm increases from
32 to 172. (c) The size of block header (one digest each for
every local code, and a digest for the entire code) significantly
reduces from 77 to 13 for Poprsm- In Paprs kzc, a header size
of 65 is attainable by exploiting the homomorphic property of
KZG digest [29], but still much larger than 13 of the BC code.
(d) The time-complexity of computing a single KZG digest or
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proof is linear in ky. Accounting in the changes to kg and L,
the overall complexity spent on KZG computations reduces in
effect with BC code by a constant factor. All the important
metrics are summarized in Table [Il

VI. CONCLUSION

In this paper, we proposed block circulant codes
Cpe[p, A, p,w] that are fully defined by local p-c constraints
quite like product codes, but outperforms product codes in
fractional minimum distance for a given high rate. The code
has an efficient, parallelizable erasure-decoding algorithm
when the overlap factor A = 2. A similar algorithm for A\ > 3
is explored in the ongoing work. The block circulant topology
of the code makes it suitable for light node protocols in
blockchain networks. Analysis suggests that BC codes with
A = 2 work better than currently proposed 2D RS codes
of the same storage overhead in tackling the DA problem in
blockchain networks. A prototype implementation to validate
the same and further fine-tuning by exploiting larger values of
A will be taken up as a future work.
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