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Introduction

Transformer-based Al systems have made great progress in areas such as text processing and
comprehension. These deep learning models enable text generation and form the basis of modern language
models. The rapid development in recent years has led to large language models such as GPT-4, Gemini or
VICUNA-13B. These LLMs can be used for various tasks, such as chatbots on websites or as QA systems.

In addition, text summaries or completely new texts can be created on any topic. Possible uses for these
texts include SEO texts for websites, product reviews or tests, news articles, theses, or email replies. It is
immediately apparent that the numerous advantages and possibilities make work easier and faster for many
stakeholders. However, negative effects such as SEO spam, fake product reviews, spam and disinformation
in news articles, questions about personal work in theses, or email phishing are also conceivable and
observable. This leads to the need to determine whether a text was written by a human or a machine.

This article gives an overview of the field of LLM text recognition. Different approaches and implemented
detectors for the recognition of LLM-generated text are presented. In addition to discussing the
implementations, the article focuses on benchmarking the detectors. Although there are numerous software
products for the recognition of LLM-generated text, with a focus on ChatGPT-like LLMs, the quality of the
recognition (recognition rate) is not clear. Furthermore, while it can be seen that scientific contributions
presenting their novel approaches strive for some kind of comparison with other approaches, the
construction and independence of the evaluation dataset is often not comprehensible. As a result,
discrepancies in the performance evaluation of LLM detectors are often visible due to the different
benchmarking datasets. This article describes the creation of an evaluation dataset and uses this dataset to
investigate the different detectors. The selected detectors are benchmarked against each other.

Detection of LLMs

LLM-generated texts play an increasingly significant role in a variety of domains. The emergence of LLMs
such as ChatGPT has ensured that LLM-generated textual content can be easily generated and found on a
massive scale on social networks, websites, in academic or creative writing. This can lead to problems,
especially when AI is used for political misinformation, impersonation and forgery (Prohl et al. 2024).
Detecting such texts plays a crucial role in reducing the potential damage caused by Al-generated texts.
Therefore, several detectors of such texts have been implemented using many different approaches. This
leads to the first research question (RQ 1): What are the current approaches for the detection of LLM-
generated texts?

Biderman and Raff (2022) investigate the origin of the texts, while Zellers et al. (2019) deal with the
investigation of spam, fake, and disinformation campaigns. Furthermore, the study of training data is
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important to find indicators that signal whether a text was written by a human or generated by an LLM
(Bender et al. 2021; Crothers et al. 2022; Mirsky et al. 2023).

Text generated by earlier language models is relatively easy to identify, as these texts do not yet sound too
natural. The development of transformer-based language models has greatly improved the generation of
human-sounding text (Radford et al. 2019). This renders the original detection methods useless.

Current approaches can be divided into white box and black box methods. White box methods use
knowledge of how the model creates sequences to generate a signal. Krishna et al. (2023) follow the
recording approach and Kirchenbauer et al. (2023) show possibilities of watermarking during generation.
However, both approaches require full control over the generative language model and therefore cannot be
applied to ChatGPT texts from OpenAl, for example.

Black box methods focus on post-hoc detection of LLM-generated texts. This has the advantage that no
collaboration with the original developers of the models is necessary, as is the case with watermarking, for
example.

Black box detection methods differ in their underlying approach but can be divided into two categories. The
first category involves trained models for detection. A pretrained language model is used and fine-tuned to
perform a binary classification, where the two classes are LLM or non LLM (Solaiman et al. 2019; Yu et al.
2023; Zellers et al. 2019). Hu et al. (2023) describe a technique for adversarial training. Tian et al. (2023)
investigate an abstention learning method. The contributions describe that, it is both possible to train the
entire backbone and to use only a classifier trained on the previously frozen learned features in order to
include API returns. (Verma et al. 2023).

The second category includes recognition approaches that consider statistical features and patterns of LLM-
generated text. A key advantage is the training effort. Here, no or only very little training data is required,
in this context Pu et al. (2022) note that the adaptation of newer models is better, faster and easier. Tian
(2023), Vasilatos et al. (2023) and Wang et al. (2023) consider and use perplexity, while Mitchell et al.
(2023) use perplexity curvature. Su et al. (2023) use log rank or Tulchinskii et al. (2023) examine the
dimensionality of the generated texts. Finally, Yang et al. (2023) use n-grams and analysis based on n-
grams.

Further approaches, methods and procedures are presented in the following recent articles (Dhaini et al.
2023; Ghosal et al. 2023; Guo et al. 2023; Tang et al. 2023).

In parallel, the limitations and restrictions of detection approaches are discussed (Helm et al. 2023;
Sadasivan et al. 2023; Varshney et al. 2020). They conclude that recognition will become increasingly
difficult over time as models become better at imitating human-like speech. By definition, black box
recognition will then become impossible. Chakraborty et al. (2023) emphasize that the models can only be
recognized by blackbox methods if they are not completely perfect. Accordingly, only enough suitable
examples must be available. In summary, the models are still recognizable because they are not yet a perfect
representation of human writing. Bhat and Parthasarathy (2020), Wolff and Wolff (2020) and Liyanage
and Buscaldi (2023) note that the robustness of detectors may be limited in practice because attackers could
use very specific evasion methods (Goodside 2023).

Looking at the existing literature leads to the question of how good the detectors and detector approaches
are under real-world conditions (RQ 2). Furthermore, the detectors need to be evaluated on a test dataset
that the detectors have never seen before and thus were definitely not part of the training or development
of the detector. Several articles deal with the evaluation of detectors and consider AUC or F1 as metrics. In
this context, it is not clear whether detectors should be optimized for a low false positive rate or a low false
negative rate, which is a trade-off that needs to be discussed based on the use case. In addition, it is
important that the detector works equally well on texts from a different of sources and domains. Liang et
al. (2023) note that previous test datasets have a simple shape and are strongly related to the training data.
Furthermore, Liang et al. (2023) mention that the performance decreases significantly when the test data
is from a completely different domain, which indicates that the respective detector is not too robust or
cannot be used universally and introduces the need for a relevant and unbiased evaluation dataset for
existing methods.
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Research Methodology

Baker (2000) asserts that a meticulously constructed literature review serves as the cornerstone for
developing a fresh research endeavor. Additionally, Brocke et al. (2009) highlight that literature reviews
have a tendency to uncover previously unknown literature sources, while also playing a crucial role in
enhancing the relevance and rigor of research. To document the process of literature search effectively and
ensure the attainment of clear and robust outcomes, Brocke et al. (2009) advocate for a five-step framework
for literature review. In addition to a comprehensive database search, information systems conferences and
journals were also searched for the keywords "AlI detection, Al recognition, LLM detection, detection of
LLM generated text, GPT detection". The time period was not narrowed down. The result of the literature
review can be found in the chapter "Detection of LLMs". After the database search, an intensive search was
also conducted for implemented detectors. The following keywords were in the foreground of the database
search "GPT detector, ChatGPT detection and LLM detector, Al detector”.

To create benchmarking datasets, we consult research on the characteristics of a high-quality dataset.
Kistowski et al. (2015) identify relevance, reproducibility, fairness, verifiability, and usability as relevant
attributes. Relevance is achieved by evaluating in categories where the need for LLM detection is relevant.
Reproducibility, fairness, and verifiability are achieved by performing the same evaluation on the default
setting of each detector as an independent research group.

Composition of the Evaluation Dataset

The benchmark dataset for LLM-detection methods should have two main characteristics: relevance to real-
world applications and an adequate level of comparability between LLM-generated and non-LLM-
generated texts. To ensure relevance, the dataset should focus on areas where deception through LLM-
generated texts could cause the greatest harm to society. Therefore, we have created a dataset with product
reviews. To create a dataset that allows for comparison between generated and non-generated texts, we aim
for homogeneity within a broader category while still allowing for variation. This reduces the chance of
duplicate entries but also defines clear boundaries to other categories.

To obtain the product review dataset, we scrape 1000 Amazon phone category reviews written before
November 2022. This is done to minimize the possibility of encountering a review written using LLM,
because LLM-generation was first widely used after the release of ChatGPT. We then prompt GPT-4 to write
1000 reviews “of a specific phone with 30 to 100 words”, ensuring comparability between each entry while
allowing for variation. The length of 30 to 100 words matches the typical length of a review and the review
length in the Amazon review set. The following review texts show examples of our evaluation dataset.

Example (amazon review): “If your looking for a very stylish and a great smart phone this is the one to get.
I got it as a gift and once I got it in my hands and used it for a while I wanted to get one for my self. I
recommend getting your hands on one of these amazing smart phones before they are gone.”

Example (generated by GPT-4): “I recently purchased the iPhone X and am thoroughly impressed. The
display is crisp and vibrant. The Face ID function is seamless and quick. The dual camera system takes
stunning photos, even in low light. The only downside is the price which is quite steep.”

Evaluation Approach

The texts of the evaluation data set are examined with the two detectors. The texts are transferred
individually, and the respective result is noted. Automation via APIs is possible in some cases. For the
selected detectors, the answers are percentage values that indicate what percentage of text Al has been
generated.

Results

The following list shows some of the identified detectors: Binoculars, Ghostbuster, GPTZero, Winston Al,
Writefull GPT Detector, Writer AI Content Detector, and ZeroGPT. More detectors will be listed in future
research. These detectors promise to identify AI generated texts. We choose the detectors based on both
their popularity (calculated based on usage statistics) and their academic relevance. Highly specific
detectors that do not generalize well are omitted in our analysis. For the benchmarking study, GPTZero and
ZeroGPT were selected to start with.
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Metrics | TP TN FP FN Acc. Prec. Rec. Spec. F1
ZeroGPT 732 949 268 51 | 84,05% | 73,20% 93,49% | 77,98% | 82,11%
GPTZero 949 1000 51 0| 97,45% | 94,90% | 100,00% | 95,15% | 97,38%

Table 1. Benchmarking Results for ZeroGPT and GPTZero.

Table 1 contains the benchmarking results for ZeroGPT and GPTZero. Moreover, the table shows the
relevant detector metrics in the context of our evaluation dataset: True Positives (TP), True Negatives (TN),
False Positives (FP), False Negatives (FN), Accuracy (Acc.), Precision (Prec.), Recall (Rec.), Specificity
(Spec.) and F1-Score.

Table 1 compares the results for the two detectors. It can be clearly seen that the results of GPTZero are
better for the developed evaluation data set. The key figures FP and FN in particular are significantly lower
than those for the ZeroGPT detector. The 0 cases for false negatives are also remarkable.

Further investigation of these two detectors appears to be appropriate. Among other things, it should be
investigated whether the results can also be confirmed for other evaluation data sets. Other evaluation
datasets could be, for example, news articles or summaries of scientific articles. In addition, the influence
of the length of the text appears to be an interesting influencing factor that should be investigated. The
variation in text language should also be considered and analyzed.

Outlook for Future Research

This contribution gives a good impression of this exciting and current topic. In future research, we focus on
providing an overview of LLM detection methods. Future directions could include the following:

e Creation of other relevant benchmarking datasets mentioned (political news, academic writing)

e Multiple LLM detection methods chosen by the factors underlying functionality, popularity,
previous results

e Additional LLM’s chosen based on performance and popularity

e Analysis and visualization of LLM detection rate, performance of each LLM detector, relationship
between sequence length and detectability, susceptibility to adversarial attacks (e.g., several types
of paraphrasing), connection between performance and detectability of LLM

¢ Discussion of the trade-off between false positive and false negative rates

e Discussion of visible trends in the analysis and potential future implications

These aspects are relevant for a comprehensive analysis of the state of Al detection.
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