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Abstract—Supply chain data management faces challenges in
traceability, transparency, and trust. These issues stem from data
silos and communication barriers. This research introduces DID-
Chain, a framework leveraging blockchain technology, Decentral-
ized Identifiers, and the InterPlanetary File System. DIDChain
improves supply chain data management. To address privacy
concerns, DIDChain employs a hybrid blockchain architecture
that combines public blockchain transparency with the control of
private systems. Our hybrid approach preserves the authenticity
and reliability of supply chain events. It also respects the data
privacy requirements of the participants in the supply chain.
Central to DIDChain is the cheqd infrastructure. The cheqd
infrastructure enables digital tracing of asset events, such as an
asset moving from the milk-producing dairy farm to the cheese
manufacturer. In this research, assets are raw materials and
products. The cheqd infrastructure ensures the traceability and
reliability of assets in the management of supply chain data.
QOur contribution to blockchain-enabled supply chain systems
demonstrates the robustness of DIDChain. Integrating blockchain
technology through DIDChain offers a solution to data silos
and communication barriers. With DIDChain, we propose a
framework to transform the supply chain infrastructure across
industries.

Index Terms—Blockchain technology, Decentralized Identi-
fiers, InterPlanetary File System, Supply Chain Data Manage-
ment, Digital Identity, Verifiable Credentials, Data Traceability,
Identity Management

I. INTRODUCTION

The global supply chain, a complex network of intercon-
nected processes and entities, is crucial to the economic and
social fabric of societies [1]]. Supply chains move goods from
producers to consumers, involving manufacturers, suppliers,
and retailers [2]]. Supply chain efficiency directly influences
the cost, quality, and timeliness of products [3]]. However,
the complex nature of supply chains presents challenges in
managing and optimizing these processes. These challenges
include traceability, transparency, and trust [4].

Traceability, the ability to track and trace goods from
origin to consumer, is crucial to ensuring the authenticity
and safety of the product [5]. Transparency, the visibility of
supply chain operations to all stakeholders, builds trust and
facilitates informed decision-making [|6]. Trust in the integrity

and reliability of all actors is fundamental for global supply
chains [7].

Challenges. Supply chain data management (SCDM) is
central to these challenges [8]. The vast amount of information
in supply chains necessitates sophisticated data management
systems [9]. SCDM systems must support decision-making,
improve efficiency, and enhance supply chain resilience [[10].
Effective SCDM faces challenges such as heterogeneity of data
sources, the rapid pace of technological change, the need for
real-time data processing, and the complexity of integrating
data across different systems and platforms [[11f]. Supply chain
variability and dynamic market conditions also challenge data
accuracy and reliability [12].

Contribution. This paper introduces DIDChain, a novel
approach to SCDM leveraging blockchain technology [13]],
Decentralized Identifiers (DIDs) [14]], and the InterPlane-
tary File System (IPFS) [15] for data traceability and trust.
Comparing DIDChain with a similar smart contract-based
approach [[16]] highlights our framework’s ability to maintain
high levels of traceability and reliability in supply chain data
management without gas costs and the complexities associated
with verifiable credentials. DIDChain incurs transaction fees
specific to the cheqd blockchain, detailed in our cost analysis.

II. RELATED WORK

In SCDM, the integration of blockchain, DIDs, and IPFS
is revolutionizing how entities verify and trace assets across
global supply chain networks [17]. DIDs facilitate digital
identities, enabling secure and verifiable interactions between
entities without centralized oversight [18]]. Blockchain tech-
nology provides an immutable ledger for recording supply
chain events and asset movements, ensuring traceability and
trust [[19]]. IPFS addresses the scalability challenges inherent
in blockchain technology by offering a decentralized solution
for efficient data storage and retrieval [20].

Salah et al. [21] propose using the Ethereum blockchain
and smart contracts to improve agricultural supply chain
traceability, eliminating centralized authority. Their system
ensures integrity and reliability by recording supply chain
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events on a blockchain and linking them to IPFS. Our re-
search avoids the gas costs associated with Ethereum smart
contracts. Unlike Salah’s system, DIDChain leverages the
cheqd blockchain, which uses a Tokenomics model with fixed
transaction fees [22].

Wang et al. [23] introduce a smart contract-based frame-
work that uses Hyperledger technology to improve traceability
within the agricultural food supply chain. By incorporat-
ing blockchain functionalities, Wang’s framework addresses
issues in traditional supply chains, including inefficiencies,
insufficient transparency, and compromised data integrity. The
research by Wang et al. enables data sharing and removes in-
formational barriers between supply chain participants within
Hyperledger technology. In contrast, our study presents a
framework that can be applied to various blockchains.

Westerkamp et al. [24] introduce a blockchain-based system
using token recipes to trace goods within supply chains on the
Ethereum Virtual Machine. Their method creates nonfungible
tokens for each batch of products, linking them to their
components, and preserving origin information. DIDChain,
on the contrary, uses DIDs and IPFS for data management.
Westerkamp’s approach focuses on manufacturing processes,
but incurs higher costs and lacks integrated digital identity
management.

Several challenges remain in current research, especially in
relation to the transparency and trust of SCDM. This paper
introduces an SCDM framework that improves traceability,
transparency, and trust using blockchain, DIDs, and IPFS. Our
proposed DIDChain framework facilitates secure, efficient, and
reliable supply chain operations, addressing existing limita-
tions. However, our evaluation shows that DIDChain faces
challenges in real-world scalability and economic feasibility,
which require further improvements.

III. PRELIMINARIES

We will explore how DIDChain leverages blockchain, DIDs,
and IPFS in supply chain events.

A. Tracking vs. Tracing in Supply Chain Data Management

In SCDM, the terms tracking and tracing assets refer to raw
materials or products and have distinct meanings [25].

Tracking monitors current and future states of supply chain
events, such as the shipment of raw materials from one
manufacturer to another. This process allows stakeholders to
anticipate and plan for future transactions by viewing all
supply chain events.

Tracing involves a global view of the entire history of a
product or material, including obtaining references to the used
compartments if it is a product. This comprehensive view of
an asset’s history and current status is crucial for ensuring
product authenticity and safety, as well as for building trust
and facilitating informed decision-making.

DIDChain improves traceability by providing a framework
for tracing the history of assets from their origin to current
status. The trace includes a complete record of an asset,

detailing ownership changes and status updates, such as pro-
duction, manufacturing, and shipment events. Implementing a
prototype based on DIDChain ensures that every change in
ownership is recorded on the blockchain, ensuring traceability
across the supply chain. DIDChain’s use of a public and per-
missionless blockchain provides everyone with access to the
data essential for tracing. Public and permissionless blockchain
makes it easy for supply chain entities to track goods after they
leave ownership.

B. Supply Chain Events

Supply chain events are stages within a supply chain.
DIDChain models these stages through four atomic events:

o Producing. Initial creation or transformation of raw ma-
terials (e.g. extracting milk from dairy cows).

o Shipping. Transporting assets, ensuring the integrity and
safety of the products throughout their journey.

e Receiving. Assets are received after shipment and docu-
mented for quality control and legal purposes.

e Manufacturing. Transforming raw materials into finished
products (e.g. making cheese from milk and yeast).

Figure (1| illustrates these atomic supply chain events, with
each entity from dairy farm to customer uniquely
identified by a DID. The DIDChain framework records events
from production to purchase, embedding the DIDs of raw ma-
terials and products in DID Documents. In cheese production,
producers record the unique identifier (DID) of the milk from
the dairy farm in the milk DID Document, enabling them to
trace the cheese back to its origin.
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Fig. 1: Supply chain with stages and stakeholder interactions.
The stages are indexed from (1) production to (9) consumer
engagement, including unique DIDs assigned to each entity
and asset.

C. Decentralized Identifiers (DIDs) and DID Documents

In contrast to traditional federated identifiers, DIDs function
autonomously from central registries, identity providers, and
certification authorities. This autonomy allows the owner of
a DID to authenticate the ownership directly, bypassing the
need for external validation [26]]. DIDs are Uniform Resource
Identifiers that link a subject and public key to a DID Doc-
ument, facilitating trustworthy interactions. Each DID Docu-
ment contains public keys, verification methods, and services,



empowering the DID Controller to demonstrate control and
resolve resources associated with the subject. The structure of
a DID looks like did:example:123456789abcdefghi,
characterized by did as the scheme, example indicating
the DID method, and 123456789abcdefghi representing
the unique identifier, generated by the method-specific DID
registry [27]]. A DID Method is a specification for how DIDs
are created, updated, and resolved in a decentralized manner.
Our methodology uses DIDs for asset tracking, associating
each supply chain asset with a unique DID, potentially through
QR codes, to ensure complete traceability from consumer to
origin.

The proposed DIDChain framework conceptualizes DID
Documents as digital twins of physical assets, encompassing
products and raw materials. These digital twins encapsulate
asset information, including ownership, characteristics, func-
tions, and lifecycle data, mirroring the physical asset [28]].
While modifications in digital twins can influence physical
assets, this research’s primary objective is to mirror the asset’s
state, not to enable bidirectional changes between digital and
physical entities. Creating a digital twin is related to generating
a DID, which serves as the unique identifier for the digital
asset. The incorporation of digital twins into a blockchain
necessitates the compilation of detailed asset information,
thereby enhancing secure digital interactions and the verifi-
cation of asset statuses.

D. Blockchain

Blockchain technology, grounded in Distributed Ledger
Technology (DLT), enhances SCDM by offering a decen-
tralized, transparent, and immutable framework. In the scope
of our research, blockchain technology ensures that supply
chain events are recorded in a manner that is not centralized,
allowing for a wide distribution of data across multiple en-
tities without the need for a central authority. A blockchain
achieves transparency by being open and accessible, making
all transactions and events visible to all network participants.
The immutability of blockchains ensures that recorded events
cannot be altered, providing a permanent record [29]. How-
ever, blockchain technology faces challenges in scalability,
especially in data storage and processing [30]. DIDChain
combines IPFS with blockchain to address these challenges.
Our framework integrates error correction mechanisms to
preserve the integrity of the blockchain. DIDChain manages
incorrect entries through DID document versioning, allowing
the appending of corrected versions while maintaining a clear
audit trail.

E. InterPlanetary File System (IPFS)

IPFS addresses blockchain’s scalability challenges in
SCDM by decentralizing data storage and eliminating reliance
on centralized servers. IPFS ensures data immutability by
assigning a unique content-based hash to each file, referring to
metadata for each supply chain event. This off-chain metadata
includes asset descriptions, owner identities (DIDs), and other
relevant data. The SHA-256 cryptographic hash transforms

metadata = into a unique 256-bit hash H(x), ensuring any
alteration results in a new hash. This hash is recorded on-chain
within DID Documents, combining blockchain for immutable
event logging and IPFS for efficient data storage, thus ensuring
integrity and transparency in supply chain events [31]].

IV. CONCEPT AND IMPLEMENTATION

The DIDChain framework uses blockchain, DIDs, and IPFS
to improve SCDM. By documenting each supply chain event
on the blockchain, we ensure transparency and trust in tracing
assets from their origin to the consumer. DIDs provide each
asset or owner with a unique and verifiable identity, ensuring
authenticity and traceability. IPFS addresses data scalabil-
ity, efficiently managing asset metadata such as production
timestamps, batch numbers, and source materials, enriching
the digital metadata of assets for comprehensive tracing and
verification.

The DIDChain framework ensures a seamless, verifiable
information flow, with DIDs stored on the blockchain and asset
metadata stored off-chain.

A. Roles

In the DIDChain framework, Producers, Suppliers, Manu-
facturers, Retailers, and Customers seamlessly manage digital
assets. These roles facilitate the entire supply chain process,
from raw material production to the distribution of finished
products to end consumers.

e Producers are at the origin of the supply chain and
responsible for the initial production of raw materials.
Producers create DIDs representing materials and initiat-
ing the supply chain process.

o Suppliers provide manufacturers with raw materials, en-
suring the availability of essential inputs for the produc-
tion process. Suppliers hold and update DIDs for assets
awaiting distribution.

o Manufacturers transform raw materials into finished
products. They update each DID corresponding to an
asset as it progresses through the supply chain. When
these assets contribute to the creation of a new product,
manufacturers generate new DIDs to reflect this transi-
tion.

o Retailers are intermediaries in the supply chain, purchas-
ing products from manufacturers and distributing them to
end consumers. They continue to hold and update DIDs
as they handle the products.

e Customers are the end-users of manufactured products.
They verify products or materials by resolving DIDs to
ensure origin and authenticity.

B. Key Management

The DIDChain framework maintains cryptographic key
management and the generation of DIDs through the
did:chegd method as a component to establish secure
and verifiable digital assets. The cheqd credential service
facilitates the creation of DIDs and updates on asset-related
DID Documents along with supply chain events [32]. Cheqd



APIs offer the creation, management and secure storage of
DIDs, ensuring the integrity and authenticity of digital assets
within the supply chain. Cryptographic key management,
including the handling of public and private keys, is inte-
gral to maintaining the security and verifiability of digital
identities. The did:cheqgd method operates on the Cosmos
blockchain [33]], hereafter referred to as the cheqd blockchain.

Cheqd offers an API for the credential service [34] to
manage public and private keys related to DIDs within the
cheqd infrastructure. The credential service API enables the
creation and management of DIDs and DID Documents. The
cheqd API provides a range of endpoints that allow the
creation of identity (asset) key pairs, the import of existing
key pairs, and the retrieval of key pairs. The keys are stored
on the cheqd infrastructure, ensuring their integrity and avail-
ability for subsequent operations. The cheqd API also includes
endpoints for managing DID Documents, such as creating,
updating, importing, and deactivating DIDs. These operations
are essential for maintaining the lifecycle of assets and related
DIDs within the cheqd ecosystem. The /did/1ist endpoint
enables users to fetch DIDs associated with an account. The
/did/search/{did} endpoint allows for the resolution of
a DID Document.

Various solutions enable generalized DID operations beyond
a single DID method, such as did: cheqgd, currently used by
DIDChain. The DID Resolution specification [35] of the W3C
Credentials Community Group defines a generic interface
to resolve DIDs. The DID Registration specification of the
Decentralized Identity Foundation (DIF) [36] specifies the
creation, updating, and deactivation of DIDs. DID operations
are universally applicable for various DID methods, including
did:cheqd, did:ebsi, did:indy, and did: ion. Thus,
a future version of DIDChain could be DID method-agnostic.
The adoption of did:cheqgd for DIDChain is due to its ro-
bust DID management features and the cheqd API support for
DID operations, ensuring secure and authentic digital assets.
Integrating the did:chegd method with IPFS and tracing
detailed DID Document histories enhances transparency and
immutability in the supply chain.

The DID Registration specification outlines architec-
tures for managing a DID’s private keys. DID registra-
tion options include the internal secret mode, where
a hosted service such as the cheqd Credential Service
or Godiddy.com [37] manages the private keys. Another
mode is client-managed secret mode, where private
keys remain client-side, separate from DID operations. In
client-managed secret mode, control over a DID
remains independent of intermediaries. Clients can use key
management systems, such as hardware tokens and secure
elements.

C. DID Document Versioning and History Linking

DID Document versioning and historical linkage are essen-
tial in our blockchain-based DIDChain framework, enhancing
asset integrity and traceability throughout the supply chain.
Each raw material and product has a unique DID and an

associated DID Document on the cheqd blockchain, managed
by the DID controller. DIDs and DID Documents are im-
mutable digital identifiers that enable tracing and verifying
assets through supply chain events. The controller updates
DID Documents with each supply chain event, maintaining
an accurate and verifiable history of ownership and status
changes. Active participation of supply chain participants is
required to ensure accurate and comprehensive data recording.
Figure [2] illustrates the details of our supply chain framework.

A DID Document’s history provides an immutable audit
trail for each asset in the supply chain. DID Documents are
irreversibly updated with each event, reflecting asset transfers
and attribute changes. The cheqd blockchain maintains an on-
chain, immutable, and verifiable record of all DID Document
versions, including metadata such as timestamps and version
links, ensuring trustworthiness. The historical access to all
assets confirms the provenance and authenticity of all assets,
deterring counterfeits. Our framework includes the DIDs of
the raw materials in each product’s services section to enable
traceability. The immutable history of DID Documents un-
derpins the handover of DID Controller rights, maintaining a
coherent digital representation of asset ownership. Figure [2]
illustrates the DID document versioning through metadata
fields such as created, updated, and VersionId. The
red arrows trace the transition of DID Documents from raw
materials to products within the supply chain.

D. DID Ownership

As assets traverse the supply chain, ownership of asso-
ciated DID and DID Document rights is shifted between
entities, reflecting changes in control and management. This
process, initiated by supply chain events, involves updating
the DID Document with the new owner’s public keys, thereby
synchronizing the asset’s digital and physical identities. The
immutable and permanent record of these ownership changes
on the blockchain establishes a transparent and unalterable
audit trail, improving the integrity and trustworthiness of the
supply chain and the DIDChain framework.

In the DIDChain framework, the DID Controller has the
authority to modify a DID Document, ensuring the integrity
and traceability of assets within the supply chain. The selected
DID method, did:cheqd, details the authorization process
for a DID Controller [38]]. The controller property in a
DID Document lists one or more DIDs, and any verifica-
tion methods for those DIDs are considered authoritative. In
DIDChain, proofs satisfying the verification methods in the
DID Document are equivalent to proofs from the DID subject.
The DID Controller can change the DID Document and prove
control over the DID through these authoritative methods.

The transfer of DID Controller rights synchronizes phys-
ical assets with their digital counterparts on the blockchain,
triggered by supply chain activities such as shipping or manu-
facturing. This transfer involves passing the DID and its DID
Document rights to a new entity, updating the DID Document
with the new owner’s public keys, and aligning digital and
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Fig. 2: Integration of Blockchain and IPFS in Supply Chain: Showcasing the lifecycle of assets through DID Documents as
digital twins, from raw material to final product, enhancing traceability and verification.

physical ownership. These updates are permanently recorded
on the blockchain, preserving asset integrity and traceability.

If malicious actors gain access to a private key to a DID
controller, they could corrupt the supply chain by unauthorized
modifications. Figure [J] illustrates the DID Controller
handover between the producer and the manufacturer, with
arrows indicating the transfer of ownership and the updated
"controller’ fields within the DID Documents.

E. Revocation

Revocation within the DIDChain framework safeguards the
integrity and reliability of SCDM. It is crucial when a DID
is compromised, linked to a discontinued entity, or when the
digital asset is no longer relevant. Deactivating DIDs and up-
dating a DID Document’s status to withdrawn are essential
actions in such cases. Deactivating a DID blocks subsequent
transactions or operations under that identifier, preserving
system security and trustworthiness. Updating DID Documents
to indicate a withdrawn status informs all stakeholders that
the material or product is no longer part of active supply chain
operations.

Deactivating DIDs may not be suitable in certain supply
chain situations, such as when an asset is permanently lost,
suffers irreparable damage, or fails to meet required standards.

In a circular economy, assets considered unusable can become
compartments within other products, integrating them again
into the supply chain. Therefore, revocation necessitates a
thoughtful approach to DID deactivation, considering their
reuse potential and the implications for the asset’s historical
tracing and traceability. Additionally, revocation is crucial
when keys are lost or compromised, enabling the supply chain
to maintain operations without needing re-authentication.

F. Data Integrity and IPFS Linkage

The DIDChain framework addresses data integrity in IPFS
by leveraging the authority of the current DID Controller.
The framework asserts that signatures on IPFS-stored data
are redundant when (1) the DID Document’s service endpoint
directly references the IPFS data, (2) the IPFS link intrinsically
secures the data’s integrity, and (3) such linkage is exclusively
authorized by the current DID Controller. The system is
vulnerable to unauthorized changes if the controller’s private
key is compromised. DIDChain can be extended with two-
factor authentication for enhanced security. Signatures are only
required when the authoritative issuer of the event data differs
from the DID that embeds the IPFS link in its document.
This delineation allows for using JSON-LD for schema linking
without categorizing the data as a Verifiable Credential, opti-



mizing the framework’s design for enhanced data integrity and
management efficiency without the complexities of verifiable
credentials administration.

G. Implementation

The DIDChain framework, illustrated in Figure [3] employs
an architecture that integrates the cheqd blockchain, IPFS,
and security features offered by HTTPS and RPC protocols.
In implementing DIDChain’s hybrid blockchain architecture,
sensitive data is managed within permissioned ledger compo-
nents that enforce privacy controls, while the immutable public
ledger facilitates transparency and broad verification processes.

To integrate DIDChain into existing supply chain systems,
a compatibility assessment of the system with blockchain
technology is essential, accompanied by a detailed plan to
migrate existing data to the DIDChain framework. Using
cheqd and Moralis APIs facilitates seamless communication
while implementing two-factor authentication enhances secu-
rity. This integration ensures secure, transparent, and efficient
supply chain operations.

Step-by-step implementation:

1) Setup: Configure the cheqd blockchain and IPFS.

2) Data Management: Store sensitive data within permis-
sioned ledger components and use IPFS for efficient data
storage.

3) Security Integration: Implement HTTPS and RPC pro-
tocols for secure data transmission.

4) Event Documentation: Record supply chain events in
the public ledger for transparency.

5) DID Management: Create and manage DIDs for assets,
ensuring traceability and integrity.

6) Privacy Controls: Enforce privacy through permis-
sioned ledgers, balancing transparency and confidential-
ity.

The frontend enables the documentation and tracing of asset
supply chain events by interacting with IPFS through Moralis’s
Web3 Data API [39)]. The backend facilitates communication
between the frontend and cheqd via the Credential Service
API, ensuring API key security.

The cheqd blockchain and IPFS collectively serve as the
data layer, with IPFS enhancing scalability and minimizing
on-chain storage. Cheqd’s design for DID Document version-
ing includes automatic timestamping and linking to previous
versions. These built-in features ensure public, permanent,
and immutable versioning information of assets stored in
DID Document metadata, enabling transparent and trustworthy
asset tracing.

The choice of cheqd and Moralis API was driven by cheqd’s
DID management capabilities and Moralis’s IPFS integration,
aligning with DIDChains’ objectives. Cheqd can be replaced
in future research to explore alternative blockchains and APIs
that offer distinct advantages or address specific development
challenges.

The GitHub repository [40] contains an implementation of
the DIDChain framework and its evaluation. The repository is
carefully organized and includes detailed documentation.

User Interface

Portal for stakeholders to interact with the blockchain-enhanced supply chain
data, rendered via React.js for dynamic and responsive user experience.

[ Frontend ]

Application Server
Hosts the server-side logic using Express.js within the Node.js
environment, coordinating API calls and managing the flow of
supply chain data operations.
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Fig. 3: Detailed architecture of the SCDM framework show-
casing the integration of frontend technologies with blockchain
and IPFS via secure APIs.

V. EVALUATION

We assess the system’s integration with the cheqd
blockchain technology, focusing on transactional efficiency,
cost-effectiveness, and constraints on the DID Document ca-
pacity as core performance indicators for real-world adoption.
Empirical analysis is supported by a data set that simulates
actual supply chain events, providing a basis for benchmark-
ing the DIDChain framework against real-world operational
requirements. Additionally, we explore the implications of the
system’s performance on trust establishment within SCDM
processes. Our findings are compared with existing bench-
marks to establish the operational efficacy and economic
viability of the DIDChain framework.

The performance evaluation uses JavaScript in the Node.js
environment (version 20.8.1), with Axios (version
1.6.7) as the HTTP client, ensuring efficient request han-
dling. This configuration guarantees precise and reliable test-
ing results. This setup provides a robust and efficient platform
for the execution of the tests, ensuring that the limitations
of the testing environment do not compromise the results
obtained. The test results are recorded and stored in CSV files
locally, allowing independent analysis. The hardware configu-
ration includes a system running Windows 11, equipped with
an AMD Ryzen 7 7735HS processor operating at 3.20 GHz
and 16 GB of RAM. The cheqd blockchain testnet is used
during testing to simulate real-world blockchain interactions.

A. Economic Feasibility

We analyzed the costs to assess the economic feasibility of
DIDChain. Excluding the costs of maintaining off-chain data
in IPFS, stakeholders’ primary expenses are incurred through
the cheqd blockchain. The cheqd network has fixed blockchain



operation costs [41]. As of March 5th, one cheqd token
(CT) costs $0.117 [42]. DID Creation is a blockchain write
operation that costs 50 CT while updating a DID Document
requires an operation cost of 25 CT [43]]. Table [I| summarizes
the cost of stakeholder interaction with the cheqd blockchain.

TABLE I: Transaction costs for stakeholder activities within
the DIDChain framework as of 05 March 2024. This table
itemizes the costs incurred by each stakeholder for the creation
and update operations of DIDs, measured in Cheqd Tokens
(CT) and US Dollars ($), predicated on the valuation of one
CT at $0.117. The DID Operation of the manufacturer depends
on n numbers of compartments per product.

Stakeholder Actions DID Operation Cost (CT | $)

Producer  Produces, ships  1XDIDcreation+  7518.78
material 1 x DI Dypgate

Supplier Receives, ships 2 X DI Duypdate 50 15.85

material/product

Manufact. Receives 1X DIDcreationt+  50+(14+n)x 251
materials, 1 4+ mn) x 58+(1+n)x
manufactures, DI Dypgate 2.93
ships product

Retailer Receives, ships 2 X DI Duypdate 5015.85
product

Customer  Receives product 1 X DI Dypdate 251293

Considering the documentation of manufacturing a car with
30,000 compartments, the total cost in CTs for the manufac-
turer is calculated as follows:

Total Coster =1 x Costpip creation + (1 + Ncompartments)
= X CoStpp Update
=50 + (1 + 30,000) x 25
— 750,075 CT,

D

Total Costysp = 750,075 CT x 0.117$/cT = $87.785, 78
2)
The total cost of documenting a car with 30,000 compart-
ments, including DID Creation and DID Document updates,
is $87.785,78. The cost of documenting a product’s manufac-
turing can be lowered if manufacturers do not document the
receiving of each used compartment and store the information
about receivables in the IPFS file of the producing event.
Omitting documentation of asset reception events in supply
chains could fix the cost at 75 currency units per product,
regardless of compartment usage, but it decreases traceability.
Compared to the research by Westerkamp et al. [24], creat-
ing a DID for an asset is equivalent to creating a batch with
one item to ensure the same level of traceability as provided by
DIDChain. Creating one batch costs 92,634 gas plus a factor
of 39,340 gas multiplied by the number of compartments. This
gas calculation translates to $25.77 plus $10.94 multiplied
by the number of compartments, resulting in a total cost of
$328,225.77 for a car with 30,000 compartments. The cost
analysis of the DIDChain framework, which does not include
IPFS off-chain data maintenance, is $87,785.78. The pricing

structure for the IPFS is as follows: the service is compli-
mentary for up to 40,000 compute units (compartments); for
100 million compute units, the cost is $49 per month; and
for 350 million compute units, the fee is $249 per month
(Moralis billing plan May 2024). This abstract comparison
highlights the difference in the total cost for documenting a
car with 30,000 compartments between the two approaches,
with Westerkamp’s method resulting in a significantly higher
cost. Gas costs are calculated based on the Ethereum price of
4,005.75% per ETH on March 14, 2024.

B. Performance of Supply Chain Event Documentation

The DIDChain framework documents the production, ship-
ping, receiving and manufacturing events of the supply chain.
Its efficiency in documenting supply chain events is evaluated
based on the time required to record events on the underlying
cheqd blockchain [44]. The execution time of our framework
indicates its ability to support real-time responses within
supply chains.

As depicted in Figure ] the execution times for production,
shipping, reception, and manufacturing events demonstrate a
median documentation time that ranges from 6 to 9 seconds.
The production event has a median time of 7 seconds with
a standard deviation of 1.2 seconds, indicating consistent
performance. Data optimization reduces documentation time
by about 15%, improving the efficiency of the system.
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Fig. 4: Comparing the average and spread of supply chain
event’s documentation time, tested with 30 assets per event.
* For the manufacturing event, two compartments were listed
in the respective DID Document.

The interquartile range of the producing event exhibits
a close concentration of data points, suggesting consistent
performance with a limited deviation from the median [45].
The shipping event shows a broader spread, indicating more
variability in execution time for this event. The manufacturing
event displays occasional peaks in execution time that can
affect system responsiveness. However, it maintains a median
time comparable to that of the shipping event. DIDChain effi-
ciently manages the peaks of manufacturing events, as delays
in documenting manufacturing events could lead to bottlenecks
in the supply chain process. The receiving and producing event



shows a condensed interquartile range, suggesting that the
framework can handle such events with a higher degree of
predictability.

The overall distribution of an event’s execution times pro-
vides insights into the system’s performance and potential
areas for optimization. For instance, reducing the execu-
tion time variability for shipping events could enhance the
system’s robustness. Furthermore, addressing manufacturing
documentation time could significantly improve operational
efficiency. The median execution times demonstrate the ability
of the DIDChain framework to document supply chain events
efficiently.

The DIDChain framework must adapt various supply chain
activities with varying computational demands while main-
taining a rapid and reliable documentation process. Exploring
the potential of executing smart contracts and managing data
more efficiently could be a promising area for research to
achieve a more uniform distribution of execution times and
enhance the predictability of system performance. Architec-
tural improvements satisfy real-time SCDM systems within
operational frameworks.

C. Analysis of Execution Time Variability in Manufacturing

The number of compartments in a product affects the
time required for event documentation during manufacturing
processes. Figure [5] shows the nearly constant documentation
time of IPFS upload times and blockchain write transactions.

Execution time documenting manufacturing
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Fig. 5: Comparing the performance time of documenting
manufacturing of 68 products with different amounts of
compartments. On average, each of these products has 11
compartments.

Empirical observation indicates that documenting a manu-
facturing event for a product ranging from one to 39 com-
partments takes around 7 seconds, as presented in Figure [4
However, the scope of this study is limited to products with
up to 39 compartments due to observed transaction failures
when attempting to assign a DID to products with 40 or
more compartments. This limitation comes from the Credential
Service API. The product’s limitation to 39 compartments
indicates a shortfall in the adaptability of the API for practical

applications. For documenting products with more than 39
compartments, an alternative strategy might involve using the
Cosmos CLI cheqd node [46].

D. Constraints on DID Document Capacity

The capacity of a product’s initial DID Document is lim-
ited by the cheqd network block size threshold of 200 KB.
Each compartment adds 200 KB to an initial DID Document
baseline of 1.05 KB so that a product can include up to
795 compartments. However, a DID Document size limit may
be lower, accounting for the cheqd network’s simultaneous
processing of other transactions.

E. Tracing

Tracing the history of an asset in the supply chain depends
on the cumulative number of supply chain events associated
with that asset. In the case of products, the history involves
events directly related to the product and events related to
each of its compartments. The relationship between the time
required to trace an item and its number of supply chain events
is illustrated as a regression graph in Figure [6]
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Fig. 6: Comparing the performance time of tracing 383 assets
with supply chains of varying lengths. On average, each asset
has undergone 13 supply chain events.

The linear regression shown in Figure [6] is expressed in the
following formula:

TracingTimeInSeconds(z) = a x x + b 3)

where:

e z is the total number of supply chain events associated
with the item,
e a = 0.44 is the coefficient representing the time incre-
ment per supply chain event in seconds,
e b = 0.32 is the constant representing the base time for
tracing in seconds.
Function [] represents the impact of the complexity of the
supply chain and the efficiency of tracing operations. The
coefficients ¢ = 0.44 and b = 0.32 in the linear regression



model obtained using the least squares estimation method,
exhibit statistical significance with alpha 1%.

TracingTimeInSeconds(x) = 0.44 x x + 0.32 4)

As supply chains become larger and incorporate more
events, the time to trace the history of an item increases
linearly. Therefore, the efficiency of the tracing mechanisms
must be balanced with the granularity of the supply chain
events to ensure the application of DIDChain in real-world
scenarios. The benchmark results of our implementation of
the DIDChain framework can be found here [47].

FE. Trust Evaluation in Decentralized Systems

Ensuring transaction integrity and data reliability within
decentralized systems such as blockchain is essential for
SCDM. In the context of SCDM, our DIDChain framework
fortifies trust by integrating cryptographic measures and con-
sensus algorithms. These elements authenticate the digital
assets involved and validate the authenticity of transactions,
leveraging DIDs and blockchain technology.

Exploring alternatives such as producer, supplier and manu-
facturer authorization with OID4VC [48]] and DIDComm [49]
offers the potential to improve trust in SCDM. OID4VC
introduces a method to refine issuer authentication by inte-
grating object identifiers with the verifiable credential model,
facilitating advanced security and interoperability. DIDComm
promotes secure decentralized communication within the sup-
ply chain network.

G. Discussion

The evaluation of the DIDChain framework showcases its
potential for SCDM by improving traceability, transparency,
and trust. Despite its promising capabilities, the framework
encounters challenges related to the scalability of managing
complex supply chains and the economic feasibility of its de-
ployment. The cost analysis of the DIDChain framework raises
concerns about its economic viability, suggesting the need
for strategic and technical modifications to ensure its broader
applicability in the supply chain industry. Further investigation
must assess the scalability of linked DID Documents in
complex manufacturing scenarios despite the importance of
DIDChain in enhancing traceability and transparency.

In response to these challenges, one potential strategy to
enhance the scalability and cost effectiveness of the framework
involves the integration of IPFS to store compartment lists.
This approach could streamline data management by leverag-
ing the efficiency of decentralized storage solutions. Moreover,
implementing a Merkle tree [50] that consolidates the DIDs
of all product compartments could be an innovative solution
to facilitate the rapid and reliable verifiability of the product
trace. The root of this Merkle tree, stored on the blockchain,
would enable efficient verification processes while maintaining
the integrity and transparency of supply chain data.

Exploring advanced DID methods, such as ION [51]], could
offer additional avenues for more economically viable strate-
gies. These methods might provide scalable and cost-effective

alternatives for DID management, potentially addressing the
identified limitations of the DIDChain framework.

Therefore, future optimizations of the DIDChain framework
should focus on solving economic challenges and unlocking
the full potential of blockchain technology to improve supply
chain efficiency, reliability, and transparency. Our solution
showed that it is not feasible in a real-world scenario and
needs fundamental technical improvements.

VI. CONCLUSION AND FUTURE WORK

DIDChain aims to improve SCDM by integrating
blockchain, IPFS, and DIDs, with potential in 6G [52],
IoT [53], and identity management [54]. DIDChain balances
transparency and privacy by limiting access to sensitive data,
ensuring that only authorized participants can view confi-
dential information while maintaining traceability. Despite its
potential, DIDChain faces scalability and economic feasibility
challenges, necessitating further data linkage and management
innovation to ensure greater applicability and efficiency.

Future research will focus on refining DIDChain by ex-
ploring the potential of smart contracts for enhanced dy-
namic capabilities, alongside investigating robust revocation
mechanisms and verifiable credentials to improve security
and trustworthiness within decentralized SCDM systems. The
enhancement of the authorization of supply chain entities using
the OID4VC framework will also be a key development area,
aiming to solidify trust and operational integrity across the
supply chain ecosystem.

Moreover, efforts to integrate DIDChain within the Euro-
pean Blockchain Service Infrastructure (EBSI) [55] highlight
the ambition to create a cross-border trust framework, under-
scoring the potential of the framework to redefine the integrity
and ecosystem of digital assets.
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