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ABSTRACT
The safety of Autonomous Driving Systems (ADSs) is significantly

important for the implementation of autonomous vehicles (AVs).

Therefore, ADSs must be evaluated thoroughly before their release

and deployment to the public. How to generate diverse safety-

critical test scenarios is a key task for ADS testing. This paper

proposes LEADE, an LLM-enhanced scenario generation approach

for ADS testing, which adopts the LLM-enhanced adaptive evolu-

tionary search to generate safety-critical and diverse test scenarios.

LEADE leverages LLMâĂŹs ability in program understanding to

better comprehend the scenario generation task, which generates

high-quality scenarios of the first generation. LEADE adopts an

adaptive multi-objective genetic algorithm to search for diverse

safety-critical scenarios. To guide the search away from the local

optima, LEADE formulates the evolutionary search into a question

& answering task, which leverages LLMâĂŹs ability in quantitative

reasoning to generate differential seed scenarios to break out of

the local optimal solutions. We implement and evaluate LEADE

on industrial-grade full-stack ADS platform, Baidu Apollo. Exper-

imental results show that LEADE can effectively and efficiently

generate safety-critical scenarios and expose 10 diverse safety vio-

lations of Apollo. It outperforms two state-of-the-art search-based

ADS testing techniques by identifying 4 new types of safety-critical

scenarios on the same roads.

CCS CONCEPTS
• Software Testing, Validation and Verification, Reliability
and Safety;
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1 INTRODUCTION
The safety and reliability of Autonomous Driving Systems (ADSs)

are significantly important for the development and implementa-

tion of autonomous vehicles (AVs) [15]. It is essential to perform

thorough testing on ADSs before deploying them in the real world

[12]. This process requires large amounts of diverse and comprehen-

sive traffic scenarios. However, testing AVs on public roads takes

huge costs and can increase the risk of accidents. Alternatively,

simulation testing can create large amounts of test scenarios with

extremely low costs, which has been widely used in ADS testing.

Currently, about 90% of ADS testing is completed through simula-

tion platforms, 9% is completed at the test sites, while only 1% is

completed through actual road testing [50].

Due to the complexity of real traffic, the "long-tail" problem

stands as the primary restriction to the practical implementation

of autonomous driving [41]: despite existing technologies have

achieved autonomous driving capabilities for over 90% of scenarios,

their realization in public roads remains unattainable without ad-

dressing the remaining 10% of long-tail scenarios [17]. Therefore,

how to generate diverse safety-critical test scenarios to solve the

long-tail problem is a key task for AV testing.

The conventional scenario generation strategy is to simulate nat-

uralistic driving environments [8, 19]. However, due to the rareness

of safety-critical events under naturalistic conditions, it is difficult

to thoroughly find safety violations of ADSs from the test scenarios

generated by simulating the public traffic driving environments.

To address this issue, researchers have proposed new approaches

to generate safety-critical test scenarios for ADSs, which can be

broadly classified into two categories. The first kind of approach is

traffic accident-based scenario generation, which reproduces traffic

accidents from crash databases to test the ADSs [10, 13, 21, 48].

However, these test scenarios are simple and fixed. The tested

ADSs may perform well in these tests, but their performance under

broader conditions may not be adequately assessed.
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The second kind of approaches, which is more promising, is the

search-based scenario generation [23, 24, 32, 42]. The key idea is

to extensively search for safety-critical scenarios in the simulation

space [14, 22, 28–30, 35, 43, 44]. Many of these approaches adopt

the genetic algorithm to generate critical scenarios. Generally, the

search process is divided into three steps: 1) randomly initializa-

tion to create scenarios of the first generation; 2) evaluating each

generated scenario with a defined fitness function; 3) selecting

high-quality scenarios to conduct variation operators to generate

new scenarios. This strategy has demonstrated high capability in

discovering new safety-critical scenarios for ADS testing.

However, search-based scenario generation also exposes two

challenges, which are not well addressed in prior studies. C1: The
random initialization of first generation scenarios highly
affects the efficiency of the evolutionary search for critical
scenarios. The quality of first generation scenarios has a greater

impact on the following search process. However, in traditional

genetic algorithms, the first generation individuals are crafted by

randomly initialized scenarios, which are highly contingent and

uncertain. C2: The evolutionary search process is prone to fall
into local optima. In existing genetic algorithms, the scenarios

of each generation are generated by the high-fitness individuals

retained from previous generations, which tend to cause conver-

gence prematurely and result in a large number of iterations that

can only find a small number of safety-critical scenarios.

The goal of this paper is to introduce a new search-based scenario

generation method, which can overcome the above challenges. Our

key idea is to leverage the great capability of Large LanguageModels

(LLMs) to generate high-quality first generation scenarios and guide

the generation away from the local optima. LLMs, represented by

ChatGPT-4 from OpenAI [38], have emerged as a powerful tool for

language understanding and question answering [37, 47]. They can

interact with humans as a knowledgeable expert. In addition to the

chatbot services, LLMs have also been used in software testing for

different domains, e.g., unit test generation [39], input generation

for mobile GUI testing [31]. However, it is infeasible to directly

apply LLMs to generate safety-critical scenarios for ADS testing.

This is because traffic scenarios normally have high dimensionality

and complexity, making it difficult for LLMs to fully and accurately

understand the search space. Additionally, since LLMs have no

specific domain knowledge about the traffic scenarios, they will

make up unreasonable scenarios, or arbitrarily modify existing

scenarios, rendering them less effective.

To address the above issues, we propose a novel methodology

to adapt LLM’s capability to traffic scenario generation. The key

insight of our solution is to leverage LLM’s program understanding

and reasoning capabilities to generate high-quality first generation

scenarios and differential seed scenarios, facilitating the evolution-

ary search for more diverse and safety-critical test scenarios. With

this strategy, we can use LLM’s ability in program understanding

to better comprehend the scenario generation task, which gener-

ates high-quality scenarios of first generation considering scenario

generation requirements instead of random initialization, thus ad-
dressing C1. We can also leverage LLM’s ability in quantitative

reasoning to generate differential seed scenarios to break out of

local optimal solutions, thus addressing C2.

Built upon this insight, we introduce LEADE, a LLM-enhanced

scEnario generation approach for ADS tEsting, which adopts an

LLM-enhanced evolutionary search technique for safety-critical

and diverse scenarios. LEADE consists of two modules: ❶ Scenario
ProgramGeneration. The input to this module is a vehicle record-

ing video, themost common scenario resource in real traffic. LEADE

first designs and implements a lightweight method to generate easy-

to-understand scenario programs from vehicle recording video for

the LLM. Based on the scenario programs, LEADE enables LLM to

understand the test requirements of scenario generation task. ❷

LLM-enhanced Scenario Adaptive Evolutionary Search. This
module is to search for diverse safety-critical scenarios to test ADS.

Firstly, LEADE makes LLM generate first generation scenario pro-

grams considering test requirements. Secondly, LEADE formulates

scenario evolutionary search into a question & answering task,

using an LLM-enhanced adaptive multi-objective genetic algorithm

to guide scenarios towards diverse and safety-critical ones.

We implement and evaluate LEADE on Baidu Apollo [6], an

industrial-grade full-stack ADS platform that is widely used to

control AVs on public roads. Experimental results show that LEADE

can effectively and efficiently generate safety-critical scenarios and

find diverse safety violations of Apollo. LEADE exposes 10 distinct

types of safety violations of Apollo in 14 hours, and outperforms two

state-of-the-art search-based ADS testing techniques by identifying

4 new types of safety-critical scenarios.

The contributions of this paper are as follows:

• Insight: For the first time, we propose to formulate the ADS test

scenario generation and evolution as a question & answering

task. We leverage LLM’s powerful capabilities in program under-

standing and reasoning to generate high-quality first population

and differential seed scenarios to search for more diverse and

safety-critical scenarios.

• Technique: We design a lightweight method to generate ADS

test scenarios from vehicle camera videos using the LLM, and

a federate fuzz engine that combines LLM’s reasoning-based

differential seed scenario generation with adaptive evolutionary

search considering failure-inducing, diversity and coverage.

• Evaluation: We perform effectiveness and efficiency evaluation

on an industrial level-4 grade ADS, and present a comprehensive

analysis of LEADE and the discovered safety violations of ADSs.

2 BACKGROUND AND RELATEDWORK
2.1 Autonomous Driving System Selection
We target the industry-grade ADS to ensure the high practicality

of LEADE. In particular, we select the open-source full-stack ADS,

Baidu Apollo [6], due to their representativeness, practicality and

advancedness. (1) Representativeness. Apollo ranks among the top

4 leading industrial ADS developers [5] (the other three ADSs,

Waymo, Ford, and Cruise, are not released publicly). (2) Practicality.

Apollo can be readily installed on vehicles for driving on public

roads [4] (it has provided self-driving services for real vehicles

[1, 3]). (3) Advancedness. Apollo is actively and rapidly updated

(the releases of Apollo update on a weekly basis).
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Figure 1: Overall framework of LEADE

Figure 2: An example of scenario program

2.2 ADS Test Scenario Program
In ADS simulation testing, the scenarios are described by scenario

programs that can be executed in the simulator. Scenario programs

specified using simulator APIs have loads of codes and cumbersome

syntax, which is not conducive to LLM’s comprehensive and accu-

rate understanding and reasoning of scenario programs. To tackle

this issue, we investigate existing ADS test DSLs (domain-specific

language) that can describe scenarios in Apollo [20, 27, 49], and

select AVUnit [2] as the base platform considering the following

aspects: 1) AVUnit features rich DSLs for specifying environment

conditions and dynamic participants (NPC vehicles and pedestrians)

with concise and intuitive syntax (an example of the scenario pro-

gram described by AVUnit is shown as Figure 2); 2) AVUnit ensures

deterministic scenario execution, which means that participants

move following the defined trajectories. In the AVUnit scenario

program, the position can be defined by "lane_id -> dist" (here the

dist is: the distance from the position to the starting point of the

lane where it’s located. We call it lane distance).

2.3 ADS Test Scenario Generation
Generating diverse safety-critical scenarios is crucial for testing

ADS, as they undergo frequent updates and extensive testing before

being deployed on public roads. Due to the huge input space and

functional complexity of ADSs [11, 34, 40], it brings great challenges

to traditional software testing approaches when capturing various

rare events from complex driving situations. [22]. How to generate

diverse safety-critical scenarios to fully test ADSs has received

significant attention in recent years[16, 26, 46]. ADS test scenario

generation approaches are divided into two primary strategies:

traffic accident-based approaches and search-based approaches.

Traffic accident-based approaches. These approaches gen-
erally reproduce traffic accidents from crash databases to test the

ADS [10, 13, 21, 48]. Gambi et al. [21] propose an approach to gen-

erate test scenarios from police reports. Zhang X et al. [48] train

a panoptic segmentation model to extract effective information

from the accident record and recover traffic participants in the

simulator. However, these approaches require lots of time to train

and optimize the information extraction model, and the generated

test scenarios are simple and fixed, which can not fully test in-

dustrial ADSs. Different from these methods, LEADE designs and

implements a lightweight method to generate scenarios from traffic

records, and searches for real-world various safety-critical scenar-

ios based on them, which can reduce the time cost and test the ADS

comprehensively.

Search-based approaches. Search-based techniques [23, 24, 32,
42] are widely used in ADS testing [14, 18, 22, 28–30, 35, 43–45]

to guide the generated test scenarios towards more critical cases.

Abdessalem et al. [9, 14] generate critical scenarios for ADSs by

combiningmulti-objective search with surrogate models. AV-Fuzzer

[30] andMOSAT [43] perturb the driving maneuvers of participants

in an evolving traffic environment, which generates test scenar-

ios towards safety-violation scenarios through high-level variation

operations. In these approaches, there are two challenges: 1) the

scenarios of the first generation are generated by random initializa-

tion, which is prone to create low-quality seed scenarios, affecting

the efficiency of searching for safety-critical cases; 2) during the

iterative search process, it is easy to fall into local optimality and

tend to find the safety-violations similar to discovered ones. Com-

pared with these approaches, LEADE can generate high-quality

scenarios of first generation by leveraging the LLM’s capability in
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quantitative reasoning and formulating the evolutionary search

into Q&A task to generate differential seed scenarios for addressing

the local optimal.

3 APPROACH
Figure 1 shows the framework of LEADE. It consists of twomodules:

scenario program generation, LLM-enhanced adaptive evolutionary

search. (1) Scenario program generation. The generation pro-

cess comprises three phases: scenario element extraction, abstract

scenario construction and concrete scenario program generation.

For the input vehicle recording videos, this module first extracts

key elements from them, and then parses them into structured con-

texts to construct abstract scenarios. Based on constructed abstract

scenarios, this module generates concrete scenario programs. (2)
LLM-enhanced adaptive evolutionary search. This module en-

ables the LLM to understand the generated scenario programs and

the requirements of scenario generation task. Then it makes LLM

generate first generation scenarios considering the test require-

ments. This module uses an adaptive multi-objective evolutionary

method to search for diverse and safety-critical scenarios. When the

evolution process gets stuck. LEADE generates feedback prompts

to feed the individual characteristics of previous generations into

the LLM, letting the LLM generate differential seed scenarios for

the next generation. For the scenarios where the ego vehicle causes

the safety violation, LEADE records them and can replay them to

reproduce the safety violation of ADS.

3.1 Scenario Program Generation
3.1.1 Scenario element extraction. To ensure the safety of ADSs,

simulation testing requires a large number of scenarios in real traffic.

One of the most common scenario records in real traffic is vehicle

camera videos. Therefore, LEADE first extracts key elements (e.g.,

road, vehicle and pedestrian motions, weather) of scenarios from

vehicle camera videos. Considering that LLMs have demonstrated

strong capabilities in accurate recognition and comprehension of

these elements, LEADE utilizes LLM to extract scenario key ele-

ments from the vehicle camera videos. Specifically, we use Honda

Scenes dataset [33], which contains 80 hours of diverse high-quality

driving video clips collected in San Francisco. The dataset includes

roads, weather, vehicles, and pedestrians.

Although LLMs perform well on image understanding and analy-

sis, their performance can be significantly influenced by the quality

of the input prompts. First, LEADE splits each scenario video clip

into a sequence of images. For the sequence of scenario images, we

design linguistic patterns to generate input prompts for the LLM, to

guide it to understand the given scenario and extract key elements,

including weather, road type and surface conditions, traffic lights

and signs, types and motions of traffic participants (vehicles and

pedestrians) within the camera sight.

To design the prompt patterns, we select 20 different scenario

video clips that include various types of roads, weather, and traffic

participants. Five authors with experience in ADS testing indepen-

dently write the prompt sentences, and submit them to the LLM to

extract the key elements from each of the selected scenarios. Each

author performs the self-check and cross-check on the extraction

results of the ten scenarios. For the extraction results that have

You are an autonomous driving expert who specializes in identifying 

traffic scenarios. I will show you a series of traffic pictures taken by 

the camera of the vehicle you are driving. These pictures are from the 

same one scenario. Please use concise and structured language to 

describe the following objects in the scenario: road conditions, traffic 

participants (all vehicles and pedestrians, and other obstacles within 

the visible range), and surrounding environment.

Prompt

Figure 3: The prompt for scenario element extraction

Figure 4: An example of recorded scenario

inaccuracy or missing key information, the corresponding prompt

is modified until the prompt can guide LLM to accurately and com-

prehensively extract the key elements of all the selected scenarios.

Finally, the five authors vote for the five prompts based on their

versatility, ease of understanding, and simplicity. The prompt is

shown as Figure 3.

3.1.2 Abstract Scenario Construction. The abstract scenarios are
constructed by parsing the extracted elements into structured de-

scription contents. First, for each scenario, LEADE uses Stand-

fordNLP to perform part-of-speech tagging and dependency anal-

ysis on the corresponding extracted element contents. Then each

object in the scenario is parsed into a tuple. Taking the scenario

elements in Figure 4 as an example, its abstract scenario is shown

as Table 1, which is composed of elements in five categories: envi-

ronment, road condition, ego vehicle driving task, NPC vehicles,

and pedestrians.

Table 1: An example of abstract scenario

Element Description

Environment time="daytime", weather="sunny"

Road type="crossroad", signal="traffic light"

EV task turn right

NPC

Vehicle

[type="truck",motion=["drive forward"],

position="left front",direction="opposite"]

[type="SUV",motion=["cross"],

position="left vertical",direction="right verticcal"]

[type="car",motion=["stop","cross"],

position="opposite front",direction="opposite"]

Pedestrian

[motion="cross",position="right front",

direction="left front",number=1]

(1) Environment: this category contains scenario time (e.g., night)

and weather (e.g., rainy) to describe the driving environment of the

test scenarios.

(2) Road condition: this category contains road type (e.g., cross-

road) and traffic signal (e.g., traffic light) to describe the road condi-

tion in the scenario.

(3) Ego vehicle (EV) task: ego vehicle is the video recording

vehicle of the scenario. The driving task of ego vehicle contains its
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Table 2: Road districts

Road districts Definition

𝐴(𝑆, 𝑓 ) In front of 𝑆 and before the junction

𝐴(𝑆, 𝑙 𝑓 ) Left front of 𝑆 and before the junction

𝐴(𝑆, 𝑟 𝑓 ) Right front of 𝑆 and before the junction

𝐴(𝑆, 𝑙𝑣) Left lanes vertical to the lane of ego vehicle) of 𝑆

𝐴(𝑆, 𝑟 𝑣) Right lanes vertical to the lane of ego vehicle) of 𝑆

𝐴(𝑆, 𝑜 ) The other side lanes of the junction

Table 3: Rules for defining ego vehicle

Ego task Rules
Drive along

the lane

𝑆 ∈ 𝐿𝑖 , 𝐿𝑇𝑆 < 𝐿𝐸𝑖 ;

𝐷 ∈ 𝐿𝑖 , 𝐿𝑇𝑆 < 𝐿𝑇𝐷 ≤ 𝐿𝐸𝑖
Change to

left lane

𝑆 ∈ 𝐿𝑖 , 𝐿𝑇𝑆 < 𝐿𝐸𝑖 ;

𝐷 ∈ 𝐴(𝑆, 𝑙 𝑓 ), 𝐿𝑇𝐷 > 𝐿𝑇𝑆
Change to

right lane

𝑆 ∈ 𝐿𝑖 , 𝐿𝑇𝑆 < 𝐿𝐸𝑖 ;

𝐷 ∈ 𝐴(𝑆, 𝑟 𝑓 ), 𝐿𝑇𝐷 > 𝐿𝑇𝑆

Cross

𝑆 ∈ 𝐿𝑖 , 𝐿𝑇𝑆 < 𝐿𝐸𝑖 ;

𝐷 ∈ 𝐿𝑗 , 𝐿𝑗 ∈ 𝐴(𝑆, 𝑜 ), 𝐿𝐷 𝑗 = 𝐿𝐷𝑖

Turn right

𝑆 ∈ 𝐿𝑖 , 𝐿𝑇𝑆 < 𝐿𝐸𝑖 ;

𝐷 ∈ 𝐿𝑗 , 𝐿𝑗 ∈ 𝐴(𝑆, 𝑟 𝑣), 𝑠𝑖𝑛 (𝐿𝐷𝑖 , 𝐿𝐷 𝑗 ) = 1

Turn left

𝑆 ∈ 𝐿𝑖 , 𝐿𝑇𝑆 < 𝐿𝐸𝑖 ;

𝐷 ∈ 𝐿𝑗 , 𝐿𝑗 ∈ 𝐴(𝑆, 𝑙𝑣), 𝑠𝑖𝑛 (𝐿𝐷𝑖 , 𝐿𝐷 𝑗 ) = −1

driving motion in the scenario (e.g., turn at intersection) and the

driving direction (e.g., to the right). In the generated test scenario,

the ego vehicle will connect to ADS and be tested by other extracted

elements of the scenario.

(4) NPC vehicles: this category describes the NPC vehicles in the

scenario, including vehicle type (e.g., SUV, truck), vehicle motion

(e.g., change lane), vehicle position and direction relative to the ego

vehicle (e.g., left front).

(5) Pedestrians: this category describes the pedestrians in the

scenario, including number of pedestrians, pedestrian motion (e.g.,

cross the intersection), pedestrian position and direction relative to

the ego vehicle (e.g., from the left to the right).

3.1.3 Concrete Scenario Program Generation. According to each

abstract scenario, LEADE generates the concrete scenario program.

To do this, three tasks are required to solve: 1) defining the starting

position and target position of the ego vehicle (the vehicle connects

into the ADS); 2) defining the trajectories for NPC vehicles and

pedestrians; 3) defining the parameters of time and weather.

(1) Determining ego vehicle’s starting position and desti-
nation. LEADE first selects one road 𝑅 in the map according to the

extracted road type. Then it parses the selected road to obtain all its

lane information, including lane ID, lane direction, lane length. The

starting position and destination of ego vehicle are marked as 𝑆

and 𝐷 respectively, which are determined by the ego vehicle’s driv-

ing task. To do this, LEADE decomposes the road into a group of

districts based on the lane structure, ego vehicle’s starting position

and the relative positions to ego vehicle, as shown in Table 2.

LEADE defines a series of rules for determination of starting po-

sition and destination of ego vehicle, shown as Table 3. 𝐿𝑖 represents

the lane with ID 𝑖 , 𝐿𝐷𝑖 represents the direction of 𝐿𝑖 , 𝐿𝐸𝑖 represents

the length of 𝐿𝑖 , 𝐿𝑇𝑆 represents the lane distance of position 𝑆 .

(2) Modeling motions of participants (including NPC ve-
hicles and pedestrians) to generate trajectories for them.
Based on the road districts above, LEADE models the motions

of NPC vehicles and pedestrians. We conclude the types of vehi-

cle motions from [7] and the types of pedestrian motions from

Table 4: The modeling for "turn around"

POS DIR Trajectory rules

far

left

right

𝑊0 ∈ 𝐿𝑚, 𝐿𝑚 ∈ 𝐴(𝑆, 𝑙𝑣), 𝑠𝑖𝑛 (𝐿𝐷𝑖 , 𝐿𝐷𝑚 ) = −1
𝑊𝑓 ∈ 𝐿𝑛, 𝐿𝑛 ∈ 𝐴(𝑆, 𝑙 𝑓 ), 𝑐𝑜𝑠 (𝐿𝐷𝑖 , 𝐿𝐷𝑛 ) = −1

left

𝑊0 ∈ 𝐿𝑚, 𝐿𝑚 ∈ 𝐴(𝑆, 𝑙𝑣), 𝑠𝑖𝑛 (𝐿𝐷𝑖 , 𝐿𝐷𝑚 ) = −1
𝑊𝑓 ∈ 𝐿𝑛, 𝐿𝑛 ∈ 𝐴(𝑆, 𝑜 ), 𝐿𝐷𝑛 = 𝐿𝐷𝑖

far

right

right

𝑊0 ∈ 𝐿𝑚, 𝐿𝑚 ∈ 𝐴(𝑆, 𝑟 𝑣), 𝑠𝑖𝑛 (𝐿𝐷𝑖 , 𝐿𝐷𝑚 ) = −1
𝑊𝑓 ∈ 𝐿𝑛, 𝐿𝑛 ∈ 𝐴(𝑆, 𝑜 ), 𝐿𝐷𝑛 = 𝐿𝐷𝑖

left

𝑊0 ∈ 𝐿𝑚, 𝐿𝑚 ∈ 𝐴(𝑆, 𝑟 𝑣), 𝑠𝑖𝑛 (𝐿𝐷𝑖 , 𝐿𝐷𝑚 ) = −1
𝑊𝑓 ∈ 𝐿𝑛, 𝐿𝑛 ∈ 𝐴(𝑆, 𝑙 𝑓 ), 𝑐𝑜𝑠 (𝐿𝐷𝑖 , 𝐿𝐷𝑛 ) = −1

opposite

side

right

𝑊0 ∈ 𝐿𝑚, 𝐿𝑚 ∈ 𝐴(𝑆, 𝑜 ), 𝑐𝑜𝑠 (𝐿𝐷𝑖 , 𝐿𝐷𝑚 ) = −1
𝑊𝑓 ∈ 𝐿𝑛, 𝐿𝑛 ∈ 𝐴(𝑆, 𝑟 𝑣), 𝑠𝑖𝑛 (𝐿𝐷𝑖 , 𝐿𝐷𝑛 ) = 1

left

𝑊0 ∈ 𝐿𝑚, 𝐿𝑚 ∈ 𝐴(𝑆, 𝑜 ), 𝑐𝑜𝑠 (𝐿𝐷𝑖 , 𝐿𝐷𝑚 ) = −1
𝑊𝑓 ∈ 𝐿𝑛, 𝐿𝑛 ∈ 𝐴(𝑆, 𝑙𝑣), 𝑠𝑖𝑛 (𝐿𝐷𝑖 , 𝐿𝐷𝑛 ) = −1

front

right

𝑊0 ∈ 𝐿𝑖 , 𝐿𝑇𝑊
0
> 𝐿𝑇𝑆

𝑊𝑓 ∈ 𝐿𝑛, 𝐿𝑛 ∈ 𝐴(𝑆, 𝑟 𝑣), 𝑠𝑖𝑛 (𝐿𝐷𝑖 , 𝐿𝐷𝑛 ) = 1

left

𝑊0 ∈ 𝐿𝑖 , 𝐿𝑇𝑊
0
> 𝐿𝑇𝑆

𝑊𝑓 ∈ 𝐿𝑛, 𝐿𝑛 ∈ 𝐴(𝑆, 𝑙𝑣), 𝑠𝑖𝑛 (𝐿𝐷𝑖 , 𝐿𝐷𝑛 ) = −1
left

front

right

𝑊0 ∈ 𝐿𝑚, 𝐿𝑚 ∈ 𝐴(𝑆, 𝑙 𝑓 ), 𝐿𝐷𝑚 = 𝐿𝐷𝑖 , 𝐿𝑇𝑊
0
> 𝐿𝑇𝑆

𝑊𝑓 ∈ 𝐿𝑛, 𝐿𝑛 ∈ 𝐴(𝑆, 𝑟 𝑣), 𝑠𝑖𝑛 (𝐿𝐷𝑖 , 𝐿𝐷𝑛 ) = 1

left

𝑊0 ∈ 𝐿𝑚, 𝐿𝑚 ∈ 𝐴(𝑆, 𝑙 𝑓 ), 𝐿𝐷𝑚 = 𝐿𝐷𝑖 , 𝐿𝑇𝑊
0
> 𝐿𝑇𝑆

𝑊𝑓 ∈ 𝐿𝑛, 𝐿𝑛 ∈ 𝐴(𝑆, 𝑙𝑣), 𝑠𝑖𝑛 (𝐿𝐷𝑖 , 𝐿𝐷𝑛 ) = −1
right

front

right

𝑊0 ∈ 𝐿𝑚, 𝐿𝑚 ∈ 𝐴(𝑆, 𝑟 𝑓 ), 𝐿𝑇𝑊
0
> 𝐿𝑇𝑆

𝑊𝑓 ∈ 𝐿𝑛, 𝐿𝑛 ∈ 𝐴(𝑆, 𝑟 𝑣), 𝑠𝑖𝑛 (𝐿𝐷𝑖 , 𝐿𝐷𝑛 ) = 1

left

𝑊0 ∈ 𝐿𝑚, 𝐿𝑚 ∈ 𝐴(𝑆, 𝑟 𝑓 ), 𝐿𝑇𝑊
0
> 𝐿𝑇𝑆

𝑊𝑓 ∈ 𝐿𝑛, 𝐿𝑛 ∈ 𝐴(𝑆, 𝑙𝑣), 𝑠𝑖𝑛 (𝐿𝐷𝑖 , 𝐿𝐷𝑛 ) = −1

[36]. As page limitation, we take a NPC vehicle motion, "turn

around" as an example to illustrate the motion modeling, shown

as Table 4 and others are available at motion modeling folder in

https://github.com/ADStesting-test/Leade.𝑊0 represents the ini-

tial waypoint and𝑊𝑓 represents the ending waypoint of the NPC

vehicle or pedestrian. 𝑖 is the ID of the lane of ego vehicle’s starting

position. POS is the position and DIR is the direction.

There are some general constraints when generating the tra-

jectory (𝑊0,𝑊1, ...,𝑊𝑓 ). 1) the constraint prohibiting NPC vehi-

cles from driving opposite to the lane direction: for the NPC ve-

hicle’s two waypoints𝑊𝑝 ,𝑊𝑝+1,𝑊𝑝 ∈ 𝐿𝑚,𝑊𝑝+1 ∈ 𝐿𝑛 , if 𝐿𝑚 = 𝐿𝑛 ,

𝐿𝑇𝑊𝑝+1 ≥ 𝐿𝑇𝑊𝑝
; 2) the constraint for vehicle heading: the heading

should be the same as the lane direction; 3) the constraint for vehi-

cle speed: the speeds of vehicles should not be more than maximum

speed limitation of the road; 4) the constraint for pedestrian speed:

the speeds of pedestrian should not be more than 3m/s.

(3) Defining the parameters of time and weather. The cat-
egory of time of day is discrete, and the category of weather is a

dictionary variable whose keys and values are the types of weather

and quantification of the weather type (which will be transferred

to a real value in [0,1]). Therefore LEADE encodes the time of day

as a discrete vector, and encodes the weather as a vector [0, 1]|wk|,

where |wk| is the number of weather kinds defined in a simulator.

3.2 LLM-enhanced Adaptive Evolutionary
Search

Based on the generated scenario program, LEADEuses LLM-enhanced

adaptive genetic algorithm to search for more safety-critical and di-

verse test scenarios. The algorithm is shown as Algorithm 1. When

starting an evolutionary search (line 1), instead of randomly initial-

izing scenario programs as the first generation, LEADE makes the

LLM create the first-generation scenario programs considering the

ADS test requirements.

Then LEADE searches for diverse and safety-critical scenarios

by a multi-objective evolutionary search technique (line 19-38),

https://github.com/ADStesting-test/Leade
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Algorithm 1 LLM-enhanced adaptive evolutionary search

Ensure: Safety-critical scenario set SCR

Require: A scenario program example AE, crossover probability interval

PC, crossover threshold 𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑𝑐 , mutation probability interval PM,

mutation threshold 𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑𝑚 , starting and scenario program under-

standing prompt 𝑝𝑡

1: first-generation P = LLM_generate(AE, 𝑝𝑡 )

2: while
3: doC← ∅, M← ∅, TS← ∅
4: if NOT (|TS|>3 and TS[-1]=TS[-2]=TS[-3]) then
5: for 𝑝𝑖 ∈ P do
6: execute 𝑝𝑖

7: if ∃ ego safety violation in 𝑝𝑖 then
8: SCR← SCR

⋃
𝑝𝑖

9: end if
10: end for
11: calculate fitness S

12: TS← TS

⋃
S

13: P = Adaptive_variation(P, S, PC, PM, 𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑𝑐 , 𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑𝑚 )

14: end if
15: prompt = 𝑝𝑡 + generate_feedback(P, S)

16: P = LLM_generate(prompt)

17: end while
18: break

19: return SCR

20: procedure Adaptive_variation(P, S, PC, PM, 𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑𝑐 ,

𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑𝑚 )

21: for 𝑝𝑖 ∈ P do
22: select fitness 𝑠𝑖 ∈ S
23: generate crossover probability 𝑐𝑖 ∽ 𝑈 (PC)

24: if 𝑐𝑖 > 𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑𝑐 then
25: 𝐶 ← 𝐶

⋃
𝑝𝑖

26: end if
27: generate mutation probability𝑚𝑖 U(PM)

28: if𝑚𝑖 > 𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑𝑚 then
29: 𝑀 ← 𝑀

⋃
𝑝𝑖

30: end if
31: end for
32: for each two individuals 𝑝𝑖 , 𝑝 𝑗 ∈ 𝐶 do
33: 𝑝′

𝑖
, 𝑝′

𝑗
← 𝑢𝑛𝑖 𝑓 𝑜𝑟𝑚𝐶𝑟𝑜𝑠𝑠𝑜𝑣𝑒𝑟 (𝑝𝑖 , 𝑝 𝑗 )

34: 𝑃𝑁 ← 𝑃𝑁
⋃
𝑝′
𝑖
, 𝑝′

𝑗

35: end for
36: for 𝑝𝑖 ∈ 𝑀 do
37: 𝑝′

𝑖
← 𝑔𝑒𝑛𝑒𝑀𝑢𝑡𝑎𝑡𝑖𝑜𝑛 (𝑝𝑖 )

38: 𝑃𝑁 ← 𝑃𝑁
⋃
𝑝′
𝑖

39: end for
40: return PN

41: end procedure

which can improve the heritability of high-quality scenarios and

increase the mutation of low-quality scenarios. To guide the search

away from local optima, LEADE formulates the evolution process

into a question & answering task. When the evolutionary search

gets stuck, LEADE lets the LLM generate differential seed scenarios

for the next generation (line 11-16). LEADE executes generated

scenarios to test the ADS, and records the safety-violation scenarios

of ego vehicle (line 4-8), which can be automatically reproduced to

re-test the ADS.

Table 5: Prompt patterns for first generation scenarios

Prompt type Sample of prompt patterns

Scenario

understanding

prompt

A scenario to test ADS is shown as follows.

<A scenario program example>.

<The introduction of keywords of parameters of ego vehicle>.

<The introduction of keywords and parameters of NPC vehicle>.

<The introduction of keywords and parameters of pedestrians>.

<The introduction of keywords and parameters of environment>.

Starting

prompt

You are an expert of ADS testing.

We want you to generate <count> new different scenarios to challenge

ADS. The lane_id should be in <set of lane_id>. The lane distance

should be in [0,<lane length>]. The speed of npc vehicles should be

in [0,speed_limit], and the speed of pedestrian should be in [0,3].

3.2.1 LLM-guided creation of first-generation scenarios. For the sce-
nario program generated from traffic videos, we design the prompt

patterns to facilitate LLM to correctly understand the scenario pro-

gram and create the first-generation scenario programs for the

evolutionary search of scenarios. Five authors are asked to write

the prompts respectively and perform small-scale experiments to

question the LLM for creating the first-generation scenario pro-

grams. Then considering howwell the scenario programs generated

by the LLM match user intent, they were selected the prompts with

the best results. Based on them, they performed card sorting [56]

and concluded prompt patterns. This process comes out two kinds

of prompts, scenario understanding prompt and starting prompt,

shown in Table 5.

Scenario understanding prompt is the prompt to tell LLM

about the contextual semantics of scenario programs. Figure 2 is an

example of A scenario program example. As page limitation, we take

the introduction of keywords and parameters of NPC vehicle as an
example, which is: "npc represents the vehicles not controlled by the
AV, specified using the keyword Vehicle, followed by four parameters:
the initial state (npc_init_state), the waypoints that it should follow
(npc_waypoint), the target state (npc_destination_state), the type of
the vehicle (npc_type). The state contains: its position, its heading, and
its current speed. When specifying the state, the position must always
be specified, but the heading and speed are optional. The waypoint is
a list of states and specified using the keyword Waypoint. The position
is described by a lane point. An example of lane point is "lane_39"->20,
which specifies a point on the lane with ID 39 and the point is 20
meters from the start of the lane."

Starting prompt is the prompt to inform the LLM of the cur-

rent task that generates first population scenario programs. The set
of lane_id, lane_length, speed_limit are from the lane information

obtained in Section 2.2.2 (1). LEADE sends the scenario program to

LLM along with the input prompts, to obtain the first generation

scenario programs. Note that, for the scenario programs generated

from the LLM, LEADE checks the feasibility of participants’ tra-

jectories by the general constraints mentioned in 2.2.2 (2). For the

scenario program with infeasible trajectories, LEADE feeds them

back to the LLM to generate a feasible scenario program.

3.2.2 Adaptive Evolutionary Search. Based on the first-generation

scenario programs, LEADE adopts an adaptive genetic algorithm

to build successfully-improved Pareto-optimal solutions consider-

ing the following three objectives: failure-inducing to ego vehicle,

scenario diversity, road coverage.
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For the same-generation scenario programs generated by adap-

tive evolutionary search, when all of them have been executed,

they are further manipulated by adaptive crossover and adaptive

mutation to generate new scenarios. Among these new scenario

programs and their parents, LEADE selects the top k ones as the new

generation by using Pareto optimality. When the saved scenario

programs in three consecutive generations keep the same, LEADE

will generate differential seed scenarios for the next generation.

(1) Fitness Function. To search for more safety-critical and

diverse scenarios, a fitness function that contains the objectives

above is designed to calculate the fitness score of each generated

test scenario. The fitness function consists of the following metrics:

1) the minimum distance between ego vehicle and participants

during ego vehicle’s driving; 2) the average difference between

participants’ trajectories and discovered safety-violation scenarios;

3) the newly covered waypoint range by participants’ trajectories.

For the first metric, LEADE records the trajectory of ego vehicle

(represented as (𝑒1, 𝑒2, ..., 𝑒𝑛) and each participant (represented as

(𝑝1, 𝑝2, ..., 𝑝𝑛) every 1 second during ego vehicle’s driving, and

computes the distance between participant’s trajectory and ego

vehicle’s trajectory. The calculation is shown as below.

min

𝑡 ∈[1,𝑛]

√︃
(𝑝𝑡 .𝑥 − 𝑒𝑡 .𝑥)2 + (𝑝𝑡 .𝑦 − 𝑒𝑡 .𝑦)2 (1)

For the second metric, LEADE uses the average Euclidean dis-

tance to compute the differences between participants’ trajectories

in different scenarios. For two scenarios 𝑖 and 𝑗 , the calculation of

Euclidean distance of two NPC vehicles 𝑛 and𝑚 (vehicle 𝑛 is in

scenario 𝑖 , vehicle𝑚 is in scenario 𝑗 ) is shown as below, and that

of pedestrians are calculated in the same way.

𝐷𝑖𝑛,𝑗𝑚 =

𝜇∑︁
𝑘=0

√︃
(𝑥𝑖𝑛𝑘 − 𝑥 𝑗𝑚𝑘 )2 + (𝑦𝑖𝑛𝑘 − 𝑦 𝑗𝑚𝑘 )2 (2)

The calculation of average Euclidean distance for two scenarios

are shown as below (the number of NPC vehicles/pedestrians in

scenario 𝑖 and 𝑗 are represented as 𝑙 and 𝑐 respectively).

𝐷𝑖, 𝑗 =

∑𝑙
𝑛=0

∑𝑐
𝑚=0 𝐷𝑖𝑛,𝑗𝑚

𝑙 ∗ 𝑐 (3)

For the third metric, LEADE counts the waypoints that are cov-

ered by the participants’ trajectories in each scenario. For each

newly generated scenario, LEADE calculates the newly covered

waypoints. The calculation is shown as below. 𝑙 is the number of

participants. 𝑇𝑟𝑛 represents the trajectory of participant 𝑛, and𝑤𝑑

represents the 𝑑-th waypoint of 𝑇𝑟𝑛 .

𝑙∑︁
𝑛=1

𝑓∑︁
𝑑=0

(𝑤𝑑 ∈ 𝑇𝑟𝑛 ∩𝑤𝑑 ∉ 𝐸) (4)

The fitness score of each scenario is calculated at the end of

execution.When all scenarios of this generation have been executed,

they will be diversified by adaptive mutation and adaptive crossover.

Among these individuals and their parents, LEADE selects the top

k ones as the next generation by using Pareto optimality.

(2) Adaptive Variation. To increase the heritability of high-

fitness scenarios and the mutation of low-fitness scenarios, the

adaptive-crossover and adaptive-mutation probability are adopted

during the evolution of population.

Adaptive Crossover: the scenario with greater fitness has a

higher crossover probability, and vice versa. Specifically, for the sce-

nario program 𝑖 with fitness 𝑓𝑖 , LEADE first sets the crossover prob-

ability interval [𝑃𝐶𝑚𝑖𝑛, 𝑃𝐶𝑚𝑎𝑥 ] (here we set 𝑃𝐶𝑚𝑖𝑛 = 0.4, 𝑃𝐶𝑚𝑎𝑥 =

1, others can change values according to actual needs), and then

calculate the average fitness 𝑓𝑎𝑣𝑔 and maximum fitness 𝑓𝑚𝑎𝑥 of this

generation. The crossover probability 𝑃𝐶𝑖 is computed as follows.

𝑃𝐶𝑖 = 𝑃𝐶𝑚𝑎𝑥 − (𝑃𝐶𝑚𝑎𝑥 − 𝑃𝐶𝑚𝑖𝑛) 𝑓𝑚𝑎𝑥−𝑓𝑖
𝑓𝑚𝑎𝑥−𝑓𝑚𝑖𝑛

If 𝑃𝐶𝑖 > 𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑𝑐 , the scenario program will be added into the

crossover candidate set. For the scenarios with 𝑃𝐶 ≥ 𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑𝑐 ,

LEADE will conduct participant exchange or environment condi-

tion exchange across each two scenarios.

Adaptive Mutation: the scenario with smaller fitness has a

higher mutation probability, and vice versa. Specifically, for the

scenario program 𝑖 with the fitness 𝑓𝑖 , LEADE first sets the muta-

tion probability interval [𝑃𝑀𝑚𝑖𝑛, 𝑃𝑀𝑚𝑎𝑥 ] (here we set 𝑃𝑀𝑚𝑖𝑛 =

0, 𝑃𝑀𝑚𝑎𝑥 = 0.6, others can change their values according to actual

needs). The crossover probability 𝑃𝑀𝑖 is computed as follows:

𝑃𝑀𝑖 = (𝑃𝑀𝑚𝑎𝑥 − 𝑃𝑀𝑚𝑖𝑛) 𝑓𝑚𝑎𝑥−𝑓𝑖
𝑓𝑚𝑎𝑥−𝑓𝑚𝑖𝑛

If 𝑃𝑀𝑖 > 𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑𝑚 , LEADE will select the participant with the

minimum distance between ego vehicle during ego vehicle’s driving,

and then conduct value mutation on the participant’s waypoints or

environment parameters. Note that for each trajectory generated by

mutation, LEADE checks its feasibility by the general constraints

mentioned in 2.2.2 (2). For the infeasible trajectory, LEADE will

re-generate it by mutation.

3.2.3 Feedback-guided LLM’s Differential Seed Scenario Generation.
For the generated scenarios, LEADE executes them in the simulator

to test the ADS. During the adaptive evolutionary search, we find

that as the iterations increase, the evolutionary search is prone to

falling into local optimality, causing the newly generated safety-

violation scenarios to be similar as those generated in previous

generations. To address the problem, when the evolutionary search

gets stuck, LEADE generates differential seed scenarios for the next

generation, which can facilitate to exploring finding more diverse

safety-critical scenarios.

Specifically, when the saved individuals in three consecutive

generations keep the same, LEADE selects the safety-violation

scenarios generated by the previous iterations (represented as 𝑠𝑒),

and generates the feedback prompt using the rule 1 in Table 6.

The prompt generated by rule 1 is to promote LLM learn from the

characteristics of previously generated safety-violation scenarios

and create differential seed scenarios to explore more search space.

LEADE inputs the feedback prompt into the LLM, to utilize the

reasoning ability to generate differential seed scenarios.

However, the introduced differential seed scenarios may reduce

evolutionary search efficiency for safety-critical scenarios. To solve

the potential negative impacts of differential seed scenarios, during

the search process, when no safety-violation scenario occurs in

three consecutive generations, LEADE selects two representative

individuals (the scenario with highest fitness and lowest fitness

in that generation) from each of the previous three generations,

and generates the feedback prompt using rule 2 in Table 6. 𝑠 𝑓
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Table 6: Rules for feedback prompt generation

Rule

1

The ego vehicle occurred safety violations in 𝑠𝑒 . So they are what we want.

Please substantially alter them to generate new scenarios different from 𝑠𝑒

Rule

2

𝑠𝑙 create no challenge for ego vehicle. 𝑠 𝑓 create challenges for ego vehicle,

but not leading to safety violation of it. Please add new npc vehicles or

pedestrians, or substantially alter values of parameters to generate

more challengeable scenarios

are the selected high-fitness scenarios and 𝑠𝑙 are the selected low-

fitness scenarios. LEADE inputs the feedback prompt into the LLM,

which facilitates it modifying the scenarios most likely to lead to

safety violation of ego vehicle, to assisting find the safety-violation

scenario faster.

4 EVALUATION
To demonstrate the ability of LEADE,we apply it to test an industrial-

grade full-stack ADS, Apollo 7.0, which is widely used to control

AVs on public roads. To evaluate the efficiency and effectiveness of

LEADE, we answer the following research questions:

RQ1: How effective and efficient is LEADE in finding diverse

safety violations of Apollo?

RQ2: How beneficial is LEADE to creating high-quality first-

generation scenarios and addressing the local optimal?

4.1 Experiment Setup
We conducted the experiments on Ubuntu 20.04 with 500 GB mem-

ory, an Intel Core i7 CPU, and an NVIDIA GTX2080 TI. SORA-SVL

(an end-to-end AV simulation platform which supports connection

with Apollo) and San Francisco map are selected to execute the

generated scenarios. During the experiments, all modules of Apollo

are turned on, including perception module, localization module,

prediction module, routing module, planning module, and control

module. Apollo is equipped with a wide range of sensors, including

two camera sensors (one at the top and another in front of ego

vehicle), one GPS, one radar, one lidar.

The major safety requirements that LEADE concerns include:

the ADS should avoid collision with participants in scenarios, the

ADS should reach the destination. To monitor whether the ego

vehicle satisfies the safety requirements above, we define two speci-

fications: the distances between ego vehicle and participants during

the execution of scenarios, and the distances of ego vehicle and

destinations at the ending of scenario execution. Note that during

the scenario execution, AVUnit can ensure NPC vehicles and pedes-

trians move along the defined waypoints while following traffic

regulations (e.g, avoid colliding to other participants and ego ve-

hicle, move within the maximum speed of road, follow the lane

direction). Thus the collisions between ego vehicle and participant

are caused by the safety violations of ego vehicle.

There are some parameters of LEADE that needs to be defined:

𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑𝑚, 𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑𝑐 , 𝑘 . 𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑𝑚 is the threshold for individ-

ualmutation and 𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑𝑐 is the threshold for individual crossover.

To determine them, we tested different values within the range of

thresholds that existing genetic algorithms recommends [25], and

chose 0.3 for 𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑𝑚 and 0.7 for 𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑𝑐 respectively. 𝑘 is

the number of selected optimal individuals in each generation. To

balance the search effects and evolving costs, LEADE randomly

generates 𝑘 ∈ [4, 8] for the adaptive evolutionary search process.

4.2 Experiment Design
For RQ1, we run LEADE to generate scenarios and execute them

in the simulator to test Apollo. For the found safety-violation sce-

narios, we design a set of classification criteria to classify them,

and analyze the potential deficiencies and correct operations of

modules in Apollo.

We evaluate LEADE in comparison to two state-of-art techniques

that use genetic algorithm to find safety-violation scenarios of

Apollo: AV-Fuzzer and MOSAT. AV-Fuzzer evolves participant be-

haviors to expose safety violations, while MOSAT generates test

scenarios using atomic maneuvers and motif patterns. Both tech-

niques employ genetic algorithms for scenario optimization. We

run LEADE, AV-Fuzzer and MOSAT for the same amount of time,

and compare their effectiveness and efficiency from the following

aspects:

• How many types of Apollo safety violations can be found?

• How much time does it take to generate one scenario?

• Howmany scenarios are generated on average to find one safety-

violation of Apollo?

• How long does it take on average to expose the first safety

violation and all found types of safety violations of Apollo?

For RQ2, to evaluate the benefit of LEADE’s first-generation

scenario creation to efficiently finding safety violations of Apollo,

and that of LEADE’s addressing local optimal to effectively finding

more diverse types of safety violations of Apollo, we conduct the

ablation experiments of LEADE. Two variant versions 𝐿𝐸𝐴𝐷𝐸𝑟 and

𝐿𝐸𝐴𝐷𝐸𝑛 are implemented. 𝐿𝐸𝐴𝐷𝐸𝑟 creates the first-generation

individuals by random initialization of test scenarios, and 𝐿𝐸𝐴𝐷𝐸𝑛
evolves the test scenarios without differential random seed scenar-

ios. We run LEADE, 𝐿𝐸𝐴𝐷𝐸𝑟 and 𝐿𝐸𝐴𝐷𝐸𝑛 for the same amount of

time, and compare their effectiveness and efficiency.

To answer the research questions above, we run each experiment

for 24 hours. Note that to account for the randomness of search-

based techniques, the experiments were repeated 5 times, and the

results were computed and compared in the following.

4.3 Result Analysis: RQ1
For each run, on average, 3756 scenarios (min 3346 and max 4015)

are generated by LEADE and 313 (min 292 and max 355) out of

them have safety violations of ego vehicle. To better analyze the

potential deficiencies of Apollo, for each found safety-violation

scenario, we identify the essential participants that cause ego ve-

hicle’s safety violation. For an example, a found safety-violation

scenario is shown as Figure 5(a), the corresponding safety-violation

scenario with only essential participants is shown as Figure 5(b),

which means if any participant in (b) is removed from the scenario,

the safety violation of ego vehicle will not occur. To identify es-

sential participants of each safety-violation scenario, LEADE first

replays it by removing its participants one by one, and checking

whether the safety violation of ego vehicle can be reproduced.

To classify the found safety-violation scenarios into distinct

categories, we design a set of classification criteria considering the

following aspects: road type, driving task of ego vehicle, behaviors

of participants, the driving error of Apollo. Based on the criteria,

the safety-violation scenarios with only essential participants are

categorized into 10 distinct types (shown as Table 7), which are all
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Table 7: The found types of safety violations of Apollo

Type Road
type

Driving task
of EV

Participants Driving Error of Apollo
type initial position

relative to EV behavior

1 Intersection

Turn left 2 NVs left/right vertical lanes cross Misidentifying the speed of NPC vehicles driving one after the other

as the same, leanding to misjudgement of the speed of later vehiclesTurn right 2 NVs left vertical lanes cross

2

Multi-lanes

Straight road

Change lane left/

Change lane right
2 NVs

ahead on left/right lane

behind on left/right lane

drive along

accelerate

Ignore acceleration of NPC vehicle behind on adjacent

lane, leading to not keeping the safe distance

3 Intersection Cross 2 NVs left vertical lanes

cross

turn left

Mispredicting behaviors of vehicles driving side by side on vertical

lanes as the same, ignoring behavior changes of the one arriving later

4 Intersection Turn left/Cross 1 NV left vertical lanes turn left

When turning at connection area of junction, there is a delay

in processing and responding to right of way of turning vehicle

5

Multi-lanes

Straight road
Drive through 2 NVs

ahead on the same lane

ahead on adjacent lane

stop

decelerate
Disable to change lane again during driving

6 Intersection Turn right 1 NV left vertical lanes

stop at entrance

of EV’s turn-in lane
Disable to adjust route to another incoming lane during turning

7 Intersection

Turn left 2 NVs

the opposite side lanes

of the intersection
cross Inaccurate calculation of the distance and motion status of

two consecutive NPC vehicles passing through an intersection
Cross 2 NVs left/right vertical lanes cross

8 Intersection Cross

1 NV

1 P

ahead on left/right lane

left/right vertical lane

follow lane

cross

When participants in front perform abnormally actions (e.g.,emergen-

cy braking), EV is lack of prediction of potential dangers nearby

9

Multi-lanes

Straight road
Drive through 2 NVs ahead on the same lane drive slowly

Insufficient ability to cope with multiple slow-speed vehicles ahead,

leading to colliding with it when performing slow overtaking

10 Intersection

Turn right truck left vertical lane cross Lack of response to large vehicle dimensions when

EV accelerates, leading to no adjustment for lateral spacingCross truck right vertical lane turn right

a

b

Figure 5: An example of safety-violation scenario

revealed in the first 14 hours of each experiment. EV represents

the ego vehicle. NV represents NPC vehicles (2 NVs represents two

NPC vehicles), and P represents pedestrians. As the page limitation,

we select two types of safety-violation scenarios and explain them

in the following (EV represents the ego vehicle). The illustration for

other types of safety violations can be found in the safety violation

folder of https://github.com/ADStesting-test/Leade.

Examples of safety violation 7: As shown in Figure 6, in the

first scenario, EV is turning left. Vehicle𝑎 is crossing the intersection

from the opposite side lanes, and vehicle 𝑏 is following 𝑎 to cross

the intersection. Before EV starts to turn at the entrance of junction,

it identifies the right of way of 𝑎 and stops to let 𝑎 pass. When 𝑎

pass the junction, EV accelerates due to wrongly calculation of the

distance and speed of 𝑏, causing collision to 𝑏. The safety violation

of the second scenario is caused by the same error of EV.

Examples of safety violation 10: as shown in Figure 7, EV

is turning right. The truck 𝑎 on the left vertical lanes is crossing.

When EV starts to turn, 𝑎 is driving close to the adjacent lane of

Eg
o

a

b

Eg
o

a

b

Eg
o

a

b

Eg
o a

b

a

b

a

b

Figure 6: Two examples of safety violation 7

a

Eg
o

a a

Ego

Figure 7: An example of safety violation 10

EV’s destination. EV decelerates and turns right close to the right

corner and keeps a safe distance with 𝑎. However, when EV finishs

the turning, it accelerates close to the lane marking, not considering

the big size of 𝑎 and leading to the collision.

To compare the effectiveness and efficiency of LEADE to existing

state-of-art techniques that uses genetic algorithm to find safety

violations of Apollo, we run MOSAT and AV-Fuzzer on the same

road in San Francisco as LEADE. For the sake of fairness, in each

24-hour running, the number of individuals in each generation of

the three approaches are the same (ranging from 4 to 8 respectively

in the 5 times). Note that for each found safety-violation scenario,

we check whether the safety violation is caused by illegal actions

https://github.com/ADStesting-test/Leade
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Ego Ego Ego

Figure 8: An example of safety violation not caused by EV

Table 8: Comparison results of LEADE, MOSAT, AV-Fuzzer

LEADE MOSAT AV-Fuzzer
types of found SV 10 6 3

time for a scenario

(second)

min 21.5 23.2 64.0

max 25.8 26.9 49.8

avg 23.0 24.4 55.0

number of scenarios

to find one SV

min 10.1 61.0 96.4

max 13.7 65.9 192.6

avg 12 62.1 131

time to find the

first SV (min)

min 6 22 89

max 15 58 122

avg 11 46 98

time to find all

found types of SVs

(hour)

min 11.3 16.0 15.7

max 13.6 18.9 20.4

avg 12.9 18.1 19.2

of participants in the scenario, and analyze the safety violations

caused by ego vehicle. Figure 8 shows a safety violation that was

not caused by ego vehicle. The NPC vehicle d changes to the lane of

ego vehicle illegally and collides to the ego vehicle. For the found

safety violations caused by ego vehicle, we use the same criteria to

classify them. The experiment results are shown as Table 8. SV is

the abbreviation for âĂİsafety violation".

In each 24-hour running, MOSAT can find 6 types of safety viola-

tions of Apollo, and AV-Fuzzer can find 3 types of safety violations

of Apollo. On average, MOSAT generates 3541 test scenarios (min

3208 and max 3719), and 57 (min 49 and max 61) out of them occur

safety violations of ego vehicle. AV-Fuzzer generates 1572 test sce-

narios (min 1350 and max 1734), and 12 (min 9 and max 14) out of

them occur occur safety violations of ego vehicle.

LEADE finds 10 distinct types of safety violations of Apollo and

all of them occur in the first 14 hours. MOSAT finds 6 types of safety

violations and all of them occur in the first 19 hours. AV-Fuzzer

finds 3 types of safety violations and all of them occur in the first

21 hours. Moreover, it takes LEADE less time to find the first safety

violation of Apollo than MOSAT and AV-Fuzzer. Therefore, com-

pared with MOSAT and AV-Fuzzer, LEADE can find more types of

safety violations of Apollo in a shorter time. On average, one safety

violation of Apollo occurs in 12 scenarios generated by LEADE.

MOSAT generates 62 scenarios to find one safety violation of Apollo,

and AV-Fuzzer generates 131 scenarios to find one safety violation

of Apollo. The safety-violation exposure frequency in LEADE is

higher, which shows that LEADE can efficiently generate more

safety-critical scenarios. For the time cost of test scenario genera-

tion, LEADE takes 23 seconds to generate and run a scenario to test

Apollo. The time cost for one test scenario of MOSAT is 24 seconds

and that of AV-Fuzzer is 55 seconds. LEADE generates and executes

test scenarios with almost the same time cost as MOSAT, which is

less than AV-Fuzzer. The comparison results show that LEADE can

effectively generate more diverse safety-violation scenarios.

Table 9: Comparison results of LEADE, 𝐿𝐸𝐴𝐷𝐸𝑟 and 𝐿𝐸𝐴𝐷𝐸𝑛

LEADE 𝐿𝐸𝐴𝐷𝐸𝑟 𝐿𝐸𝐴𝐷𝐸𝑛

types of

found SV

10 10 6

time to find

the first SV

11min 39min 17min

generations to

find all SVs

14h 15h 22h

4.4 Result Analysis: RQ2
We run LEADE, 𝐿𝐸𝐴𝐷𝐸𝑟 and 𝐿𝐸𝐴𝐷𝐸𝑛 for 24 hours using the same

input scenario programs. We compare the three approaches from

the following aspects, and the results are shown as Table 9.

• Howmany types of safety violations of Apollo can be found?

• How long does it take on average to find the first safety-

violation scenario?

• How long does it take on average to find all found types of

safety-violation scenarios?

Table 9 shows that 𝐿𝐸𝐴𝐷𝐸𝑟 takes the most time to generate

the first safety-violation scenario. It can be seen from Figure ??
that in early-generation scenarios, the number of safety violations

exposed by 𝐿𝐸𝐴𝐷𝐸𝑟 is the least. We can conclude that LEADE’s

first-generation individual creation is helpful for generating high-

quality first-generation scenarios than random initialization.

For 𝐿𝐸𝐴𝐷𝐸𝑛 , the number of found safety violation types of ego

vehicle is fewer than LEADE and 𝐿𝐸𝐴𝐷𝐸𝑟 , and it takes more time

to generate all found types of ego vehicle’s safety violations. As

the iterations of evolutionary search increase, the growth of safety-

violation scenarios generated by 𝐿𝐸𝐴𝐷𝐸𝑛 is slowest. We can con-

clude that the differential seed scenarios of LEADE can help address

the local optimal and find more diverse types of ego vehicle’s safety

violations.

It’s worth noting that, during the iterations of LEADE and𝐿𝐸𝐴𝐷𝐸𝑟 ,

after a few types of safety violations have been found, the safety-

violation scenario generation grows faster. We analyze that it bene-

fits from the feedback-based differential seed scenario generation.

As the amount and types of discovered safety-violation scenarios

increase, that of feedback scenarios increase. LEADE can learn

more experience from diverse safety-violation scenarios, which can

improve the quality of the generated differential seed scenarios.

5 DISCUSSION
To leverage the LLM’s capability, LEADE inputs the prompt into

GPT-4 by sending API request, which brings extra time cost due

to waiting for the output of GPT. Generally, the time cost for each

request is about 40 seconds, which generates 6 scenarios on average.

The extra time cost for a scenario generated by GPT is 7 seconds. In

the future, we plan to solve it by employing the LLM locally, which

can further improve the efficiency of LEADE.

In the execution of AVUnit scenario programs, NPC vehicles

and pedestrians in the scenarios must strictly obey the traffic laws.

While this constraintmay lead to LEADEmissing few safety-violation

scenarios caused by anomalous actions of participants. Considering

that they lack practical significance, currently, the goal of ADS

testing is to find the safety violations caused by AV.
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Figure 9: The running results of LEADE, 𝐿𝐸𝐴𝐷𝐸𝑟 , 𝐿𝐸𝐴𝐷𝐸𝑛

6 CONCLUSION
In this paper, we propose an approach, LEADE, an LLM-enhanced

scenario generation approach for ADS testing. It leverages LLMâĂŹs

ability in program understanding to better comprehend the scenario

generation task and generate high-quality scenarios of the first gen-

eration. Based on them, LEADE adopts an adaptive multi-objective

genetic algorithm to search for diverse safety-critical scenarios. To

guide the search away from the local optima, LEADE leverages

LLMâĂŹs ability in quantitative reasoning to generate differential

seed scenarios. The experimental results show that LEADE can

effectively and efficiently generate safety-critical scenarios than

two state-of-the-art search-based ADS testing techniques.
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