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Abstract

Existing frameworks for assessing robustness
of large language models (LLMs) overly de-
pend on specific benchmarks, increasing costs
and failing to evaluate performance of LLMs in
professional domains due to dataset limitations.
This paper proposes a framework that systemat-
ically evaluates the robustness of LLMs un-
der adversarial attack scenarios by leverag-
ing knowledge graphs (KGs). Our framework
generates original prompts from the triplets
of knowledge graphs and creates adversarial
prompts by poisoning, assessing the robustness
of LLMs through the results of these adver-
sarial attacks. We systematically evaluate the
effectiveness of this framework and its modules.
Experiments show that adversarial robustness
of the ChatGPT family ranks as GPT-4-turbo
> GPT-4o > GPT-3.5-turbo, and the robustness
of large language models is influenced by the
professional domains in which they operate.

1 Introduction

Large language models (LLMs) have garnered sig-
nificant attention due to their exceptional perfor-
mance across various natural language process-
ing (NLP) tasks. However, as these models are
widely applied in critical domains, they also face
the risk of adversarial attacks triggered by prompts.
Adversarial attacks aim to mislead models into
making incorrect judgments through carefully de-
signed prompts, potentially causing severe damage
to users. Therefore, it is necessary to assess the
robustness of models against adversarial attacks
using adversarial robustness evaluations.

Existing adversarial robustness evaluation frame-
works for large language models (LLMs), like Ad-
vGLUE and PromptAttack, use specialized bench-
mark datasets that require extensive manual anno-
tation (Wang et al., 2021; Lin et al., 2021). This
not only limits their applicability but also increases
operational costs. Moreover, when LLMs are used

in specialized domains such as medicine or biology,
the mismatch between generic benchmark datasets
and the specific context can lead to inaccurate ro-
bustness evaluations. These limitations decrease
practicality of the frameworks and complicate the
robustness evaluation of LLMs.

Figure 1: Framework of Knowledge Graph Based
PromptAttack (KGPA)

This paper proposes an adversarial attack frame-
work (Knowledge Graph Based PromptAttack,
KGPA) utilizing knowledge graphs to generate
and poison prompts from graph triplets, evaluat-
ing LLM robustness. The generation of adversarial
prompts is meticulously crafted to optimize quality
and evaluation effectiveness. We apply this frame-
work to generate prompts from both general and
specialized domain knowledge graphs, evaluating
the resilience of multiple LLMs under adversarial
attack conditions. Specifically, our contributions
include:
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• We propose a new framework that efficiently
generates original and adversarial prompts
from triplets in knowledge graphs without
relying on specially constructed benchmark
datasets. This framework uses these prompts
in adversarial attacks to evaluate the robust-
ness of LLMs.

• For the KGPA framework, we meticu-
lously design modules for generating original
prompts, producing and optimizing adversar-
ial prompts, and selecting the most effective
adversarial prompts. We evaluate these mod-
ules through experiments and explore how
various settings within the modules affect the
results of adversarial attacks and robustness
evaluations.

• We confirm that the robustness of large lan-
guage models is influenced by the scope of
knowledge corresponding to the prompts. Al-
though the tested large language models have
roughly the same robustness ranking under
different knowledge graphs, the robustness
of the same large language model measured
on general or specialized domain knowledge
graphs is not similar.

2 Related Works

2.1 Robustness Evaluation of LLMs

Large language models (LLMs), such as the Chat-
GPT family and the Llama family, have attracted
much attention for their excellent performance in a
variety of natural language processing tasks (Tou-
vron et al., 2023; Brown et al., 2020). However, as
these models are widely used in critical domains
applications, assessing their robustness has also
become a hot research topic. There are four main
streams of work (Li et al., 2023; Ailem et al., 2024;
Zhuo et al., 2023) on robustness research: robust-
ness under distribution shift (Yang et al., 2023), ro-
bustness to adversarial attacks (Wang et al., 2023b;
Zhu et al., 2023), robustness to prompt formats and
instruction templates (Mizrahi et al., 2023; Voronov
et al., 2024; Weber et al., 2023) and robustness to
dataset bias (Gururangan et al., 2018; Niven and
Kao, 2019; Le Bras et al., 2020). Our work focus
on evaluating robustness to adversarial attacks of
LLMs.

Adversarial attacks aim to mislead the model
to make wrong judgments through well-designed

inputs, while adversarial robustness evaluation at-
tempts to determine and enhance robustness of the
model to these attacks. Current robustness eval-
uation frameworks for LLMs are mainly based
on specially constructed benchmark datasets (e.g.
the GLUE dataset (Wang et al., 2018) and ANLI
dataset (Nie et al., 2020)) for evaluating natural lan-
guage comprehension capabilities of LLMs (Goel
et al., 2021).

AdvGLUE and AdvGLUE++ (Wang et al.,
2023a) are two frameworks specifically designed
to evaluate the adversarial robustness of language
models. These frameworks challenge the ability to
make judgments under complex and subtle seman-
tic changes by providing a series of adversarial sam-
ples of models. AdvGLUE++ is a further extension
of AdvGLUE that introduces more adversarial sam-
ples, especially for new emerging LLMs such as
the Alpaca and Vicuna families (Taori et al., 2023;
Chiang et al., 2023).PromptAttack enhance the at-
tack power by ensembling adversarial examples
at different perturbation levels (Xu et al., 2023).
These evaluation frameworks exhibit a common
feature: testing and improving the robustness of
the model by constructing inputs that may cause
the model to misjudge. These inputs include both
subtle textual modifications and complex semantic
transformations, aiming to comprehensively evalu-
ate robustness of the model to various challenges
that may be encountered in real-world applications.

2.2 Attack Prompt Generation from KG

In evaluating robustness of LLMs, we need to
know whether they have such knowledge and
whether they can accurately express their knowl-
edge. Knowledge graph can help us generate attack
prompt with different diversities and complexities.
Knowledge graph (KG) is a graph structure for
representing knowledge, where nodes represent en-
tities or concepts and edges represent relationships
between these entities or concepts.

Some works use different methods to utilize
triplet from Knowledge Graphs generating ques-
tions (Seyler et al., 2017; Kumar et al., 2019; Chen
et al., 2023). Some works utilize the ability of
LLMs to generate questions from KGs (Guo et al.,
2022; Axelsson and Skantze, 2023). Recent works
(Luo et al., 2023, 2024) also discussed on evaluat-
ing factual knowledge of LLMs with the diverse
and well-coverage questions generated from KGs
and how KGs can be used to induce bias in LLMs.
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2.3 Few-Shot Attack Strategy

As the application of machine learning models, es-
pecially large language models, in various tasks be-
comes popular, the few-shot attack strategy has also
received considerable attention (Logan IV et al.,
2021; Meng et al., 2024). It utilizes adversarial
samples to evaluate and improve ability of the mod-
els to resist attacks. Adversary samples are mali-
cious samples that can cause models to make incor-
rect predictions, where an adversary adds a small
perturbation to the original benign sample that is
difficult for humans to detect, thus creating an ad-
versary sample that can deceive the target model.

The few-shot attack strategy is designed to ef-
ficiently execute attacks using only a small num-
ber of samples, which is particularly important for
evaluating newly emerging LLMs, typically require
large amounts of data for training and testing. At
the heart of the strategy is the fact that precisely
designed attacks can reveal potential weaknesses
in a model even with a limited number of samples.

3 Methodology

This section presents our Knowledge Graph based
PromptAttack (KGPA) framework, which converts
knowledge graph triplets into original prompts,
modifies them into adversarial prompts, selects suit-
able ones for attacks, and evaluates the robustness
of large language models using specific metrics.

3.1 Original Prompt Generation

The task of generating original prompts is accom-
plished by the Triplets to Prompts (T2P) module.
Our framework leverages facts stored in a knowl-
edge graph, organized as triplets (Subject, Pred-
icate, Object). It automatically generates origi-
nal prompts with three labels: "true" for prompts
representing correct knowledge, "entity_error" for
prompts with incorrect Subjects or Objects, and
"predicate_error" for prompts with incorrect Predi-
cates.

The T2P module begins by altering certain
triplets, swapping the Subject, Object, or Predi-
cate to create new triplets with either entity errors
(errors in the Subject or Object) or predicate errors.
As a result, the sentences generated by the T2P
module are tagged with one of three labels: "true",
"entity_error" or "predicate_error".

For converting triplets into prompts, we offer
two strategies: template-based and LLM-based.
This section details these strategies:

Template-Based Strategy Many knowledge
graphs use templates to illustrate connections be-
tween subjects and objects in sentences. For exam-
ple, the template for "place of birth" is:

[X]’s place of birth is [Y].

Here, [X] and [Y] represent the subject and object
of the triplet. Replacing these placeholders with
specific names, like [X] as Isaac Newton and [Y]
as England, the prompt becomes "Isaac Newton’s
place of birth is England."
LLM-based transformation strategie The LLM-
based transformation strategy involves feeding
triplets from a knowledge graph (Subject, Pred-
icate, Object) to a large language model, which
then generates descriptive sentences based on these
elements.

Figure 2: LLM-based transformation strategie example

The advantage of this transformation strategy is
that it generates sentences of higher quality that are
more easily understood by large language models.

3.2 Adversarial Prompt Generation
KGB-FSA module. This module generates a lim-
ited number of example prompts to implement a
few-shot attack strategy within the APGP module.
These example prompts must satisfy the following
two conditions: their semantics should be suffi-
ciently similar to the original prompts, and their
classification by the large language model should
differ from that of the original prompts, thus en-
abling effective adversarial attacks on the large
language model. The KGB-FSA module compre-
hensively performs the process from converting
triplets into sentences to using adversarial prompts
to attack the large language model. It also records
the prompts that successfully attack the large lan-
guage model as example prompts. The basic archi-
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tecture of the KGB-FSA module is illustrated in
the following Figure 3.

Figure 3: Knowledge graph-based few-shot attack strat-
egy module (KGB-FSA)

The design concept of this module is as follows:
The sentences generated by the T2P module are
first combined with the KGB-FSA_prompt tem-
plate and input into the large language model. The
KGB-FSA_prompt instructs the model to modify
the original sentences so that the new sentences re-
tain semantic consistency with the originals while
resulting in different classification outcomes by the
large language model. After the large language
model generates the sentences, the Prompt Re-
finement Engine (PRE) filters out those that are
not semantically consistent with the original sen-
tences. The sentences that pass through the PRE
module are then used to attack the large language
model. Those that successfully attack the model are
recorded as example prompts alongside the original
sentences.
Adversarial Prompt Generation Prompt
(APGP). This module randomly selects some
of the original prompts generated by the T2P
module and uses an APGP_prompt, similar to the
KGB-FSA_prompt, to guide the large language
model in modifying these original prompts. This
process generates adversarial prompts that can
be used to attack the model itself. Unlike the
KGB-FSA_prompt, the APGP_prompt includes
an optional few-Shot Attack Strategy, which
allows for the inclusion of example prompts
within the APGP_prompt to provide reference
points for the model in generating results. For
the sentences generated by the model, the KGPA
uses the PRE module to verify if they meet the
required semantic similarity and quality standards.
If they pass the PRE verification of module, the

generated prompts are output as results; otherwise,
the original prompts are output. Consequently,
the final output of the APGP module consists of
adversarial prompts. The basic structure of this
module is illustrated in Figure 4.
Prompt Refinement Engine (PRE). We propose
a new method LLMScore, offering several advan-
tages over traditional metrics like Word Error Rate
(WER) and BERTScore (Zhang et al., 2019). WER
measures the minimum number of substitutions, in-
sertions, and deletions needed to transform one text
into another, but it often fails to capture semantic
similarities. For instance, it might assign a high er-
ror rate to sentences that are semantically close but
lexically different. BERTScore improves by using
cosine similarity of word embeddings to evaluate
semantic similarity, but it can still misjudge sen-
tences that differ significantly in context-specific
meaning. LLMScore, however, leverages the large
language model itself to assess the quality and se-
mantic similarity of generated sentences compared
to the original sentences. The score ranges from -1
to 1, with higher values indicating greater semantic
similarity and quality. The PRE uses this score
to filter generated sentences, comparing the LLM-
Score to a threshold, tau_llm. If the LLMScore
meets or exceeds this threshold, the sentence is
considered semantically similar and of high quality.
This approach ensures that the adversarial prompts
generated are both effective and of high quality,
enhancing the robustness evaluation of large lan-
guage models. The basic structure of this module
is illustrated in Figure 5.

3.3 Robustness Evaluation Metrics
After the APGP module generates adversarial
prompts, we direct the large language model to clas-
sify both the original and the adversarial prompts.
We assess model robustness using three key met-
rics: Natural Response Accuracy (NRA), Ro-
bust Response Accuracy (RRA), and Adversarial
Success Rate (ASR). Assume the original set of
prompts is P , and the adversarial set of prompts
generated from P is P ′. Let p be an element in
P , with its corresponding element in P ′ being p′.
L(p) represents the classification label given by
the large language model L to p, and T (p) denotes
the true label of p and p′. N(k) is the number of
elements satisfying condition k. The formulas for
the three key metrics of the prompt set P on the
large language model L are as follows:
Natural Response Accuracy (NRA). This method
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Figure 4: APGP: Adversarial prompt generation

Figure 5: The basic architecture of prompt refinement
engine (PRE) module

quantifies the ability of model to accurately classify
original prompts, reflecting its understanding of the
knowledge in the knowledge graph:

NRA(P,L) =
N(p ∈ P&L(p) = T (p))

N(p ∈ P )
(1)

Robust Response Accuracy (RRA). This method
evaluates the robustness of model by measuring its
accuracy against adversarial prompts, indicating
how well it can maintain classification integrity
under potential disruptions:

RRA(P,L) =
N(p ∈ P&L(p′) = T (p))

N(p ∈ P )
(2)

Adversarial Success Rate (ASR). This method is
a key metric for evaluating the robustness of LLMs
when facing adversarial attacks. A high ASR indi-
cates significant impact by the attacks, suggesting
lower robustness, whereas a low ASR signifies a
stronger resistance and higher robustness:

ASR(P,L) = N(p∈P&L(p)=T (p)&L(p′ )̸=T (p))
N(p∈P&L(p)=T (p)) (3)

4 Experiments

4.1 Arrangement
The following two knowledge graphs are general
domain knowledge graph datasets: Google-RE
(Petroni et al., 2019) and T-REx (Elsahar et al.,

2018). The following two are specialized domain
knowledge graph datasets: UMLS (Bodenreider,
2004) and WikiBio (Sung et al., 2021). The large
language models of the ChatGPT family used for
prompt adversarial attacks and robustness evalua-
tion include GPT-3.5-turbo, GPT-4-turbo, and GPT-
4o. In most experimental settings, the threshold
for the Prompt Refinement Engine (PRE) module,
tau_llm, is set to 0.92.

4.2 Robustness Evaluation of ChatGPT
Family

Results and Analysis. Figure 6 presents the av-
erage robustness test results for three large lan-
guage models from the ChatGPT family across
four knowledge graph datasets. The tests examine
three distinct scenarios: (1) Performance of each
model on each dataset using the template-based
T2P module with a few-shot attack strategy. (2)
Performance using the LLM-based T2P module
with a few-shot attack strategy. (3) Performance
using the template-based T2P module without the
few-shot attack strategy. This comprehensive anal-
ysis highlights the differences in model robustness
across various domains.
ASR values. In Figure 6, the ASR values indicate
a robustness hierarchy of GPT models as follows:
GPT-4-turbo > GPT-4o > GPT-3.5-turbo. This rank-
ing corresponds to the robustness predictions made
in this paper for these three large language models.
OpenAI provides GPT-4o and GPT-3.5 as free ser-
vices, highlighting their utility, whereas GPT-4 is a
premium service, potentially reflecting its superior
robustness.

GPT-4o, released after GPT-3.5, appears to trade
some robustness for efficiency. This trade-off is
evident in general domain datasets like T-REx and
Google-RE, where GPT-4o significantly outper-
forms GPT-3.5-turbo in robustness against adver-
sarial attacks. However, in specialized domains
such as UMLS and WikiBio, GPT-4o and GPT-3.5-
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turbo show similar robustness, with GPT-4o even
slightly underperforming in the WikiBio dataset.
This suggests that while GPT-4o is well-suited for
general applications, its effectiveness in specialized
domains may be limited.

Figure 6: ASR values of the three LLMs on each knowl-
edge graph

The analysis also reveals consistent robustness
within the same domain for each model, under-
scoring the models’ domain-specific performance.
GPT-3.5-turbo shows better robustness in special-
ized domains compared to general domains, while
GPT-4-turbo and GPT-4o are more robust in gen-
eral domains. This highlights the influence of
model design and training data: GPT-4 family mod-
els are optimized for broader applicability, whereas
GPT-3.5 may benefit more from specialized train-
ing.
NRA values. Figure 7 illustrates the NRA val-
ues of GPT-3.5-turbo and the GPT-4 family across
four datasets, focusing on their performance under
non-adversarial prompts. The data reveals that all

Figure 7: NRA values of the three LLMs on each knowl-
edge graph

models generally perform better on general domain
datasets compared to specialized domains, demon-
strating a stronger command of broad knowledge.
However, this trend is more pronounced in the GPT-
4 family, highlighting its design focus on general-
ization. In contrast, GPT-3.5-turbo, which includes
training on specialized fields, shows a closer perfor-
mance gap between general and specialized knowl-

edge domains. This distinction may underscore
the influence of model design and training dataset
selection on the models’ capabilities in handling
knowledge from different domains.
RRA values. In analyzing the performance of GPT-
4-turbo and GPT-4o, it’s evident from Figure 7 that
both models exhibit similar NRA values, indicating
comparable understanding and response accuracy
to non-adversarial prompts under normal condi-
tions. However, Figure 6 highlights a significant
disparity in their robustness, with GPT-4-turbo out-
performing GPT-4o in adversarial situations.

The following discussion will focus on the RRA
values, as shown in Figure 8. These values measure
the accuracy of responses to adversarial prompts us-
ing the T2P module and few-shot attack strategies.
Despite a general decline in accuracy under adver-
sarial attacks for both models, GPT-4-turbo con-
sistently maintains higher accuracy than GPT-4o
across different datasets, highlighting its superior
robustness..

Figure 8: RRA values of GPT-4-turbo and GPT-4o on
various knowledge graphs

This comparison undermines the hypothesis that
prompts answered correctly under adversarial con-
ditions would similarly be answered correctly un-
der normal scenarios. For instance, the RRA of
GPT-4-turbo in the T-REx dataset is 0.567, slightly
lower than its NRA of 0.606. This discrepancy,
alongside an actual ASR of 0.048, lower than the
0.064 expected under the hypothesis, suggests that
some prompts may yield different responses un-
der normal and adversarial conditions, highlighting
an inherent randomness in large language model
responses. Nonetheless, these metrics effectively
demonstrate the robustness of large language mod-
els and the relative strengths between different mod-
els.
Comparison Analysis. This section evalu-
ates the KGPA framework against other robust-
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Figure 9: ASR values obtained by each framework from
robustness attacks on GPT-3.5

ness frameworks like AdvGLUE, AdvGLUE++,
PromptAttack-EN, and PromptAttack-FS-EN, fo-
cusing on three key aspects: adversarial success
rates (ASR), reliability, and usage costs.According
to Figure 9, ASR of KGPA for GPT-3.5 is slightly
lower than that of PromptAttack-FS-EN, but higher
than PromptAttack-EN and significantly higher
than both versions of AdvGLUE. This demon-
strates KGPA’s effectiveness in generating challeng-
ing adversarial samples and in robustness evalua-
tion, offering a broad spectrum for assessing model
robustness.
Accuracy. Conclusions for KGPA align with the
parameter sizes and actual performance of models
when evaluating GPT-3.5-turbo, GPT-4-turbo, and
GPT-4o, i.e., GPT-4-turbo > GPT-4o > GPT-3.5-
turbo. In contrast, other frameworks incorrectly
concluded that Llama2-13B is less robust than
Llama2-7B, despite Llama2-13B having nearly
twice the parameters.
Usage Cost. AdvGLUE and similar frameworks
incur high usage costs due to their reliance on man-
ually annotated benchmark datasets, which may
not accurately reflect robustness in specialized do-
mains. Conversely, KGPA reduces costs by us-
ing automatically constructed knowledge graph
datasets, providing broad applicability across vari-
ous domains.

In summary, compared to other existing robust-
ness evaluation frameworks, KGPA not only has
lower usage costs but also demonstrates excellent
performance in evaluating large language model
robustness.

4.3 Experimental Analysis of KGPA Modules

This analysis synthesizes outcomes from three
KGPA components to assess their combined effect
on model robustness. It explores prompt strate-

gies of T2P, evaluates the few-shot efficacy of at-
tack, and examines PRE module thresholds, un-
derscoring their impact on accuracy and adversar-
ial responses. Module of PRE threshold settings,
highlighting their impact on adversarial attack and
robustness evaluation.
T2P Strategies: Template vs. LLM-Based. We
implemented a few-shot attack strategy with the
module of PRE threshold set to 0.92, yielding ASR
values for both template and LLM-based strategies
in the T2P module as shown in Table 1. Analysis
of Table 1 indicates that for the same knowledge
graph dataset, ASR values for three LLMs rank
as GPT-3.5-turbo > GPT-4o > GPT-4-turbo with
unchanged generation strategies in the T2P module.
Furthermore, T2P modules with LLM-based strate-
gies outperformed template-based ones, suggesting
that LLM-based strategies are more effective for
robust LLM evaluation and adversarial attacks.
Few-Shot Attack Strategy: Adversarial Impact.
We categorize knowledge graph datasets into gen-
eral (T-REx, Google-RE) and specialized domains
(UMLS for medicine, WikiBio for biology). By
calculating average ASR values, we assess the ro-
bustness of each large language model across these
datasets, summarized in Figures 10 and 11. "FSA"
denotes inclusion of few-sample attack strategies,
while "NO-FSA" indicates their absence. The
graphs show that the KGPA framework achieves
higher ASR values with FSA than without. How-
ever, GPT-4o scores higher on specialized domain
datasets without FSA, suggesting better suitability
for general domains.

Figure 10: ASR comparison of LLMs on general do-
mains with and without few-sample attack strategies

PRE Threshold: Effects on Robustness Evalua-
tion. The KGPA framework uses the PRE module
to filter out low-quality or altered prompts from the
APGP module, ensuring high-quality adversarial
samples. Figure 12 shows that with tau_llm be-
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Model T2P T-REx Google-RE UMLS WikiBio

GPT-3.5-turbo LLM-Based 0.448 0.737 0.455 0.600
Template-Based 0.419 0.391 0.231 0.444

GPT-4-turbo LLM-Based 0.063 0.095 0.347 0.267
Template-Based 0.063 0.159 0.162 0.206

GPT-4o LLM-Based 0.133 0.492 0.417 0.361
Template-Based 0.250 0.364 0.341 0.333

Table 1: ASR: Comparison of LLM-based and template-based strategies across knowledge graphs

Figure 11: ASR comparison of LLMs on specialized
domains with/without few-sample attack strategies

low 0.9, ASR differences between GPT-3.5-turbo
and GPT-4.0-turbo are minimal. Raising tau_llm
above 0.9 widens the ASR gap, stabilizing ASR of
GPT-3.5-turbo and decreasing GPT-4-turbo. Based
on Figure 13, this occurs because removing low-
quality prompts makes adversarial prompts of GPT-
4-turbo closer to the original. Since the LLM used
by the PRE module to calculate the LLMScore is
the same LLM being evaluated for robustness, it
reflects the corresponding LLM’s robustness. Thus,
tau_llm was set at 0.92 for most experiments.

Figure 12: ASR values at different tau_llm thresholds
(Dashed line: Fitted curve)

Figure 13: RRA values at different tau_llm thresholds
(Dashed line: Fitted curve)

5 Conclusion

We propose a knowledge graph-based systematic
framework to evaluate the robustness of large lan-
guage models (LLMs) in adversarial attack environ-
ments across different domains. The experiments
assessed the robustness of several models in the
ChatGPT family and analyzed the factors affect-
ing the Adversarial Success Rate (ASR) within the
framework, studying the differences in LLM ro-
bustness across various domains. Our research con-
tributes to the study of LLM robustness evaluation
and adversarial attacks.

Limitations

The limitations of our work includes:

• Types of problems for evaluating LLM robust-
ness. In the KGPA framework, we require the
LLM to perform classification tasks to assess
the robustness of large language models; in
future research, we plan to enrich the types
of problems by including types such as short
answer questions and true/false questions, to
conduct a more comprehensive evaluation of
the LLM of robustness.
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• Details of the PRE Module. In the KGPA
framework, the PRE module is designed to fil-
ter qualified adversarial prompts based on the
large language model’s self-assessment score,
LLMScore. As the current scoring method
is somewhat rudimentary, we intend to refine
the scoring criteria and evaluate appropriate
threshold settings to better tailor the LLM-
Score to the needs of the PRE module’s filter-
ing tasks.

References
Melissa Ailem, Katerina Marazopoulou, Charlotte

Siska, and James Bono. 2024. Examining the
robustness of llm evaluation to the distributional
assumptions of benchmarks. arXiv preprint
arXiv:2404.16966.

Agnes Axelsson and Gabriel Skantze. 2023. Using
large language models for zero-shot natural language
generation from knowledge graphs. arXiv preprint
arXiv:2307.07312.

Olivier Bodenreider. 2004. The unified medical lan-
guage system (umls): integrating biomedical termi-
nology. Nucleic acids research, 32(suppl_1):D267–
D270.

Tom Brown, Benjamin Mann, Nick Ryder, Melanie
Subbiah, Jared D Kaplan, Prafulla Dhariwal, Arvind
Neelakantan, Pranav Shyam, Girish Sastry, Amanda
Askell, et al. 2020. Language models are few-shot
learners. Advances in neural information processing
systems, 33:1877–1901.

Yu Chen, Lingfei Wu, and Mohammed J Zaki. 2023.
Toward subgraph-guided knowledge graph question
generation with graph neural networks. IEEE Trans-
actions on Neural Networks and Learning Systems.

Wei-Lin Chiang, Zhuohan Li, Zi Lin, Ying Sheng,
Zhanghao Wu, Hao Zhang, Lianmin Zheng, Siyuan
Zhuang, Yonghao Zhuang, Joseph E. Gonzalez, Ion
Stoica, and Eric P. Xing. 2023. Vicuna: An open-
source chatbot impressing gpt-4 with 90%* chatgpt
quality.

Hady Elsahar, Pavlos Vougiouklis, Arslen Remaci,
Christophe Gravier, Jonathon Hare, Frederique Lafor-
est, and Elena Simperl. 2018. T-rex: A large scale
alignment of natural language with knowledge base
triples. In Proceedings of the Eleventh International
Conference on Language Resources and Evaluation
(LREC 2018).

Karan Goel, Nazneen Rajani, Jesse Vig, Samson Tan,
Jason Wu, Stephan Zheng, Caiming Xiong, Mohit
Bansal, and Christopher Ré. 2021. Robustness gym:
Unifying the nlp evaluation landscape. arXiv preprint
arXiv:2101.04840.

Shasha Guo, Jing Zhang, Yanling Wang, Qianyi Zhang,
Cuiping Li, and Hong Chen. 2022. Dsm: Question
generation over knowledge base via modeling diverse
subgraphs with meta-learner. In Proceedings of the
2022 Conference on Empirical Methods in Natural
Language Processing, pages 4194–4207.

Suchin Gururangan, Swabha Swayamdipta, Omer Levy,
Roy Schwartz, Samuel Bowman, and Noah A Smith.
2018. Annotation artifacts in natural language infer-
ence data. In Proceedings of the 2018 Conference of
the North American Chapter of the Association for
Computational Linguistics: Human Language Tech-
nologies, Volume 2 (Short Papers), pages 107–112.

Vishwajeet Kumar, Yuncheng Hua, Ganesh Ramakrish-
nan, Guilin Qi, Lianli Gao, and Yuan-Fang Li. 2019.
Difficulty-controllable multi-hop question generation
from knowledge graphs. In The Semantic Web–ISWC
2019: 18th International Semantic Web Conference,
Auckland, New Zealand, October 26–30, 2019, Pro-
ceedings, Part I 18, pages 382–398. Springer.

Ronan Le Bras, Swabha Swayamdipta, Chandra Bha-
gavatula, Rowan Zellers, Matthew Peters, Ashish
Sabharwal, and Yejin Choi. 2020. Adversarial fil-
ters of dataset biases. In International conference on
machine learning, pages 1078–1088. Pmlr.

Xinzhe Li, Ming Liu, Shang Gao, and Wray Buntine.
2023. A survey on out-of-distribution evaluation of
neural nlp models. arXiv preprint arXiv:2306.15261.

Stephanie Lin, Jacob Hilton, and Owain Evans. 2021.
Truthfulqa: Measuring how models mimic human
falsehoods. arXiv preprint arXiv:2109.07958.

Robert L Logan IV, Ivana Balažević, Eric Wallace,
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A Experimentation Details

A.1 Dataset
In this experiment, we divided the knowledge
graph dataset into two categories based on the
scope of knowledge represented by the knowledge
graphs, including the general domain knowledge
graph datasets and the specialized domain knowl-
edge graph datasets. The general domain knowl-
edge graph datasets include T-REx and Google-
RE, while the specialized domain knowledge graph
datasets include UMLS and WikiBio.

• T-REx (Elsahar et al., 2018): Originating from
Wikipedia, this is a general domain knowl-
edge graph that records a large number of
predicates and entities belonging to various
fields.

• Google-RE (Petroni et al., 2019): The dataset
information, sourced from Wikipedia, primar-
ily records the birth and death locations and
birthdates of various individuals. Although
this information may make the dataset appear
to be a specialized domain knowledge graph,
we consider it a general domain knowledge
graph due to the widely known nature of the
information included.

• UMLS (Bodenreider, 2004): This is a spe-
cialized knowledge graph in the medical field,
constructed by experts in the domain, and it
contains information about various medical
concepts and their relationships.

• WikiBio (Sung et al., 2021): This dataset is
constructed by extracting biology-related in-
stances from Wikidata—one of the largest
knowledge graphs in the world—and is a spe-
cialized knowledge graph in the field of biol-
ogy.

A.2 Implementations
Large Language Model. We have utilized several
models from the ChatGPT family, including GPT-
3.5-turbo, GPT-4-turbo, and GPT-4o. The large
language models were accessed via paid APIs to
complete relevant robustness evaluation tasks.
Prompt Generation and Response Processing.
We set the ratio of the three labels "true," "en-
tity_error," and "predicate_error" for the generated
prompts to 1:1:1. To extract the classification re-
sults from responses of the LLM for the classifi-
cation task, we employed string matching. If a

response matches one of the aforementioned three
labels and the label is the correct one, classifica-
tion of the LLM is deemed correct; otherwise, it is
considered incorrect.

B Original Experimental Results

In Tables 2 to 10, we present partial results of
the experiments. The labels of the tables include
the name of the data (ASR, NRA, or RRA), the
Original Prompt generation strategy used in the
T2P module (template-based and LLM-based), and
whether a few-shot attack strategy is employed
(FSA: Yes; NO-FSA: No). The threshold tau_llm
for the PRE module is set at 0.92. In the GPT
column, 3.5, 4, and 4o respectively represent GPT-
3.5-turbo, GPT-4-turbo, and GPT-4o.

GPT T2P T-REx Google-RE UMLS

3.5 0.448 0.737 0.455 0.600
4 0.063 0.095 0.347 0.267
4o 0.133 0.492 0.417 0.361

Table 2: ASR: T2P: LLM-based && FSA

GPT T2P T-REx Google-RE UMLS

3.5 0.779 0.751 0.231 0.444
4 0.062 0.159 0.162 0.206
4o 0.250 0.364 0.341 0.333

Table 3: ASR: T2P: Template-based && FSA

GPT T2P T-REx Google-RE UMLS

3.5 0.828 0.604 0.524 0.059
4 0.018 0.032 0.140 0.100
4o 0.143 0.387 0.400 0.486

Table 4: ASR: T2P: Template-based && NO-FSA

GPT T2P T-REx Google-RE UMLS

3.5 0.279 0.183 0.212 0.192
4 0.606 0.604 0.471 0.288
4o 0.577 0.567 0.462 0.346

Table 5: NRA: T2P: LLM-based && FSA
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GPT T2P T-REx Google-RE UMLS

3.5 0.298 0.442 0.250 0.087
4 0.615 0.606 0.356 0.327
4o 0.615 0.529 0.423 0.288

Table 6: NRA: T2P: Template-based && FSA

GPT T2P T-REx Google-RE UMLS

3.5 0.278 0.461 0.202 0.163
4 0.548 0.596 0.481 0.288
4o 0.606 0.596 0.481 0.337

Table 7: NRA: T2P: Template-based && NO-FSA

GPT T2P T-REx Google-RE UMLS

3.5 0.154 0.048 0.115 0.077
4 0.567 0.365 0.308 0.222
4o 0.500 0.288 0.269 0.222

Table 8: RRA: T2P: LLM-based && FSA

GPT T2P T-REx Google-RE UMLS

3.5 0.173 0.269 0.192 0.048
4 0.577 0.510 0.298 0.260
4o 0.462 0.337 0.279 0.192

Table 9: RRA: T2P: Template-based && FSA

GPT T2P T-REx Google-RE UMLS

3.5 0.048 0.183 0.096 0.154
4 0.538 0.577 0.413 0.260
4o 0.519 0.365 0.288 0.173

Table 10: RRA: T2P: Template-based && NO-FSA

C Prompt Templates

In this section, we introduce the prompt templates
used in the KGPA framework, including those in
the T2P module, KGB-FSA module, PRE module,
APGP module, and the Robustness Evaluation part,
and explain their meanings.

C.1 T2P_prompt

The "T2P_prompt" is a prompt template in the T2P
module as shown in Figure 2, incorporating triplet

components to guide large language model out-
puts, distinct from template-based strategies. High-
lighted in red in Table 11, specific template parts
require replacement with actual triplet data. This
method enables LLM-based strategy in T2P mod-
ule to convert knowledge graph triplets into syn-
tactically correct, natural-sounding sentences by
leveraging the large model.

C.2 KGB-FSA_prompt
The "KGB-FSA_prompt" (referenced in Table 12)
instructs the model to modify a sentence to retain
semantic consistency with the original while aim-
ing for different classification outcomes. The tem-
plate highlights replacement parts in red: "Sen-
tence" for the original sentence, "Ground Truth
Label" for the actual label, and "Other Labels"
for alternative labels. Success is achieved if the
modification preserves the original meaning but
potentially causes classification discrepancies.

C.3 PRE_prompt
Combine the generated sentence from a large
language model (Generated Sentence) with the
original sentence (Original Sentence) using the
PRE_prompt template (as shown in Table 13), and
input them together into the large language model.
The model evaluates the semantic similarity and
quality of the generated sentence to produce a score
ranging from -1 to 1, called the LLMScore. A
higher LLMScore indicates greater semantic simi-
larity and higher quality of the generated sentence.
The parts in red need to be replaced with the origi-
nal and generated sentences.

C.4 APGP_prompt
The APGP_prompt (as shown in Table 14) is simi-
lar to the KGB-FSA_prompt, requiring the LLM to
generate adversarial prompts. The distinction lies
in the APGP_prompt offering an optional few-shot
Attack Strategy, which allows for the inclusion of
example prompts within APGP_prompt to guide
the large model in generating results.

C.5 Prompt Template Used in Robustness
Evaluation Part

Using the prompts shown in Table 15, require the
LLM to perform the classification task as specified
in the prompt, and provide the classification results.
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T2P_prompt

Here is a triplet (subject, predicate, object) extracted from knowledge graph:
The subject: Subject; The predicate: Predicate; The object: Object;
Now create a statement describing this triplet. Tips: Do not care about whether this triplet is true, and do
not change the meaning of the predicate.
Just give the statement. Statement:

Table 11: T2P_prompt: Generating original prompts

KGB-FSA_prompt

The original sentence "Sentence" is classified as Ground Truth Label.
Your task is to generate a new sentence which must satisfy the following conditions:
1. Keeping the semantic meaning of the new sentence unchanged;
2. The new sentence should be classified as Other Labels
You can finish the task by modifying sentence using the following guidance: Paraphrase the sentence ;
Only output the new sentence without anything else. Sentence ->

Table 12: KGB-FSA_prompt: Generating adversarial prompt examples

PRE_prompt

Task Description:
you are required to assess the quality of a piece of generated text, as well as its semantic similarity and
overall quality in relation to a provided reference text.
Input Data: Reference Text: Original Sentence; Candidate Text: Generated Sentence
Scoring Guidelines: Please rate the candidate text according to the following criteria, with scores
ranging from -1 to 1, where 1 represents a perfect match, and -1 represents a complete mismatch. The
score can be a decimal
Just give the score, and the Score needs to be a three-digit decimal representation, score:

Table 13: PRE_prompt: Generating LLMScore

APGP_prompt

The original sentence "Sentence" is classified as Ground Truth Label.
Your task is to generate a new sentence which must satisfy the following conditions:
1. Keeping the semantic meaning of the new sentence unchanged;
2. The new sentence should be classified as Other Labels
You can finish the task by modifying sentence using the following guidance: Paraphrase the sentence;
(Here is an example that fit the guidance: Few-shot Example Original Sentence -> Few-shot Example
Generated Sentence)
Only output the new sentence without anything else.
Sentence ->

Table 14: APGP_prompt: Generating adversarial prompts

Prompt Template Used in Robustness Evaluation Part

Appraise the category of a sentence derived from a triplet (subject, predicate, object) and decide if it is
’true’, ’entity_error’ or ’predicate_error’:
Sentence

Table 15: Prompt template used in robustness evaluation part
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