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Trusting code in the wild: Exploring contributor reputation measures to review
dependencies in the Rust ecosystem

Sivana Hamer, Nasif Imtiaz, Mahzabin Tamanna, Preya Shabrina, and Laurie Williams

Abstract—Developers rely on open-source packages and must review dependencies to safeguard against vulnerable or malicious
upstream code. A careful review of all dependencies changes often does not occur in practice. Therefore, developers need signals to
inform of dependency changes that require additional examination. The goal of this study is to help developers prioritize dependency
review efforts by analyzing contributor reputation measures as a signal. We use network centrality measures to proxy contributor
reputation using collaboration activity. We employ a mixed method methodology from the top 1,644 packages in the Rust ecosystem to
build a network of 6,949 developers, survey 285 developers, and model 5 centrality measures. We find that only 24% of respondents
often review dependencies before adding or updating a package, mentioning difficulties in the review process. Additionally, 51% of
respondents often consider contributor reputation when reviewing dependencies. The closeness centrality measure is a significant
factor in explaining how developers review dependencies. Yet, centrality measures alone do not account for how developers choose to
review dependencies. We recommend that ecosystems like GitHub, Rust, and npm implement a contributor reputation badge based on

our modeled coefficients to aid developers in dependency reviews.

1 INTRODUCTION

Modern software relies on open-source packages in its sup-
ply chain. However, the dependence on open-source pack-
ages has opened up new attack vectors as vulnerable and
malicious code can infiltrate, propagating to downstream
dependents [1]. An example of such an attack is the xz
backdoor. xz-utils is a data compression library used, among
others, in Linux distributions [2]]. In March 2024, malicious
commits in xz-utils introduced a backdoor affecting SSH
as a dependent [3]. The United States Cybersecurity and
Infrastructure Security Agency (CISA) and Red Hat released
a security advisory due to the severity of the attack [4], [5].
The software supply chain community has recom-
mended security safeguards against attacks, such as review-
ing the package code before adding or updating a dependency 6],
[7]. Selecting a trustworthy and audited dependency version
can safeguard the dependent. For the upstream, developers
should carefully review incoming changes [8]], [9]]. If no vulnera-
ble or malicious code is introduced in dependencies, depen-
dents remain unaffected. Practitioners have, consequently,
incorporated reviews in software supply chain solutions.
Examples include Supply chain Levels for Software Artifacts
(SLSA) [10], OpenSSEF Scorecard [11], and cargo-crev [12].
However, reviewing all changes within the software
supply chain often does not occur in practice and is diffi-
cult for developers. Only 30% to 34% of packages within
open-source ecosystems review their code [13]. Even when
developers review, only 11% of package updates have all
code reviewed [14]. For the same reason, in a survey of 134
developers and 17 security experts, Ladisa et al. [9] found
that reviews are the best software supply chain safeguard
but are among the most costly [9]. Although research has
studied how developers choose dependencies [15]-[17] and
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review code within their projects [18]-[20], less attention
has been given to proposing measures that can be used
as signals for dependency review. Therefore, developers
need measures to identify dependency changes requiring
additional examination.

The goal of this study is to help developers priori-
tize dependency review efforts by analyzing contributor
reputation measures as a signal. To that end, we study
with mixed methods the Rust ecosystem —that is— the
packages hosted on Crates.io [21]. We leverage a developer
social network [22] to calculate centrality measures as a
proxy for contributor reputation [23] within the network.
Hence, we construct a social network of developers from
the most downloaded 1,644 Rust packages based on file
co-edition and author-reviewer collaboration activity. We
then gathered the associated developer network centrality
measures. We investigate the following research questions:

RQ1: How do developers choose to review depen-
dencies in the Rust Ecosystem?

Towards RQ1, we surveyed 285 Rust developers to un-
derstand what strategies developers use, how developers
recognize other members within the community, and how
developers review upstream changes based on contributor
identity. We quantitatively and qualitatively analyze the
responses. Among our findings, only 24% of respondents re-
viewed dependencies, mentioning reviewing all dependen-
cies changes as infeasible. Thus, developers mentioned em-
ploying strategies to reduce the review level. The highest-
rated factor considered by 51% of respondents for depen-
dency reviews was contributor reputation.

RQ2: How can network centrality measures, as
proxies for contributor reputation, signal the need
to review dependencies?

Towards RQ2, we employed multivariate mixed-effect
linear regression models to determine the effectiveness of
network centrality measures in predicting the level of de-
pendency review. We find that the centrality measure, close-



ness centrality, was a statistically significant variable across
our models, explaining the level of review for a dependency.
Still, at most, the centrality measures could account for 13%
of the models’ variation. Hence, though centrality measures
can serve as a signal for dependency review, developers also
use other non-contributor reputation factors.

We provide recommendations for ecosystems, develop-
ers, and researchers based on our findings. Among our rec-
ommendations, ecosystems should provide a badge indicat-
ing reputed contributors in the community. Ecosystems can
calculate contributor reputation using network centrality
measures and our modeled coefficients. With a standard-
ized ecosystem-level badge, we can support developers in
dependency reviews in the software supply chain.

In summary, our contributions are: (1) a network
centrality measure solution to help prioritize dependency
review efforts; (2) empirical insights on how developers
choose to review dependencies with an available codebook;
(3) models to predict dependencies’ level of review using
network centrality scores; @ a list of role-based recommen-
dations from our findings to guide developer dependency
review efforts; and (5) empirical insights on the developer
community structure through a social network of Rust with
an available collaboration activity dataset.

The Institutional Review Board (IRB) approved our sur-
vey protocol. Our codebook and dataset are available in
the supplemental material [24]. The rest of the paper is
structured as follows: Section [2| discusses the background
and related work. Section [3| explains our mixed-methods
methodology. Afterward, Section 4| and [5| present the find-
ings for our two research questions. Section [6] discusses
the implications and recommendations. Section [/ details the
limitation of our measure and threats to the validity of our
study before we conclude in Section [§}

2 BACKGROUND AND RELATED WORK

In this section, we explain the key concepts of our study and
discuss the related work.

2.1 Software Supply Chain

Modern software extensively uses open-source packages.
Each major programming language has a registry supplying
freely available packages, such as Crates.io for Rust, npm
for JavaScript, PyPI for Python, and RubyGems for Ruby.
Developers in these languages can use packages and benefit
from code reuse [25]. When projects include open-source
packages in their codebase, the package becomes an up-
stream dependency. Meanwhile, the packages that include
the upstream dependency are downstream dependents. A
developer serves both as a downstream user when using
dependencies and an upstream developer when contribut-
ing to a package others may use.

While package registers benefit code reuse, packages
also come with security risks. Open-source packages are at
risk of software supply chain attacks [1], [9]. Particularly
in the context of our study, vulnerable or malicious code
from dependencies. The risk of known and unknown vul-
nerabilities in dependencies has been studied in the litera-
ture [6]], [26]-[28]. Research has also investigated malicious
packages [29]-[31] and commits [32].
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Reviewing the package code before adding or updat-
ing a dependency [6], [7] and carefully reviewing incom-
ing changes [8], [9] are recommended safeguards. Conse-
quently, industry framework solutions to review depen-
dencies have emerged. Supply chain Levels for Software
Artifacts (SLSA) [10], a security framework for using open-
source packages, requires two trusted actors to review
all code changes to achieve the highest security rating.
OpenSSF Scorecard [11], a security health metrics tool for
open-source, integrates within their source code risk as-
sessment score if changes are reviewed. Dependabot [33]]
monitors and alerts vulnerabilities in dependencies. Third-
party package auditing toolings, such as cargo-crev [12]
and cargo-vet [34], have also been created. We contribute
to software supply chain review solutions by proposing and
analyzing contributor reputation as a signal to complement
and strengthen current work.

2.2 Trust in the Software Supply Chain

One of the top five software supply chain practitioner con-
cerns is how to trust code developed by others [35]. A lack
of trust is cost-ineffective, requiring developers to divert
development resources into reducing security risks [36].
Therefore, work on understanding trust within the software
supply chain has been of research interest. Research has
investigated trust processes and challenges for practition-
ers using open-source projects [37], [38] and how trust is
exhibited in GitHub pull requests [39].

Part of trusting code from others also involves determin-
ing if someone is trustworthy. As such, work has started
to propose contributor trust measures [32], [36]. The most
similar work is by Boughton et al. [36]. They identify trust
contracts that interplay between trustors and trustees. They
then decompose trust contracts in (i) the propensity of the
trustor to trust, (ii) the perceived integrity of the trustee,
(iii) the perceived benevolence of the trustee, and (iv) the
perceived ability of the trustee to perform an attack. The
operationalization of the construct is left to future work. We
also go towards measures for contributor trust in the soft-
ware supply chain. We analyze network centrality measures
as a proxy of contributor reputation, an operalization for the
perceived benevolence trust component.

2.3 Signaling Theory in Open-Source Software

In coding platforms, signals provide easily observable in-
formation to developers, such as repository badges in
GitHub [40]. Signals within open-source contexts are used
for various decisions, including selecting which project to
contribute to [41] and choosing tasks to work on [42].
When developers review pull requests in their projects,
they also consider technical and social indicators of the
contributor beyond the code [18]. Research has found that
social factors such as contributor reputation, prior interac-
tion, social strength, and community standing affect review
outcomes [[19], [20], [23].

Signals are used not only upstream but also downstream.
For example, when choosing packages and libraries as a
dependent [15]-[17], [37], [43]. Notably, developers consider



contributor reputation a signal when choosing dependen-
cies [29], [43], [44]. To the best of our knowledge, while re-
search has identified signals used by dependents, less work
has focused on proposing measures developers can use.
Existing work has focused on determining package signals,
such as packages in decline [45] or deemed unhealthy [46].
However, signals designed to help developers prioritize
dependency review efforts in changes are also needed to
provide more immediate feedback to dependents and to aid
in selecting dependencies for review. Building upon prior
work, we analyze whether contributor reputation [23]], prox-
ied with network centrality measures, can serve as a signal
for developer review of upstream changes in dependencies.

2.4 Developer Social Networks

Social networks can be created with individuals as vertices
and their relations as edges and analyzed through graph
theory [47]. In a developer social network, the vertices are
actors in the software development process (e.g., develop-
ers), and the edges are connections among the actors (e.g.,
collaboration or communication) [22].

A rich body of literature has studied developer social
networks [22], [23], [48]. Developer social networks have
also been studied within GitHub. Graphs have been defined
with contributors as vertices and contributor collaboration
or interactions as edges. Edges were created if developers
worked on the same projects [49], [50], collaborated through
pull requests [51], [52]], and followed each other [53]. On the
other hand, networks have been constructed for software
packages, with packages as vertices and dependencies as
edges [54]-[56]. As such, we built upon prior work con-
structing a contributor collaboration network in GitHub
projects that host the top Rust packages with contributors
as vertices and contributor collaboration as edges.

Social network measures can be calculated. Among
them, centrality measures can quantify what vertices are
central within the graph [47]. Centrality measures have been
used in various fields to indicate the central actors in the net-
work, including but not limited to networks of researchers,
criminals, and students [57]. Centrality measures are a com-
mon approach to proxy constructs such as reputation, trust,
and influence in prior research, including in software engi-
neering [23], [48], [58]-[62]. Hence, we leverage centrality
measures as a proxy for contributor reputation.

3 METHODOLOGY

In this section, we present our research methodology that
leverages mixed methods. First, we constructed a devel-
oper network and calculated network centrality measures
(Section [3.1). Then, we conducted a survey questionnaire to
understand how developers choose to review dependencies
(Section[3.2). Finally, we model network centrality measures
to predict developers’ review of dependencies (Section [3.3).

3.1 Rust Developer Network

The following steps were performed to construct our de-
veloper network: ecosystem selection, data collection, de-
veloper social network construction, network properties
exploration, and centrality measures calculation.
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TABLE 1: Overview of the collected data to construct a
developer network in Rust.

Crates.io 1,644
Repositories 1,088
Commits 109,512
Reviewed Commits 57,592 (52.6%)
Rejected Pull Requests 2,975
Developers 6,949
Authors 6,616 (95.2%)
Reviewers 2,891 (41.6%)
Relationships 26,448

File Co-edition Relationships
Author-Reviewer Relationships

18,461 (69.8%)
14,363 (54.3%)

3.1.1 Ecosystem Selection

The Rust ecosystem has an active culture of collaboration
and use of open source packages [63]]. Many security-critical
projects, like popular blockchain networks, are being de-
veloped in Rust [64], [65]. Further, the Rust ecosystem has
built multiple tooling frameworks to help the secure usage
of packages [66]. Therefore, we chose to study the Rust
ecosystem in this paper.

3.1.2 Data Collection

We obtained the metadata for packages from Crates.io from
the official data dump [21]. At the time of data collection of
the study, from October 2022 to March 2023, Crates.io hosted
92,231 packages. We chose the most 1,000 downloaded pack-
ages and all their dependency packages, which resulted in
1,724 packages. While ideally, the developer network should
include collaboration history from all the Crates.io packages
and all open source projects collaborated by the package
developers; we chose to work on a subset of the packages as
our data collection methodology is constrained by GitHub
REST API [67] rate limit. We discuss the limitations in
Section [7] The top packages were chosen to find relevant
packages for the Rust community.

Out of the 1,724 packages, we found valid GitHub repos-
itories for 1,644 packages using the package-locator tool [68].
We restricted our study to only GitHub repositories, as we
identified distinct developers through GitHub accounts and
collected code review information from GitHub. These 1,644
packages are hosted on 1,088 distinct repositories. Multiple
packages may be stored in a repository, thus leading to
more packages than repositories being found. To build the
developer network, we considered code activities over two
years, between October 2020 and October 2022. Specifically,
we collected 109,512 commits from this period. We selected
two years for the data collection, following prior work [48],
as social network analysis is more expensive with more data.

For each commit, we collected the author’s GitHub user
account. We consider each distinct GitHub user as an in-
dividual developer, excluding the bot accounts El We also
determined if each commit was reviewed by developers
other than the author. We consider a commit to be code
reviewed if there is a review approval on the associated
pull request on GitHub or the commit was merged into the
codebase by a different developer [14]. We identified 53%

IThe bot accounts’ usernames are suffixed by ‘[bot]’ on GitHub.



TABLE 2: Rust developer network structural overview.

Vertices 6,949
Edges 26,448
Components 132
Isolates 111
Network density 0.001
Avg. clustering coefficient 0.398
Total communities 164
Communities with more than a hundred vertices 21
Largest Component
Vertices 6,789 (97.7%)
Edges 26,417
Avg. shortest path length 3.674

(57,592) of the studied commits to have been code reviewed.
We also collected data on the rejected pull requests, as
the accepted pull request covers the previously collected
commits. If a non-merged pull request has a review from
or was closed by a different developer, we consider that as a
collaboration between the author and reviewer. In total, we
obtained 2,975 pull requests rejected by a reviewer.

Overall, we found 6,949 distinct developers in our data
set who are authors or reviewers of the studied commits. Of
these, 6,616 developers have authored at least one commit.
Similarly, 2,891 developers have reviewed a commit at least
once. We construct a social network over these 6,949 devel-
opers in the following section. Table [I|provides an overview
of the dataset.

3.1.3 Developer Social Network Construction

Our developer social network is a graph data structure
where vertices represent developer contributors and edges
represent collaboration among contributors [22]. We focus
on this study on contributor collaboration with the rationale
that collaboration can be mined directly from the repository
history, unlike communication that can spread across vari-
ous channels, such as emails and Slack. We use two metrics
to capture contributor collaborations [48]], [69].

1) File Co-edition Collaboration: If two contributors
work on the same file within a 30-day window, we
consider that activity to indicate collaboration. We cre-
ate a collaboration edge between every contributor
that collaborated during the window. This metric was
validated by Meneely et al. [48].

2) Author-Reviewer Collaboration: If a contributor has
reviewed code changes submitted by another, we con-
sider that activity to indicate collaboration between the
author and the reviewer.

We identified 166,675 times where two contributors had
made changes to the same file within 30 days, involving a
relationship between 18,461 contributor pairs. We also iden-
tified 62,320 cases where a contributor had reviewed code
from another contributor, involving 14,363 relationships.
Combining both types of relationships (the same contributor
pair can have both types of relationships), we have edges
between distinct 26,448 contributor pairs. Further, we set
edge weights in the network as the number of collaborations
following prior work [48], [69]. Finally, we constructed an
undirected, weighted graph based on our collected data
using the Python package networkx [70].

Fig. 1: Developer network of Rust.

3.1.4 Network Properties Exploration

The constructed network comprises 6,949 vertices (contrib-
utors) and 26,448 edges (collaborations). The largest con-
nected componentE] in the network consists of 6,789 vertices
(97.7%), showing the majority of the studied contributors are
interconnected. The rest of the contributors are isolated or
connected by a small group of collaborators. The density’|of
our network is 0.001. The average clustering coefficient [*| of
the vertices is 0.4, typical of real-world social networks [76].
The low density and clustering coefficient values indicate
the graph consists of many tightly-knit clusters.

The average shortest path length in the largest connected
component is 3.7, meaning any two contributors are con-
nected via approximately 4 other contributors on average,
indicating a small-world phenomenon [76], [77]. Further,
we found 164 communities E] using the Louvain community
detection algorithm [78]. However, most developers are
members of 21 communities with at least 100 contributors.
The community structure further establishes the intercon-
nected nature of the Rust developer network. Table |2 sum-
marizes the properties of the network. Figure [I| visualizes
the network, where the vertices in the communities with
larger than 100 contributors are assigned distinct colors.
The network shows characteristics of a small world, which
establishes the ground for centrality analysis [79], [80], to be
used in the sampling approach in Section [3.2.2}

3.1.5 Centrality Measures Calculation

Centrality measures are a common approach to serve as a
proxy for constructs such as reputation, trust, and influence
(Section . Overall, centrality measures indicate and rank
the central actors within a network [81], [82]. In developer
social network literature, Bosu et al. [23] studied the impact

2A connected component in a graph is a group of vertices where
every two vertices have a direct or indirect path (via other vertices)
between them.

3The ratio of existing edges to all possible edges.

“The clustering coefficient of a vertice is a measure of the extent to
which its neighbors are also connected.

5A subset of vertices within the graph such that connections be-
tween the vertices are denser than connections with the rest of the
network.



TABLE 3: Centrality measures used in this study.

Metric Definition

Interpretation

Degree centrality [71]
work a vertice is connected to.

The fraction of the total vertices in the net-

The extent of direct collaboration with other contributors
indicates a contributor’s number of direct interactions.

Closeness centrality [72]

able vertices in the network.

The reciprocal of the average shortest path
distance from the vertice to all other reach-

The reciprocal average number of collaboration relation-
ships needed to reach other contributors indicates how
quickly a contributor can reach the entire community.

Betweenness centrality [73]]

that vertice.

The fraction of all pairs of vertices in the
network whose shortest paths pass through

The number of contributors that pass through the contrib-
utor as their shortest collaboration path to others indicates
how often a developer acts as an intermediary.

Eigenvector centrality [74]
on the centrality of its neighbors.

The centrality of a vertice is calculated based

The direct collaboration with higher-ranked contributors in
the network indicates contributor influence.

PageRank [75]
the number and quality of edges.

A variation of eigenvector centrality, using

The contributors who engage in higher-ranked collabora-
tions within the network indicate contributor influence.

of developer reputation on code review outcomes by identi-
fying the core developers in a network through six centrality
measures. We incorporate five of those six measures in our
work, as these were also used in a trust model proposed
by Asim et al. [58]]. One metric we excluded from Bosu et
al.’s [23] work is eccentricity, which only works for graphs
with a single connected component and is unsuitable in our
context. Table [3] explains the five measures and provides
the interpretation for each measure. The interpretation was
inspired by Bosu et al. [23]'s work.

We compute the five measures using networkx Python
package that considers the weights of the edges. Thus, we
get a normalized value between 0 and 1, representing the
centrality of the contributor within the community accord-
ing to each measure. A higher value indicates a contributor
that is more central to the Rust community network. We
then aggregate the measures for our survey to avoid bias
from any single measure [23], [62]. We take the normalized
value of each of the five centrality measures listed in Table
then calculate the normalized sum of those values to get a
final rating between 0 and 1. Our approach of a simple addi-
tive weighting of normalized scores is commonly followed
when combining multiple metrics for ranking [83]-[85].

3.2 Survey Questionnaire

To survey developers through a questionnaire, we had
the following steps: questionnaire design, participant and
sample selection, and response analysis.

3.2.1

The survey was designed iteratively between two re-
searchers to ask objective questions developers could an-
swer. We ask how developers, as downstream dependents,
choose to review dependencies. Our survey contained three
main closed-ended questions (SC). We also provide options
for respondents to provide additional comments in open-
ended questions (SO). Table [] shows the survey questions
and corresponding Likert-scale options. The motivation be-
hind the closed-ended questions is the following:

SC1. The motivation behind SC1 is first to understand
what general strategies developers choose to review up-
stream changes before integrating them into their codebase.
We also want to know if contributors’ identities impact their

Questionnaire Design

review process. For example, we ask if contributors’ rep-
utations within the Rust community and the respondents’
familiarity with contributors” work impacts the developers’
review process.

SC2. The motivation behind SC2 is to understand how
developers recognize and know contributors within the
Rust community network. To this end, we independently
sample ten contributors from the network for each recipient
and ask them how well they know the contributors. We pro-
vide five Likert-scale options for the recipients to indicate
how they know the contributors in the network.

SC3. The motivation behind SC3 is to understand how
developers review upstream changes based on contributor
identity. We present the survey recipient with the same ten
contributors from SC2 and ask how the recipient would
review dependency changes from them. We provide four
Likert-scale options to indicate the level of review the re-
cipient would put into upstream code changes from each
contributor. SC3 answers complement the general strategy
answers of SC1 by gathering how developers would choose
to review changes from specific contributors.

3.2.2 Participant and Sample Selection

We sent the survey to a subset of 1,995 developers within
the network created in Section We selected developers
who have directly collaborated with at least 5 others in the
network with a valid email address. We subset the sample
with the rationale that developers who only had a few
interactions in the community may be unable to provide
informed answers about others. Contributors in the network
collaborated with a median of 2 contributors and an average
of 7.61. Thus, we select 5 as an intermediate value between
both as our threshold. We received 285 responses, with a
response rate of 14.3%.

Additionally, we independently sample ten contributors
from the network for each respondent to ask (i) how well
they know these contributors for SC2; and (ii) how the
recipient would review upstream code changes from them
for SC3. To this end, we sample ten contributors for each
respondent in the following ways: (i) five contributors from
the direct collaborators of the recipient as indicated by an
edge in our constructed network; and (ii) five contributors
from the rest of the network with whom the recipient does
not have an edge with. Within these two groups (direct
collaborators and others), we sample 3 from the top 50



TABLE 4: The survey with the questions and options for answers.

ID Question Options
Please rate the below statements based on how you review the incoming upstream
code changes in your dependency packages (when adding or updating a package). .
scr The question presents six statements which are listed in Table [5| when discussing Always, Often, Sometimes, Rarely, Never
the findings.
So1 What othe.r factors impact how carefully you review the upstream code changes Open-ended
before adding/updating a package?
1. T have never heard of this person before.
In the Rust package ecosystem context, choose one of the five options for the 2. I recognize this name, but I don’'t know
below-listed GitHub users. much about them.
SC2  — The respondent is presented with a list of ten GitHub users who are sampled iégrﬁz‘;vxgili is‘zrilthbg:nfon tknow anyone
separately for each respondent. 4. I know this person, and I have worked with
The sampling strategy is explained in Section people who have worked with them.
5. I have directly worked with this person.
When adding or updating a package, how carefully would you review upstream 1. I would not include code from this person
code changes coming from the below-listed GitHub users? in my project.
Please choose one of the four options based on your knowledge/association with zhl would rgv1efw eacl}lhne of upstream code
SC3  them. Note that the code changes are within the dependency packages of your change coming from this person.
. . ; 3. I would skim through the upstream code
project. For example, when updating a package, how do you review the new changes coming from this person
. 5 .
changes that come with the update? 4. I do not feel the need to review the up-
— The respondent is presented with the same list of ten GitHub users from SC2. stream code changes coming from this person.
- A . 5
so2 Can you explain your reasoning if you have chosen the same option for every user? Open-ended
Skip if not applicable.
SO3 Please add anything more you have to say. Open-ended

according to the aggregated centrality measure described
in Section and two from the rest of that group. We
chose a purposeful sampling approach [86] so the recipients
had a higher chance of being familiar with at least one
of the contributors. Further, this approach ensures that the
recipients have top, average, and low-ranked contributors,
based on the centrality score, to provide their opinions.

3.2.3 Response Analysis

We quantitatively and qualitatively analyze our survey an-
swers. We aggregate responses and apply standard statis-
tical tests for our quantitative closed-ended answers (SC1,
SC2, SC3). Meanwhile, we start our qualitative analysis with
the first and third authors collaboratively creating induc-
tive codes for the open-ended questions (SO1, SO2, SO3),
creating an initial codebook. We coded two aspects from
the answers: (i) factors other than contributor reputation
considered when reviewing dependencies, and (ii) reasons
developers choose to review their dependencies or not. The
first aspect is coded from question SO1, while the second
is from questions SO2 and SO3. Then, both authors initially
individually coded all survey responses.

We then followed an iterative process until our threshold
of the inter-coder agreement was exceeded using Krip-
pendorff’s alpha [87]. In each phase, disagreements were
resolved through discussion, resulting in a refined coding
procedure and codebook. The authors would then recode
the survey responses based on the discussions and recal-
culate the inter-coder agreement. Four iterations were held
between authors until we achieved an alpha of 0.82. The
alpha value exceeded the threshold of 0.8. Based on the
threshold, we can consider that there is statistical evidence
of the evaluation reliability [88]. Lastly, the first author re-
coded the remaining disagreements. We present relevant

codes to help contextualize the survey responses. The gener-
ated codebook is available in the supplemental material [24].
We present the survey results in Section 4]

3.3 Regression Modeling

We determine the influence of the network centrality mea-
sures as a signal for how developers choose to review
upstream changes based on contributor identity through
regression modeling. We select the respondents who, in
SC3, answered for all the presented GitHub users (shown in
Tablef). In our analysis, we control for the fact that multiple
responses for the same contributor can come from different
respondents. To this end, we run a mixed effect regression
analysis [89] on the responses. Mixed-effect linear regression
models the association between fixed effect variables and
dependent variables when clusters or categorizations are
present in the data. The regression model eliminates the
impact of the clusters called random effects and represents
only the correlation between the fixed effect and the depen-
dent variables.

We create a multivariate mixed-effect linear regression,
adding the contributor identity as a random effect variable
in the regression analysis since multiple responses for the
same contributor can introduce clusters in the data. We use
the R package Ime4. In our model, we define the level of the
review indicated by the respondents for a given contributor
as the dependent variable and the centrality measures of the
contributors as the fixed effect variables. Fixed effects with a
variance inflation factor (VIF) were excluded to account for
multicollinearity in the models. Thus, we excluded the de-
gree centrality measure due to exceeding our VIF threshold
of five. To reduce heteroscedasticity, we checked if any fixed-
effect variable had a high variation requiring a logarithmic



TABLE 5: Likert scale responses on how strategies impact review process of upstream code for SC1.

ID Statement SC1 Distribution

SC1-1  Ireview the incoming upstream code changes before adding/updatinga . mm B o
package. ’ ’

SC1-2  Ilook at the authors and reviewers [l of the incoming upstream code ;. . o
changes before adding/updating a package ’

SC1-3  The authors’/reviewers’ B reputations within the Rust ecosystem impact 510, I e
how carefully I review before adding/updating a package. ’

SC1-4 My past C_ollaborations vyith the aqthors /reviewers @ impact how care- ., pumm . o,
fully I review before adding/updating a package.

SC1-5 My familiarity with the authors’/reviewers’ ® past work impacts how — _ . s .
carefully I review before adding/updating a package.

5C1-6 I do not review the incoming upstream code changes before . mmm .

adding/updating a package.

M Always Often

Sometimes

Rarely M Never

transformation. We did not apply any transformation, as
no variable had a variance over 0.2 (centrality measures
were already normalized and ranged between 0 and 1).
To assess the goodness of fit of the models, we use the
mixed effect specific variants of R? proposed by Nakagawa
and Schielzeth [90], marginal (R2,) and conditional (R?2).
R2, represents the explainable variance by the fixed factors,
while R? is the explainable variance by the fixed and
random factors. We report the number of observations (O)
and groups (G) for the random effects. We also report the
significant coefficients for the variables with p-values using
ANOVA and the sum of squares. The regression modeling
results are presented in Section [5|

4 RQ1 DEVELOPER DEPENDENCY REVIEW

How do developers choose to review dependencies in the
Rust Ecosystem? We investigate RQ1 through responses
from our developer survey presented in Section[3.2} consist-
ing of three closed-ended questions in Table[d] The questions
help us to investigate: (i) what dependency review strategies
are chosen by developers; (ii) whether developers recognize
collaboration activity in the constructed Rust community
network; and (iii) how contributor identity impacts devel-
opers’ level of review of upstream code. Additionally, the
survey included three open-ended questions that comple-
mented the responses to the closed-ended questions. We
present the findings in this section.

4.1 Dependency Review Strategies

In SC1, we investigate developers’ strategies when review-
ing upstream code when adding and updating a depen-
dency through a Likert-scale matrix of six statements. Ta-
ble p|lists the six statements and the response distribution.
Only 24% of the respondents answered that they always
or often review the upstream changes. Hence, respondents
are unlikely to review the upstream code changes before in-
tegrating them into their projects. The respondents provided
reasons in the open-ended answers for SO2 and SO3. From
the 180 answers, we found 17 reasons. The most mentioned
are shown in Table [f} Among the reasons developers infre-
quently or do not review dependencies is that reviewing
all changes in a dependency is hard (29 responses). Projects

have many dependencies, even more so when you consider
transitive dependencies. As such, reviewing all changes
requires considerable time, company support, and tooling
to streamline the process. Respondents even mentioned that
as contributions to open-source are voluntary, there should
be no expectation for such work without a support contract
(9 responses). The rarity of vulnerabilities or malicious
code in dependencies is considered not worth the effort of
reviewing upstream (5 responses). In other cases, reviews
are not needed due to the context of the dependent or the
dependency (32 responses). For example, when developing
toy projects, reviewing dependencies is not needed. Addi-
tionally, a higher level of review is applied when reviewing
projects developers contribute to rather than dependencies.
Similarly, only 29% of the respondents answered that they
always or often look at the contributors of the upstream
changes before adding or updating a package.

While the survey respondents are less likely to review
all upstream code changes, developers indicated that the
contributors” reputations in the Rust community impact
their decision process before adding or updating a pack-
age. More than half of the respondents (51%) suggested
that the reputations of the upstream contributors impact
always or often how carefully they review upstream
changes. In contrast, only 26% of the respondents indicated
that the contributors’ reputation rarely or never impacts
their review process. Similarly, respondents indicated that
familiarity with the upstream contributors” work (50%) and
past collaborations (46%) impact their review process.

Respondents also mentioned reasons why some level
of review is employed. Rather than developers thoroughly
reviewing the code during updates, reviews skim through
the changes to determine if anything noteworthy occurred
(44 responses). For example, through changelogs|'} Emphasis
is placed on reviewing projects when adding a dependency
compared to updates (28 responses). Factors, including con-
tributor reputation, determine which dependency should be
adopted. Developers also mentioned other non-contributor
reputation factors in SO1. We received 185 responses, find-
ing 28 factors. The most mentioned are shown in Table

°In the survey, we specifically ask about changes’ authors and re-
viewers. In the paper, we refer to authors and reviewers as contributors.
7 A natural text documentation of the changes in a new version.
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TABLE 6: Top seven reasons developers review or not dependencies mentioned in SO2 and SO3 with their SC1 answers.

Codes (# Respondents) - Summary description

SC1-1 Distribution

SC1-3 Distribution

Light skim updates (44) — While reviewing a dependency update,
the developer lightly skims the changes (e.g., changelog).

17% 1

| Pty | .

Review the same for everyone (36) — The developer treats every
contributor the same during review.

30 I

| PYUANITA | L A

Trust ecosystem (32) — The developers trust and depend on the
ecosystem to provide security guarantees for dependencies. For
example, dependency maintainers will review the dependencies.

12% Il

. sl I .

Project context-dependent (32) — The level of review of a project
varies on the context of the project (e.g., toy project, security-
critical dependency).

7%

. 3o I I

Hard to review dependencies (29) — The dependencies are hard to
review for developers due to reasons including the number of
dependencies, time available, and tools.

18% Il

. 0. I .

Review when adding a dependency (28) — Once a dependency is
reviewed during adoption, a lower level of review occurs for
updates. Factors considered are mentioned in SO1.

1%

- o I 0.

Decide review level based on reputation (26) — The level of review
considers contributor reputation, with respondents mentioning
more relevance of the maintainers or leads reputation.

26% Ml

;o o . 0.

M Always [ Often

Sometimes

Rarely Il Never

TABLE 7: Top 10 non-contributor reputation dependency
review factors mentioned in SO1.

Factor # Respondents
Popularity 52
Usage 27
Project context 25
Size 24
Security implication 21
Code quality 19
API changes 18
Maintenance 18
Changelog 16
Community 16

Respondents thus trust the ecosystem’s projects, commu-
nity, and tools to provide security guarantees to dependents
(32 responses). Some respondents mentioned that ecosystem
trust may be misplaced, expecting a robust safety net.

Respondents who indicated that they never looked at
incoming upstream changes, mostly (72%), did not look
at contributors. Additionally, most also did not review the
upstream based on contributors’ reputation (68%), past col-
laboration (64%), and familiarity (60%).

4.2 Recognition of Collaborators

The objective behind SC2 was to investigate how develop-
ers recognize and know the contributors with whom they
collaborated in the network. Considering ten responses for
the ten given developers from each respondent in SC2, we
have 2,844 total data points. In 1,375 cases, our constructed
network has an edge between the respondent and the given
contributor. However, only in 244 cases (18%) the respon-
dent answered that they directly worked with the given
contributor. In another 566 cases (41%), the respondent
indicated some familiarity with the given contributors (any
option other than I have never heard of this person before). In

the remaining 565 cases (41%), the respondents stated they
had never heard of the person before.

While the file co-edition relationship may not ensure the
two developers are, indeed, familiar with each other, we find
that the survey respondents failed to recognize contributors
in the case of author-reviewer relationships as well. Out of
the 1,375 cases, there are 736 cases where the network shows
an author-reviewer relationship between the recipient and
the given contributor. However, only 214 (29%) of these
cases indicated a direct collaboration, while the respondents
showed some familiarity in another 435 (59%) cases. In
the remaining 87 cases (12%), the respondents stated they
had never heard of the person before, even though our
data shows an author-reviewer relationship between them.
Conversely, there are 1,469 cases where the network does
not show an edge between the survey respondent and the
given contributor. In only 32 cases (2%), however, the re-
spondents indicated they had worked with the contributor.
Given the distributed nature of open-source development, a
developer may not be familiar with all others working on
the same project simultaneously. Further, a developer may
not remember every collaborator.

4.3 Review Based on Contributor Identity

In SC3, we are interested in how respondents choose to
review upstream code using contributor identity. Of the 285
respondents, 44 were incomplete and did not fill out an
option for all given contributors. Most incomplete responses
did not select an option for any contributor (33 respon-
dents). In the other cases, nine respondents selected only
one option and two respondents filled out at least seven out
of ten options. We present our analysis for the remaining
241 complete responses.

We find that 148 respondents (61%) chose the same
option for all the contributors, corresponding to 1,480 cases.
On the other hand, 93 respondents chose different options
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- code changes coming from this person.

Fig. 2: Count of options chosen by the respondents in SC3.

for different contributors, indicating that the contributor’s
identity may impact the level of review they employ for
upstream changes. In total, 930 cases were selected for those
who considered contributor identity.

Figure [2] shows the response distribution from both
types of respondents. We conducted a Chi-squared test to
determine if there were differences in the chosen level of
the review between respondents who chose the same option
for all contributors and respondents who chose different op-
tions for different contributors. The distribution of responses
was statistically significantly different between both groups
(X2 = 147.85,df = 3,p < 0.001). Notably, 540 (37%) cases
that chose the same option indicated not feeling the need
to review upstream code from the person, compared to the
177 (19%) cases that chose different options. Additionally,
350 (24%) cases that chose the same option would skim
through the changes made by the person, compared to
the 376 (40%) cases that chose different options. Hence,
although respondents who did not consider contributor
identity were more likely not to review upstream code,
respondents who did consider identity were more likely
to review by skimming upstream changes.

Reasons were provided in the open-ended answers of
SO2 and SO3. Respondents appeared to misinterpret our
questions and answered based on how they would re-
view pull requests in their projects rather than changes
in upstream code. Consequently, the respondents did not
discriminate based on identity by reviewing all lines in a
change (36 responses). Respondents indicated they would
review all project changes, as anyone can make mistakes
when contributing to a project (13 responses). We did not
discard the answers of the respondents with possible misin-
terpretations. We discuss our reasoning in Section

5 RQ2 NETWORK CENTRALITY SIGNALS

How can network centrality measures, as proxies for
contributor reputation, signal the need to review depen-
dencies? We investigate RQ2 through the mixed-effect linear
regression models constructed in Section We determine
the influence of the network centrality measures (Table [3)
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on the level of dependency review employed by developers
based on contributor identity (answers for SC3). A score of 1
indicates the highest level of review for a dependency, while
a 4 is the lowest. The corresponding Likert-scale options for
each level of review are listed in Table 4l We create three
different models. The first model is for the 93 respondents
who choose different options for the contributors. Mean-
while, the second model is for the 148 respondents who
chose the same option for all contributors. Finally, the third
model is for all 241 respondents who completed SC3. The
performance of the models is shown in Table

Our first model distributed 929 responses over 551 clus-
ters of responses. We find that the closeness centrality is a
statistically significant fixed effect explaining how develop-
ers choose to review upstream changes for respondents. The
centrality measure indicates how quickly a contributor can
reach the entire Rust community. Combined with the posi-
tive coefficient, the upstream code changes of contributors
with higher closeness centrality significantly are chosen to
be reviewed less by developers. Fig. 3| shows the relation-
ship between the predicted level of dependency review and
the closeness centrality measure. The relationship between
both variables for our first model is shown in Fig. The
closeness centrality variable had the highest sum of squares,
accounting for most of the model’s results.

We find positive coefficients for the betweenness central-
ity and PageRank measures. Hence, acting as an interme-
diary between contributors and engaging in highly-ranked
collaborations within the network leads to less review from
downstream. On the other hand, the eigenvector centrality
measure has a negative coefficient. Hence, collaborating
with highly-ranked contributors in the network leads to a
higher level of review from the downstream. We hypoth-
esize that higher-ranked contributors interact with many
lower-ranked contributors, possibly leading to a negative
relationship. Still, all measures except closeness centrality
only account for 25% of the model’s results, as indicated by
the sum of squares.

The R2, indicates that the fixed effects, contributor rep-
utation measures, account for 6% of the model variation.
Additionally, we find through the R? that the fixed and
random effects account for 13% of the model variation.
Therefore, we find that closeness centrality is a statistically
significant variable for the chosen level of dependency
review. Yet, developers consider more than contributor
reputation when reviewing dependencies. Several reasons
were mentioned in Section[d] and we discuss more about the
implications and future work in Section

The second model distributed 1477 responses in 795
groups. Closeness centrality was also a positive and sta-
tistically significant fixed effect for downstream review,
as shown in Fig. The sum of squares indicated that
closeness centrality explained most of the results. The be-
tweenness centrality measure had a positive coefficient, yet
the sum of squares was lower than the first model. The
eigenvector centrality also had a negative coefficient but was
the second most significant variable in the model, as de-
tailed by the sum of squares. Interestingly, compared to the
first model, PageRank centrality was a negative coefficient,
indicating that participating in high-ranking collaborations
in the network leads to higher review levels. Still, PageRank
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TABLE 8: The effect of contributor reputation on the level of review of dependencies.

Different level of review
0=929, G =551
R2, = 6%, R2 =13%

Same level of review
0 =1477,G =795
R2, < 0.01%, R2 =< 0.01%

All responses
O = 2406, G = 1170
R2, =2%, R2 =2%

Coeffs (Err.) Sum Sq.  Coeffs (Err.) Sum Sq.  Coeffs (Err.) Sum Sq.
(Intercept) 1.99 (0.20) 2.58 (0.18) 2.32(0.13)

Closeness Centrality 0.92 (0.29)** 5.92 0.53 (0.26)* 3.29 0.74 (0.19)**  10.93

Betweenness Centrality 0.53 (0.34) 1.42 0.05 (0.26) 0.03 0.24 (0.19) 1.14

EigenVector Centrality -0.16 (0.18) 0.44 -0.15 (0.14) 0.96 -0.17 (0.10) 2.01

PageRank Centrality 0.15 (0.31) 0.14 -0.07 (0.23) 0.06 -0.01 (0.17) 0.00

Statistical significance using ANOVA: ** p < 0.001, * p < 0.01,* p < 0.05
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Fig. 3: Predicted level of review of the dependency relationship with closeness centrality.

centrality accounts for little of the model’s results. As all
the answers respondents gave were the same for this model,
due to reasons explained in Section@ the goodness of fit was
less than 0.01% for both RZ, and R:. Closeness centrality as
a model fixed-effect was, nonetheless, a statistically signifi-
cant variable even when developers applied the same level
of review without differing based on contributor identity.

The third model captured 2406 responses in 1170 clusters
of responses. The model exhibits similar results to the sec-
ond model but with some notable differences. The statistical
significance of the closeness centrality, shown in Fig. [3d is
higher. The R? and R? have higher values, corresponding
to 2% in both cases. Lastly, the betweenness centrality mea-
sures account for more of the model variation as indicated
by the sum of squares.

6 DiscussioN

This section discusses our findings and recommendations.

Ecosystems should provide a contributor reputation
badge. We found that 51% of developers consider repu-
tation when adding or updating a dependency. Similarly,
prior work has also found developer-related factors relevant
when developers review pull requests in their projects [19],
[20], [32]. We recommend ecosystems like GitHub, Rust, and
npm to incorporate contributor reputation signals to sim-
plify adoption, standardize calculations, and reduce mea-
surement tampering.

Ecosystems can calculate a contributor reputation score
for each developer using the coefficient of our models

with the centrality measures. Since closeness centrality is
the only statistically significant measure, using the mea-
sure exclusively is sufficient. Proxying contributor reputa-
tion with centrality measures provides the following ben-
efits. First, the proxy is grounded and established in prior
work (Section 2.4). Second, the measures can be harder to
manipulate than other profile measures due to requiring
collaboration activity. For example, bots can increase the
number of followers of an account. Manipulating file co-
edition collaboration requires repository write permissions
or a merged pull request in repositories that force review.
Developers may manipulate author-reviewer collaboration
by creating irrelevant pull requests. We can account for such
manipulation by only including accepted pull requests and
rate-limiting the number of author-review collaborations in
a window. However, future work needs to analyze the effect
of the change in the measure.

Integrating the ecosystem signal as a binary badge can
communicate that a developer is reputed while reducing
the adverse effects of assigning a score to each contributor.
Social media platforms have employed similar badges for
user accounts to reduce impersonation [91]]. Future work can
also create project or package ecosystem-level reputation
badges. Further research in human-computer interaction
should explore the best and most ethical ways to present
the badges to developers. We also leave as future work es-
tablishing the thresholds for determining who is a reputable
contributor within the network.

Developers should consider contributor reputation
badges when reviewing dependencies. We found that



when reviewing dependencies, most developers consider
reputation. We thus recommend that developers, even de-
velopers who do not commonly use contributor reputation,
consider the badge during dependency review. Through the
badge, developers can determine at a glance if a change
was done by a reputable contributor, providing benefits for
developers in different roles. First, downstream developers
can quantify the degree of reputed contributors working on
a dependency or a specific version. Hence, dependents can
prioritize which dependencies with their versions to review
and adopt. Second, upstream developers can determine if a
pull request requires further review or if a developer should
gain maintainer repository access. Third, newcomers benefit
from additional ecosystem information, as they may not yet
be familiar with reputed contributors.

Contributor reputation signals may help developers
safeguard against software supply chain attacks like the xz-
backdoor [3]. As an attack vector, the backdoor required
social aspects to become an xz-utils maintainer, achieved by
pressuring the original maintainer [2]], [92]]. A contributor
reputation signal could determine whether the developer
seeking maintainer access and the accounts that pressured
the original maintainer were highly reputed. A signal could
have also indicated the change of maintainer reputation in
the dependency for dependents.

Researchers and companies should assist developers
in reviewing dependencies. We found that most respon-
dents answered that they infrequently review dependencies.
Developers mentioned employing strategies to reduce their
workload as reviewing all dependencies is daunting, includ-
ing skimming updates and selecting dependencies deemed
secure by them. Survey respondents mentioned that they
are not supported to review dependency changes.

However, someone must review dependencies to safe-
guard against vulnerable or malicious code. The software
supply chain industry should not delegate full responsibility
to contributors. Instead, we argue that research and compa-
nies should assist in reviewing dependencies. Researchers
can help automate reviews to adopt and update dependen-
cies. Our contributor reputation measure represents a step in
this direction, though additional tooling and measures can
help with this effort. For example, through recommendation
systems for selecting and replacing dependencies [93], and
commit anomaly detection [32]. Meanwhile, companies can
contribute back to the open-source community [94] by shar-
ing dependency audit results in platforms such as cargo-
crev [12] and cargo-vet [34]. Companies can also support
the security of critical open-source projects by supporting
initiatives like OpenSSF Alpha-Omega [95]. Helping review
dependency updates is also required as security risks may
emerge after a dependency is adopted and evolves as de-
pendencies are continuously updated.

Framework authors should incorporate contributor
reputation badges. Practitioners have proposed framework
solutions to safeguard against vulnerable or malicious com-
mits (Section [2.1). Authors of the frameworks can integrate
our proposed ecosystem contributor reputation badge to
strengthen security guarantees. For example, SLSA [10]
can indicate if two reputed contributors reviewed all code
changes, reincorporating the highest security rating [96].
OpenSSF Scorecard [11] can check if reputable contributors
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or maintainers reviewed or authored the latest changes. De-
pendabot [33] can also monitor changes in the reputation of
dependency maintainers. Auditing platforms, such as cargo-
crev [12] and cargo-vet [34], can indicate the dependency
auditor’s reputation.

Researchers should analyze other signals for reviewing
dependencies. Our results are promising for using contrib-
utor reputation as a signal to help prioritize dependency
review efforts. Yet, as our models and respondents indi-
cated, contributor reputation does not fully account for
how developers choose to review dependencies. A complete
list of signals we found is available in the supplemental
material [24]. Prior research has discovered similar signals
used by developers to select projects to contribute to [41]
and choose dependencies [29], [43]], [44]. We leave analyzing
other dependency review signals to future research. As we
find that developers vary their review when adding and
updating a dependency, future work should account for the
differences during study design.

7 LIMITATIONS AND THREATS TO VALIDITY

In this section, we discuss the limitations of the contributor
reputation measure and the threats to validity.

Limitations of the network centrality measure. The
network centrality measure as a proxy for contributor rep-
utation has the following limitations. First, the measure is
no substitute for reviewing changes in dependencies. Even
if changes come from reputed contributors, anyone can
make mistakes and accounts may be compromised. Still, our
measures help developers prioritize review efforts. Second,
calculating the measure at an ecosystem level is costly and
may be limited by APIs. The limitation can be reduced
through our recommended ecosystem-provided contributor
reputation badge.

Construct validity. We use network centrality measures
as a proxy for contributor reputation. Additionally, we op-
erationalize developer collaboration through author-review
and file co-edition activities. The measures may not oper-
ationalize to our intended construct. Though other opera-
tionalization can be explored in future research, we mitigate
the threat as our operationalizations are grounded in prior
work [23], [48], [69].

Internal and conclusion validity. The network we con-
structed is limited to the data stored in Crates.io and GitHub
that we could gather using the APIs. Though we may not
have captured all existing developer relationships, the threat
is mitigated as prior work found developer social network
metrics robust even with incomplete data [97]. As bot ac-
counts may be present within the network, we mitigate
the threat of including bots by discarding accounts using
a heuristic @ We acknowledge, as we did not alias GitHub
accounts’ emails, that we may be segmenting developer
collaboration activity in our network.

Our survey findings may be subject to unknown biases
based on who chose to participate in our survey. The threat
is limited as our response rate of 14.3% is in line with
developer studies [98]. Our purposeful stratified sampling
approach to select ten contributors for the survey may have
introduced biases for respondents. We deliberately chose the
approach instead of a random sample to increase the chance



of familiarity and the diversity of chosen contributors. To
mitigate the threat, we only specified the list of GitHub users
without the aggregate centrality score. Two researchers
designed the survey to reduce survey misunderstandings
by asking objective questions. Still, when analyzing the
open-ended answers in our survey, we noticed that some
respondents appeared to have misinterpreted our questions.
We reported all answers to reduce the introduction of addi-
tional biases when discarding responses. We acknowledge
the threat to the conclusions of our results. Our qualitative
analysis is subject to judgment. To mitigate the threat, we an-
alyzed the open-ended questions between two researchers
in an iterative process to refine our codes until we achieved
an inter-coder agreement of 0.82.

External validity. We acknowledge that our findings are
limited to the Rust ecosystem, the top 1,644 packages we
analyzed, and the time period selected. To generalize our
results, further research should be performed.

8 CONCLUSION

In this work, we analyze how contributor reputation can
serve as a signal to help developers prioritize dependency
review efforts. Grounded in prior work, we proxy con-
tributor reputation using network centrality measures. We
employ a mixed methods methodology within the Rust
ecosystem to (i) construct a social network of collabora-
tion activity, (ii) survey how developers choose to review
dependencies, and (iii) model the effectiveness of central-
ity measures as a signal. Among our findings, developers
are not commonly (24%) reviewing dependencies. Often,
developers depend on other strategies to not fully review
dependencies, including considering contributor reputation
(51%). Our regression models show that network centrality
measures can serve as a signal for dependency review.
However, survey and model results indicate that contributor
reputation measures alone do not fully account for how
developers choose to review dependencies. In our survey,
developers mentioned other factors that should be studied
in future work, including project popularity, dependency
usage, and the project context. Our main recommendation
is for ecosystems such as GitHub, Rust and npm to provide
a badge for contributor reputation. Developers can leverage
the badge to help in dependency reviews.
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