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Abstract

Self-supervised learning (SSL) speech representation mod-
els, trained on large speech corpora, have demonstrated effec-
tiveness in extracting hierarchical speech embeddings through
multiple transformer layers. However, the behavior of these em-
beddings in specific tasks remains uncertain. This paper inves-
tigates the multi-layer behavior of the WavLM model in anti-
spoofing and proposes an attentive merging method to leverage
the hierarchical hidden embeddings. Results demonstrate the
feasibility of fine-tuning WavLLM to achieve the best equal er-
ror rate (EER) of 0.65%, 3.50%, and 3.19% on the ASVspoof
2019LA, 2021LA, and 2021DF evaluation sets, respectively.
Notably, We find that the early hidden transformer layers of the
WavLM large model contribute significantly to anti-spoofing
task, enabling computational efficiency by utilizing a partial
pre-trained model.

Index Terms: anti-spoofing, SSL model, WavLM, attentive
merging

1. Introduction

Audio spoofing refers to the malicious manipulation of speech
or the creation of synthetic speech to deceive listeners or bypass
security systems [1]. This poses significant challenges in var-
ious real-world applications, such as voice authentication, me-
dia integrity, and the detection of fake news [2]. For instance,
fraudsters may use advanced voice conversion or text-to-speech
techniques to impersonate individuals for unauthorized access
to confidential information or financial resources [3]. Conse-
quently, the development of robust anti-spoofing techniques has
become crucial to ensure the security, integrity, and trustworthi-
ness of speech-based systems. Anti-spoofing aims to identify
and prevent these fraudulent attempts by distinguishing genuine
speech from spoofed audio.

Conventional anti-spoofing methods, while foundational,
exhibit limitations in adapting to evolving spoofing tactics.
These methods rely on handcrafted acoustic features like
MFCCs or LFCCs [4], which require expert knowledge and
may not capture all necessary discriminative information [5, 6].
This leads to generalization challenges, as traditional methods
struggle to adapt to novel or unseen spoofing attacks [7]. The
use of classifiers like Gaussian mixture models or deep Con-
volutional Neural Netowrks (CNN) [8] further highlights these
limitations, as their adaptability is constrained by the static na-
ture of the handcrafted features they depend on, leaving systems
vulnerable to novel spoofing methods [9-11]. Consequently,
there is a need for more robust and flexible anti-spoofing strate-
gies that can autonomously learn and extract relevant features
from raw speech data. This transition opens the door for the
integration of SSL pre-trained models in anti-spoofing tasks

[12, 13], offering a promising approach to overcome the limi-
tations of conventional methods.

SSL models represent a paradigm shift in speech process-
ing, learning rich and nuanced representations from large quan-
tities of unlabeled audio data. Models such as wav2vec 2.0 [14],
HuBERT [15], and WavLM [16] leverage the inherent structure
and information within speech signals to develop features that
can be fine-tuned for specific downstream tasks, such as speaker
verification and speech recognition [17—19]. SSL models’ abil-
ity to capture a broad spectrum of speech characteristics [20]
without explicit supervision makes it possible to enhance anti-
spoofing measures. Recent research has begun exploring the in-
tegration of SSL models within anti-spoofing frameworks, aim-
ing to leverage the sophisticated speech representations these
models offer for detecting spoofing attacks. The utilization of
wav2vec 2.0’s or HuBERT learned features has shown promise
in improving the detection accuracy of spoofed speech [21-23].
However, existing works lack a comprehensive exploration of
the layer-wise analysis of SSL models in the anti-spoofing task.
The study on WavLM [16] provides an initial exploration into
the roles of transformer encoders across various speech process-
ing tasks. However, this exploration leaves several critical ques-
tions open for further investigation.

* How effective are SSL models in detecting spoofing attacks
when applied to the anti-spoofing task?

* From which layer, the speech features extracted by the SSL
model are most discriminative in distinguishing between gen-
uine and spoofed speech?

 Can utilizing a subset of the SSL model’s layers yield supe-
rior performance compared to the full model?

To tackle these questions, we conduct an in-depth analy-
sis of the WavLM large model’s architecture and propose an
innovative Attentive Merging (AttM) method. This approach
is inspired by [24] which squeezes the speech features for the
ASR task. We combine the embeddings from multiple trans-
former encoders, which are then fed into a classifier for the
anti-spoofing task. Our experimental findings reveal that the
proposed method exhibits strong generalization capabilities,
even when confronted with unseen and advanced spoofing ap-
proaches. Furthermore, our method achieves the SOTA perfor-
mance while only requiring half the number of SSL encoder
layers, resulting in significant computational resource savings.

The remainder of this paper is structured as follows: Sec-
tion 2 introduces our proposed attentive hidden embedding
merging approach for the anti-spoofing task. Section 3 outlines
the experimental setup and discusses the evaluation of our pro-
posed methods. In Section 4, we summarize and analyze the
experimental results, highlighting the key findings and insights.
Finally, Section 5 provides the conclusions.
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Figure 1: Diagram of the attentive merging method for the
multi-layer hidden embeddings from WavLM pre-trained model
(illustrated for 6 layers).

2. Methods
2.1. WavLM encoder

WavLM expands upon its predecessors (wav2vec 2.0, Hu-
BERT) by tackling a wider array of speech-processing tasks, in-
cluding speech separation and speaker identification. It focuses
on robustness against background noise, using a large-scale
dataset with diverse acoustic environments. WavLM’s novel
techniques, such as gated relative position bias and data aug-
mentation strategies, significantly improve performance across
various speech tasks, demonstrating the model’s versatility and
the effectiveness of SSL in capturing comprehensive speech
representations. So we choose to explore the WavLM’s struc-
ture to enhance its generalization for anti-spoofing tasks.

‘WavLM’s architecture combines a CNN encoder, function-
ing as a cochlear filter bank, with transformer [25] encoders that
extract multi-level speech features. The CNN encoder consists
of seven temporal convolutional filters, each followed by layer
normalization and a GELU activation layer, processing 25ms
speech clips with a 20ms stride. We keep the CNN encoder
frozen, considering the universality of its extracted acoustic fea-
tures for anti-spoofing. These features are then processed by 12
or 24 transformer encoders (base or large model). Each trans-
former block follows HuBERT’s design, with 16 attention heads
and hidden dimensionality of 768 (base) or 1024 (large).

2.2. Proposed AttM of the hidden embeddings

The hidden embeddings extracted by the SSL pre-trained model
capture various levels of speech information, ranging from
acoustic features (e.g., phonemes and words) to linguistic as-
pects (e.g., word meaning and semantics) and speaker charac-
teristics [16]. Anti-spoofing is a challenging task, as it is not
immediately apparent which level of features contributes most
significantly to detecting spoofing attacks. To address this, we

propose an attentive merging method that emphasizes the most
relevant features for anti-spoofing.

Figure 1 illustrates the proposed approach. Given a speech
utterance fed into the SSL pre-trained model, a mel-cepstrum-
like feature S € RV*7 is initially obtained from a CNN net-
work (see Figure 1(b)), where D and T represent the number
of frequency bins and time frames, respectively. The spectrum
is then processed by the tandem transformer encoder, and the
hidden embedding tensor from transformer layer [ is denoted as
X, e RTXH | =1,2,3,...L, where L is the number of trans-
former layers and H is the hidden dimension. For instance,
L = 24 and H = 1024 for the WavLM large model. Subse-
quently, the stack of all the hidden embeddings X**#*L (see
Figure 1(d)) is squeezed by a two-step process:
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First, the information is averaged in ZtX across the time di-

mension 1" for each embedding (see Figure 1(e)). Then, the
hidden dimension H is squeezed using a fully connected layer
with weight tensor wyq, followed by a SWISH activation func-
tion © [26]. The resulting 1 x L x 1 tensor x4 (see Figure
1(f)) encapsulates the spatial-temporal information relevant to
the anti-spoofing task. Next, we obtain the attentive weights
lex:\x% (see Figure 1(g)) for each embedding layer by exciting
the squeezed tensor:

XAttw = O [e(xquifs)W:xéL} (@)

where o denotes the sigmoid activation function. The excita-

tion weights W and W2 incorporate a scaling vector s,

which is set to L /2 in our experiments. The attentive weights

are applied to the stacked tensor X along the embedding layer

dimension L through a Hadama;d %roguct o, resulting in a re-
X XL,

weighted stack of embedding X, :
Xaw = X 0 Xpuw 3

Finally, we concatenate all the embeddings (see Figure 1(h))
and merge them using a 3-layer linear projection network
with weights W5 Wixi and WiXH | The projection
weights serve as a bottleneck network, in which the intermedi-
ate dimension i is set as (H x L)/4:

XAnM = XAnWLlWLZWLS (4)
The resulting attentively merged tensor XI&H (see Figure 1(j))
retains the global information from the spatial-temporal stacked
tensor while emphasizing the most relevant transformer hidden
embeddings for anti-spoofing. This feature representation will
be utilized in the downstream anti-spoofing tasks.

3. Experiment Setup
3.1. Training and evaluation dataset

For our experiments, we leveraged the diverse and challeng-
ing ASVspoof datasets. Specifically, we used the ASVspoof
2019 [27] Logical Access (19LA) training set for model train-
ing and the 19LA development set for validation. To rigorously
evaluate the performance and generalization capabilities of our
proposed anti-spoofing system, we conducted evaluations on
three distinct sets:



Table 1: Experimental setups. Two training strategies are ap-
plied: fix the pre-trained model or fine-tune it.

Pre-trained model | Merging model | Classifier| Strategy

LinM
WavLM large AttM LSTM | fine-tuned

- ECAPA fixed

* The ASVspoof 2019 LA evaluation set [27] , comprises bona
fide and spoofed utterances generated by various text-to-
speech (TTS) and voice conversion (VC) algorithms.

» The ASVspoof 2021 Logical Access (21LA) evaluation set
[3], features a diverse range of state-of-the-art TTS and VC
attacks generated using the latest deep learning techniques,
designed to test the limits of spoofing countermeasures in a
realistic scenario.

* The ASVspoof 2021 Deepfake (21DF) evaluation set [3], in-
troduces a more advanced class of spoofing attacks generated
by deepfake synthesis techniques, representing the evolving
nature of spoofing threats.

By evaluating our anti-spoofing system on these diverse
evaluation sets, we aim to thoroughly assess its performance
against a wide range of spoofing attacks, including those gen-
erated by traditional TTS and VC methods, as well as the more
recent and sophisticated deepfake synthesis techniques.

3.2. Models and tasks

Our experiments comprise three primary components: the trans-
former encoders (Figure 1(c)), the embedding merging block
(Figure 1(d-h)), and the classifier (Figure 1(j)). We investi-
gated various combinations of these components using differ-
ent models, as outlined in Table 1. AttM denotes the Attentive
Merging approach introduced in Section 2.2, while LinM rep-
resents a trainable Linear layer with a positive weight vector
WiXE = wi,ws,...,wy, L = 24. The LinM layer is de-
signed to attentively weigh and linearly combine the 24 hidden
embeddings for the downstream task, similar to the approach
employed in [16]:

Xiinm = 5 (w1 X1) 5)

where X represents the hidden embedding from the [-th trans-
former layer, and Xyinm denotes the merged output. The pur-
pose of this merging approach is to examine the contribution of
different hidden embeddings to the downstream task.

The merged embedding, Xaum or Xiinm, serves as input to
a classifier, which consists of either a single layer of LSTM or
an ECAPA-TDNN model [28]. We omit the filter bank blocks
from the ECAPA-TDNN model since the pre-trained model has
already performed feature extraction. Instead, we employ the
ECAPA-TDNN model to classify the output embedding.

3.3. Fine-tuning the big model with warm-up strategy

We apply a warm-up scheduler for fine-tuning the WavLM
model. There are 3 stages in the training:

1) Warm up the learning rate: the learning rate linearly increases
in the beginning 5 epochs. To accelerate the training stage,
we freeze the WavLM model (Figurel(b)(c)) but update the
attention blocks (Figurel(d) to (h)) and the classifier (Fig-
urel(j) from scratch.

2) Learning rate decaying: starting from the 6™ epoch, the learn-
ing rate decays exponentially in the following epochs.

Layer Index

Figure 2: Normalized linear weights on the hidden embeddings
from the 24 transformer encoders in the WavLM large model.

3) Start tuning the SSL model: the transformer encoder blocks
(Figure1(c)) are updated from the 11" epochs.

4. Results and discussion
4.1. Weighted hidden embeddings

To investigate the contribution of different transformer layers
to the anti-spoofing task, we trained two models: LinM-LSTM
and LinM-ECAPA, both utilizing the WavLM large model as
the front-end. Additionally, we also fine-tuned pre-trained
model as described in Section 3.3.

Figure 2 illustrates the distribution of normalized weights
Whiin(w;) in (5). Our analysis reveals that the trained linear
weights Wi, exhibit similar distributions across various clas-
sifiers and training strategies fine-tuned or fixed). Notably, we
observe that the hidden embeddings from the early transformer
layers up to the middle (around layer 12) make a more signifi-
cant contribution to the anti-spoofing task compared to the out-
puts from all layers combined. This finding suggests that the
early transformer layers of the WavLM model capture impor-
tant features and information that are particularly relevant for
detecting spoofing attacks.

4.2. Train and fine-tune strategies for WavLM

To validate the findings from the previous section, we evalu-
ated additional systems where the WavLM model was partially
employed, using a subset of transformer layers ranging from
the initial layer to the 6th, 10th, 12th, 18th, and 24th layers.
The embeddings from these layers were merged, while the up-
per embeddings were discarded. Initially, we fixed the WavLM
large model and trained only the downstream embedding merg-
ing block and classifier, resulting in the EER% presented in Ta-
ble 2. Then we train and fine-tune the entire system (see the
results in Table 3). The average error rates (Avg.) across the
3 evaluation datasets were calculated to facilitate comparisons
between different numbers of transformer layers.

We observe that fine-tuned WavLM models consistently
outperform the fixed WavLM models across various SSL layer
configurations and datasets, indicating that fine-tuning adapts
the pre-trained representations to the specific anti-spoofing task.
In most cases, utilizing an intermediate number of layers (e.g.,
12 or 10) yields better results compared to using all 24 lay-
ers or only 6 layers, suggesting that intermediate layers cap-
ture more relevant information for anti-spoofing. The choice of
classifier (LSTM or ECAPA) impacts performance, with LSTM
generally outperforming ECAPA, particularly when combined
with LinM or AttM embedding merging models. The AttM-
based model often surpasses the LinM-based model, indicat-
ing that AttM’s attention mechanism effectively prioritizes in-
formative embeddings for anti-spoofing. Performance varies
across datasets (19LA, 21LA, 21DF), with 21LA and 21DF be-
ing more challenging, as evidenced by higher EERs.



Table 2: Experiment results EER(%) with the fixted WavLM Large model. The SSL layer number denotes how many transformer
encoders from the first are utilized. For the baseline models (last two rows) in which there are no hidden embedding merging blocks,
the embedding from that particular encoder layer is directly fed into the classifier (-LSTM or -ECAPA). The lowest averaged EER
across each model is highlighted in a grey-color box.

SSL layer 24 18

Dataset 19LA 21LA 21DF Avg. 19LA 21LA 21DF Avg.
LinM-LSTM  1.12 11.35 595 6.55 0.54 7.94 4.88 5.07
LinM-ECAPA 0.15 6.38 6.79 6.08 045 7.18 6.33 5.94

AttM-LSTM  0.80 6.29 6.26 5.74 032 5.80 546 5.04

12 10 6
19LA 21LA 21DF Avg. 19LA 21LA 21DF Avg. 19LA 21LA 21DF Avg.
043 7.55 4.75 489 037 822 542 549 1.03 13.60 10.73 10.37
020 3.26 6.60 5.33 024 4.79 6.52 5.58 0.63 9.30 10.33 9.21
037 7.75 6.29 6.01 0.67 13.79 7.98 8.43 1.19 17.70 15.81 14.79
AttM-ECAPA 0.57 7.03 691 6.33 046 5.62 7.59 6.53 043 5.60 7.54 6.48 1.49 827 5.80 5.88 1.41 13.86 16.02 14.21
-LSTM 9.02 16.29 14.08 14.03 5.95 13.45 11.99 11.70 1.71 8.65 6.92 6.76 1.05 10.20 5.94 6.31 0.66 897 7.22 6.94
-ECAPA 299 12.72 9.87 9.78 1.30 9.34 9.54 872 096 897 7.50 7.17 031 453 6.65 5.63 0.69 8.05 5.69 5.68

Table 3: Experiment results EER(%) with fine-tuned WavLM Large model. Same setting are applied as Table 2

SSL layer 24 18 12 10 6

Dataset 19LA 21LA 21DF Avg. 19LA 21LA 21DF Avg. 19LA 21LA 21DF Avg. 19LA 21LA 21DF Avg. 19LA 21LA 21DF Avg.
LinM-LSTM  0.37 4.21 492 435 0.62 6.08 5.18 492 0.54 5.84 3.46 3.65 0.54 4.52 4.37 4.03 0.66 14.80 10.74 10.58
LinM-ECAPA 0.50 6.03 6.04 5.51 0.67 7.63 7.18 6.65 0.39 4.37 743 6.16 0.69 4.75 5.81 5.11 0.83 8.53 10.10 8.91
AttM-LSTM  0.85 4.46 4.73 431 1.46 2.84 4.10 3.60 0.65 3.50 3.19 3.01 198 5.79 6.09 5.64 1.26 12.41 10.53 10.02
AttM-ECAPA 0.86 5.52 5.27 5.06 0.63 824 4.88 5.13 044 4.45 6.52 5.53 0.57 11.65 4.75 5.71 1.54

-LSTM 0.30 21.67 5.35 8.08 0.50 16.84 6.03 7.63
-ECAPA 0.34 724 559 541 028 7.00 7.61 6.79

0.98
0.40

6.86
433

13.08 11.52 10.88
7.14 6.40 6.04
727 6.78 6.30

3.30
7.64

3.78
6.30

1.94
0.35

6.54 4.17
3.24 4.58

4.42
4.62

1.12
0.73

Table 4: Performance from other works for ASVspoof datasets.

3.19% on the 19LA, 21LA, and 21DF subsets, respectively.
The 10L-WavLM-Large LinM-LSTM model obtains EERs of

Model name EER (%) 0.54%, 4.52%, and 4.37% on the same subsets. Moreover, we
19LA 21LA 21DF achieve the SOTA EER for the most challenging DF evaluation
W2V-XLSR-LLGF [21] 280 726 6.68 set in the ASVSpOOf 2021 dataset.
HuBERT-XL [21] 3.55 9.55 13.07 The comparison highlights that the proposed models,
W2V-Largel-LLGF [21] 0.86 13.19 7.44 which utilize WavLM-Large with specific layer configurations
© W2V2-LCNN-BLSTM [21] - 78 544 and embedding merging techniques (AttM-LSTM and LinM-
s W2V2-base-DARTS [29] 1197 8.16 . LSTM), outperform the state-of-the-art public models on the
& W2V2-large-DARTS [29] 1.08 7.86 - ASV f datasets. M rtial of th
W2V-XLS-128 [22] - 354 618 Vspoof datasets. Moreover, we use a partial of the pre-
W2V-XLS-53 [22] - 498 6.99 trained model to save the computational resources, other than
ResNet(Ensemble) [30] - 3.21 16.05 the entire parameter-heavy model.
ECAPA-TDNN(Ensemble) [31] - 5.46 20.33
£ 12L-WavLM-Large AttM-LSTM  0.65 3.50 3.19 .
S 10L-WavLM-Large LinM-LSTM  0.54 4.52 437 5. Conclusion

These results highlight the importance of considering the
layer-wise contributions when leveraging pre-trained models
for anti-spoofing tasks. By focusing on the intermediate layers,
which appear to encode more discriminative information, we
can potentially improve the performance and efficiency of anti-
spoofing systems. This insight can guide future research and
development efforts in optimizing the utilization of pre-trained
models for anti-spoofing applications.

4.3. Compared with literature

Table 4 presents a comparison of EERs for various models on
the ASVspoof datasets. The models are divided into two cat-
egories: public models from the literature and the proposed
models (referred to as “Ours”). Among the public models, the
W2V-Large1-LLGF model achieves the lowest EER of 0.86%
on the 19LA subset, while the W2V-XLS-128 model obtains the
best EER of 3.54% on the 21LA subset. For the 2021DF sub-
set, the W2V2-LCNN-BLSTM model demonstrates the low-
est EER of 5.44% among the public models. In comparison,
the proposed models, namely the 12L-WavLM-Large AttM-
LSTM and 10L-WavLM-Large LinM-LSTM, show competi-
tive performance across all three subsets. The 12L-WavLM-
Large AttM-LSTM model achieves EERs of 0.65%, 3.50%, and

We propose an attentive hidden embedding merging technique
and address the questions raised in this study. Our experiments
show that the WavLM model exhibits anti-spoofing capabilities,
even without fine-tuning, which can be harnessed by a simple
downstream classifier. The early hidden layers of the WavLM
model contribute the most to the performance, suggesting that
the acoustic, lexical, and sentiment features captured by these
layers are highly discriminative for detecting spoofing attacks.
By strategically merging the hidden embeddings from these in-
formative layers, we achieved superior performance compared
to using the entire pre-trained model, outperforming other state-
of-the-art systems on the ASVspoof datasets. Moreover, our
approach offers computational advantages by requiring only a
subset of the parameter-heavy pre-trained model. In conclusion,
our study highlights the effectiveness of pre-trained speech rep-
resentation models for anti-spoofing tasks and the importance
of considering layer-wise contributions. The proposed attentive
merging technique presents an efficient approach to leverage
pre-trained models for enhanced anti-spoofing performance.
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