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Abstract

Embedding models that generate representa-
tion vectors from natural language text are
widely used, reflect substantial investments,
and carry significant commercial value. Com-
panies such as OpenAl and Cohere have devel-
oped competing embedding models accessed
through APIs that require users to pay for us-
age. In this architecture, the models are “hid-
den” behind APIs, but this does not mean
that they are “well guarded”. We present, to
our knowledge, the first effort to “steal” these
models for retrieval by training local mod-
els on text-embedding pairs obtained from the
commercial APIs. Our experiments show us-
ing standard benchmarks that it is possible to
efficiently replicate the retrieval effectiveness
of the commercial embedding models using
an attack that costs only around $200 to train
(presumably) smaller models with fewer di-
mensions. Our findings raise important con-
siderations for deploying commercial embed-
ding models and suggest measures to mitigate
the risk of model theft.

1 Introduction

Embedding models are both popular and com-
mercially valuable, demanding substantial devel-
opment effort. Many companies such as OpenAl
and Cohere develop competing embedding mod-
els. Typically, access to these models is gated
through commercial APIs, which, while providing
ease of use to users, comes with potential privacy
and data security risks. This restricted access al-
lows the companies to maintain exclusive control
over their models and charge users for their usage.

This raises an intriguing question: What if we
could “steal” these embedding models using dis-
tillation techniques?

Why would someone want to steal a commer-
cial embedding model? There are many upsides
to stealing these models and using a local embed-
ding model as an alternative, including cost sav-

ings, privacy and data security from not having
to use an online API, the ability to fine-tune the
model, and reduced query latency. Additionally,
a malicious competitor might attempt to steal an
embedding model to gain a competitive advantage
and potentially profit from it.

To our knowledge, we present the first work to
steal embedding models for retrieval. We query
public embedding APIs from OpenAl and Cohere
to generate text—-embedding input—output pairs to
train our thief models. We find that we can train
strong embedding models, initialized just from
BERT base (Devlin et al., 2019). Our experi-
ments demonstrate that these thief models not only
mimic the capabilities of their API-based victims
but do so accurately and cost-efficiently. We also
experiment with distilling from both OpenAI’s
and Cohere’s models into a single student embed-
ding model and find that this is a promising strat-
egy for training strong embedding models.

2 Background

Dense Retrieval Dense retrieval involves rep-
resenting queries and documents as dense vector
embeddings in a high-dimensional vector space
with the goal that query embeddings are close
to relevant document embeddings, while irrele-
vant document embeddings are farther away (Lin,
2022; Karpukhin et al., 2020).

In the context of retrieval, Embedding mod-
els such as those made available by OpenAl and
Cohere have the task of generating embeddings
for queries and documents from a diverse range of
topics and domains, including those that the model
has not been trained on.

Encoder Model Distillation. DistilBERT (Sanh
et al., 2019) showed that a smaller model can be
distilled from BERT while maintaining most of
the capabilities of the larger teacher BERT model.
DistilBERT was trained with a combination of a



distillation loss aligning soft target probabilities
for classification, a masked language modelling
loss, and a cosine embedding loss aligning hidden
state vectors.

Xie et al. (2023) proposed a simpler distillation
setup, specifically for BERT sentence embedding
models, where a smaller model with a reduced
number of transformer layers was initialized with
the teacher’s weights and an embedding loss was
used to align hidden state vectors along with the
output embedding from the student model.

Reimers and Gurevych (2020) presented a dis-
tillation setup for multilingual sentence embed-
ding models where student models were trained to
match the output embeddings of a teacher model
embedding English text for both the same English
text as well as matching translated text in another
language. The work used BERT models for both
the student and teacher encoders.

Some work has also shown that knowledge from
BERT models could be distilled into a single layer
BiLSTM, saving a significant number of parame-
ters and inference time (Tang et al., 2019).

In our setup, since only a single vector embed-
ding from the APIs is output, we only train with
an embedding loss aligning the final embeddings
output by our student models with the embeddings
from the models behind the APIs. Our distillation
setup is different from the mentioned work above
because our experimental setup is black-box. We
distill from teacher models where it is not clear
how the models are initialized and trained, or what
training data is used.

Model-Stealing. Past work has studied model-
stealing attacks that query public APIs to obtain
input—output pairs. In the attacks, these input—
output pairs are then used to train equivalent or
near-equivalent models. Such attacks can be done
with limited knowledge of the training data or even
the architecture of the model behind the black-box
API (Tramer et al., 2016; Yu et al., 2020).

In computer vision, some recent work has found
success in stealing image encoders through train-
ing models to produce the same embeddings as
those produced by the image encoder that is be-
ing stolen from (Sha et al., 2023; Liu et al., 2022).
The thief image encoders were then evaluated on
downstream classification tasks.

Focusing on natural language processing, there
has been success with stealing more recent
transformer-based language models. Krishna et al.

(2019) found that attackers can extract BERT (De-
vlin et al., 2019) models on NLP tasks such as
question-answering and natural language infer-
ence, obtaining models that perform only slightly
worse than the victim model behind the API.

Dziedzic et al. (2023) explored stealing text
embedding models where the victim embedding
model being stolen from is initialized with one
of either TinyBERT, BERT base, or RoBERTa
large. The victim embedding models were fine-
tuned on natural language inference datasets and
then the thief encoders were evaluated on the Sen-
tEval benchmark (Conneau and Kiela, 2018).

We believe that this work left room for explor-
ing the stealing of embedding models behind APIs
for several reasons. For one, the authors evalu-
ate their methods on the dated SentEval bench-
mark which comes from a pre-BERT era of NLP.
Also, the authors steal from embedding models
fine-tuned for natural language inference instead
of general embedding models that can be used
for multiple tasks. Additionally, the work exper-
iments with settings where the architecture and
training data of the victim encoder are known. In
reality, with models behind APIs, these details will
usually not be known. This allowed the authors
to initialize their models with the same or a simi-
lar architecture as the victim model and train with
data from the same datasets as those that the vic-
tim was trained on.

Most recently, Carlini et al. (2024) introduced
a model-stealing attack that entirely extracted the
embedding projection layer of transformer mod-
els by making targeted queries to the model. The
authors were also able to determine the hidden di-
mension size of black-box OpenAl models. While
the authors note that there seems to be no imme-
diate practical uses for this attack, the work in this
paper presents a novel and interesting attack.

3 Methods

In our work, we follow the real-world scenario of
stealing a commercial embedding model. We as-
sume the attacker has only black-box access to the
model, meaning they are unaware of the model’s
initialization, architecture, or training process.
The attacker can only query the model at a mod-
est cost and leverage publicly available informa-
tion from the company providing the API to repli-
cate the model.



Compan Model Input Type Embedding Max Tokens Cost / MTEB Retrieval
pany API Argument Dimensions Length Limit 1M tokens Average nDCG@10

OpenAl text-embedding-3-large X 3072 8192 $0.13 55.4

Cohere embed-english-v3.0 v 1024 512 $0.10 55.0

Table 1: Comparing OpenAl and Cohere’s flagship embedding models.

3.1 Victim Models

In this work, we steal from two different live vic-
tim embedding models behind APIs: OpenAl’s
text-embedding-3-large' and Cohere’s embed-
english-v3.0.2 As of the time of this study, these
are the flagship embedding model offerings from
these two companies. We summarize some key
differences between these models in Table 1.

While Cohere’s model embeds queries
and documents differently depending on the
provided input_type argument to the API,
OpenAl’s model makes no such distinction.
For Cohere’s embedding model, the API takes
an input_type argument with four different
options: search_document, search_query,
classification, and clustering. It is not
clear how exactly queries and documents are
embedded differently. However, we assume that
the model is prompted differently depending on
the input_type chosen.

Both models produce embeddings of different
dimensions. While the Cohere model’s embed-
dings have 1024 dimensions, the OpenAl model’s
embeddings have 3072 dimensions. However,
OpenAl’s embedding model has been trained us-
ing Matryoshka Representation Learning (Kusu-
pati et al., 2022), thus embeddings from text-
embedding-3-large can be arbitrarily shortened by
removing some numbers from the end of the em-
bedding, trading off potential effectiveness for re-
duced embedding dimensions. Another interest-
ing difference is that while Cohere’s API limits the
length of input text to 512 tokens, OpenAI’s model
has a max length limit of 8192 tokens.

We suspect Cohere uses some BERT model be-
cause they make their tokenizer public through
HuggingFace® where we can see that the
tokenizer_class is BertTokenizer. We sus-
pect that Cohere uses some variant of BERT large
to initialize their model because BERT large pro-

1https://openai.com/blog/
new-embedding-models-and-api-updates

2https://cohere.com/blog/introducing-embed-v3

3https://huggingface.co/Cohere/
Cohere-embed-english-v3.0

duces embeddings with a dimension of 1024. It
is not clear what model OpenAl uses to initial-
ize their embedding model, but it is likely not a
BERT model considering the input length limit
and the dimensions of the embeddings. Decoder-
only LLMs have been used as successful embed-
ding models that can handle long sequences and
produce embeddings of a large number of dimen-
sions (Ma et al.,, 2023). Additionally, the TS5
model’s encoder (Raffel et al., 2020) has also been
found to work well as an embedding model (Ni
et al., 2021). However, it should be noted that
some work has found success in modifying BERT
to accommodate longer sequence lengths (Nuss-
baum et al., 2024).

The OpenAl model is slightly more costly to
use at 13 cents per 1M tokens instead of Cohere’s
10 cents per 1M tokens, though with different
tokenizers. Both companies also provide their
model’s scores on the retrieval task of the Mas-
sive Text Embedding Benchmark (MTEB) (Muen-
nighoff et al., 2023) with OpenAI’s model achiev-
ing a slightly stronger, but still comparable score
to Cohere’s model.

3.2 Model Architecture

Our embedding models are initialized with either
the unsupervised variant of Contriever (Izacard
et al., 2021) or simply BERT base uncased. Note
that Contriever is itself initialized with BERT base
uncased and further trained to be able to perform
dense retrieval in an unsupervised setting. We
find that initializing our student models with Con-
triever offers slightly improved results. However,
we initialize using BERT base when we test limit-
ing the amount of training data for our thief mod-
els. We use models with the BERT architecture
for their ease of training and use. BERT base only
has 110 million parameters, which is a fairly mod-
est parameter count today. An interesting aspect
of using BERT is that since Cohere’s embedding
model is initialized from some BERT model while
OpenAl’s embedding model is very likely not, we
can study distilling from both a BERT and a non-
BERT teacher to a BERT student.
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We use the same model for both queries and
documents. We find that just as in previous work
with dense retrieval (Izacard et al., 2021; Xiong
et al., 2020; Reimers and Gurevych, 2019), this
works well in practice.

As explained in Section 3.1, for Cohere’s em-
bedding models, the API takes an input_type
argument that differentiates between queries and
documents. When distilling both from OpenAI’s
and Cohere’s models, we prepend “Query: ” or
“Document: ” to the text depending on whether
we are embedding a query or a document.

One concern with the distillation is that BERT
base produces embeddings of dimension 768,
while the embedding models from OpenAl and
Cohere both produce embeddings of higher di-
mensions. To extract an embedding, we average
the hidden representations of the last layer. To al-
low for the distillation, we apply a linear transfor-
mation using a learnable linear layer to produce
embeddings that match the dimensions of those
that we are distilling from.

We find that since a linear mapping is used, the
intermediate representation of 768 dimensions can
be used as the embedding from the model. We
show this in Section 5.4. These shorter embed-
dings provide similar retrieval effectiveness com-
pared to using the longer embeddings output after
the final linear layer. For efficiency, we use the
shorter embeddings for retrieval when possible.

3.3 Training Data

Optimally, we would want to train our thief mod-
els with as much training data as possible. With
commercial embedding API models, it is possible
to encode large amounts of text with reasonable
costs, so it is possible to generate large amounts of
training data for distillation. However, in the in-
terest of time, we must choose some sensible limit
on the amount of training data to use.

We train our thief models to generate the same
embeddings as the API embedding models for
queries and passages from the MSMARCO vl1
passage ranking dataset (Bajaj et al., 2016). We
make use of the 8.8 million passages in the corpus
and the 809k queries in the training set. Both the
passage corpus and the queries in the dataset cover
a diverse range of topics and are often used for
the fine-tuning of retrieval models. Since there is
some duplication of passages in the corpus, where
some passages form prefixes or suffixes of other
passages, we remove the shorter prefix or suf-

fix passages to be more data efficient with train-
ing. After this de-duplication, we were left with
roughly 8.4 million passages. We set aside 400k
passages and 100k queries for a development set
taken from the end of the passage corpus and the
set of training queries when ordered by IDs.

We estimate the cost of generating these query
and passage embeddings through the APIs at ap-
proximately $88 using OpenAl’s text-embedding-
3-large model and approximately $68 using
Cohere’s embed-english-v3.0 model.

3.4 Cosine Distance Loss

A simple yet effective way to distill embeddings
from a teacher to a student is using an average co-
sine distance loss where the loss is calculated as

1 " ti-si
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where t; is the embedding produced by the black-
box API model (teacher) for some text, either a
query or a document, and s; is the embedding pro-
duced by our thief model (student) for the same
text. Training with this loss aligns the direction of
the two vectors. Since the APIs provide normal-
ized vector embeddings and the embeddings from
our models are normalized as well, training with
this loss allows the two vectors to closely match.

4 Experimental Setup

Amount of Training Data We study how well
our models approximate the embedding models
from which they steal from when training data
i1s constrained. We train with either 100k, 200k,
400Kk, or the entire available 8.7 million set of text—
embedding pairs. In each training data subset, we
randomly sample the training data to include to al-
low each subset to be representative of the broader
dataset and to include both queries and passages.

Model Training Details. Model training and
evaluation were done on a single Nvidia 40GB
A100 or 48GB A6000 GPU depending on avail-
ability. The bfloat16 data type was used for eval-
uation and mixed precision training. With all mod-
els, a batch size of 575 was used to maximize
GPU RAM usage, while keeping it under 40GB.
A dropout rate of 10% was used as it was found to
be helpful, especially in the data-limited settings.
The AdamW optimizer was used with a default
weight decay of 0.01 and a linear warmup of 500



steps. A learning rate of 1.5e-4 was used when
training data was limited to under 400k training
samples, while a learning rate of le-4 was used
otherwise. We did not extensively search for the
best hyperparameters and instead tried to make
some sensible choices.

We find that the models continue to learn when
trained for many epochs. When training data was
limited to 400k training samples or fewer, mod-
els were trained for at most 150 epochs. Other-
wise, when we train our models on the entire avail-
able training data with roughly 8.7 million training
samples, we limit training to 50 epochs. In each
case, the best model was selected based on the loss
on the holdout set.

When distilling from either victim model, with
a single 48GB A6000 GPU, training took approx-
imately 8, 17, and 33 hours when training with
100k, 200k, and 400k training samples respec-
tively. With a single 40GB, A100 GPU, training
took approximately 98 hours when training with
the full available 8.7M training samples.

5 Results

We evaluate retrieval on both the TREC
2019 (Craswell et al., 2019) and 2020 (Craswell
et al.,, 2020) Deep Learning Tracks from the
MSMARCO vl passage ranking task and on
BEIR tasks (Thakur et al.,, 2021) to evaluate
out-of-domain generalization ability.

We evaluate retrieval with our embedding mod-
els in two settings. The first is evaluating our mod-
els as query encoders, where the models are only
used to embed queries, and retrieval is performed
using corpora encoded by the original API em-
bedding model. The second setting is testing our
models to encode both queries and passages for
retrieval. Note that the first setting still has some
practical significance because someone may want
to search an already encoded corpus with reduced
query latency, without having to pay for use, or
while keeping their query private.

To measure retrieval effectiveness, we adopt ac-
cepted methodology and report mean nDCG@ 10
(Normalized Discounted Cumulative Gain at rank
cutoff 10) and R@100 (Recall at rank cutoff 100)
scores over queries for retrieval tasks.

5.1 Training with All Available Data

Table 2 compares the retrieval effectiveness of our
thief models when trained with all available train-

API Thief Model
(Q Only) (Q&P)

nDCG Recall | nDCG Recall | nDCG Recall
Cohere
DLI19 0.696 0.648 | 0.692 0.639 | 0.713  0.657
DL20 0.725 0.728 | 0.720 0.724 | 0.703  0.727
TREC-COVID 0.818 0.159 | 0.809 0.155 | 0.693 0.123
BioASQ 0457 0.679 | 0435 0.657 | 0.331 0.564
NFCorpus 0.386 0.351 | 0.387 0.351 | 0.366 0.334
NQ 0.616 0956 | 0.612 0.955 | 0.487 0.868
HotpotQA 0.707 0.823 | 0.689 0.808 | 0.663 0.789
FiQA 0421 0.736 | 0416 0.735 | 0.349  0.698
Signal-1M 0.263 0.283 | 0.246 0.278 | 0.249  0.290
TREC-NEWS 0.504 0.543 | 0498 0.540 | 0.463 0.482
Robust04 0.541 0417 | 0.528 0409 | 0.513 0.399
Arguana 0.540 0.982 | 0430 0.989 | 0.367 0.959
Touché-2020 0.326 0.516 | 0.330 0.508 | 0.277 0.437
Quora 0.887 0.996 | 0.881 0.996 | 0.812 0.989
DBPedia 0434 0.536 | 0430 0.529 | 0406 0.523
SCIDOCS 0.203 0451 | 0.193 0426 | 0.172 0.401
FEVER 0.890 0.965 | 0.868 0.963 | 0.677 0.940
Climate-FEVER | 0.259 0.581 | 0.294 0.629 | 0.183 0.486
SciFact 0.718 0963 | 0.721 0.953 | 0.692 0.956
Average 0.547 0.648 | 0.536 0.644 | 0.480 0.612
BEIR Average 0.528 0.643 | 0.516 0.640 | 0.453 0.602
OpenAl
DLI19 0.717  0.647 | 0.670 0.621 | 0.667 0.631
DL20 0.716  0.761 | 0.696 0.737 | 0.695 0.733
TREC-COVID 0.769 0.156 | 0496 0.100 | 0.611 0.109
BioASQ 0410 0.662 | 0.262 0.489 | 0.256 0.470
NFCorpus 0418 0399 | 0.395 0.386 | 0.376  0.366
NQ 0.586 0.957 | 0.519 0917 | 0.450 0.872
HotpotQA 0.697 0.858 | 0.494 0.709 | 0.506 0.711
FiQA 0.547 0.843 | 0478 0.788 | 0.362 0.715
Signal-1M 0271 0322 | 0.242 0.289 | 0.263 0.291
TREC-NEWS 0.522  0.581 | 0.484 0.548 | 0.450 0.482
Robust04 0.580 0.460 | 0.527 0.428 | 0.500 0.402
Arguana 0403 0991 | 0410 0985 | 0.376  0.965
Touché-2020 0.292 0492 | 0.291 0.507 | 0.274 0.459
Quora 0.889  0.996 | 0.867 0.995 | 0.876  0.995
DBPedia 0434 0.566 | 0.400 0.524 | 0.391 0.521
SCIDOCS 0.228 0.500 | 0.176  0.415 | 0.158 0.390
FEVER 0.847 0966 | 0.712 0916 | 0.616 0.906
Climate-FEVER | 0.272  0.628 | 0.279 0.618 | 0.237 0.572
SciFact 0.761 0977 | 0.668 0.943 | 0.659 0.933
Average 0.545 0.672 | 0477 0.627 | 0.459 0.606

BEIR Average 0.525 0.668 | 0.453 0.621 | 0433 0.598

Table 2: nDCG@10 and Recall@100 scores on the
DL19, DL20, and BEIR datasets comparing three set-
tings: API (queries and passages encoded by the API
model), Thief Model (Q Only) (queries encoded by
the thief model, passages encoded by the API), and
Thief Model (Q&P) (queries and passages encoded by
the thief model). The Cohere section presents the re-
sults for distillation from Cohere’s model, whereas the
OpenAl section displays the distillation results from
OpenAI’s model.

ing samples. We observe that our thief models
can achieve reasonably strong retrieval effective-
ness both on MSMARCO retrieval tasks and on di-
verse BEIR retrieval tasks. Our models generalize
well to out-of-domain BEIR tasks despite only be-
ing trained on queries and passages from the MS-
MARCO v1 passage ranking task.



API Thief Model

100k 200k 400k
Cohere
(Q Only)
DLI19 0.696 0.662 0.670 0.680
DL20 0.725 0.677 0.696 0.704
TREC-COVID 0.818 0.587 0.668 0.695
Arguana 0.540 0.425 0428 0.432
NFCorpus 0.386 0.366 0.373 0.380
SCIDOCS 0.203 0.170 0.176 0.184
SciFact 0.718 0.702 0.705 0.707
Average 0.584 0.513 0.531 0.540
(Q&P)
DL19 0.696 0.654 0.676 0.686
DL20 0.725 0.663 0.670 0.709
TREC-COVID 0.818 0.678 0.685 0.679
Arguana 0.540 0.371 0377 0.377
NFCorpus 0.386 0.333 0.340 0.346
SCIDOCS 0.203 0.140 0.153 0.159
SciFact 0.718 0.662 0.681 0.674
Average 0.584 0.500 0.512 0.519
OpenAl
(Q Only)
DL19 0.717 0.565 0.593 0.608
DL20 0.716 0.549 0.611 0.644
TREC-COVID 0.769 0.505 0.478 0.460
Arguana 0.403 0.395 0.401 0413
NFCorpus 0.418 0.348 0.358 0.371
SCIDOCS 0.228 0.141 0.146 0.155
SciFact 0.761 0.617 0.630 0.639
Average 0.573 0.446 0459 0.470
(Q&P)
DLI19 0.717 0.577 0.620 0.625
DL20 0.716 0.593 0.639 0.664
TREC-COVID 0.769 0.631 0.635 0.580
Arguana 0.403 0.361 0.366 0.367
NFCorpus 0.418 0.306 0.323 0.334
SCIDOCS 0.228 0.123 0.131 0.134
SciFact 0.761 0.572 0.599 0.610
Average 0.573 0452 0473 0473

Table 3: nDCG @10 scores on DL19, DL.20, and BEIR
datasets, with varying training samples for distillation.
For the thief models, the numbers in the brackets spec-
ify the number of training samples used. We test re-
trieval using the embedding models to encode queries
alone where passages are encoded by the API: (Q Only)
and to encode both queries and passages: (Q&P).

Using the thief models to only encode queries
generally achieves better retrieval effectiveness
scores than when the thief models are used to en-
code the corpora as well. This is likely because
the thief models imperfectly approximate the API
models, which are fine-tuned to be strong em-
bedding models for retrieval. Encoding only the
queries using the thief models provides less room
for error than encoding both queries and passages.
In both cases for Cohere and OpenAl, the API
model achieves the strongest average retrieval ef-
fectiveness scores, followed by the setting where
the thief model is used to encode queries only, and

finally the setting where the thief model is used
to encode both queries and passages achieves the
worst results.

Notably, for both the Cohere model and the
OpenAl model when only encoding queries, the
thief model is sometimes able to surpass the API
model. Additionally, in the case of the Cohere
model for the DL19 task, the thief model encoding
both queries and passages has stronger retrieval ef-
fectiveness scores than the API model.

5.2 Training with Limited Data

Table 3 shows the retrieval effectiveness scores of
the thief models when the amount of training data
used to train the thief models is controlled. We test
the thief models trained on different amounts of
data, either 100k, 200k, or 400k training samples.

The obvious observation to be made is that as
the amount of training data is increased, the thief
models better approximate the embedding mod-
els that they steal from. This is evidenced by
the generally consistent improvement in retrieval
scores across DL.19 and DL20 and on BEIR cor-
pora shown in Table 3.

Interestingly, unlike findings in Table 2, we see
that using the thief models to encode only queries
does not achieve stronger retrieval effectiveness
than when using the thief models to encode both
queries and passages to perform retrieval in the
case of distilling from OpenAl’s model with lim-
ited training data. This might be because query
embeddings from the thief models do not align as
effectively with passage embeddings from the API
when training data is limited.

Considering the retrieval effectiveness of both
the Cohere and the OpenAl thief models, even
100k training samples are enough to train reason-
ably effective embedding models initialized from
BERT base for retrieval that can generalize well to
out-of-domain tasks.

5.3 Cohere vs OpenAl

We observe that stealing from Cohere’s model is
much easier than stealing from OpenAI’s model.
Examining retrieval effectiveness scores in Ta-
ble 3, the Cohere thief model trained on 100k
training samples achieves generally higher aver-
age scores than even the OpenAl thief models
trained on 400k training samples on both MS-
MARCO and BEIR retrieval tasks. We hypothe-
size that the Cohere model is easier to steal from
because it is initialized with a variant of a BERT



Thief Model
Final Output Bottleneck
Embedding Embedding

Cohere

DLI19 0.697 0.713
DL20 0.728 0.703
TREC-COVID 0.708 0.693
Arguana 0.375 0.367
NFCorpus 0.363 0.366
SCIDOCS 0.169 0.172
SciFact 0.693 0.692
Average 0.533 0.530
OpenAl

DLI19 0.673 0.667
DL20 0.696 0.695
TREC-COVID 0.654 0.611
Arguana 0.385 0.410
NFCorpus 0.373 0.395
SCIDOCS 0.157 0.176
SciFact 0.652 0.668
Average 0.513 0.518

Table 4: nDCG @10 scores for the embedding models
on the DL19 and DL20 datasets and BEIR datasets. We
compare two settings. Final Output Embedding: the
embedding from the model is taken as the output after
the final linear layer of the model. Bottleneck Embed-
ding: the representation before the final linear layer of
the model is taken as the embedding. This embedding
has 768 dimensions. The thief models are used to en-
code both queries and passages.

model, possibly a BERT large variant as we have
argued in Section 3.1 and our thief models are ini-
tialized with BERT models as well. We discuss
the implications of this in Section 6.

5.4 Bottleneck Representations

As mentioned in Section 3.2, BERT base produces
embeddings of dimension 768. This means that to
distill from Cohere’s and OpenAI’s models, some
transformation is needed to match the dimensions
of the Cohere model at 1024 dimensions and the
OpenAl model at up to 3072 dimensions. We use
a simple linear mapping, as such, the intermediate
representation of 768 dimensions can be used as
the embedding for retrieval.

We show in Table 4, that using these shorter
embeddings for retrieval produces comparable re-
trieval effectiveness scores to using the longer em-
beddings produced by our thief models after the
final linear mapping. For this reason, we use the
shorter embeddings when examining the retrieval
effectiveness of our thief models. This finding im-
plies that the distillation method presented in this
work is feasible to distill the retrieval effectiveness
from models with higher dimension embeddings
to models with lower dimension embeddings.

API  Thief Model

Cohere

DL19 0.696 0.713
DL20 0.725 0.703
TREC-COVID 0.818 0.693
Arguana 0.540 0.367
NFCorpus 0.386 0.366
SCIDOCS 0.203 0.172
SciFact 0.718 0.692
Average 0.584 0.530
OpenAl

DL19 0.717 0.667
DL20 0.716 0.695
TREC-COVID 0.769 0.611
Arguana 0.403 0.410
NFCorpus 0.418 0.395
SCIDOCS 0.228 0.176
SciFact 0.761 0.668
Average 0.573 0.518
Concatenate(Cohere, OpenAl)

DL19 0.750 0.717
DL20 0.745 0.726
TREC-COVID 0.831 0.685
Arguana 0.420 0.393
NFCorpus 0.424 0.384
SCIDOCS 0.228 0.173
SciFact 0.776 0.698
Average 0.596 0.540

Table 5: nDCG@10 scores for the embedding models
on the DL19 and DL20 datasets and BEIR datasets. We
explore a Concatenate setting where the embeddings
from Cohere’s and OpenAl’s models are concatenated
together to perform retrieval. We distill these embed-
dings to our thief model. The thief models are used to
encode both queries and passages.

5.5 Distilling from Both Models at Once

Given two embedding models (Cohere’s and
OpenAl’s), we ask the question: Can we lever-
age the strengths of the two models to train a
thief embedding model? The aim is to train a
student model to generate embeddings that cap-
ture and benefit from the relevant information in
both embeddings. To study this, we concatenate
the vectors from Cohere’s and OpenAl’s embed-
ding models and attempt to distill these concate-
nated embeddings into our model. As detailed
in Table 5, the results are promising. For the
MSMARCO and BEIR tasks examined, using the
concatenated embeddings for retrieval achieves
higher nDCG@10 and R@100 scores than using
either set of embeddings alone. Then, when we
distill using the concatenated embeddings into our
thief model, the thief model achieves a higher av-
erage nDCG@ 10 score than distilling from either
API embedding model alone.

This means that taking embeddings from lead-
ing embedding models, concatenating them, and



then distilling these concatenated embeddings into
a student model is a promising method to train em-
bedding models. This approach possibly allows
for the integration of diverse model strengths in
creating more robust embedding models.

5.6 Cost to Steal

We note that at the time of this study, a VM with a
40GB A100 GPU can be rented for $1.3/hr.* This
puts the cost of training the stolen models for 98
hours at just under $128. We estimate the cost of
generating the embeddings in our training set and
holdout set at roughly $88 using OpenAl’s text-
embedding-3-large model and roughly $68 using
Cohere’s embed-english-v3.0 model. This means
that our model-stealing can be done with a modest
cost of at most $216 before applicable taxes.

6 Defense

Our results have shown that it is easier to steal
from Cohere’s embedding model than OpenAl’s
embedding model to a thief model initialized with
BERT base. This is perhaps because Cohere’s
model is initialized with a variant of BERT, likely
BERT large as explained in Section 3.1. It may
be easier for an adversary to steal an embedding
model if they can correctly guess the model back-
bone of the embedding model and initialize their
thief model with the same backbone. For this rea-
son, we recommend that commercial embedding
models be initialized with some model such that it
would be difficult or impossible for an attacker to
guess the model and initialize their model with the
same architecture and weights.

We also recommend that companies take care to
not expose key model details unnecessarily. As we
have explained, we can assume that Cohere uses
a BERT variant for initializing their embedding
model because they make their tokenizer publicly
available through HuggingFace, where we can see
that the tokenizer is a BertTokenizer.

Additionally, Cohere makes available the em-
beddings for the MSMARCO v1 passage corpora
and most of the queries in the MSMARCO vl
passage ranking training set among many other
queries and corpora for BEIR datasets.” While
this is likely appreciated by many in the research
community, it also makes it easier for an attacker

*https://lambdalabs.com/service/gpu-cloud
5https://huggingface.co/datasets/Cohere/
beir-embed-english-v3

to steal their model by providing training data for
distillation free of cost.

7 Conclusion

In this work, we were able to successfully dis-
till commercial embedding models from behind
their APIs to local thief models with the BERT
base architecture. We find that these stolen em-
bedding models can be used to embed queries to
search corpora encoded by the API with strong
retrieval effectiveness. Additionally, we can do
away with the commercial embedding model en-
tirely and encode both queries and corpora with
the thief models with reasonable retrieval effec-
tiveness. We also find success in experimenting
with training stronger embedding models by dis-
tilling from multiple existing embedding models
into a single student model. Additionally, we show
a simple way to distill from embedding models
that produce embeddings of a large number of di-
mensions to models that produce embeddings with
fewer dimensions.

Our findings expose the susceptibility of com-
mercial embedding models to theft. We highlight
the need for greater consideration for designing
embedding models that are less prone to being
stolen by attackers. Through our results, we ar-
rive at the recommendation to initialize commer-
cial embedding models with less predictable back-
bones like BERT base, which may be more vul-
nerable to theft. Employing unique or customized
model backbones can potentially increase the dif-
ficulty for attackers attempting to steal the model.

Looking forward, further research may investi-
gate scaling the described distillation techniques
to larger and more powerful thief models and em-
ploying more extensive and diverse training data.
Additionally, there is an opportunity to further in-
vestigate the distillation from multiple teacher em-
bedding models to develop more robust and ef-
ficient student models. These explorations could
provide valuable insights into the competitiveness
of commercial embedding models in a rapidly
evolving space.
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A Limitations

Student Model Initialization. We only study
using BERT base and Contriever, which is itself
initialized using BERT base, to initialize our stu-
dent models. We do this to run our experiments
quickly and efficiently. However, further experi-
ments may find that student models initialized us-
ing a larger BERT model, or even a more recent
LLM may be able to better replicate embedding
models behind APIs. These student models may
be able to attain stronger retrieval effectiveness
scores with less training data needed. Such exper-
iments may show greater ease in stealing not only
from Cohere’s embedding model but also from
OpenAl’s embedding model.

Training Data. Another limitation is that we
train only using queries and passages from the
MSMARCO v1 passage ranking task. Notably,
passages from the MSMARCO vl passage cor-
pora tend to be relatively short, generally consist-
ing only of a couple of lines. While we note that
our student models are able to generalize well to
diverse BEIR tasks, they may suffer when being
used to encode much longer texts. Regardless,
training with more text—-embedding pairs and with
more diverse text-embedding pairs can mitigate
these concerns.

Exploring Defenses Against Model Theft. We
recognize the need to propose and test more ef-
fective defenses against model theft. However,
we leave this for future work as this is a diffi-
cult problem. With stealing sentence encoders,
Dziedzic et al. (2023) studied watermarking (Adi
et al., 2018). With stealing image encoders, both
Sha et al. (2023) and Liu et al. (2022) also ex-
plored watermarking and perturbation-based de-
fense. However, watermarking only serves to
identify stolen models (Adi et al., 2018) and both
works found that perturbation-based defense was
not effective for defending against stealing at-
tacks for encoder models because the perturba-
tions could not sufficiently hurt the effectiveness
of the attack while maintaining the effectiveness
of the victim model (Sha et al., 2023; Liu et al.,
2022).

B Ethical Considerations

We informed Cohere and OpenAl of our success in
distilling their embedding models from their APIs
over one month before publicly posting our work.

We acknowledge the legitimate interest of com-
panies in profiting from their proprietary embed-
ding models, which require significant effort and
investment to develop. A bad actor may try to steal
a commercial embedding model to profit from it
themselves. However, we believe it is crucial to
highlight that these models can be accurately and
cost-efficiently stolen. This is necessary to be-
gin to study defense considerations against model
theft such as what we have discussed in our paper.
To mitigate potential misuse, we do not make
our models or training code publicly available.
However, we are willing to provide access to re-
searchers upon request, ensuring that the research
community can benefit from our findings while
minimizing the risk of unethical application.
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