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Abstract

In this paper, we study cascading failures in power grids through the

lens of information diffusionmodels. Similar to the spread of rumors

or influence in an online social network, it has been observed that

failures (outages) in a power grid can spread contagiously, driven by

viral spread mechanisms. We employ a stochastic diffusion model

that is Markovian (memoryless) and local (the activation of one

node, i.e., transmission line, can only be caused by its neighbors).

Our model integrates viral diffusion principles with physics-based

concepts, by correlating the diffusion weights (contagion probabili-

ties between transmission lines) with the hyperparametric Informa-

tion Cascades (IC) model. We show that this diffusion model can be

learned from traces of cascading failures, enabling accurate model-

ing and prediction of failure propagation. This approach facilitates

actionable information throughwell-understood and efficient graph

analysis methods and graph diffusion simulations. Furthermore, by

leveraging the hyperparametric model, we can predict diffusion

and mitigate the risks of cascading failures even in unseen grid

configurations, whereas existing methods falter due to a lack of

training data. Extensive experiments based on a benchmark power

grid and simulations therein show that our approach effectively

captures the failure diffusion phenomena and guides decisions to

strengthen the grid, reducing the risk of large-scale cascading fail-

ures. Additionally, we characterize our model’s sample complexity,

improving upon the existing bound.

CCS Concepts

• Computing methodologies → Learning in probabilistic

graphical models; • Theory of computation→ Sample com-

plexity and generalization bounds.

Keywords

Cascading failures, diffusion graphs, independent cascades, hyper-

parametric model, learnability, power grids.

1 Introduction

Interest in information diffusion and influence, initially motivated

by social networks and viral marketing [2, 23], has expanded signif-

icantly in recent years. Researchers have recognized the potential

applicability of these methods beyond the social media sphere, as

diffusion phenomena and algorithms for understanding viral spread,
leveraging its reach or mitigating its risks, are now being applied in

public health and epidemiology [13], transportation and logistics

[26], internet virus propagation and cyber-security [32], complex

biological systems [3], or ad-hoc communication networks [43].

Besides these diverse fields, one critical domain stands out, per-

taining to cascading failures in power transmission networks, where

viral spread phenomena can exert a significant impact, potentially

disrupting our society. Just as rumors or influence may spread in

an online social network, it has been observed and confirmed by

research that failures (outages) in a power grid are contagious and
can be described by viral spread mechanisms [18, 24]. Indeed, due

to recent events like the 2021 Texas blackouts [1], the issue of cas-

cading grid failures has made headlines and gained a lot of attention

[34]. In short, a cascading failure in a power grid represents the

event of successive interdependent failures of components in the

system. Usually initiated by one or a few source outages, due to en-

dogenous or exogenous disturbances, they propagate in a relatively

short lapse of time, potentially leading to large blackouts [18].

The analysis and prediction of such events is challenging be-

cause cascading failures are in general non-contiguous / non-local

with respect to the physical topology of the power grid. This means

that a failure of a specific transmission line may cause the failure

of another one that is geographically distant and not directly cou-

pled [20], e.g., may be even located hundreds of kilometers away, as

documented in theWestern US blackout of July 2, 96 [41]. This moti-

vated researchers to study analytical frameworks that are based on

graphs whose topology is not necessarily close to that the physical

grid [6, 19]. In particular, data-driven approaches were proposed,

leading to the development of graph models of the observed in-

teractions among components of the power grid [14, 18, 19, 42].

See [29] for a recent survey on cascading failure analysis in power

grids, based on interaction graphs, which model power grids with

the nodes representing electrical components of interest such as

buses or transmission lines and the edges representing interactions

observed in known cascades of failures.

However, constructing interaction / diffusion graphs that accu-

rately capture cascading patterns hinges on two crucial factors:

sufficient data quantity and high data quality. Only then can net-

work analysis effectively reveal these patterns and ultimately guide

decisions for mitigating cascading blackouts (e.g., by upgrading

selected transmission lines). Yet real-world historical data of cas-

cading failures is hard to obtain, and the alternative to it, coming

from grid simulators (e.g., quasi-steady-state or dynamic power

network models [20, 37]) may introduce artificial biases and errors.

Furthermore, a significant limitation of these methods is the inabil-

ity to adapt to unseen grid configurations. They rely on past data,
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potentially missing rare or unique interactions between transmis-

sion lines, which are latent. This hinders their effectiveness in novel

grid configurations and poses a significant challenge, as decisions

involving grid configuration provisioning may be time-critical.

In this paper, we study cascading failures in power grids through

the lens of information diffusion models. We make use of a classic

stochastic diffusion model, known as Independent Cascades (IC),

which is Markovian (memoryless) and local (the activation of one

node, i.e., transmission line, can only be caused by its neighbors).

Our model intentionally embraces such simplifying assumptions

to exploit the efficiency and interpretability of established graph

analysis tools and simulations for diffusion processes, thereby fa-

cilitating more readily actionable insights. Potential limitations in

capturing intricate dependencies are counterbalanced by integrat-

ing physics-based concepts into the viral diffusion model, aiming to

(i) enhance model fidelity and (ii) reduce the sample complexity of

the learning task. More precisely, we impose correlations on the dif-

fusion weights (contagion probabilities between transmission lines)

with the hyperparametric IC model of [22]. The model – initially mo-

tivated by diffusion scenarios in social media – assumes that each

node in the diffusion graph has features encapsulating its diffusion-

relevant properties. Then, the diffusion weight between a pair of

nodes is a function of their features and a global, low-dimensional

hyperparameter. Indeed, existing studies have demonstrated strong

correlations between features of the transmission lines, which may

be physics-based or topology / connectivity-based, and their stabil-

ity w.r.t. failures in the grid [38, 40]. Furthermore, since the diffusion

probabilities are correlated, each observation provides information

about all edges in the network, thereby minimizing training data

requirements for robust predictions.

The main contributions of our paper can be summarized as follows:

• We revisit the hyperparametric IC model of [22], adapting it to

the spread of failures in a diffusion graph having as nodes the

transmission lines of the power grid.

• We present a learning algorithm for this model, based on known

cascades of failure traces. Initializing with a complete graph

representing all possible connections (accounting for non-local

propagation), the algorithm learns diffusion probabilities over

edges, effectively sparsifying the network to reflect the most

influential interactions.

• Extensive experiments, based on a benchmark power grid and

simulations therein, show that our approach can accurately

model and predict how failures may propagate, and that its pre-

dictions can guide the decisions to consolidate the grid and thus

reduce the risk of large cascading failures.

• Furthermore, by leveraging the hyperparametric model, we show

that we can make diffusion predictions and mitigate the risks of

cascading failures even in unseen grid configurations, for which

existing methods cannot apply due to lack of training data.

• Finally, we characterize the sample-complexity of our learning

algorithm, improving upon the best known bound of [22].

2 Related Work

The state of the art for analyzing and learning cascading failures in

power grids can be mainly categorized into deterministic and sto-
chastic ones. We note that while deep learning has shown promise

in predicting cascading failures (e.g., [46]), these approaches lack

interpretability and rigorous theoretical performance guarantees.

Deterministic methods are mainly based on the OPA (ORNL-

PSerc-Alaska) model [8, 9], which simulates the power system’s

response after contingencies of transmission line failures. They

can provide detailed processes, tracing the cascading failures in

the system, but they usually incur performance issues due to the

computation of optimal power flow.

Stochastic approaches adopt different types of models based on

Markov chains or statistical learning. The main idea of these ap-

proaches is to estimate an influence (or contagion) probability ma-

trix. Specifically, traditional Markov chain-based approaches [33,

45] view a cascading process as a sequence of transitions among

states, where each state encapsulates the status of a group of nodes.

The effectiveness of such an approach is impacted by the design of

the state space and by the combinatorial characteristics of states.

Specifically, by design, the individual node-to-node transition prob-

abilities are not directly estimated in such approaches. To address

this issue, branching processes (a variant of Markov chains) have

been used in [7, 18–20], where each failure in one stage is assumed

to generate some random failures in the subsequent stage, following

an offspring distribution such as Poisson. Finally, the more recent

statistical learning approaches [14, 42] apply non-parametric regres-

sion models to fit the cascading processes, based on given historical

traces of cascading failures.

As mentioned previously, a major limitation of the aforemen-

tioned approaches is their inability to adapt to unseen grid config-

urations. More precisely, such models can only be applied to the

same fixed power system configuration that produced the cascading

logs. As shown in our experiments, any small change or perturba-

tion in the power system may drastically impact their effectiveness.

This poses a significant challenge, since some decisions may be

time-critical and cannot be delayed until new cascading traces are

produced (e.g., by grid simulations) to retrain upon.

Information diffusion and influence study was pioneered by the

seminal works of [10, 23]. Diffusion models such as Independent

Cascades (IC), Linear Threshold (LT), and generalizations thereof

were introduced in [23]. The problem of Influence Maximization
(IM) – selecting a set of seed nodes that maximize the expected

spread in a diffusion network under a certain diffusion model – was

also introduced and studied extensively. See the recent survey [27]

for a detailed review of the IM literature.

While classic IM methods assume that the underlying diffusion

network, including the influence probabilities associated with each

connection, is known, this assumption rarely holds in practice. A

rich body of work has been devoted to learning the underlying

diffusion network when historical cascades of propagation traces

are available [11, 15, 16, 30, 35].

Often, the drawback of suchmethods is their high sample-comple-

xity, as discussed in [22], which proposes an alternative approach,

with lower sample-complexity, based on a hyperparametric IC

model. They assume nodes / edges have features, which induce

correlations between the diffusion probabilities of different edges.

This allows to minimize training data requirements for robust pre-

dictions, as also shown in [21].

Our study starts with the thesis that methods of information

diffusion analysis from the rich IM literature may be applicable to
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other fields such as cascading failures in power grids, enabling us

to leverage well-established techniques, thus leading more readily

to actionable insights. Nevertheless, important differences have to

be taken into account, such as the fact that failures may propagate

non-locally, in a physical system such as the power grid, while infor-

mation in a social network may spreed to the connected “neighbors”

in a sparse online network. By integrating physics-based concepts
into a diffusion model and by designing an adapted learning ap-

proach, we aim to address the specificity of this application scenario,

in this way improving the model’s effectiveness and its training

data requirements such as sample-complexity. The merging of vi-

ral diffusion principles with physics-based notions is supported

by recent studies showing that the physical features of a power

grid exhibit strong correlations with the system’s stability [38, 40].

This suggests that such features can be used to train a cascading

failure model, one having a better potential for generalization and

robustness to grid changes. In comparison with the works discussed

here, the hyperparametric approach allows us to (i) enhance model

fidelity and (ii) reduce the sample complexity of the learning task.

Moreover, its predictions can guide the decisions to consolidate

the grid and thus reduce the risk of large CFs. Importantly, the

hyperparametric approach enables us to make diffusion predictions

and mitigate the risks of CFs even in unseen grid configurations, for
which existing methods cannot apply due to lack of training data.

3 Diffusion Model

3.1 Classic Diffusion Models

We start with the premise that CFs bear resemblance to the well-

studied processes of information diffusion in generic settings, par-

ticularly using the classic Independent Cascade (IC) model [23],

which we briefly review next.

IC Model: In the classic IC model, we have a graph G(V, E) and
a probability 𝑝𝑢𝑣 associated with every edge (𝑢, 𝑣) ∈ E. Diffusion
proceeds in discrete time steps. At time 𝑡 = 0, only the seed nodes,

the initiators of a cascade, are active. Once activated, a node remains

active. Every node𝑢 that became active at time 𝑡 > 0 has one chance

to activate each of its inactive neighbors 𝑣 , with probability 𝑝𝑢𝑣 .

The propagation terminates when a fixpoint is reached and no more

nodes can become active. The classic IM problem aims at finding 𝑘

seed nodes that lead to the maximum number of activated nodes in

expectation, also known as (expected) spread.

Hyperparametric IC Model: An instance of IC model is charac-

terized by the edge probabilities. Since these parameters may not be

known or learned exactly, there has been an investigation of IM over

a set of model instances corresponding to the uncertainty in our

knowledge of edge probabilities [5, 17, 22]. A particularly elegant

approach among those is the so-called hyperparametric IC model

[22]. It postulates a vector of features associated with each node

which are relevant to the node exerting and experiencing influence.

Examples of such features include age, gender, profession, degree,

pagerank, etc. The influence between a pair of nodes is a function

of the node features and a global low dimensional hyperparameter

𝜽 . More precisely, the hyperparametric model 𝐻 : Θ × 𝑋 → [0, 1]
restricts the IC model by imposing correlations among edge prob-

abilities. Each edge (𝑢, 𝑣) ∈ E is associated with a 𝑑-dimensional

vector 𝒙𝑢𝑣 ∈ 𝑋 , where 𝑋 ⊆ [0, 1]𝑑 which encodes the features

associated with its endpoints. The probability of 𝑢 influencing 𝑣

is a function of 𝒙𝑢𝑣 and a low-dimensional hyperparameter, i.e.,

𝐻 (𝒙𝑢𝑣, 𝜽 ), where 𝜽 ∈ Θ ⊆ [−𝐵, 𝐵]𝑑 , for some constant 𝐵 > 0.

3.2 Adaptation to Power Grids

Diffusion graph: Earlier attempts to model power grids as graphs,

with nodes representing generators or buses and edges represent-

ing transmission lines were found to be ineffective in predicting

failures as these can propagate in a manner that transcends the grid

topology [7]. As such, we do not discuss these approaches further.

Network models where nodes represent transmission lines and

edges are based on observed cascades of failures have been found

to be more successful in modeling and predicting failure cascades

[18]. However, unlike in applications such as social networks, the

diffusion graph underlying cascading failures in power grids is not

explicitly available and must be learned from available cascades.

In these applications, a set of cascades K is available, where for

each 𝑘 ∈ K , the cascade consists of a sequence of sets of nodes (i.e.,

transmission lines) (V0,V1, ...,VT𝑘 ), where V𝑡 is the set of nodes

that failed at time 𝑡 ∈ [0,T𝑘 ]. It is assumed that any node that failed

at time 𝑡 could influence any node that failed at the next time step

𝑡 + 1. With no further information available on failure propagation,

we allow the possibility that the diffusion graph contains an edge

(𝑢, 𝑣), for all 𝑢 ∈ V𝑡 and 𝑣 ∈ V𝑡+1. Given a set of such cascades K ,

we learn the most likely diffusion graph that explains all observed

failure cascades using a learning algorithm, which tries to sparsify

the above graph.

Choice of Model: As discussed in Section 2, most prior research

on cascading failures (CFs) uses statistical or probabilistic frame-

works, such as branching processes or Markov chains, to analyze

interactions. However, these methods often work only for specific

cases, rendering them less reliable for broader applications. We

posit that hyperparametric modeling can offer a more effective

solution, as evidenced by its potential in studies of information dif-

fusion in social networks [21, 22]. Nevertheless, CFs in power grids

pose unique challenges: non-local cascades, complex networks, and

intricate physical properties. To address these issues, we leverage

the physical and topological features of power grids to unravel the

intricate dynamics of cascading failures. We propose an adaptation

of the hyperparametric model that quantifies influence probabilities

using these features, coupled with data from observed CF events.

Influence probability: Various functions can be used to model

the relationship between features, the hyperparameter, and the

likelihood of influence. We adopt here the logistic function, which

is frequently used in the existing literature. Let 𝑝𝑢𝑣 denote the in-

fluence probability from line𝑢 to 𝑣 , 𝒙𝑢𝑣 the vector of features of the
endpoints (transmission lines) 𝑢 and 𝑣 , and 𝜽 the hyperparameter

vector. Then, the influence probability function is

𝑝𝑢𝑣 =
1

1 + 𝑒−𝜽
T𝒙𝑢𝑣

. (1)

The feature values are assumed to be normalized, i.e., 𝒙𝑢𝑣 ∈
[−1, 1]𝑑 , where 𝑑 is the dimensionality of the hyperparameter.

While most features exhibit non-negative values, some, such as

impedance, may span both negative and non-negative ranges. The

hyperparameter vector is confined within a specific hypothesis

space, i.e., 𝜽 ∈ H = [−𝐵, 𝐵]𝑑 , for some constant 𝐵 > 0.



Bin Xiang, Bogdan Cautis, Xiaokui Xiao, Olga Mula, Dusit Niyato, and Laks V.S. Lakshmanan

In the context of CFs, a line failure is analogous to the activation

of a node in the IC model. Despite the complexity of failure propa-

gations in power grids, it is often assumed for analytical purposes

that the influence between elements is independent, simplifying

the study of transmission line interactions [20].

In summary, the primary distinctions between CFs in a power

grid and traditional IC settings include: (i) the influence graph for

CFs, unlike the physical grid of a power system, is conceptual and

initially viewed as a complete graph (due to non-contiguous events),

whereas a social network’s known topology serves as the influence

medium, and (ii) the influence probability matrix for CFs will be

linked to physical and topological features from the power grid, by

a hyperparametric model.

Recall that a cascade of failures in a power grid consists of a

sequence of sets of lines (V0,V1, ...,VT𝑘 ) that fail at successive time

steps. Recall that the influence graph G(V, E) starts as a complete

one, where any node 𝑢 ∈ V𝑘,𝑡 can potentially influence any node

𝑣 ∈ V𝑘,𝑡+1. From the independent cascading assumption, a set of

positive samples S+
𝑘𝑡

can be associated with each diffusion step,

defined as:

S+
𝑘𝑡

= {(𝑢, 𝑣) |𝑢 ∈ V𝑘,𝑡 , 𝑣 ∈ V𝑘,𝑡+1}, ∀𝑘 ∈ K,∀𝑡 ∈ T𝑘 . (2)

That is, in cascade 𝑘 , each 𝑣 ∈ V𝑘,𝑡+1 at time 𝑡 + 1 is “activated” due
to the set of nodes V𝑘,𝑡 which became active at time 𝑡 . Note that

any node 𝑢 ∈ V𝑘,𝑡 could have activated 𝑣 ∈ V𝑘,𝑡+1, we have no
information on exactly which one, andwe use this pairwise notation

to adhere to the standard notation where every node is atomic

and does not contain sets. For convenience, we sometimes abuse

notation and denote the positive samples as S+
𝑘𝑡

= {(V𝑘,𝑡 , 𝑣) | 𝑣 ∈
V𝑘,𝑡+1}, ∀𝑘 ∈ K,∀𝑡 ∈ T𝑘 .

This setup also implicitly includes a set S−
𝑘𝑡

of negative samples,

representing node pairs that do not influence each other within a

given time step:

S−
𝑘𝑡

= {(𝑢, 𝑣) |𝑢 ∈ V𝑘,𝑡 , 𝑣 ∉
⋃𝑡+1

𝜏=0V𝑘,𝜏 }, ∀𝑘 ∈ K,∀𝑡 ∈ T𝑘 . (3)

Again, we sometimes abuse notation for convenience and write

the negative sample as S−
𝑘𝑡

= {(V𝑘,𝑡 , 𝑣) | 𝑣 ∉
⋃𝑡+1

𝜏=0V𝑘,𝜏 }, ∀𝑘 ∈
K,∀𝑡 ∈ T𝑘 . Let 𝒔 = (V𝒔 , 𝑣) ∈ S+

𝑘,𝑡
be a positive sample, where

V𝒔 is the set of nodes that may influence 𝑣 in sample 𝒔. Based on

Eq. (1), the likelihood of a positive sample in one diffusion step, for

any 𝒔 ∈ S+
𝑘𝑡
, is:

𝑃 (𝜽 | 𝒙, 𝒔) = 1 − ∏
𝑢∈V𝒔

(1 − 𝑝𝑢𝑣). (4)

For any negative sample 𝒔 = (V𝒔 , 𝑣) ∈ S−
𝑘,𝑡

, the likelihood is

1 − 𝑃 (𝜽 | 𝒙, 𝒔).
Estimator: Given this CF model, the traditional Maximum Like-

lihood Estimation (MLE) method can be applied to estimate the

hyperparameter. The idea is to maximize the likelihood between

the predictions of the hyperparametric model and the ground truth

of event data.

Based on Eq. (4), the likelihood of one diffusion step can be

formulated as

∏
𝒔∈S+

𝑘𝑡
𝑃 (𝜽 | 𝒙, 𝒔)∏𝒔∈S−

𝑘𝑡
(1 − 𝑃 (𝜽 | 𝒙, 𝒔)). Let 𝑦 =

IS+
𝑘𝑡
(𝒔) denote an indicator function which equals 1 if 𝒔 ∈ S+

𝑘𝑡
, 0

otherwise. Then, the log-likelihood, known as the cross-entropy is:

𝐿(𝜽 | 𝒙, 𝒔, 𝑦) = 𝑦 log 𝑃 (𝜽 | 𝒙, 𝒔) + (1 − 𝑦) log(1 − 𝑃 (𝜽 | 𝒙, 𝒔)) . (5)

Let S = {(𝒔, 𝑦) | 𝒔 ∈ S+
𝑘𝑡

∪ S−
𝑘𝑡
, 𝑦 = IS+

𝑘𝑡
(𝒔), 𝑘 ∈ K, 𝑡 ∈ T𝑘 } denote

all the samples of the cascade events. Notice that the set of positive

samples is S+ = {𝒔 | (𝒔, 1) ∈ S} and the set of negative samples is

S− = {𝒔 | (𝒔, 0) ∈ S}.
Then, the expected log-likelihood over S can be written as:

LS (𝜽 | 𝒙) = 1

|S|
∑︁

(𝒔,𝑦) ∈S
𝐿(𝜽 | 𝒙, 𝒔, 𝑦) . (6)

Finally, the empirical estimator can be written as:

ˆ𝜽 = argmax

𝜽 ∈H
LS (𝜽 | 𝒙) . (7)

4 Learnability

In this section, we study the Probably Approximately Correct (PAC)
learnability [36, 39] of our model, drawing on the theory of sample

complexity analysis [36] for the MLE approach. The log-likelihood

function family w.r.t. the cascading failure model, which is initially

part of an infinite hypothesis space, is transformed into a finite

hypothesis space using covering theory and Lipschitz continuity

analysis for the diffusion probability function. This transformation

allows us to examine the complexity more effectively. We examine

the conditional concavity of the empirical log-likelihood function,

which paves the way for applying Rademacher complexity to assess

the model’s sample complexity. Rademacher complexity is crucial

as it evaluates the expressiveness of a function class by its ability

to fit a hypothesis set to a random distribution, which is closely

linked to sample complexity [28].

Building on this foundation, we derive the sample complexity

for our model. Detailed proofs of these theoretical findings can be

found in the appendix.

Definition 4.1 (Agnostic PAC learnability [36, 39]).

A hypothesis classH is PAC learnable if, for any 𝜀, 𝛿 ∈ (0, 1), and
for any distribution D over the product space of examples X and

labels Y, there exists a polynomial function 𝑚H and a learning

algorithmA, such that whenA is run on ≥ 𝑚H (𝜀, 𝛿) i.i.d. samples

from D, it produces a hypothesis ℎ that, with probability ≥ 1 − 𝛿 ,

achieves a loss LD (ℎ) that is within 𝜀 of the minimum possible

loss over all hypotheses inH .

Following [22, 31], we assume that the influence probability 𝑝𝑢𝑣
is restricted to the interval [𝜆, 1−𝜆], where 𝜆 ∈ (0, 0.5) is a constant
that controls the precision of our estimates. W.l.o.g., we also assume

that each node in the network has at least one significant feature.

Together, these assumptions allow us to bound the magnitude of

the influence weights, which enables us to define the range of the

hypothesis space H .

We next analyze the Lipschitz continuity of the log-likelihood

function, based on its gradient:

∇𝜽𝐿(𝜽 | 𝒙, 𝒔, 𝑦) =
(

𝑦

𝑃 (𝜽 | 𝒙, 𝒔) −
1 − 𝑦

1 − 𝑃 (𝜽 | 𝒙, 𝒔)

)
∇𝜽𝑃 (𝜽 | 𝒙, 𝒔), (8)

where the gradient of 𝑃 w.r.t. 𝜽 is given by:

∇𝜽𝑃 (𝜽 | 𝒙, 𝒔) =
∑︁

𝑢∈V𝒔

∇𝜽𝑝𝑢𝑣

∏
𝑢′∈V𝒔\{𝑢}

(1 − 𝑝𝑢′𝑣) . (9)
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Previous work [22, 31] had established a relatively loose bound of

the Lipschitz continuity of 𝐿(·) w.r.t. ℓ𝑞-norm as follows:

∥∇𝐿∥𝑞 =

����𝑦𝑃 − 1 − 𝑦

1 − 𝑃

���� ∥∇𝑃 ∥𝑞 ⩽ max{ 1
𝑃
,

1

1 − 𝑃
} · sup ∥∇𝑃 ∥𝑞 .

Based on the fact that ∥∇𝑝𝑢𝑣 ∥∞ ⩽ 1, 𝑝𝑢𝑣 ∈ [𝜆, 1 − 𝜆], and the

definition of ∇𝑃 (see Eq. (9)), we have ∥∇𝑃 ∥∞ ⩽ 𝑁 (1 − 𝜆)𝑁−1
,

where 𝑁 ⩽ |V| is the maximum number of active neighbor nodes.

From Eq. (4), 𝑃 (𝜽 | 𝒙, 𝒔) ∈ [𝜆, 1 − 𝜆𝑉𝒔 ], from which we can show

max{ 1

𝑃
, 1

1−𝑃 } =
1

𝜆𝑁
. This leads to a loose Lipschitz bound of

𝜌

𝜆𝑁
,

where 𝜌 = 𝑁 (1−𝜆)𝑁−1 𝑞√
𝑑 . Note that 𝜆 > 0 is a small value defining

the precision, e.g., 10
−9

. We derive a tighter bound in what follows.

Lemma 4.2. The log-likelihood function 𝐿(𝜽 | 𝒙, 𝒔, 𝑦) is bounded
and (𝑉𝒔

𝑞√
𝑑 log 1

𝜆
)-Lipschitz w.r.t. ℓ𝑞-norm∀𝑞 ⩾ 1, where𝑑 = dim(𝒙).

To examine the sample complexity of our model, we first investi-

gate whether the log-likelihood function is concave. The idea is that

if it is concave, then we can derive the sample complexity based

on optimization theory [36]. If not, then a canonical approach is

to utilize the Rademacher complexity framework. The following

lemma settles the question.

Lemma 4.3. The log-likelihood for one sample, i.e., 𝐿(𝜽 | 𝒙, 𝒔, 𝑦),
is concave in 𝜽 if the sample is either negative with 𝑦 = 0, or positive
with 𝑦 = 1 and |V𝒔 | = 1,∀𝒔 ∈ S+. Otherwise, it is not concave.

It follows from Lemma 4.3 that, in general, the expected log-

likelihood LS (𝜽 | 𝒙) over S is non-concave. More results on the

general and conditional concavity analysis can be found in the

appendix.

Given this, we resort to Rademacher bound theory to characterize

the sample complexity of our model [36]. Let F be the family of

log-likelihood functions 𝐿(𝜽 | 𝒙, 𝒔, 𝑦) on hypothesis 𝜽 ∈ H , defined

as:

F def

= {𝑓 : (𝒔, 𝑦) ↦→ 𝐿(𝜽 | 𝒙, 𝒔, 𝑦) | 𝜽 ∈ H}.
Let F (S) denote the set of vectors of likelihood values to which F
evaluates each sample in S, defined as:

F (S) def

= {[𝑓 (𝒔, 𝑦)]𝒔,𝑦∈S | 𝑓 ∈ F }.
We have the following lemmas.

Lemma 4.4 (Covering Number). Let N∞ (𝜀, F (S)) be the
ℓ∞-norm 𝜀-covering number of F (S), then

N∞ (𝜀, F (S)) ⩽
⌈
𝐵𝑉 log

1

𝜆

𝜀

⌉𝑑
, (10)

where 𝑉 = max𝒔∈S 𝑉𝒔 ⩽ |V| is the maximum number of activated
nodes.

Lemma 4.5 (Rademacher Bound). Let R(F (S)) denote the
Rademacher complexity of F w.r.t. S with sample size𝑚 = |S|, then

R(F (S)) ⩽ 𝑉 log

1

𝜆

√︂
2 logN∞ (𝜀, F (S))

𝑚
+ 𝜀. (11)

Let LD (𝜽 | 𝒙) denote the expected log-likelihood on a hypoth-

esis 𝜽 ∈ H w.r.t. the distribution D over data (𝒔, 𝑦) and a fixed

feature 𝒙 , defined as:

LD (𝜽 | 𝒙) def

= E𝒔,𝑦∼D [𝐿(𝜽 | 𝒙, 𝒔, 𝑦)] . (12)

Based on Lemmas 4.4 and 4.5, we have the following result.

Lemma 4.6 (Sample Complexity). For every 𝜀, 𝛿 ∈ (0, 1) and
data distribution D, when running the MLE algorithm on ⩾ 𝑚(𝜀, 𝛿)
i.i.d. samples drawn from D, where

𝑚(𝜀, 𝛿) = O
(
𝑉 2

log
2 1

𝜆

𝜀2

(
𝑑 log

𝐵𝑉 log
1

𝜆

𝜀
+ log

1

𝛿

))
,

the algorithm returns a hypothesis ˆ𝜽 (i.e., Eq. (7)) that satisfies, w.p.
at least 1 − 𝛿 ,

sup𝜽 ∈H LD (𝜽 | 𝒙) − LD ( ˆ𝜽 | 𝒙) ⩽ 𝜀. (13)

It immediately follows from Lemma 4.6 that the hypothesis for the
cascading failure model is PAC learnable.

5 Overall Solution

Section 4 establishes that the expected log-likelihood is in general

non-concave. The standard solution strategies for this type of prob-

lem include stochastic gradient descent (SGD) or a quasi-Newton

approach such as L-BFGS-B [4]. In our work, we adopt the latter,

as it offers faster convergence and can be more easily parallelized.

From a computational standpoint, the availability of an analytic

gradient enables us to accurately compute values for either the

entire dataset, or for large batches thereof in parallel. This com-

putation is facilitated by a GPU-accelerated workflow, designed

to leverage the structural properties of the gradient and of the

dataset. Specifically, observe that the gradient of the log-likelihood

functions mainly consists of terms such as 𝑃 (𝜽 | 𝒙, 𝒔) and 𝒙̂𝒔 (𝜽 ).
With 𝜽 fixed in each iteration, the terms [𝑒𝜽T𝒙𝑢𝑣 ]𝑢𝑣∈V2 can be

pre-computed. The subsequent computation of the terms 𝑃 (𝜽 | 𝒙, 𝒔)
and 𝒙̂𝒔 (𝜽 ) involves simple operations such as summation or multi-

plication with 𝑢 ∈ V𝒔 . Consequently, the gradient ∇𝜽𝐿(𝜽 | 𝒙, 𝒔, 𝑦)
for individuals, as well as ∇𝜽LS (𝜽 | 𝒙) for entire sample set, can

be computed in parallel.

Moreover, as discussed in Sections 3 and 4, the interactions

within our model form a complete graph. For each cascade 𝑘 ∈ K ,

a given sample ((V𝒔 , 𝑣), 1) ∈ S implies the existence of samples

{((V𝒔 , 𝑣
′), 0) | 𝑣 ′ ∈ V\V𝒔 ∪ {𝑣}}, for all 𝑣 ′ s.t. ((V𝒔 , 𝑣

′), 1) ∉ S.
Therefore, |S| ⩾ |K ||V|. When accounting for the |V| − 𝑛 contin-

gencies cascading (see Section 3, 𝑛 ⩾ 1), the size of 𝑆 is O(|V|𝑛+1).
Despite the relative sparsity of samples, they can be efficiently en-

coded and aggregated using the sample key (V𝒔 , 𝑣) into different

matrices for optimized storage and computation.

Algorithm 1 summarizes the overall workflow for learning a

Hyperparametric diffusion model for predicting Cascading Failures

(denoted HCF).

Algorithm 1 Learning workflow of HCF

Input: cascading failures, power grid topology and settings.

Output: predicted cascading failures.

1: Extract physical/topological features 𝒙 from power grid

2: Encode samples S and construct MLE optimization (see Eq. (7))

3: Run L-BFGS-B for MLE to learn the hyperparameter 𝜽
4: Compute diffusion probability matrix based on Eq. (1)

5: Run Monte Carlo simulations to predict cascading failures
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6 Experiments

Our approach was implemented in Python using GPUs, with the

OpenCL standard
1
. The experiments were mainly performed on

a laptop Intel(R) Core(TM) i7-8550U CPU @ 1.80GHz with 16 GB

memory (denoted L) and a server with AMD EPYC 7713 processor

and 128 GB memory (denoted S).

Datasets. Acquiring real-world cascading failure datasets in the

power systems community is challenging, due to privacy concerns

and confidentiality. Available data, such as the one used in [44],

often lacks crucial physical settings like power supply / demand,

while the topology can only be partially recovered from the cas-

cading traces. This limited information hinders the application of

parametric models that depend on it for reasoning.

Therefore, for our analysis, we leverage the IEEE300 standard

power grid (i.e, a 300Bus having 516 transmission lines), which

offers comprehensive details like power supply / demand, line

impedance, capacities, and topology. This information facilitates

the extraction of the relevant physical features used in our learn-

ing process. Specifically, we extract 22 basic features based on the

pre-cascading balanced power flow and grid topology.

To generate CF events, we leverage the widely used DCSep-

Sim [12] simulator. We simulate power flow and cascading pro-

cesses by strategically cutting lines, triggering power imbalances,

and rerouting flow. If overloaded lines exceed their capacity, outages

occur, cascading through the system until equilibrium is reached.

We generate 100k Monte Carlo traces per power grid instance, by

having each transmission line fail with a probability of 1/516.
A similar experiment on a dataset obtained from the larger Polish

grid is described in the appendix.

Validation and testing approach. Due to the stochastic nature of

our model, the traditional cross-validation and testing process can

not be directly applied. Instead, we propose a different validation

and testing process, relying on the IEEE300 standard power grid

and the DCSepSim simulations. Given an initial power grid con-

figuration, we apply perturbations on the power demand settings

or on the physical topology, to obtain a set of different power grid

instances. The model will be trained on only one of the power grid

instances, and tested on the others. In some of the experiments, the

initial power grid instance is close to saturation with respect to the

power supply / demand – and thus more inclined to exhibit cas-

cading failures – in order to observe the performance of the tested

methods under extreme conditions. Here we define 2 subscript no-

tations, in the context of a each figure: 𝑖𝑖 for a model learned from

the instance 𝑖 and tested on that same instance, and 𝑖1 for a model

learned on instance 1 in that figure and tested on instance 𝑖 . The

top 5% most critical transmission lines w.r.t. cascading failure size

were considered for the evaluation.

Evaluation metrics. Our evaluation focuses on two error types

related to predicting cascading failures. The first metric, Distribu-

tion Error (DE), compares the expected number of failures per line

across the actual DCSepSim simulations and the model-generated

cascades. For each line in the cascading failure dataset, we count the

failures. Then, using the trained model and Monte Carlo diffusions,

1
Source code is available at https://github.com/unkux/Learn_CF.

we generate new cascades and repeat the count on those simulated

lines. Finally, we compare the distributions of failure counts using

either mean absolute error or relative error.

The second metric, Probability Error (PE), is based on the prob-

ability matrix, and can only be applied for our hyperparametric

model. We stress that in the cascading failures data the interactions

between lines are only partially observed, i.e., given a cascading

sample (V𝒔 , 𝑣), there is no information for which node 𝑢 ∈ V𝒔

triggered the activation of node 𝑣 . This means that simple frequency-

based estimation would lead to biased results due to over-counting,

hence ground truth influence probabilities are unavailable. To miti-

gate this issue, we define 3 types of mean absolute / relative errors

(using the same subscript notation): 𝑃𝑖𝑖−𝑃𝑖1 for the prediction error,
𝑃𝑖𝑖 − 𝑃11 for the probabilities’ changes from instance 𝑖 to instance

1, and 𝑃𝑖1 − 𝑃11 for the probabilities’ changes when applying the

model learned on instance 1 in the figure to instance 𝑖 .

Baselinemethods. Recall that existing non-parametric approaches,

like [14, 20, 42], struggle with even slight changes in a power grid

(e.g., power demand or topology). Trained on data from a specific

grid instance, they lack generalizability and require retraining for

new instances. Due to this reliance on specific grid data, our method

offers an advantage under certain conditions. If the topology re-

mains fixed while other factors like power demand change, we can

directly compare our approach with the existing ones, by evalu-

ating their pre-trained models on unseen instances. However, if

the topology itself undergoes changes, adapting these models for

comparison on new instances becomes unfeasible.

In what follows, for a fixed topology incurring power demand

changes, we compare the performance of our approach with the

state-of-the-art Branching Process (in short, BP) method of [20].

A similar experiment involving another state-of-the-art method

[42] is described in the appendix.

6.1 Distribution of Cascades

We first compare the probability distribution and occurrence rate of

CFs in the original dataset (standard IEEE300 with power demand

factor 1).

Fig. 1(a) shows the probability distribution of cascade sizes (num-

ber of failures) for (i) the cascades original CF data, (ii) the ones

simulated by our hyperparametric diffusion model, (iii) the ones

simulated by the BP approach. Note that the original data exhibits

an abnormal distribution, beginning with many small size cascades,

reaching a trough around size 10, and following with several small

peaks around size 20. Regarding the simulated data, both models

align well with the original data for small cascades, while for the

moderate and larger cascade, our model shows better prediction.

Fig. 1(b) compares the failure occurrence rate of lines (excluding

initial failures) in the original cascade dataset (empirical) and in our

hyperparametric diffusion model. Our prediction aligns well with

the dataset in the range of occurrence rate larger than 10
−3
, and

diverges moderately for the lower range, where are situated the

small cascading failures, which are more difficult to be predicted.

6.2 Model Generalization

We study in this section the generalization ability of our model

in the following directions. First, in Sec. 6.2.1, given the original,

https://github.com/unkux/Learn_CF
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Figure 1: Probability distribution of cascades and failure oc-

currence rate (excluding initial failures) for IEEE300.

standard IEEE300 power grid, and the CFs generated by the DCSep-

Sim simulator, we increase the user power demands of a specific

region in the grid to different levels – moderate, heavy, or severe

– and regenerate corresponding CFs. Note that the increasing fac-

tors remain in a range that ensures the resulting power system is

stable, i.e., works normally with a balanced power flow. Second, in

Sec. 6.2.2, from the CFs of the original grid, we pick the 10 most

frequent lines therein, and remove each of them, one at a time, from

the original grid, to generate 10 new grids having a slightly different

physical topology; again, all these have a balanced power flow. The

rationale is that these lines can be seen as highly critical. We use a

similar subscript notation as before, in the context of each figure:

𝑖𝑖 for a model learned from the instance 𝑖 and tested on that same

instance, and 𝑖 𝑗 for a model learned on instance 𝑗 in that figure and

tested on instance 𝑖 .

6.2.1 Power demand changes. In Fig. 2, the power demands of

the original power grid instance in the region < 20% quantile are
scaled from 1 to 10 to produce 10 different grid instances. When

the increasing factor is higher than 10, the power grid will not

work normally. Therefore, the settings we selected provide a coarse-

grained full-scope examination of performance by power demand.

The plots show the mean relative DEs and PEs of all lines.

Figs. 2(a) and 2(e) show respectively the mean relative DEs and

PEs for the full-scope demand change ([1, 10], with basis instance

1.0). First, in Fig. 2(a), when the demand factor < 5.0, our testing

results show large relative errors; however, the corresponding ab-

solute errors in this region for all approaches are quite small (see

Appendix A) and the relative error in this case is less indicative of

performance as the values are relatively small. For the retraining

results, the performance is quite constant. Beyond the < 5.0 region,

the testing results are very similar, but the errors become quite

large. This is to be expected, since the power grid has experienced

large power demand changes. Indeed, it is challenging for the model

that is trained on the initial instance (1.00) to capture a very “dis-

tant” instance such as 10.0. As for the retraining results, when the

demand factor is in the region > 5.0, our model achieves lower

relative errors (around 0.3) than BP, with a gap around 0.35. In

Fig. 2(e) – mean relative PEs – we can notice that 𝑃𝑖𝑖 −𝑃𝑖1, which is

an indicator of our model generalization capability, follows a similar

trend as with the DE values. Recall 𝑃𝑖𝑖 − 𝑃11 indicates the changes

in predicted probabilities when retraining on a different instance.

We can notice that the cascading behavior of the grid instances

indeed experience significant changes when the demand factor is in

the region < 5.0. The model learned on the initial instance becomes

less applicable as the power demand changes.

Regarding the moderate demand changes (in the range [4, 5]),
zoomed upon in Fig. 2(b) and 2(f), the basis instance for training is

moved to 4.0. The results show a different pattern compared with

the previous full-scope case. Now, prediction on other instances

becomes more accurate, as the power changes are less drastic. In

the region > 4.2, all approaches have an error around 0.6, and show

a stable performance. For the retraining (𝑖𝑖) results, our model has

relative errors around 0.2 ∼ 0.3, and performs better than BP, by

a margin of around 0.1 (so around 50%). For the generalization

testing results (𝑖1), our model shows similar performance as BP

(but outperforms it, by a margin of around 18%, in terms of mean

absolute error, see Appendix A). For the PEs, in Fig. 2(f), the pattern

is also rather different from the full-scope case. The results are

aligned with the corresponding failure distribution errors. One

conclusion we can draw here is that in practice it may be preferable

to retrain in different regions in the spectrum of power demand

changes, in order to have more robust / generalizable predictions.

In the region of heavy power demand changes (range [6, 7]),
zoomed upon in Figs. 2(c) and 2(g), the general trend is again quite

different from the moderate case, showing a wave or step pattern.

This is most likely indicative of the complex behaviors of CFs as

the demand is changing. Regarding the DE metric, after retraining

at 6.0, all models have a longer applicable range from 6.0 to 6.6. In

comparison, our model outperforms BP by a 0.2 margin in average,

when testing generalizability (𝑖1), and a 0.4 margin when retrain-

ing (𝑖𝑖). Beyond point 6.6, there is again a large increase of errors.

Nevertheless, both our testing and retraining errors are lower than

the ones of BP. The PE values shown in Fig. 2(g) follow a similar

step pattern as the DE ones in Fig. 2(c).

Finally, moving to the severe demand changes (range [9, 10]),
shown in Figs. 2(d) and 2(h), in contrast to the heavy case, the

error trends for all approaches become smoother. For Fig. 2(d), the

DEs present a Z-shape pattern. Our retraining (𝑖𝑖) results are stable

around 0.28, while the testing ones (𝑖1) increase smoothly up to

around 0.60. Both the absolute and relative PEs of the BP model stay

around 60%. Our model outperforms BP with a margin of around

0.35 when retraining, resp. around 0.23 when testing directly. The

PEs in Fig. 2(h) remain lower than 0.4 and lower than those observed

in the previous three cases. We believe that in this severe case, as

the demands increase towards the limit, the CF patterns converge

as well, leading to more stable performance.

One important conclusion from these three cases – moderate,

heavy, or severe power demand changes – is that the distribution

of CFs changes significantly; this leads to settings where the basic

assumption of Poisson offspring distribution (on which BP relies)

no longer holds, causing BP’s decrease in performance. In contrast,

since our hyperparametric diffusion model learns to predict the

diffusion probabilities, and by extension the CFs, based on the

physical and topological features, it can capture the underlying

physics dynamics better than BP’s non-parametric approach.

6.2.2 Topology changes. When changing the topology of the power

grid, by removing one transmission line, the state-of-the-art ap-

proaches cannot be applied without retraining (no 𝑖 𝑗 cross train-test

experiment is possible). Therefore, only their retraining results (𝑖𝑖)
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Figure 2: Mean relative error for line failure distribution and diffusion probability matrix (IEEE300 dataset).
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(g) Grid (L-85 removed)
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(h) Grid (L-138 removed)
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Figure 3: Training the model with CF data from one grid, testing on the others (IEEE300 dataset).

can be obtained. In Fig. 3, we start from the original power grid

(marked as “Org.”), each time removing one line (shown in x-axis)

and generate 10 different power grids. In the figures, the value

marked in red refers to the training instance. In terms of retrain-

ing results, our model slightly outperforms BP, with error around

0.2-0.3. For testing results (𝑖 𝑗 ), our model has a general stable perfor-

mance around 0.3 on an average. There are a few peaks appearing

for instances 56, 140, and 274: when the model is trained based

on instance “Org.”, 85, 138, or 379, the testing results on instance

56 show a larger relative error, approximately in the range 0.6-0.8.

When the model is trained on instance 379, the test results show a

large error on instances 140 and 274.

6.3 Mitigating CFs

In this section, based on the diffusion probability matrix we learned,

we consider an initial attempt to mitigate the risks of CFs, by in-

creasing the capacity of certain nodes in our diffusion graph (i.e.,

transmission lines in the original power grid). In order to select the

lines to be consolidated, we apply the traditional IM algorithm CELF

[25] to retrieve the top 10 seeds, corresponding in some sense to the

10 most critical lines, their failure leading to the largest expected

cascade. We doubled the capacity of these lines, and re-simulate

the CFs in order to observe to which extent the CFs were mitigated.

Figures 4(a) and 4(b) illustrate respectively the physical grid

and the diffusion graph, along with the 10 selected transmission

lines. They can be viewed as “dual” graphs, where the edges in

Fig. 4(a) (marked in gray) correspond to nodes (marked in red) in

the diffusion graph. Recall that, in the power grid, nodes represent

load or generator buses. We can observe that the grid is sparse,

while the diffusion graph is rather dense (conceptually complete);

in our illustration, we filtered out the edges with 𝑝𝑢𝑣 ≤ 0.01.

We compare the distribution of cascade sizes, before and after

doubling the capacity of the selected 10 seed nodes, in Fig. 4(c).

There is a clear effect of reduction in CFs for all size ranges (i.e.,
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(a) Physical graph. (b) Diffusion graph.
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Figure 4: Physical graph of power grid, and the diffusion graph learned from the hyperparametric model, filtered with the

probability value 𝑝𝑢𝑣 ⩾ 0.01. Cascade failures before and after increasing the capacities of ten most critical branches (IEEE300

dataset).

[0, 15], [15, 30], [30, 45], [45, 60], as the maximum cascade for this

power grid is of size 60). For each of these ranges, CFs are respec-

tively decreased by around 18%, 36%, 9%, and 75%. We interpret this

result as a promising one, and we intend to explore further options

for reducing the potential spread in the resulting diffusion graph.

6.4 Running Time

Running time is mainly influenced by two factors: the specific grid

instance and the size of the diffusion samples used for training.

Table 1 shows both the training and testing time for 3 instances

with power demand changes on the IEEE300 grid. It is important

to note that training for any method in this context is unlikely to

be real-time. HCF’s training is much longer compared with BP,

when running on L. However, once our model is learned, it can be

directly applied when the grid changes; the other approaches need

to retrain the model on a new dataset, which requires a long time to

collect (or, in some cases, a new dataset might not even be available).

The ability to function effectively in new grid configurations is

crucial, as decisions about grid provisioning are time-sensitive.

This highlights once more the importance of model adaptation to

unseen grid configurations.

Table 1: Training and testing time (seconds) per instance for

the IEEE300 grid on laptop (L) and server (S).

1.0 5.0 10.0

Train. Test. Train. Test. Train. Test.

HCF (L) 238 2 602 9 2521 16

BP (L) 10 15 27 38 63 84

HCF (S) 28 4 57 4 161 5

BP (S) 9 14 22 35 51 70

7 Conclusion

We present a new approach for predicting cascading failures in

power grids by integrating physical and topological features from

the grid into a hyperparametric model. Our methodology spans the

extraction of critical features, construction of a Maximum Likeli-

hood Estimation (MLE) optimization framework, and application of

the L-BFGS-B algorithm to learn the hyperparameters influencing

the diffusion of failures. The resulting diffusion probability matrix

is used to run Monte Carlo simulations, providing a robust pre-

dictive framework for cascading failures. In the future, we plan to

explore how real-time data from fluctuating grid conditions can be

integrated to dynamically adjust the predictive model.
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A Additional Experimental Results

A.1 Other Experiments on the IEEE300 Dataset

Fig. 5 shows the mean absolute error for line failure distribution

and the diffusion probability matrix on the IEEE300 grid, comple-

menting the mean relative error results shown in Fig. 2, once again

evaluating the performance of the tested methods when the power

demand changes. The variation trend of the error is consistent with

the one in Fig. 2, and in all cases, HCF exhibits a better generaliza-

tion performance than the BP method.

A.2 Experiments on the Polish Grid

In the domain of power systems, the power grid network IEEE300

(300 nodes, 516 edges) is a relatively large physical network corre-

sponding to a metropolitan scale. To further evaluate the scalability

of the compared methods, we expanded our experiments to test

with a larger power system, the Polish power grid (2383 nodes, 2896

edges), obtained from the open-source MATPOWER framework
2
.

To obtain the dataset of cascading failures, the grid simulator is

running up to 70h for generating 500K cascades per instance. Here

we generated 10 instances with the demand factor ranging from 1.0

to 1.5. Note that when the increasing demand factor is above 1.5 the

Polish power grid is over-saturated and cannot be balanced. Once

more, following the evaluation design of [20], only the most critical

transmission lines w.r.t. the cascading failures size were considered

for the evaluation (top 0.8% lines).

From Fig. 6, we can conclude that HCF has good predictive

performance on this larger dataset, and achieves better results

compared with BP. We would like to emphasize here that the errors

2
https://matpower.org
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Figure 5: Mean absolute error for line failure distribution and diffusion probability matrix (IEEE300 dataset).

Table 2: Sensitivity w.r.t. hyperparameter dimension.

Dimension \ Instance 1.0 5.0 10.0

𝑑 = 200 0.33 0.38 0.37

𝑑 = 250 0.29 0.37 0.30

𝑑 = 300 0.27 0.36 0.29

of both approaches are relatively large mainly due to the filtered

(critical) transmission lines on which the evaluation is done and

to the rather limited sample size relative to this increased network

scale.

A.3 Experiments with SOTA method MK [42]

Despite the common limitation of existing algorithms in dealing

with unseen configurations, for a more comprehensive evalua-

tion, we expand the experiments to include an additional method,

MK [42] (Fig. 7). It uses non-parametric regression to model the

cascading processes. The performance of MK oscillates a lot, and

for most instances, it exhibits on average poorer performance com-

pared with the other methods, whenever the cascading failures

distribution experiences significant changes as the demand factor

changes. When the demand factor is within [9, 10] (see Fig. 7(d)),
cascading failures are large but the change in cascading failures

distribution is small, thus MK performs better. Finally, training MK

takes longer (∼24h) and has a large memory footprint (∼60GB) per
instance, as MK entails solving a large-size constrained nonlinear

optimization problem, and the testing time takes around 18 min

per instance
3
.

A.4 Sensitivity Analysis

The main ingredient of our diffusion model is the hyperparameter

vector, which is learned from data, where one controllable factor is

3
We stress that we could not run MK on the Polish grid, due to its large computation

time and memory requirements.

its dimension. To study sensitivity to the hyperparameter’s dimen-

sion, we evaluated in one experiment the changes of mean relative

error when varying the dimension, as in Table 2.

B Proofs

B.1 Proof of Lemma 4.2

Proof. To study the Lipschitz continuity of the log-likelihood

function, based on Eq. (8), we first check the gradient ∇𝜽𝑃 (𝜽 | 𝒙, 𝒔):

∇𝜽𝑃 (𝜽 | 𝒙, 𝒔) =
∑︁

𝑢∈V𝒔

∇𝜽𝑝𝑢𝑣

∏
𝑢′∈V𝒔\𝑢

(1 − 𝑝𝑢′𝑣) (14)

=
©­«

∏
𝑢∈V𝒔

(1 − 𝑝𝑢𝑣)ª®¬ ©­«
∑︁

𝑢∈V𝒔

∇𝜽𝑝𝑢𝑣

1 − 𝑝𝑢𝑣

ª®¬ (15)

= (1 − 𝑃 (𝜽 | 𝒙, 𝒔))
∑︁

𝑢∈V𝒔

∇𝜽𝑝𝑢𝑣

1 − 𝑝𝑢𝑣
. (16)

Let’s define 𝒙̂𝒔 (𝜽 ) =
∑
𝑢∈V𝒔

∇𝜽𝑝𝑢𝑣
1−𝑝𝑢𝑣 (recall that 𝒔 = (V𝒔 , 𝑣)). Then,

∇𝜽𝑃 (𝜽 | 𝒙, 𝒔) = (1 − 𝑃 (𝜽 | 𝒙, 𝒔))𝒙̂𝒔 (𝜽 ) . (17)

For the sigmoid probability function 𝑝𝑢𝑣 , we have ∇𝜽𝑝𝑢𝑣 =

(1 − 𝑝𝑢𝑣)𝑝𝑢𝑣𝒙𝑢𝑣 . Then,

𝒙̂𝒔 (𝜽 ) =
∑︁

𝑢∈V𝒔
𝑝𝑢𝑣𝒙𝑢𝑣 . (18)

Then, we have

∥𝒙̂𝒔 (𝜽 )∥𝑞 ⩽
∑︁

𝑢∈V𝒔
𝑝𝑢𝑣 max

𝑢∈V𝒔

∥𝒙𝑢𝑣 ∥𝑞 (19)

=
∑︁

𝑢∈V𝒔
𝑝𝑢𝑣

𝑞√
𝑑. (20)

For 𝑧 < 1, we have 𝑧 ⩽ − log(1 − 𝑧). Then,∑︁
𝑢∈V𝒔

𝑝𝑢𝑣 ⩽ −
∑︁

𝑢∈V𝒔
log(1 − 𝑝𝑢𝑣) (21)

= − log(1 − 𝑃 (𝜽 | 𝒙, 𝒔)) . (22)

Then, we have ∥𝒙̂𝒔 (𝜽 )∥𝑞 ⩽ | log(1 − 𝑃 (𝜽 | 𝒙, 𝒔)) | 𝑞√
𝑑 .
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Figure 6: Mean relative and absolute error for line failure distribution and diffusion probability matrix on Polish grid.
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Figure 7: Mean relative error for line failure distribution and diffusion probability matrix on IEEE300 grid (compared with MK).

From Eq. (4), we have 𝑃 (𝜽 | 𝒙, 𝒔) ∈ [𝜆, 1 − 𝜆𝑉𝒔 ], where 𝑉𝒔 =

|V𝒔 | ⩾ 1 is the number of nodes activated at step 𝑡 in cascade 𝑘 .

Then, based on Eq. (5), 𝐿(𝜽 | 𝒙, 𝒔, 𝑦) ∈ [𝑉𝒔 log 𝜆, log(1 − 𝜆𝑉𝒔 )] is
bounded, and based on Eq. (17), the gradient ∇𝜽𝐿(𝜽 | 𝒙, 𝒔, 𝑦) on 𝜽
is derived as:

∇𝜽𝐿(𝜽 | 𝒙, 𝒔, 𝑦) =
(

𝑦

𝑃 (𝜽 | 𝒙, 𝒔) −
1 − 𝑦

1 − 𝑃 (𝜽 | 𝒙, 𝒔)

)
∇𝜽𝑃 (𝜽 | 𝒙, 𝒔)

(23)

=

(
𝑦

𝑃 (𝜽 | 𝒙, 𝒔) − 1

)
𝒙̂𝒔 (𝜽 ) . (24)

Then,

∥∇𝜽𝐿(𝜽 | 𝒙, 𝒔, 𝑦)∥𝑞 =

���� 𝑦

𝑃 (𝜽 | 𝒙, 𝒔) − 1

���� ∥𝒙̂𝒔 (𝜽 )∥𝑞 (25)

⩽

���� 𝑦

𝑃 (𝜽 | 𝒙, 𝒔) − 1

���� | log(1 − 𝑃 (𝜽 | 𝒙, 𝒔)) |
𝑞√
𝑑.

(26)

For 𝑦 = 0,

∥∇𝜽𝐿(𝜽 | 𝒙, 𝒔, 𝑦)∥𝑞 ⩽ | log(1−𝑃 (𝜽 | 𝒙, 𝒔)) |
𝑞√
𝑑 ⩽ 𝑉𝒔

𝑞√
𝑑 log

1

𝜆
. (27)

For 𝑦 = 1,

∥∇𝜽𝐿(𝜽 | 𝒙, 𝒔, 𝑦)∥𝑞 ⩽
𝑞√
𝑑
1 − 𝜆

𝜆
log

1

1 − 𝜆
. (28)

Let 𝑔(𝜆) = log
1

𝜆
− 1−𝜆

𝜆
log

1

1−𝜆 , 𝜆 ∈ (0, 0.5). 𝑔(𝜆) is monotoni-

cally decreasing with lim𝜆→0.5 𝑔(𝜆) = 0. Then, we have log
1

𝜆
>

1−𝜆
𝜆

log
1

1−𝜆 , and therefore,

∥∇𝜽𝐿(𝜽 | 𝒙, 𝒔, 𝑦)∥𝑞 ⩽ 𝑉𝒔
𝑞√
𝑑 log

1

𝜆
,

which completes the proof. ■

B.2 Proof of Lemma 4.3

Proof. To study the concavity of the log-likelihood function, we

have to check the definiteness of the Hessian matrix ∇2

𝜽𝐿(𝜽 | 𝒙, 𝒔, 𝑦).
Based on ∇𝜽𝐿(𝜽 | 𝒙, 𝒔, 𝑦) and ∇𝜽𝑃 (𝜽 | 𝒙, 𝒔), we derive

∇2

𝜽𝐿(𝜽 | 𝒙, 𝒔, 𝑦) = ( 𝑦
𝑃𝒔

− 1)∇𝜽 𝒙̂𝒔 −
𝑦

𝑃2𝒔
∇𝜽𝑃𝒔 𝒙̂

T
𝒔 (29)

= ( 𝑦
𝑃𝒔

− 1)∇𝜽 𝒙̂𝒔 +
𝑦 (𝑃𝒔 − 1)

𝑃2𝒔
𝒙̂𝒔 𝒙̂

T
𝒔 (30)

= 𝑦
1 − 𝑃𝒔

𝑃2𝒔
(𝑃𝒔∇𝜽 𝒙̂𝒔 − 𝒙̂𝒔 𝒙̂

T
𝒔 ) − (1 − 𝑦)∇𝜽 𝒙̂𝒔 (31)

= 𝑦
1 − 𝑃𝒔

𝑃2𝒔
Q𝒔 − (1 − 𝑦)∇𝜽 𝒙̂𝒔 , (32)

where, for simplifying notations, 𝑃𝒔 = 𝑃 (𝜽 | 𝒙, 𝒔), 𝒙̂𝒔 = 𝒙̂𝒔 (𝜽 ), and

Q𝒔 = 𝑃𝒔∇𝜽 𝒙̂𝒔 − 𝒙̂𝒔 𝒙̂
T
𝒔 . (33)

In Eq. (33), for the sigmoid function,

∇𝜽 𝒙̂𝒔 =
∑︁

𝑢∈V𝒔
𝑝𝑢𝑣 (1 − 𝑝𝑢𝑣) (𝒙𝑢𝑣𝒙T𝑢𝑣). (34)

Then, ∇𝜽 𝒙̂𝒔 is positive semi-definite by definition. Now we study

the concavity of 𝐿(𝜽 | 𝒙, 𝒔, 𝑦) in terms of negative and positive sam-

ples.

For a negative sample, 𝑦 = 0 and ∇2

𝜽𝐿(𝜽 | 𝒙, 𝒔, 𝑦) = −∇𝜽 𝒙̂𝒔
is negative semi-definite based on the definition, implying that

𝐿(𝜽 | 𝒙, 𝒔, 𝑦) is concave.
For a positive sample, 𝑦 = 1 and ∇2

𝜽𝐿(𝜽 | 𝒙, 𝒔, 𝑦) = 1−𝑃𝒔
𝑃2

𝒔
Q𝒔 . Now

we study the definiteness of Q𝒔 .

Due to the linear independence of the set of features {𝒙𝑢𝑣 | ∀𝑢 ∈
V𝒔 }, we have

rank(∇𝜽 𝒙̂𝒔 ) = |V𝒔 | ⩾ rank(𝒙̂𝒔 𝒙̂T𝒔 ) = 1. (35)
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When ∃𝒔 ∈ S+, |V𝒔 | > 1, rank(∇𝜽 𝒙̂𝒔 ) > rank(𝒙̂𝒔 𝒙̂T𝒔 ). Then, ∃𝒛 ⊥
𝒙̂𝒔 such that 𝒛T (𝒙̂𝒔 𝒙̂T𝒔 )𝒛 = 0 and 𝒛T (∇𝜽 𝒙̂𝒔 )𝒛 ⩾ 0. Then 𝒛TQ𝒔𝒛 ⩾ 0,

Q𝒔 is not negative semi-definite, thus 𝐿(𝜽 | 𝒙, 𝒔, 𝑦) is not concave.
For a special sample, i.e., when |V𝒔 | = 1,∀𝒔 ∈ S+

, we study the

definiteness of Q𝒔 :

we have 𝑃𝒔 = 1−∏
𝑢∈V𝒔

𝑒−𝜽
T𝒙𝑢𝑣

1+𝑒−𝜽T𝒙𝑢𝑣
. Then,Q𝒔 = 𝜔𝒙𝑢𝑣𝒙T𝑢𝑣 , where

𝜔 = −𝑝3𝑢𝑣 ⩽ 0.

Therefore, Q𝒔 is negative semi-definite, and 𝐿(𝜽 | 𝒙, 𝒔, 𝑦) is con-
cave. The proof is completed. ■

B.3 Proof of Lemma 4.4

Proof. Based on the definition of F (S), ∀𝒇 ,𝒇 ′ ∈ F (S) and the
associated hypotheses 𝜽 , 𝜽 ′ ∈ H , we have

𝒇 − 𝒇 ′




∞ = max

𝒔,𝑦∈S
|𝐿(𝜽 | 𝒙, 𝒔, 𝑦) − 𝐿(𝜽 ′ | 𝒙, 𝒔, 𝑦) | (36)

Based on the Lipschitz bound of 𝐿(𝜽 | 𝒙, 𝒔, 𝑦) in Lemma 4.2, we

have: 

𝒇 − 𝒇 ′



∞ ⩽ (𝑉

𝑞√
𝑑 log

1

𝜆
)


𝜽 − 𝜽 ′




𝑞
. (37)

For hypothesisH = [−𝐵, 𝐵]𝑑 , the ℓ𝑞-norm 𝜀′-cover can be cre-

ated with N𝑞 (𝜀′,H) ⩽
(
2𝐵
𝜀′ + 1

)𝑑
. Note that the radius 𝜀′ is used

to distinguish with the 𝜀 in N∞ (𝜀, F (S)).
Then, for the 𝜀′-covering of hypothesisH , let 𝜽 ′ be the center

of one covering ball, ∥𝜽 − 𝜽 ′∥𝑞 ⩽ 𝜀′, correspondingly, we have

∥𝒇 − 𝒇 ′∥∞ ⩽ 𝑉
𝑞√
𝑑𝜀′ log 1

𝜆
, which forms the ℓ∞-norm covering of

F (S) with radius 𝑉
𝑞√
𝑑𝜀′ log 1

𝜆
, and implies that

N∞ (𝑉
𝑞√
𝑑𝜀′ log

1

𝜆
, F (S)) ⩽ N𝑞 (𝜀′,H). (38)

Note that, when 𝑞 = ∞, to construct the 𝜀′-cover of the hypothe-
sisH , the space can be discretized “evenly” intoN∞ (𝜀′,H) = ⌈ 𝐵𝜀′ ⌉

𝑑

small 𝑑-dimensional hypercubes with edge length 2𝜀′, which leads

to a tighter bound.

Then, based on above statements together with

𝑞√
𝑑 = 1, setting

𝜀′ = 𝜀

𝑉 log
1

𝜆

, N∞ (𝜀, F (S)) can be derived, which completes the

proof. ■

B.4 Proof of Lemma 4.5

Proof. Let F𝜀 (𝒛) denote a subset of values 𝒇 ∈ F (S) 𝜀-covered
by 𝒛 ∈ Z, whereZ is aminimum cover set with |Z| = N∞ (𝜀, F (S)),
then F (S) = ∪𝒛∈ZF𝜀 (𝒛).

The Rademacher complexity of F (S) is defined as:

R(F (S)) = 1

𝑚
E

𝝈∼{±1}𝑚
sup

𝒇 ∈F(S)
⟨𝝈 ,𝒇 ⟩, (39)

where𝝈 = (𝜎𝑖 )𝑖∈[𝑚] ∈ {±1}𝑚 is drawn i.i.d. from a randomprocess

with probability 𝑃𝑟 (𝜎𝑖 = +1) = 𝑃𝑟 (𝜎𝑖 = −1) = 0.5. Then, based on

the composition of F (S), we have

𝑚R(F (S)) = E
𝝈∼{±1}𝑚

sup

𝒛∈Z
sup

𝒇 ∈F𝜀 (𝒛 )
⟨𝝈 ,𝒇 ⟩ (40)

= E
𝝈∼{±1}𝑚

sup

𝒛∈Z
sup

𝒇 ∈F𝜀 (𝒛 )
⟨𝝈 , 𝒛⟩ + ⟨𝝈 ,𝒇 − 𝒛⟩, (41)

based on subadditivity of E𝝈 sup𝒛 sup𝒇 :

⩽ E
𝝈∼{±1}𝑚

sup

𝒛∈Z
⟨𝝈 , 𝒛⟩ + E

𝝈∼{±1}𝑚
sup

𝒛∈Z
sup

𝒇 ∈F𝜀 (𝒛 )
⟨𝝈 ,𝒇 − 𝒛⟩

(42)

⩽ 𝑚R(Z) + E
𝝈∼{±1}𝑚

sup

𝒛∈Z
sup

𝒇 ∈F𝜀 (𝒛 )
∥𝝈 ∥∞ ∥𝒇 − 𝒛∥

1
,

(43)

based on Massart’s Lemma:

⩽ max

𝒛∈Z
∥𝒛∥

2

√︁
2 log |Z| +𝑚𝜀 (44)

⩽
√
𝑚𝑉 log

1

𝜆

√︁
2 logN∞ (𝜀, F (S)) +𝑚𝜀. (45)

The proof is completed by dividing𝑚 from both sides of last in-

equality. ■

B.5 Proof of Lemma 4.6

Proof. Based on Rademacher complexity theory [36],

sup𝜽 ∈H LD (𝜽 | 𝒙) −LD ( ˆ𝜽 | 𝒙) ⩽ 2R(F (S)) +5𝑉 log

1

𝜆

√︄
2 log

8

𝛿

𝑚
.

(46)

Based on Lemmas 4.4 and 4.5,

sup𝜽 ∈H LD (𝜽 | 𝒙) − LD ( ˆ𝜽 | 𝒙) (47)

⩽
𝑉 log

1

𝜆√
𝑚

©­«2
√√√
2𝑑 log

⌈
𝐵𝑉 log

1

𝜆

𝜀′

⌉
+ 5

√︂
2 log

8

𝛿

ª®¬ + 2𝜀′ (48)

⩽
2𝑉 log

1

𝜆√
𝑚

√√√
4𝑑 log

⌈
𝐵𝑉 log

1

𝜆

𝜀′

⌉
+ 25 log

8

𝛿
+ 2𝜀′ . (49)

For above inequality, let RHS ⩽ 𝜀 = 3𝜀′, rearranging the formula-

tion, we have

𝑚 ⩾

(
6𝑉 log

1

𝜆

𝜀

)
2
(
4𝑑 log

⌈
3𝐵𝑉 log

1

𝜆

𝜀

⌉
+ 25 log

8

𝛿

)
. (50)

The proof is completed. ■

C Additional Formal Results

C.1 General Non-concavity

Lemma 4.3 analyzes the concavity of one-sample log-likelihood.

Then, the expected log-likelihoodLS (𝜽 | 𝒙) depends on the dataset
S. Here we construct two examples showing that LS (𝜽 | 𝒙) can
be concave or non-concave on different datasets. i) S contains

only negative or one-effective positive samples directly following

Lemma 4.3, then LS (𝜽 | 𝒙) over S is concave. ii) S contains only

one specific type of positive samples, written as {((V\𝑢, 𝑢), 1),∀𝑢 ∈
V}, where |V| > 1. In this case, there is no implication of other

negative samples. Then, based on Lemma 4.3, LS (𝜽 | 𝒙) over S is

non-concave.

C.2 Conditional Concavity

We revisit Lemma 4.3 to study in depth the concavity of LS (𝜽 | 𝒙)
on a more general dataset instead of special cases, and achieve the

following results.
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Lemma C.1. Let I𝒔 (𝑢𝑣) indicate if an interaction 𝑢𝑣 is covered by
𝒔 or not, i.e., let 𝒔 = (V𝒔 , 𝑣

′), I𝒔 (𝑢𝑣) = 1 if 𝑢 ∈ V𝒔 ∧ 𝑣 = 𝑣 ′ and 0

otherwise, and

𝜙𝑢𝑣 =
∑︁
𝒔∈S+

1

𝑃𝒔
I𝒔 (𝑢𝑣) −

∑︁
𝒔∈S

I𝒔 (𝑢𝑣), (51)

where
∑
𝒔∈S+ 1

𝑃𝒔
I𝒔 (𝑢𝑣) is the weighted size of positive samples S+

that cover 𝑢𝑣 , and
∑
𝒔∈S I𝒔 (𝑢𝑣) the size of all samples that cover 𝑢𝑣 .

Let C+ = {𝑢𝑣, ∀(V𝒔 , 𝑣) ∈ S+, 𝑢 ∈ V𝒔 } represent the set of effective
interactions covered by positive samples. Then, if 𝜙𝑢𝑣 ⩽ 0,∀𝑢𝑣 ∈ C+,
LS (𝜽 | 𝒙) is concave.

Proof. Given a general cascading failures dataset S, we have

rank

(∑︁
𝒔,𝑦∈S ∇𝜽 𝒙̂𝒔

)
= min(𝑑, perm( |V|, 2)), (52)

rank

(∑︁
𝒔,𝑦∈S 𝒙̂𝒔 𝒙̂

T
𝒔

)
= rank( [𝒙̂𝒔 ]S), (53)

where 𝑑 = dim(𝒙) and perm( |V|, 2) = |V|(|V| − 1) is the total
number of feature vectors. For a large dataset S, with high proba-

bility, we have rank( [𝒙̂𝒔 ]S) = 𝑑 ≪ perm( |V|, 2), then,

rank

(∑︁
𝒔,𝑦∈S ∇𝜽 𝒙̂𝒔

)
= rank

(∑︁
𝒔,𝑦∈S 𝒙̂𝒔 𝒙̂

T
𝒔

)
. (54)

Then the rank analysis approach used in Lemma 4.3 is not applicable

here. Now we further check the definiteness of the Hessian matrix:

∇2

𝜽LS (𝜽 | 𝒙) = 1

|S|

( ∑︁
𝒔∈S+

1 − 𝑃𝒔

𝑃2𝒔
Q𝒔 −

∑︁
𝒔∈S−

∇𝜽 𝒙̂𝒔

)
(55)

=
1

|S|

( ∑︁
𝒔∈S+

1

𝑃𝒔
∇𝜽 𝒙̂𝒔 −

∑︁
𝒔∈S

∇𝜽 𝒙̂𝒔 −
∑︁
𝒔∈S+

1 − 𝑃𝒔

𝑃2𝒔
𝒙̂𝒔 𝒙̂

T
𝒔

)
(56)

=
1

|S|

(
RS −

∑︁
𝒔∈S+

1 − 𝑃𝒔

𝑃2𝒔
𝒙̂𝒔 𝒙̂

T
𝒔

)
, (57)

where

RS =
∑︁
𝒔∈S+

1

𝑃𝒔
∇𝜽 𝒙̂𝒔 −

∑︁
𝒔∈S

∇𝜽 𝒙̂𝒔 . (58)

Based on Eq. (34),

∇𝜽 𝒙̂𝒔 =
∑︁

𝑢∈V𝒔
𝜓𝑢𝑣 (𝒙𝑢𝑣𝒙T𝑢𝑣), (59)

where𝜓𝑢𝑣 = 𝑝𝑢𝑣 (1 − 𝑝𝑢𝑣) > 0 for sigmoid. Then,

RS =
∑︁
𝒔∈S+

∑︁
𝑢∈V𝒔

1

𝑃𝒔
𝜓𝑢𝑣 (𝒙𝑢𝑣𝒙T𝑢𝑣) −

∑︁
𝒔∈S

∑︁
𝑢∈V𝒔

𝜓𝑢𝑣 (𝒙𝑢𝑣𝒙T𝑢𝑣) (60)

=
∑︁

𝑢𝑣∈V2,𝑢≠𝑣

{
𝜓𝑢𝑣 (𝒙𝑢𝑣𝒙T𝑢𝑣)

( ∑︁
𝒔∈S+

1

𝑃𝒔
I𝒔 (𝑢𝑣) −

∑︁
𝒔∈S

I𝒔 (𝑢𝑣)
)}
(61)

=
∑︁

𝑢𝑣∈V2,𝑢≠𝑣

𝜙𝑢𝑣𝜓𝑢𝑣 (𝒙𝑢𝑣𝒙T𝑢𝑣) . (62)

Let C = {𝑢𝑣, ∀𝑢𝑣 ∈ V2, 𝑢 ≠ 𝑣} represent the set of all interactions.
Then, ∀𝑢𝑣 ∈ C − C+, 𝒔 ∈ S+

, I𝒔 (𝑢𝑣) = 0, i.e., 𝑢𝑣 is not covered by

the positive samples, and 𝜙𝑢𝑣 = −∑
𝒔∈S I𝒔 (𝑢𝑣) ⩽ 0.

Then, if 𝜙𝑢𝑣 ⩽ 0, ∀𝑢𝑣 ∈ C+
, RS will be negative semi-definite

by definition, and ∇2

𝜽LS (𝜽 | 𝒙) will be negative semi-definite. The

proof is completed. ■

Lemma C.1 provide a condition for the expected log-likelihood

being concave. Then, given a dataset, it’s always able to check

beforehand the concavity and decide which algorithm to use. Note

that Lemma C.1 evaluates the concavity by each time looking at the

entire set or subset of dataset that has been selected for computing.

Now we start to review Lemma C.1 on a general dataset.

Let 𝑁A (𝑢𝑣) denote the number of samples in A that cover

𝑢𝑣 . Then, we have 𝑁S (𝑢𝑣) =
∑
𝒔∈S I𝒔 (𝑢𝑣) in Lemma C.1, and

𝑁S+ (𝑢𝑣) =
∑
𝒔∈S+ I𝒔 (𝑢𝑣). Let 𝑃

−1
𝑢𝑣 =

∑
𝒔∈S+ 𝑃

−1
𝒔 I𝒔 (𝑢𝑣)∑

𝒔∈S+ I𝒔 (𝑢𝑣) . Based on

Eq. (51), we have:

𝜙𝑢𝑣 = 𝑃
−1
𝑢𝑣𝑁S+ (𝑢𝑣) − 𝑁S (𝑢𝑣) (63)

=
1

𝑁S (𝑢𝑣)

(
𝑝𝑢𝑣

𝑃𝑢𝑣
− 1

)
, (64)

where 𝑝𝑢𝑣 =
𝑁S+ (𝑢𝑣)
𝑁S (𝑢𝑣) is an empirical estimation of 𝑝𝑢𝑣 . By defini-

tion, we have

𝑃𝑢𝑣 ⩾ min

𝒔∈S+
:I𝒔 (𝑢𝑣)=1

𝑃𝒔 ⩾ 𝑝𝑢𝑣 . (65)

Then, we have

𝜙𝑢𝑣 ⩽
1

𝑁S (𝑢𝑣)

(
𝑝𝑢𝑣

𝑝𝑢𝑣
− 1

)
. (66)

Without any details on a general dataset, given a positive sample

𝒔 ∈ S+
with |V𝒔 | > 1, the empirical estimation 𝑝𝑢𝑣 of 𝑝𝑢𝑣 is larger

than 𝑝𝑢𝑣 for some 𝑢𝑣 , i.e., 𝑝𝑢𝑣 ⩾ 𝑝𝑢𝑣 due to the combination effect

from V𝒔 and the over-counting effect of empirical estimation from

𝑁S+ (𝑢𝑣)
𝑁S (𝑢𝑣) . In this case, RHS ⩾ 0, hence we cannot determine the sign

of 𝜙𝑢𝑣 , thus the concavity of LS (𝜽 | 𝒙). However, we stress that
RHS is a quite loose estimated bound for 𝜙𝑢𝑣 , taking the minimum

value 𝑝𝑢𝑣 .

For a general dataset, maximizing LS (𝜽 | 𝒙) will make the sam-

ple probability 𝑃𝒔 ,∀𝒔 ∈ S+
approach to 1, thus, 𝑃𝑢𝑣 also approach

to 1, and 𝜙𝑢𝑣 ≈ 𝑁S+ (𝑢𝑣) − 𝑁S (𝑢𝑣) ⩽ 0. Therefore, if |S| ≫ |S+ |,
which could be frequently seen in cascading failures scenario, with

certain probability, LS (𝜽 | 𝒙) tend to be concave.

C.3 Discussion on General Dataset

Here we analyze the property of a general dataset S. The cascading
influence graph is a complete graph in this context, then every

event will involve interactions from some nodes to the rest in V
(see Section 3), i.e., given a sample (𝒔, 𝑦) ∈ S where 𝒔 = (V𝒔 , 𝑣),
it implies that S also contains other positive or negative samples

{(𝒔′, 𝑦′) | 𝒔′ = (V𝒔 , 𝑣
′), 𝑣 ′ ∈ V\𝑣 −V𝒔 }.

Then, for a general dataset S with |S| ≫ |V|, with very high

probability, S can cover all the interactions among |V|. This cov-
ering problem can be described as: givenV , each node has equal

probability being taken; if every round randomly picking nodes

fromV then returning them, what is the probability for |S| rounds
picking to ensure every node being taken at least one time? The

covering probability is then 𝑃𝑐𝑜𝑣𝑒𝑟 = (1 − (1 − 1

|V | )
|S | ) |V | ⩾

1 − |V|𝑒−|S |/|V |
. For instance, taking a large power network with

|V| = 1000 if |S| = 21|V|, 𝑃𝑐𝑜𝑣𝑒𝑟 is larger than 1 − 10
−6
.
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