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Abstract

Network device and system health management is the foun-
dation of modern network operations and maintenance. Tradi-
tional health management methods, relying on expert identifi-
cation or simple rule-based algorithms, struggle to cope with
the dynamic heterogeneous networks (DHNs) environment.
Moreover, current state-of-the-art distributed anomaly detec-
tion methods, which utilize specific machine learning tech-
niques, lack multi-scale adaptivity for heterogeneous device
information, resulting in unsatisfactory diagnostic accuracy
for DHNS. In this paper, we develop an LLM-assisted end-
to-end intelligent network health management framework.
The framework first proposes a Multi-Scale Semanticized
Anomaly Detection Model (MSADM), incorporating seman-
tic rule trees with an attention mechanism to address the
multi-scale anomaly detection problem in DHNs. Secondly, a
chain-of-thought-based large language model is embedded in
downstream to adaptively analyze the fault detection results
and produce an analysis report with detailed fault information
and optimization strategies. Experimental results show that
the accuracy of our proposed MSADM for heterogeneous
network entity anomaly detection is as high as 91.31%.

1 Introduction

With the development of communication technology and un-
manned control technology towards B5G/6G, dynamic het-
erogeneous networks (DHNs) [36] play an increasingly im-
portant role in many key areas such as emergency commu-
nication, transportation, and military administration [11]. As
shown in Fig. 1, DHNSs consist of various types of commu-
nication devices such as base stations, drones, and mobile
phones, which have been deployed in harsh and dynamically
changing environments for long periods [30], are prone to
various anomalies and faults [33]. Therefore, to enhance the
availability and reliability of DHNES, it is essential to perform
timely health management to detect network anomalies and
diagnose network faults [8].
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Figure 1: Dynamic Heterogeneous Networks.

Modern health management is a comprehensive analysis
technique that not only presents and visualizes anomalous
data but also digs the fault type and reasons behind the abnor-
mal data in the whole network, thus a series of decisions can
be made to mitigate the problem [9].

A typical health management life cycle includes at least
three phases: (1) Anomaly Detection [19]: Here, a monitor
performs anomaly detection of multivariate time series data (
e.g., packet loss, byte error, etc.). (2) Fault Detection [17]: net-
work managers (NMs) assess various aspects of the event and
engage in several rounds of communication to pinpoint the
cause of the anomaly. (3) Mitigation [1]: the NMs implement
several actions to mitigate the incident and restore the health
of the communication service. The accuracy of anomaly de-
tection and fault detection is the foundation of the health
management life cycle, however, the increasing variety and
dynamicity in DHNSs result in two key challenges of health
management of DHNs [20]: 1. How to accurately infer faults
through local information when global information is difficult
to obtain in real-time. 2. How to accurately locate faults in
heterogeneous devices with differences in information scale
and fault mechanisms.

The traditional Bayesian-based health management meth-
ods are widely used in network fault detection, which establish
connections between network anomalies and their root causes
for performance diagnosis [2]. However, Bayesian methods



The node shows a variety of anomalies, mainly including a high packet loss rate,
a high BER, and related metrics of the communication link also showing
instability. In addition, the possibility of application crashes is also mentioned.
All these messages point to the possibility of hardware or software failure in the
node.

Fault types are analyzed:

1. Hardware failure: high packet loss and high BER may be due to problems
with the physical link, such as faulty NICs, damaged cables, or unstable
interfaces. In addition, if the hardware resources (e.g. , memory, CPU) are
insufficient or faulty, it may also cause the application to crash.

2. Software Failures: Software failures can be caused by bugs in the operating
system, network stack, or the application itself. Application crashes are likely to
be caused by software bugs or resource contention.

3. Network Configuration Issues: Instability in the communication link may
also be related to the network configuration, such as improper MTU settings,
routing misconfigurations, and so on.

Figure 2: LLM-Generated Analyze Presentation.

rely on directed acyclic graphs that lack scalability, making
them unsuitable for DHNs. Simultaneously, frequent changes
in topology complicate the ability of traditional distributed
anomaly detection algorithms to detect local or minor anoma-
lies in DHNSs [13].

Recently, machine learning-based health management
methods have been widely researched and recognized as state-
of-the-art algorithms for network fault detection [5, 15,23, 32,
35]. However, those machine learning-based algorithms either
relay on global network information or ignore the nonuni-
formed Key Performance Indicators (KPIs) and state infor-
mation of heterogeneous nodes. Besides, Those diagnostic
algorithms do not cover the complete health management life
cycle and still rely on NMs to perform manual troubleshooting
to mitigate anomalies after detection, which not only fails to
utilize anomaly data efficiently but also significantly increases
the time and complexity of anomaly handling.

To address the above problems, we developed an LLM-
assisted end-to-end intelligent network health management
framework. In the framework, we first propose a Multi-Scale
Semanticized Anomaly Detection Model (MSADM) to deal
with uniformed KPIs and state information problems, and then
integrate LLM to perform full life cycle end-to-end health
management.

Unlike existing models that can only handle specific faults
of specific devices, the MSADM incorporates multi-scale se-
mantic rule trees with Transformer to unify and standardize
abnormal text reports based on the different abnormal degrees
of various nodes. Thus, the MSADM can be implemented in
differential entities to automatically identify abnormal com-
munication entities and generate unified and standardized
expressions of abnormal information.

As shown in Fig. 1, to perform end-to-end health manage-
ment, we integrate LLM in the health management framework
to cover the full life cycle and employ MSADM as the facili-
tating agent for the LLM. This strategic integration facilitates
the collection and initial processing of abnormal data, thereby
effectively preventing diagnostic errors caused by inconsis-

tent data representations. This preliminary processing also
significantly reduces the computational demands on LLM. As
shown in Fig. 2, the effectiveness of this approach is evident
through the detailed diagnostic results generated by LLM.
These results succinctly outline the abnormal status and po-
tential causes for each network entity, underscoring the robust
capability of our proposed health management program. The
main contributions of this paper are summarized as follows:

* We propose an end-to-end health management frame-
work for DHNs. This framework manages network
health through only local and neighboring information
and covers the full stages of the health management life
cycle, including anomaly detection, fault detection, and
mitigation.

We propose a Multi-Scale Semanticized Anomaly De-
tection Model (MSADM) to deal with uniformed KPIs
and state information problems. This model standardizes
abnormal information from various DHNs equipment,
addressing the inefficiencies inherent in traditional dis-
tributed anomaly detection information sharing.

We incorporate LLM into the network health manage-
ment process to perform a full life cycle of end-to-end
health management. By employing the thinking prompt
method, LLM not only analyzes abnormal situations but
also offers mitigation solutions.

2 Background and Motivation

In this section, we first review the current research status of
anomaly detection models. We then identify the shortcomings
and defects of existing methods in DHNs health management.
Finally, we explore the potential benefits of integrating se-
mantic work into the health management process of wireless
heterogeneous networks.

2.1 Related Work

The traditional anomaly detection algorithm detects anoma-
lies by monitoring wireless measurement data and compar-
ing it with established norms [29]. However, this approach
overly depends on expert annotations and proves both time-
consuming and labor-intensive. Concurrently, researchers also
attempt to validate their findings using both simulated and ac-
tual data. Yet, these studies typically rely on a single KPI, such
as the call drop rate, to classify anomalies, thereby constrain-
ing diagnostic precision to a degree [14]. The Bayesian-based
classification method, extensively explored in [2] [3], uses
probability and graph theories to correlate network anomalies
with their root causes. Despite its widespread application, the
efficacy of this method significantly hinges on a substantial
corpus of historical anomaly data since the causal graphs it
generates demand extensive prior knowledge. Moreover, the
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Figure 3: Wireless Network Health Management Scheme Architecture.

Bayesian approach faces challenges in scalability and adapt-
ability, struggling to perform well in dynamic, heterogeneous
wireless network environments.

Machine learning, recognized as a powerful analytical tool,
can effectively mine and perceive potential information in data
and sharply detect subtle changes in network status and KPIs,
thus enabling faster and more precise network anomaly de-
tection [23]. Researchers propose a diagnostic method based
on a supervised genetic fuzzy algorithm [15]. This method
employs a genetic algorithm to learn a fuzzy rule base from
a combined dataset of simulated and real data containing 72
records. Its accuracy heavily relies on the labeled training
set. The Deep Transformer-based temporal anomaly detec-
tion model, TranAD [32], incorporates an attention sequence
encoder and leverages broader temporal trend knowledge to
swiftly conduct anomaly detection. DCdetector [35] masters
the representation of abnormal samples using a dual attention
mechanism and contrastive learning. While machine learning
methods have advanced in feature learning and enhanced their
generalization capabilities, they face challenges in wireless
networks. Abnormalities are sporadic, and scarce abnormal
samples make the models prone to overfitting. Moreover,
modeling only the entire network fails to adapt to dynamic
DHNS.

Although research on distributed anomaly detection so-
lutions is extensive [5], practical applications suffer due to
inconsistent network entity feature representation, weakening

detection capabilities [25]. Additionally, using machine learn-
ing to model each device alone is both time-consuming and
labor-intensive. The models also struggle to capture the inter-
active information of communication devices. Additionally,
existing distributed fault detection methods often consider
abnormal situations as a whole, which neglects the specific
abnormal representation of individual communication entities,
thereby complicating the rapid detection of abnormal nodes
by NMs.

2.2 Problem Statement and Our Objectives

Within DHNSs, the diverse range of communication devices
poses challenges for domain experts in gathering data en-
compassing all device anomaly types for model training. Fur-
thermore, these models typically lack autonomous learning
capabilities. Consequently, the emergence of new commu-
nication devices or technologies within the network often
detracts from the detection efficacy of the model, leading to
performance degradation.

In addition to the aforementioned shortcomings, existing
anomaly detection research often emphasizes enhancing de-
tection accuracy or model interpretability. However, the com-
prehensive coverage of the entire health management life
cycle is seldom taken into account. For anomalies detected
by the model, the prevalent approach involves NMs extract-
ing information and experience from satisfactorily resolved
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Figure 4: Distribution of PLR Across Devices Based on Average PLR Analysis. (a): Mobile Phone; (b): Vehicle; (c): UVC; (d):

Base Station.
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Figure 5: Impact of Rule-Based Library on Anomaly Detec-
tion Accuracy Across Different Devices.

and archived cases (i.e. marked cases) to alleviate the anoma-
lies [24]. Undoubtedly, this significantly diminishes the effi-
ciency of anomaly mitigation.

We incorporate LLM into the health management life cy-
cle, leveraging its reasoning capabilities to identify the root
causes of abnormal situations, thereby furnishing NMs with
end-to-end anomaly resolutions. Moreover, LLM’s learning
capability enables rapid adaptation to new abnormal informa-
tion from communication entities. To facilitate LLM in gath-
ering anomaly information, we devised MSADM, deployed
on communication entities to execute anomaly detection and
information collection. Given the distributed deployment of
MSADM, our scheme offers entity-level visibility, contrast-
ing with prior distributed anomaly detection models. In the
subsequent section, we will elaborate on our solution scheme
in detail.

3 System Architecture

We have introduced an end-to-end health management scheme
in DHN . The Fig. 3 displays the architecture of this scheme.

An essential component of our solution involves processing
time-series data from various devices through a rule base
to generate a list of statuses with a uniform scale. We will
further elaborate on the creation and use of rule base in
(Section 3.1). Once we establish the status list with unified
scales, our MSADM can pinpoint anomalies using a built-in
rule-enhanced transformer time-series classification model
(Section 3.2) and create anomaly descriptions by integrat-
ing semantic rule trees (Section 3.3). Additionally, we have
developed a statement processing structure equipped with
prompts to support the LLM in analyzing these anomaly de-
scriptions. This structure aids the LLM in identifying the
causes of anomalies and devising mitigation strategies. The
LLM’s output will act as the anomaly report for the network,
which NMs will use to swiftly address the anomalies and
ensure network health (Section 3.4). Below, we provide a
detailed introduction to each part of our scheme.

3.1 Construction of Rule Base

In this section, we present the packet loss rate (PLR) as an
example to illustrate the shortcomings of existing distributed
approaches. We compute a positively distributed interval for
the average PLR over T for all devices. Next, we insert the
average value of each device into the interval, and its dis-
tribution appears in Fig. 4. The distribution of PLR varies
significantly across different devices, and if such a dataset
is used for model training, the model will struggle to adapt
to this scenario of anomalous performance with multi-scale
devices. Fig. 5 shows the change in anomaly detection accu-
racy for different devices before and after using the rule base.
Next, we will provide a detailed description of the process for
designing and using the rule base.

We analyze the KPIs [16] common to multiple devices
within the simulated network and construct the rule base ac-
cordingly. A comprehensive list of KPI types and contents
is detailed in appendix A. For each device type, we analyze
the collected data to ascertain the distribution of each KPI
across various dimensions. Subsequently, we compare the
actual KPI changes for these devices against their respective
distributions to pinpoint anomalous statuses.
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Figure 6: Rule-based Anomaly Detection Model Architecture.

We represent the network background information within
T under normal conditions as Nyormai = (Nf, E¢, T).Ny de-
notes the attributes of the node itself, expressed as Ny =
{ fyt, fa2, ..., fan}, while Ef represents the attributes of
the communication link, similar to the node, and is given
by Er ={ fe1, fe2, ..., fen}. T indicates the period for
recording network information.

We collected a substantial number of A, for homo-
geneous entities to enhance our analysis. For each KPI, we
calculate its average value (Avg, F;), fluctuation value (Jit-
ter, F;), variance (Variance, F,), and trend (Trend, £;). The
average represents the center or average of the dataset and aids
in understanding the general performance level. The fluctua-
tion value represents the dispersion or range of values in the
dataset, calculated as the average of the differences between
adjacent data points. Variance, the average of the squared
differences of each data point from the mean, measures the
extent to which individual data points deviate from the mean.
Data trends describe the changes in data over time.

We can readily compute the numerical distribution diagram
of the first three dimensions, thereby getting a set of intervals
Dist that depicts the abnormality of the performance indicator.
According to its distribution, the interval closer to the peak
indicates that the dimensional data aligns more closely with
normal data and should be considered more normal. As trend
falls into categories such as rise, fall, fluctuation, etc. Its cal-
culation is different. We assess the instantaneous performance
and overall trend of the network based on the number of ex-
treme points obtained. The data within 7 is subdivided into n
small periods ¢. By obtaining the average value within each z,
the continuous time data is converted into discrete data values
v={vi, va, ..., Vn}.

To mitigate noise interference and facilitate smoother data
processing, we increase the threshold 4 during the identifi-

cation of maximum and minimum values. If a value and its
adjacent value differ by no more than one 4, we do not classify
it as an extreme point. The presence of multiple maximum
and minimum values signifies a fluctuating trend. Conversely,
a single minimum value suggests a sudden drop, whereas a
single maximum value indicates a sudden rise. Regarding
the threshold definition, we derive it from the distribution of
fluctuation values among n discrete data points under normal
conditions. Utilizing this methodology enables us to ascertain
the trend status of performance indicators.

We apply formula | to determine the number of maximum
and minimum values in this set of discrete data sets, taking
the trend of PLRs as an illustrative example. The formula is
expressed as follows:

n—1

Nextrema = Z (¢n1ax(i)+¢min(i))7 (D

i=2
where the formula for determining the extreme point is as
follows:

L, (vi>vic)A(vi > vig1)A

Omax (i) = ( min(|v; —vitl, vi—viq1]) > h), ()
0, otherwise,
2, (v,'<Vi71)/\(V,'<V,‘+1)/\

Omin (1) = ( min(jv; =vi-i], [vi—vig1]) >h),  (3)

0, otherwise.

As demonstrated in formula 2, when the absolute value of
the difference between point #; and its two neighboring points
exceeds h, we classify the point as an extreme value point.
The determination of the minima is shown in formula 3.

The algorithm 1 outlines the procedure for computing the
four evaluation dimensions from our rule base and obtaining
the KPIs status list:



Algorithm 1 Get the Status of Performance Indicators

1: Input: Performance indicator data list in time T': data;
2: Range of the indicator configuration file list: intervals;
3: Time T}

4: avg, jitter,variance < getAttributeRate();

5: for i + 0 to len(intervals) — 1 do

6:  if avgisinintervalsli] then

7 status < i,

8 break;

9:  endif

10: end for

11: trend < getTrend();

12: status.add(trend);

13: return starus[4]

We have also explored the possibility of using a machine
learning-based classification model to categorize data trends.
However, suppose new features or wireless access technolo-
gies emerge in the future, affecting the performance evalu-
ation data of KPIs. In that case, we will need to recollect
and relabel the dataset to train the model. In contrast, with
the rule-based method, we only need to gather sufficient data
and update the threshold using the built-in script to refresh
the rule base. Therefore, the rule base demonstrates superior
scalability and adaptability.

3.2 Anomaly Information Learning and Detec-
tion

We have designed an anomaly detection architecture for KPIs
time series data in MSADM. Fig. 6 illustrates the structure
of the anomaly detection model. In this framework, the time-
series data initially passes through a convolutional layer that
captures time-series features within a specific segment, fol-
lowed by a two-layer converter to fully perceive changes in
the KPIs. To enhance the model’s robustness, we have em-
bedded a rule-filtered states list prior to the model entering
the fully connected layer. Because our goal is for MSADM
to recognize the anomaly type while performing anomaly
detection, a four-layer fully connected network is employed.
The first two layers sense the data association, while the lat-
ter two layers handle the detection and classification tasks.
The remainder of this section details specific model design
concepts.

For anomaly detection tasks, certain element fragments of-
ten harbor more anomaly information features. Convolutional
Neural Networks (CNN) improve classification accuracy by
extracting local features from time series [10]. However, the
sequence of elements and their interdependencies are essen-
tial for time series analysis. While CNNs excel at focusing on
local features, their capability to model global dependencies is
comparatively limited [22]. In time series classification tasks

that require a global perspective, this limitation may lead to a
decrease in model accuracy.

The Transformer, via its self-attention mechanism, can pro-
cess sequences of any length [21]. This feature efficiently
captures global dependencies within sequences, effectively
overcoming CNN’s limitations in global modeling.

After applying the rule-embedded transformer, we get the
attention output a. we incorporate the KPIs status list ob-
tained through rule filtering into the model’s learning dimen-
sion. This status list aids the model in better distinguishing
between abnormal and normal situations. Therefore, before
inputting data into the FCL, we utilize the linear transforma-
tion function f] to combine the status representation s with
the attention output a. The interactive representation of the
KPIs statuses with the output of the attention mechanism I,
can be denoted as:

Lo = fi (Wl [Sa a] + b)) 4

where W, b are trainable parameters. f; is the activation func-
tion, and we use ReLU.

The fully connected layer gradually transforms the ex-
tracted features into classification probabilities that identify
anomalies. Simultaneously, the model goes beyond merely
outputting these probabilities; it also specifies the type of
anomaly detection identifying the abnormal entity. Conse-
quently, we have separated the fully connected layer at the
end to acquire both anomaly detection results and anomaly
types through distinct linear layers.

During training, given the dual tasks of classification and
detection, we formulate the actual loss function as the sum-
mation of two cross-entropy loss functions. The loss 5 is as
follows:

n n
loss = — Y veilog(pei) — Y yailog(pai), %)

where the log function is the softmax activation function, y;,
vq; 1s the actual value, p.;, pq; is the predicted value, and n is
the size of the output.

3.3 Semantic Rule Tree Structure

In the initial section, we obtain a list of statuses S for the KPIs
of the anomaly network entities, filtered according to prede-
fined rules. Utilizing these status lists, MSADM generates
detailed anomaly information reports for anomalous network
entities via a semantic rule tree.

We explored logical semantics, distributed semantics, hy-
brid semantics for the NLG model, and a Knowledge Graph-
based replication mechanism for sentence generation [4] [18].
These models necessitate a large amount of high-quality tex-
tual training datasets. However, since our method generates
sentences from a list of statuses, training becomes highly in-
efficient following a significant number of events, and the
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Figure 7: Anomaly Report Generation Process.

Context: The following text describes the status of
the abnormal network entity performance indicators
in a wireless local area network......

Question: According to the preceding description,
if similar historical fault information exists, identify
the fault type and provide a solution. If no, identify
the current fault type and provide the optimal
solution. Select a fault type from options.

Options:

1. nodedown: Node lost complete network
communication capability due to hardware failure.
2. ppdown: Application program failure results in
the inability to request and respond ......

n. None Fault

Figure 8: Fault Detection Tips Generation Framework.

utterances produced are overly slow and filled with superflu-
ous information. Moreover, the dataset requires expansion to
train the model whenever a new description of an anomaly
manifestation arises.

Our goal is to generate timely, accurate, and concise sen-
tences. Therefore, we opted, after careful consideration, to em-
ploy a template-like approach to sentence generation. Given
the limited variety of statuses in the status list, we chose to se-
lect words that correspond to the number of statuses for each
KPIs evaluation dimension. Unlike traditional template-based
approaches, we use a tree structure with a unique one-to-many
configuration that effectively captures the abnormal statuses
of KPIs under various evaluation metrics. This structure is

not only highly flexible and extensible but also facilitates the
future integration of new evaluation metrics and statuses. We
employ this tree structure to generate sentences for each KPI,
which are then compiled into the comprehensive anomaly
reports.

As shown in Fig. 7, we maintain a vocabulary describ-
ing KPIs performance metrics and KPIs status levels and
a lexicalized tree adjoining grammar (LTAG) representing
the lexicality of words. MSADM can utilize the evaluation
dimensions of arbitrary KPIs as the root, connect syntactic
trees to form the syntactic part of a sentence and construct a
sentence tree by positioning fixed vocabulary in the leaves.
Meanwhile, to further speed up the sentence generation, we
added the pruning operation of words and LTAGs before sen-
tence generation and tried to keep only the words related to
the current KPIs.

The specific build process is as follows: MSADM traverses
the sentence tree starting from the root, categorized by a KPIs
type with a list of evaluated dimensions and statuses. Each
traversal from the root to the leaves yields a semanticized
description corresponding to the current KPIs statuses. Con-
sidering that actual KPIs data may be more precise than the
status description, we incorporate a judgment call in the sen-
tence generation process. When a KPI exhibits significant ab-
normalities, we add its actual values, such as mean, variance,
and jitter, within the timeframe T to enrich the information
content of the sentence. The process is shown by algorithm 2.

Algorithm 2 Constructing Semantic Rule Tree

: Input: Words W List; Grammars GRs, KPIs K
: R < pruneGrammar(GRs);
Ws < pruneWList( WList, R);
. sentenceT < Tree(); /* init sentence tree */
for k < to K do
for w < to Ws do
isLexical index <lexicalrequirements(w,R);
if True == isLexical then
node < Tree(w,R[index));
sentenceT.append(node);
end if
end for
: end for
: return sentenceT

R A A i

N
B T =

After compiling all abnormal sentence expressions from a
node and considering the input constraints of the LLM, we
strike a balance between the simplicity of the report and the
completeness of the information. We then assess the need to
further refine the entity information collected in the sentences
based on the report’s length and the severity of the KPIs
anomalies. We use regular expressions to optimize the report
content while ensuring that essential and critical anomaly
information is retained.
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Table 1: Performance Comparison of Different Models

Model Metrics Classification Accuracy | Detection Accuracy | Recall | FNR | FPR | Detection Time/ms
SR-CNN 59.36 87.88 9448 | 552 | 52.78 2.69
CL-MPPCA 69.69 86.56 89.41 | 10.61 | 30.92 19.05
ANOMALYBERT 66.53 86.78 9575 | 4.25 | 68.48 13.15
LSTM-transformer 72.02 88.87 96.10 | 3.89 | 55.74 25.21
MSADM 76.73 91.31 96.28 | 4.72 | 33.15 19.89
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Figure 10: Comparative Analysis of ROC Curves for Multi-
Model Outlier Detection.

3.4 Information Integration

The LLM’s powerful natural language processing capabilities
allow it to deeply understand semantic information and derive
meaningful features and patterns [6]. Simultaneously, LLM’s
continuous learning ability enables it to adapt and respond
effectively to evolving event types, showcasing remarkable
scalability and rapid adaptability in complex scenarios [28].
In the information integration phase, we compile the abnor-
mal reports of communication entities within the DHNs and

generate prompt text language that the LLM can understand,
and tailor.

LLM:s often struggle with complex and in-depth reasoning
due to their reliance on patterns in data rather than true un-
derstanding, leading to difficulties in consistently generating
accurate, contextually appropriate responses that require deep
domain knowledge or logical consistency [34]. In our inte-
gration process, we have bootstrapped the LLM to assist in
generating anomaly reports that better align with the require-
ments of NMs, based on the life cycle of health management.

The structure of the prompt is illustrated in Fig. 8. We
provide the model with context, questions, and options. The
context enables the LLM to comprehend network anomaly
information. The question addresses the needs of NMs, specif-
ically the types of abnormalities that may occur and the as-
sociated mitigation plans. The option constrains the LLM’s
inference results to the specified types of anomalies, thereby
enhancing the accuracy of the inferences. Naturally, the op-
tions also include others.

Given that large models face input length limitations, the
anomaly context must encompass all relevant information of
abnormal entities within the local network at the time of the
anomaly, a requirement that significantly exceeds the input
capacity of the existing model. Consequently, the anomaly
context cannot be directly embedded within the prompt text.
We collate the collected contextual information regarding en-
tity anomalies, utilize the abnormal status to pinpoint KPIs
exhibiting significant abnormalities within network entities
and provide a detailed description of such KPIs. Conversely,
KPIs exhibiting minor abnormalities are summarized in a
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Figure 11: Anomaly Detection Accuracy Model (a) and Fault Detection Accuracy (b) under Different-sized Networks. The
comparison is performed under the network with the number of nodes being 9-12 and the number of nodes being 15-17.

consolidated manner. Furthermore, we incorporate the abnor-
mal detection results obtained in section 3.2 into the report,
thereby enriching the LLM with additional dimensions of
information focus.

4 Experimentation

We implemented MSADM using Python 3.7 and Torch 1.13.1.
Due to resource constraints, we utilized eight RTX4090 with
24G RAM on Ubuntu 22.04 for data simulation, model train-
ing, and testing. We executed the techniques and algorithms
by the system architecture (Fig. 6).

We employ NS-3 [27] for network simulation. We simu-
lated four different communication entities by varying the
transmit power, bandwidth, and other configurations. Further-
more, we categorize network anomalies into six distinct cat-
egories and introduce these anomalies into the simulation.
Additionally, we construct four diverse communication de-
vices by adjusting parameters such as node bandwidth and
movement speed (see appendix C for anomaly types). Subse-
quently, based on these devices, we build a heterogeneous net-
work, inject network anomalies, and capture KPI changes. We
accumulated a total of nearly 20,000 data entries across seven
network scenarios, all of which were labeled. We release an
open-source demo and dataset | of MSADM to illustrate this
workflow.

We will evaluate our scheme from two perspectives to
demonstrate its effectiveness. Firstly, we will illustrate the
superior accuracy and efficiency of MSADM in anomaly de-
tection models. Secondly, we will present the anomaly report,
along with the diagnostic results and scheme descriptions
provided by LLM, to verify the feasibility of our approach.

IDemo and Dataset: https:/github.com/SmallFlame/MSADM

4.1 MSADM Evaluations

We surveyed several popular time series classification mod-
els that utilize various technologies. CL-MPPCA employs
both neural networks and probabilistic clustering to enhance
anomaly detection performance [31]. SR-CNN integrates SR
and CNN models to boost the accuracy of time series anomaly
detection [26]. AnomalyBERT, built on the Transformer archi-
tecture, is designed to discern temporal contexts and identify
unnatural sequences [12]. LSTM-transformer introduces a
novel hybrid architecture combining LSTM and Transformer,
tailored for multi-task real-time prediction [7]. We compare
these models with the anomaly detection module of MSADM.
We will train these models using the same equipment and
conduct a comprehensive comparison.

In Fig. 9, the model’s evolution in classification accuracy,
detection accuracy, and cross-entropy loss function is de-
picted over increasing iterations. Notably, our model con-
sistently achieves the highest accuracy, ultimately converging
to 91.3%. This figure marks an approximately 3% lead over
the runner-up model, LSTM-transformer. Additionally, the
Cross-Entropy loss of our model substantially surpasses that
of other models upon final convergence.

In Table |, we conducted a comparative analysis between
MSADM and various other models concerning fault detec-
tion accuracy, anomaly detection accuracy, detection recall
rate (Recall), detection false negative rate (FNR), and de-
tection false positive rate (FPR). We meticulously assessed
performance across these metrics. Notably, we highlight the
superior performance of MSADM, as indicated by the bold
data for each metric. The conclusive findings demonstrate that
MSADM surpasses other models across most performance in-
dicators. It’s worth mentioning that the detection time, while
marginally lower than the LSTM method lacking rule embed-
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Figure 12: Confusion Matrix for MSADM Anomaly Detection (a) and Fault Detection (b). The confusion matrix shows whether
the model accurately identifies true anomalous samples and has fewer errors mislabeling correct samples as anomalous.

ding, is attributed to the initial requirement of rule filtering.

The ROC curves represent the true positive rate (TPR) and
false positive rate (FPR) under different threshold settings [2].
To compare the robustness and reliability of the models. We
plotted the ROC curve. As shown in Fig. 10, the ROC curve
of the MSADM model is higher than other models most of
the time, while the AUC of MSADM is 0.1 higher than the
current hottest LSTM-transformer structure.

Due to the anomaly’s limited range of influence, enlarging
the network size might result in overlooking the anomaly.
Fig. 11 illustrates the variation in model accuracy correspond-
ing to changes in network size. In both scenarios with a small
and large number of nodes, the MSADM model outperforms
other models in both anomaly detection and classification
accuracy.

Fig. 12 illustrates the confusion matrix analysis of the
anomaly detection results produced by our MSADM model
on the test set. Fig. 12 (a) primarily assesses the model’s accu-
racy in identifying various anomalies. The results underscore
the model’s high accuracy across most anomaly-type classi-
fication tasks. Fig. 12 (b) depicts the accuracy of anomaly
detection. Our identification accuracy for abnormal samples
reaches as high as 95%, implying that we can analyze and
collect information from almost all abnormal network entities
within the network structure. For normal samples that are
incorrectly detected, because we gauge the degree of abnor-
mality in the generation of abnormal reports, a large amount
of minor abnormal information will not excessively consume
abnormal reporting resources.
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The current node status is as follows:

The packet loss rate shows very high average value is 44.0%,
extremely volatile fluctuation and has fell sharply and then rose trend.
The bits error rate shows high average value is 22.0%, extremely
volatile fluctuation and has fell sharply and then rose trend.

The information about the communication links of the current node is
as follows:

The packet loss rate shows slightly high average value is 19.0%, minor
fluctuation and has down trend.

The bits error rate shows slightly high average value is 18.0%,
significant fluctuation and has down trend.

The transport delay shows few average num minor fluctuation and has
down trend.

The current node may have a fault for an application crash.

Figure 13: The Anomaly Entity Report Section is Displayed

4.2 Semanticization Evaluations

In this section, we present the text generation component of
MSADM to showcase the quality of our semantic generation.
We will also highlight segments of the LLM output to under-
score the benefits of our thought prompts in guiding LLM
reasoning. Due to space constraints, we display only a portion
of the anomaly report and LLM output, with the complete
textual content available as chapters in the appendix.

In the event of a node application crash, the current node
becomes unable to request and respond to data packets due
to application anomaly, yet it retains its functionality as a
packet forwarding relay. We use this scenario as an example
to demonstrate the practicality of our generated statements.

The results are depicted in Fig. 13. We show a partial
anomaly report generated by a single network entity when



Solution Suggestion:
1. Check the hardware status:

Check the physical status of network cards, cables and interfaces to
ensure that there is no damage or looseness.

Check the server's hardware resource usage, such as memory and
CPU, to ensure that there are no resource bottlenecks.

If possible, replace potentially problematic hardware components,
such as network cards or cables, to troubleshoot hardware failures.
2. Check software status:

Check the operating system logs and application logs to analyze for
any anomalies or error messages.
Update the operating system, network stack, and applications to the latest
versions to fix possible bugs.

If possible, try to roll back to a previous software version to
troubleshoot newly introduced issues......

Figure 14: LLM-Generated Solution Presentation.

an anomaly occurs. This section includes descriptions of
packet rates, bit error rates, and latencies, while also providing
anomalies diagnosed by the model. It is evident from the
report that the PLRs and the bit error rate of the nodes are
notably high, whereas the PLR and the bit error rate of the
communication link remain relatively unaffected, aligning
with the observed real-world scenario. See the appendix D
for the complete report.

We input the analyzed data from the collected reports into
the LLM to generate relevant reports and conclusions. The
solution produced by the LLM appears in Fig. 14. By incorpo-
rating chain-of-thought-based prompts, the LLM assesses var-
ious factors that may have contributed to the anomaly, includ-
ing software and hardware issues, as well as troubleshooting
and resolution strategies. This exception report, enhanced by
LLM’s insights, significantly surpasses traditional operations
and maintenance documentation by reducing empiricism that
leads to incorrect exception handling. At the same time, the
anomaly solution enables NMs to rapidly mitigate anomalies
and maintain network health. The comprehensive exception
analysis report is detailed in the appendix E.

5 Discussion

We have illustrated the advantages of our scheme for assisting
network operators with health management in DHNS. In this
section, we explore potential future directions in conjunction
with our scheme.

Modeling Stateful Behaviors: To better adapt to the di-
verse communicating entities in the DHNs, we deliberately
made trade-offs to enhance the model’s scalability. Currently,
we model KPIs commonly owned by each entity. However,
this approach overlooks the intricate interactions between
higher layers, such as the transport protocols they utilize, net-
work layer TM mechanisms, and potential device interactions.
A promising future direction involves leveraging MSADM to
model the state behavior of higher-level network participants
(e.g., Web Server, SQL Server), such as the application layer,
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and integrating them with our scheme to form a network for
microservice architecture-based anomaly detection solutions.

Self-evolution of the LLM: In this article, we utilize LLM
to generate the final anomaly inference results. However, this
process is one-way and cannot provide feedback to the large
model itself. In the future, we posit that the self-evolution
method of the learning model can be employed to aid LLM
in learning, enhancing, and self-evolving from the experi-
ences it generates. Simultaneously, the evolved LLM can
assist MSADM in augmenting and maintaining semantic rule
trees to enrich the vocabulary and enhance the quality of the
generated sentences.

6 Conclusion

We introduce semantic expression into wireless networks
for the first time and develop an LLM-assisted end-to-end
health management scheme for DHNs. Our model automati-
cally processes collected anomaly data, predicts anomaly cat-
egories, and offers mitigation options. To address the inability
of algorithms that depend on expert input or basic rule-based
systems to adapt to multi-device environments, we propose
the MSADM. MSADM utilizes a predefined rule base to
monitor the state of entity communication KPIs, conducts
anomaly detection and classification through a rule-enhanced
Transformer structure, and produces unified and standardized
textual representations of anomalies using a semantic rule tree.
Furthermore, the inclusion of a chain-of-thought-based LLM
in the diagnostic process not only enhances fault detection but
also generates detailed reports that pinpoint faults and recom-
mend optimization strategies. Experiments demonstrate that
MSADM surpasses current mainstream models in anomaly
detection accuracy. Additionally, the experimentally gener-
ated anomaly reports and solutions highlight our approach’s
potential to boost the efficiency and accuracy of intelligent
operations and maintenance analysis in distributed networks.
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A Evaluation of network attributes and perfor-
mance metrics

Table 2: Evaluation of network attributes and
performance metrics

Performance Indicators
Packet Loss Rate
Bit Error Rate
Neighboring Nodes Number
Routing Table Number
Cache Size
Packet Loss Rate
Bit Error Rate
Transmission Delay

Network Entity

Node Attributes

Link Attributes

We use KPIs from both communication nodes and com-
munication links as rule-based filtering features and machine-
learning features to detect and classify anomalies. The specific
features considered are shown in Table 2 below.

B NETWORK Node PARAMETERS

On the network simulation platform ns-3, we designed and
configured four different devices to build a virtual Ad-hoc
network (refer to Table 3 for specific device configurations).
This network consists of 9 to 20 nodes. We set a data collec-
tion duration of 30 seconds and defined a collection period of
200ms.

C Anomalies Categories

When using traditional machine learning techniques for fault
detection, we are particularly concerned with obtaining suffi-
cient labeled negative samples. In the context of DHNs, there
is a wide range of anomaly types. Therefore, a careful classi-
fication of common fault types is crucial. Table 4 shows our
final classification results for these anomaly types, which are
seven in total.

D Complete Anomaly Report

The rest of this section shows the anomaly reports that our
scenario outputs:

Current NetWork Context: The current node0 status is as
follows: The packet loss rate shows a very high average value
is 44.43%, with extremely volatile fluctuation and has fallen
sharply and then rose trend. The information about the com-
munication links of the current node is as follows: The current
node may have a fault appdown! The current nodel status is
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as follows: The number of neighboring nodes shows serious
over-average num minor fluctuation and has an up trend. The
number of routing table caches shows serious over-average
num minor fluctuation and has an up trend. The information
about the communication links of the current node is as fol-
lows: The current node may fault maliciously! The current
node?2 status is as follows: The number of neighboring nodes
shows serious over-average num minor fluctuation and has an
up trend. The number of routing table caches shows serious
average num minor fluctuation and has an up trend. The in-
formation about the communication links of the current node
is as follows: The current node may have a fault appdown!

Questions: According to the preceding description, if sim-
ilar historical fault information exists, identify the fault type
and provide a solution. If no, identify the current fault type
and provide the optimal solution. Select a fault type from the
options. The fault type mentioned above may not be correct.
Determine and confirm the fault according to the context’s
information. If you have different views on the fault, state the
cause.

Options: Please select the anomaly type that best matches
the context’s performance from the following:a: Node Down;
b: Malicious Traffic; c¢: Network Congestion; d: Communica-
tion Obstacles; e: Out-of-Range; f: Network Node Crash.

E Complete LLM output

The rest of this section shows the output of the LLM-based
on the anomaly report:

E.1 Node Analysis

Based on the provided network context, here’s the detailed
analysis:

Node0: Status: High packet loss rate averaging 44.43Com-
munication Link Info: Indicates a possible fault for the app
down. Analysis: The high packet loss rate and the indication
of an appdown fault suggest a significant issue with the appli-
cation layer on Node0. This could be due to software errors,
resource limitations, or misconfigurations. Recommended Ac-
tion: Investigate the application running on NodeO, check
for any software updates, review configurations, and allocate
additional resources if necessary to mitigate packet loss.

Nodel: Status: The number of neighboring nodes and rout-
ing table caches are significantly above average, with minor
fluctuations and an upward trend. Communication Link Info:
Possible fault for malicious activity. Analysis: The increasing
number of neighboring nodes and routing table caches, along
with the indication of malicious activity suggests a potential
security breach or an attack targeting Nodel. Recommended
Action: Conduct a thorough security audit, implement in-
trusion detection systems, and strengthen network security
measures to detect and mitigate malicious activity targeting
Nodel.



Table 3: Device Categories

Device Name | Transmitting Power | Bandwidth | Communication protocol | Range | Speed
Mobile Phone 23 dBm 20 MHz LTE 200m 10 m/s
Vehicle 30 dBm 10 MHz 802.11p 200m | 20 m/s
UAV 20 dBm 5 MHz 802.11AC 400m | 15 m/s
Base Station 43 dBm 100 MHz LTE 500m ~
Table 4: Anomaly Categories

Layer Name Description
Application failures can lead to the node’s incapa-
bility to request and respond to packets; however,
Application Layer Application Download it can still function as a relay station for packet

forwarding, ensuring continuous network connec-
tivity.

Malicious Traffic

The node sends and requests a large amount of data
in a short period.

Transport Layer Network Congestion

The traffic in the network exceeds the processing
capacity of network devices or links.

Communication Obstacles

Obstacles obstructed the line of sight between
nodes, causing the wireless transmission to be

Data Link Layer blocked.
Out-of-Range NO.de mobility resulted in going out of communi-
cation range.
Physical Layer Network Node Crash Node lost complete network communication capa-

bility due to hardware failure.

Node2: Status: Similar to Nodel, with an increasing num-
ber of neighboring nodes and routing table caches showing
minor fluctuations and an upward trend. Communication Link
Info: Also indicates a possible fault for appdown. Analysis:
The pattern of increasing neighboring nodes and routing table
caches, along with the appdown fault indication, points to a
potential issue similar to Node0, possibly related to applica-
tion failures or disruptions. Recommended Action: Conduct a
detailed investigation into the application running on Node2,
review configurations, and address any software issues or
resource constraints to prevent further disruptions.

E.2 Overall Network Analysis

The network is experiencing multiple issues across differ-
ent nodes, including high packet loss rates, indications of
malicious activity, and potential application failures. There
might be underlying systemic issues affecting the stability
and security of the network, such as insufficient resources,
misconfigurations, or vulnerabilities. Addressing these issues
promptly is crucial to prevent service disruptions, security
breaches, and network performance degradation.
Recommended Actions: Perform comprehensive network
diagnostics to identify and address underlying issues. Imple-
ment robust security measures to mitigate malicious activities,
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including firewalls, intrusion detection systems, and access
controls. Optimize resource allocation and configurations to
improve network performance and reliability. Regularly mon-
itor and maintain the network to detect and prevent future
issues. If historical fault information exists, it should be ana-
lyzed to identify patterns and potential root causes, aiding in
developing more effective long-term solutions.
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