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Abstract—Radio Frequency (RF) fingerprinting is to iden-
tify a wireless device from its uniqueness of the analog
circuitry or hardware imperfections. However, unlike the MAC
address which can be modified, such hardware feature is
inevitable for the signal emitted to air, which can possibly
reveal device whereabouts, e.g., a sniffer can use a pre-trained
model to identify a nearby device when receiving its signal.
Such fingerprint may expose critical private information, e.g.,
the associated upper-layer applications or the end-user. In
this paper, we propose to erase such RF feature for wireless
devices, which can prevent fingerprinting by actively pertur-
bation from the signal perspective. Specifically, we consider a
common RF fingerprinting scenario, where machine learning
models are trained from pilot signal data for identification.
A novel adversarial attack solution is designed to generate
proper perturbations, whereby the perturbed pilot signal can
hide the hardware feature and misclassify the model. We
theoretically show that the perturbation would not affect
the communication function within a tolerable perturbation
threshold. We also implement the pilot signal fingerprinting
and the proposed perturbation process in a practical LTE
system. Extensive experiment results demonstrate that the
RF fingerprints can be effectively erased to protect the user
privacy.

Index Terms—RF fingerprinting, privacy protection, LTE
networks, adversarial attack, wireless identification, machine
learning

I. INTRODUCTION

Wireless radio frequency (RF) fingerprinting has emerged
as an promising solution for physical layer identification,
which is leveraged for supporting a variety of security ap-
plications, such as anti-impersonation, intrusion detection,
etc. [1] The principle behind RF fingerprinting is that unlike
soft ID, e.g., MAC address, the hardware imperfections of
wireless devices caused during the manufacturing process
cannot be spoofed using other radio interfaces, and thus can
be regard as a reliable hardware identification, e.g., applied
as a non-cryptographic technique for authentication [2].

Typical RF fingerprinting process include signal captur-
ing, feature mining and classification [3]. To capture the
unique features from the emitted signal, the frequency offset
[4], transient pattern [5], I-Q imbalance, power amplifier
non-linearity [6], etc., are leveraged to determine the device
signature, which can be differentiated even for devices

of the same deign and product line [7]. In recent years,
machine learning models are widely applied to exploit
the hidden feature from the signal data [8], i.e., perform
supervised training for classifying the device categories
[9], or using unsupervised algorithm to cluster similar
fingerprints to infer the device manufacturers [10].

However, as a coin has two side, such inevitable feature
from the emitted signal of a device can also expose its
presence, i.e., a base station could identify the device by
comparing its unique signal distortions with previously
memorized fingerprints, or use a pre-trained model to infer
the device information such as device manufacturers, RF
category, etc. With the proliferation of personal smart de-
vices and the emerging large pre-trained models with strong
generalization capability, it can be foreseen that such RF
fingerprint can provide confirmatory information about the
device [11], which can substantially expose user’s privacy,
such as user location, network activity, etc. For example,
by recognizing the device within the coverage area of a
base station, the up-layer application or even the real end-
user associated to the device can be located and tracked,
which can be taken advantage by malicious purposes, e.g.,
detecting user behavior or direct ads, etc.

To deal with the above issue, in contrast to existing
literature that dedicate to utilize the RF fingerprinting for
identification, this paper considers to decouple the relation-
ship between the signal feature and the device hardware,
i.e., to erase the fingerprints from the signal perspective,
and hide those hardware imperfections so that they could no
longer be inferred by machine learning models trained over
previous signal data. Our solution is to generate artificial
perturbations to the original signal, whereby the impairment
caused from hardware imperfections would no longer con-
tribute to the classification output of the model. As shown in
the visualization of the feature locations of the original and
the perturbed signal data in Fig. 1, the decision boundaries
is clear and thus the model can classify the fingerprints
to corresponding ID. While after perturbation, the decision
boundaries cannot be discerned, i.e., the identification can
be concealed. The main challenges are threefold. First,
the perturbation should be able to misclassify the model
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to wrong identifications. Secondly, the perturbed signal
should not affect the normal communication function, i.e.,
maintaining stable packet delivery and link rate with limited
perturbation noise budget. In addition, to avoid misleading
the channel estimation function, the perturbation noise’s
efficiency deserves scrutiny, i.e., to minimize the noise
budget as much as possible when perturbing the signal.

Specifically, we consider a widely-used fingerprinting
scenario, where the stationary signals is fingerprinted for
identification, e.g., preamble, training symbol, and pilot
signal, etc. We apply the adversarial attack mechanism to
hide the specific features targeting a pre-trained model. In
order to set a proper threshold of the perturbation noise
power, we theoretically show that there is an upper bound
to ensure the communication process would not be affected.
Furthermore, a heuristic noise power control method is
designed to optimise the perturbation efficiency.

In order to validate the proposed methodology, a practical
fingerprinting system was implemented within 4G LTE
networks. Furthermore, we demonstrate that the model
trained on the original signal is unable to identify any
device after perturbation, despite the communication system
functioning correctly. From the perspective of the signal, it
is possible to erase the fingerprint. The paper’s contributions
are as follows.

• To the best of our knowledge, we are the first to con-
sider erasing the fingerprint by adversarial perturbation
to the signal emitted to air to decouple the specific
signal feature with the device.

• We theoretically analyze the artificial perturbations on
the channel functions, which can derive the upper
bound of the noise budget.

• We conduct extensive experiments in a practical LTE
network, and the results demonstrate that our method
can effectively erase the fingerprint while not affecting
the communication process.

II. PRELIMINARIES

LTE protocol and Pilot signal: LTE protocol adopts the
orthogonal frequency-division multiplexing (OFDM) access
technology, which is the mainstream access technology uti-
lized in most of the mobile radio standards [12]. The OFDM
system utilizes the equidistant arrangement of pilot symbols
in a lattice structure to implement the Minimum Mean-
Squared Error (MMSE) channel estimation. Besides, the
diamond arrangement in the time-frequency plane achieves
the optimal estimation in the condition of a uniform pilot
symbol grid [13]. The pilot signal is designed to estimate
the channel when demodulating, and its position has been
specified in the protocol. Furthermore, the bits content of
the pilot signal is known for users. Compared with the data
part, the pilot signal is a fixed sequence that subtle changes
among devices could be captured to identifying. And the
above characteristics provide the possibility to build a pilot-
based fingerprinting scheme, and it is now widely used.

Transferability: Fingerprint erasing depends on the ef-
fective adversarial noise, which is generated according to
the network based classifier. If the general classification
model has been acquired in advance, the adversarial noise
can be injected using the white-box method. However, if
an unknown model is deployed for fingerprinting, it is
almost impossible for the transmitter to acquire the detail.
Fortunately, researchers have demonstrated that there is
transferability between networks in the same task. This
implies that the adversarial samples can not only affect
the original model, but also can affect another one, even
if the architectures and the datasets used for training are
different [14]–[16]. Consequently, it is possible to generate
adversarial noise with the substitute model in order to attack
the target model.
Trade-off: The core idea of our method is to mislead the
fingerprinting model at the receiver end without severe com-
munication degradation. Here, we leverage the adversarial
noise to accommodate the fingerprinting erasure purpose.
However, the artificial noise brings the negative effect on
the demodulation process, because the additional noise of
the pilot signal increase the channel estimation error, which
is vital for the following process.

III. SYSTEM MODEL

The RF fingerprint could be generally obtained through
three phases: signal acquisition, pre-processing, and finger-
printing identification. Specifically, the baseband signal s(t)
will firstly go through the hardware components, such as
the power amplifier, which embeds the specific hardware
features into the wireless signal. Let us denote the function
of hardware components f(·), and the baseband signal is
denoted by x(t) = f(s(t)). Y represents the received signal
at the receiver end, which is given by:

Y = Hx+ n, (1)

where H is the estimated channel, and n refers to the chan-
nel noise. After pre-processing of filtering, normalization,
and synchronization, the signal could be extracted. Then the
pre-trained classifier model at the receiver end implements
the identification classifying, making decision based on the
subtle signal distortion and the prior knowledge of the
model. The prediction process of the classifier is as follows:

ŷ = l(Y, θ) (2)

where ŷ denotes the decision of the classifier, l represents
the model classifier, and θ is the model parameters.

In order to hide the fingerprint of the RF devices, it is
supposed to perturb the signal with tiny perturbation so
that the classifier model could be misled. Let Y ′ denote the
perturbed signal, which is given by:

Y ′ = Y + δ, (3)



Fig. 1: Illustration of erasing RF fingerprint via active adversarial perturbation in detail.

Fig. 2: The pipeline of the RF fingerprinting erasure.
There are three phases during the process: generation of
the protected pilot signal, transmission, and receiving. We
design algorithms for generator to add protective noise.

where δ represents the designed perturbation, which can
be generated with the FGSM strategy as follows (ϵ is the
perturbation budget):

δ = ϵ · sign(∇Y L(θ, Y, y)), (4)

As a result, the decision of the classifier model could be
changed to ŷ′ as follows:

ŷ′ = l(Y ′, θ), (5)

Further, we consider to make the artificial noise sparse
enough to control the average noise power. Here, we pro-
pose the power-controlled fingerprinting prevention strat-
egy. In equation (6), δ′ denotes the sparsified perturbation, g
represents the sparsification function, and r is the perturbing
ratio, which denotes the proportion of the perturbed pilot
signal elements. Besides, the power of artificial noise is
constrained with the hyper-parameter s, and the proper
range of s could be derived from the experiments and
analysis.

δ′ = g(δ, r, s) (6)

Then the defingerprinting signal x′ can be obtained with
the estimated channel H at the receiver end:

x′ = (Y + δ
′
− n)H−1 (7)

The paper focus on protecting the device identity privacy,
thus ensuring the system usability is the premise. There
are two popular metrics to evaluate the communication
performance: the Packet Loss Rate and the Block Error
Rate (BLER). Further, the packet loss rate may not increase
even if the Block Error Rate grows, that is because the
communication system has the fault tolerance mechanism.
Therefore, the BLER could be regarded as the more ad-
vanced restrictions to ensure the communication quality.
Accordingly, it is expected to implement the fingerprinting
erasure with as little impact as possible, namely trying
to minimize the BLER metric when the perturbation is
introduced for fingerprinting prevention (minBLER). In
other words, in order to maintain the performance of com-
munication functions (BLER is acceptable), the noise power
must be constrained within a proper range (s.t. σ2

pert ≤ s).

IV. ALGORITHM DESIGN

This section outlines the design of effective methods to
erase the RF fingerprint. The first strategy is to introduce
adversarial noise into the pilot signal. Furthermore, the
algorithm is enhanced with a sparse prevention method,
which mitigates the adverse impact on the pilot signal by
reducing the average power of the artificial noise, preserving
the communication performance. The details are provided
below.

A. Straightway Fingerprinting Prevention
The straightway fingerprinting prevention employs the

artificial noise generated by the FGSM adversarial method,
whereby the perturbation is added to the signal in the
opposite direction of gradient descent. It is assumed that
the model used to generate the adversarial noise can be
acquired (white-box attack). If the model is unknown to the
transmitter, a substitute model can be employed to generate
effective adversarial noise due to the transferability of the
model in the same task.

Algorithm 1 shows the details of the proposed method.
Firstly, the initialization is conducted to configure the noise



Algorithm 1 Straightway Fingerprinting Prevention

Input: Model parameters θ, standard pilot signal Y .
Output: Protected pilot signal Y ′

1: Initialization of the perturbation budget ϵ.
2: Inference ŷ = l(Y, θ).
3: Get the loss and conduct the back-propagation.
4: Obtain the input gradients ∇Y J(θ, Y, y).
5: Perturb Y ′ = Y + ϵ · sign(∇Y J(θ,Y,y)).
6: Return protected pilot signal Y

′
.

power (budget ϵ), which is selected within the proper range
given by the analysis and experiments. Then the generator
could obtain the gradients of the pilot signal input from the
classifier model with back-propagation. Furthermore, the
perturbation is added to the original pilot signal sequence.
In this instance, the label utilised for inference is set as the
number of the target device, which may lead the classifier
to make erroneous decisions.

B. Power-controlled Fingerprinting Prevention

Algorithm 2 Power-controlled Fingerprinting Prevention

Input: Model parameters θ, standard pilot signal Y .
Output: Protected pilot signal Y ′

1: Initialization of the budget ϵ and the perturbing ratio r.

2: Inference ŷ = l(Y, θ).
3: Get the loss and conduct the back-propagation.
4: Obtain the input gradients ∇Yi,j

J(θ, Y, y).
5: Sort the input elements.
6: Acquire influential elements (r%).
7: Perturb Y ′

i,j = Yi,j + ϵ · sign(∇Yi,j
J(θ, Y, y)).

8: Return protected pilot signal Y
′
.

The ratio of perturbation to budget and the perturbation
budget itself influence the noise power and may degrade
the channel estimation accuracy. Therefore, it is necessary
to maximize the efficiency of the noise, which can be
achieved by using as little noise as possible. Our method
is improved with sparse adversarial perturbation, which
is generated based on the contributions to the classifier
decision. Specifically, only the pilot signal that contributed
to the classifier decision is injected with the perturbation,
rather than indiscriminately perturbing all the pilot data
samples.

Similar with the Algorithm 1, the initialization of the
hyper-parameters, the inference of the input sample and the
back-propagation are necessary (steps 1, 2 and 3). In step
4, the gradients are obtained individually as Yi,j to denote
the contributions of the element of i row and j column of
the input sample. Further, the pilot signal elements will be
sorted according to the gradients (step 5). The perturbing
ratio r and the noise power ϵ could be decided within
the range given by analysis and experiments. Thus, the

influential elements would be perturbed for fingerprinting
prevention, and the protected pilot signal can be utilized for
communication.
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Fig. 3: SNR budget for perturbation and SDR devices used
in the experiments.

V. IMPLEMENTATION

In this section, we first introduce the configuration of
the SDR-based testbed, the dataset generation, and the
classifier model. Then, the metric, the hyperparameters and
the evaluation strategy are presented.
Setup. The testbed consists of 3 USRP B210 and 3
LimeSDR USB. One of the USRPs acts as a receiver and the
other 2 USRPs and 3 LimeSDRs act as transmitters with
different identities. These devices are driven by srsRAN,
an open source 4G/5G platform consisting of complete
UE/eNodeB protocol stacks and a lightweight Core Net-
work (CN) protocol stack, running on a personal computer
supported by Intel Core i7-13700H cpu and Ubuntu 20.04
system.
Dataset. Considering the hardware characteristic is chang-
ing with the environment conditions, such as the tempera-
ture, distance and standby time, we collect the dataset in
10 different conditions. In every condition, the transmitters
communicate with the receiver and the pilot signals are
extracted for one-batch dataset. Specifically, each batch
contains 1000 data samples, which is extracted from 10
sub-frames in one frame. The dataset has been split into
training set and the test set with the splitting ratio of 0.2.
Models and Training. We designed a convolutional neural
network (CNN) to implement the classifier. The neural
network has five convolutional layers including three (3, 2)
kernel size and two (3, 1) kernel size convolutional layers.
In addition, each convolutional layer uses a ReLU function
and a maximum pooling layer. We then configured three
fully connected layers. We trained the model using an SGD
optimiser with a learning rate of 10−3, and the model can
achieve 99% accuracy on the test set.
Metrics. To conduct a comprehensive evaluation, we adopt
metrics to evaluate the impact on communication and the
protection performance.

• Communication performance: Three classic metrics
are considered, including the Block Error Rate, the
Bit Rate and the Packet Loss Rate (PLR).



• Protection performance: To demonstrate the effective-
ness of the designed scheme, the protection success
rate (PSR) is proposed. When the classifier model
makes a wrong decision about the device identity, the
current disturbance is considered as a valid sample.
And the PSR is measured from the quotient of the
valid sample number and the total sample.

Hyperparameters. There are two hyperparameters that can
be adjusted in the experiment, including perturbing ratio
and the perturbation budget, which refer to the proportion
of signals that are perturbed, and the average noise power
per symbol perturbed, respectively.
How to evaluate. The well-trained classifier model is
considered as the target fingerprint identifier, which is
deployed at the receiver side. Before transmission, we first
generate the effective perturbation based on the model
with proposed scheme. The artificial perturbation is then
injected into the pilot, allowing the destruction of specific
features. After reception, the received signal is fed into
the classifier after the necessary processing, and if the
decision is incoherent with the real identity of the device,
the protection is considered successful.

VI. PERFORMANCE EVALUATION

Protection success rate. We conduct extensive experiments
with the SDR devices, and the results are illustrated as
follow. The heat map in Fig. 4 shows the protection success
rate of the power-controlled method (Algorithm 2). Two
hyper-parameters are considered during the experiments
that the perturbing ratio and the perturbation budget varies
within the proper range. The perturbing ratio denotes the
proportion of the perturbed pilot signal elements, and 1.0
represents to perturb all the elements, corresponding to
the straightway method in Algorithm 1. The above results
illustrate that the proposed method can erase the fingerprint
even if the perturbing ratio is at 0.1, while most of the pilot
signal elements remain as they are. Fig. 6(a) compares the
protection success rate among different perturbing ratio: the
PSR increases faster when given a larger ratio, which could
also compensate the smaller budget. Besides, the BLER
remains 0 under all the conditions during experiments. And
this result proves that the effective hyper-parameters are far
away from the threshold of communication degradation.
Impact on communication. Furthermore, we compare
the communication quality under different conditions to
investigate the feasibility of deployment, and the UDP and
TCP protocols are considered. Fig. 5(a) and 5(b) show
the bitrate curves during the communication process. We
expect to observe the impact on the communication quality
under different power of artificial perturbation. In this
experiment, the perturbing ratio is configured at 1.0, and the
budget varies from 0 to 0.28. It is evident that the bitrate
significantly decreases when the budget is bigger than 0.16.
The bitrate at the receiver end is acceptable when the budget
is smaller than the threshold of 0.12, three times bigger

Fig. 4: Heatmap of the protection success rate (%) results
with different ratios and budgets.

than the range configured in our experiment (the biggest
budget in our experiment is at 0.04). Thus, the degradation
caused by the proposed method could even be ignored.
Furthermore, Fig. 5(c) and 5(d) illustrates the results of the
UDP packet loss rate and the BLER with different budgets.
Both curves maintain at 0 when the budget is smaller than
0.16. These results provide a consistent conclusion with the
bitrate curves.

Note that Fig. 5 and Fig. 4 are not drawn on the same
scale, it is because we want to show that there is the margin
to tolerate the artificial noise that the maximum noise power
adopted in our experiments (ϵ = 0.04) is also well below
the threshold at which communication degrades (ϵ = 0.16).
Ablation experiment. Further, an ablation experiment was
conducted to compare the erasing effectiveness between the
proposed method and random noise. Random noise was
generated with a random gradient sign, whereby each pilot
element to be perturbed was injected with a random noise of
expected power (corresponding to the perturbation budget).
The perturbation ratio of the random noise was set to 1.0, as
in previous experiments. Fig. 6(b) shows that random noise
is unable to perform as well as the proposed method. The
fingerprint prevention performance of the random noise is
inferior to that of the proposed method, with a ratio of 0.2,
in terms of the same budget. Furthermore, the performance
is unstable. In conclusion, the proposed method can achieve
more effective and stealthy protection.

VII. DISCUSSION

Extensibility: The proposed scheme is not only compatible
with the 4G LTE protocol, but also with WiFi and Bluetooth
protocols, among others. Most neural network-based RF
fingerprinting systems are designed to utilise stationary
signals, including the preamble, training symbol, pilot sig-
nal and reference signal, among others. These types of
signals are designed to perform appropriate communication



(a) Bitrate of TCP (b) Bitrate of UDP (c) Packet loss rate of UDP (d) BLER

Fig. 5: Fig. 5(a) and 5(b) show the TCP and UDP Bitrate (Mbits/sec). The bandwidth is set at 3Mbps for UDP and
unlimited for TCP. Fig. 5(c) and 5(d) illustrate the UDP packet loss rate and the BLER versus budgets.

(a) PSR among ratios (b) Ablation experiment

Fig. 6: 6(a)-Comparison of the protection success rate
versus ratios. 6(b)-Ablation experiment results to compare
the random noise and the generated noise.

functions, such as channel estimation. Consequently, the
method can be extended to other protocols.
Effect on communication: The artificial perturbation is
injected onto the pilot signal, which is designed to con-
duct channel estimation. The error caused by the channel
estimation would influence the demodulation performance.
Although our studies have shown that there is a limited
effect on communication, we will further investigate this
issue in more detail.

VIII. CONCLUSION

This paper presents a study of the potential for erasing
the fingerprints of wireless devices via active RF signal
perturbation. An adversarial attack mechanism is proposed
for generating the perturbations to the pilot signal, which
is widely used for fingerprinting tasks. In order to enhance
the stealthiness and reduce the impact on communication,
a power-controlled prevention strategy is put forth, which
can further optimize the perturbation injection strategy
through the selection of perturbation position. The exten-
sive experiments demonstrate that the proposed scheme
is highly effective in achieving fingerprint hiding without
compromising communication performance. In the future,
we will further investigate the impact of perturbation on
communication and extend the scheme to other protocols.
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