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ABSTRACT
The ongoing revolution in application domains targeting autonomous

navigation, first and foremost automotive "zonalization", has in-

creased the importance of certain off-chip communication inter-

faces, particularly Ethernet. The latter will play an essential role in

next-generation vehicle architectures as the backbone connecting

simultaneously and instantaneously the zonal/domain controllers.

There is thereby an incumbent need to introduce a performant

Ethernet controller in the open-source HW community, to be used

as a proxy for architectural explorations and prototyping of mixed-

criticality systems (MCSs). Driven by this trend, in this work, we

propose a fully open-source, DMA-enhanced, technology-agnostic

Gigabit Ethernet architecture that overcomes the limitations of ex-

isting open-source architectures, such as Lowrisc’s Ethernet, often

tied to FPGA implementation, performance-bound by sub-optimal

design choices such as large memory buffers, and in general not

mature enough to bridge the gap between academia and industry.

Besides the area advantage, the proposed design increases packet

transmission speed up to almost 3x compared to Lowrisc’s and is

validated through implementation and FPGA prototyping into two

open-source, heterogeneous MCSs.

CCS CONCEPTS
• Hardware→ Hard and soft IP.

KEYWORDS
Ethernet, Open Source, DMA, Hardware, MCS

∗
Both authors contributed equally to this research.

Permission to make digital or hard copies of part or all of this work for personal or

classroom use is granted without fee provided that copies are not made or distributed

for profit or commercial advantage and that copies bear this notice and the full citation

on the first page. Copyrights for third-party components of this work must be honored.

For all other uses, contact the owner/author(s).

CF ’24 Companion, May 7–9, 2024, Ischia, Italy
© 2024 Copyright held by the owner/author(s).

ACM ISBN 979-8-4007-0492-5/24/05

https://doi.org/10.1145/3637543.3652881

ACM Reference Format:
Chaoqun Liang, Alessandro Ottaviano, Thomas Benz, Mattia Sinigaglia,

Luca Benini, Angelo Garofalo, and Davide Rossi. 2024. A Gigabit, DMA-

enhanced Open-Source Ethernet Controller for Mixed-Criticality Systems.

In Proceedings of the 21st ACM International Conference on Computing Fron-
tiersWorkshops and Special Sessions (CF ’24 Companion), May 7–9, 2024, Ischia,
Italy. ACM, Ischia, Italy, 4 pages. https://doi.org/10.1145/3637543.3652881

1 INTRODUCTION
Modern embedded applications and the Internet of Things (IoT)

demand efficient communication protocols to meet their evolving

needs.The rise of automotive "zonalization [7]" emphasizes Ether-

net’s crucial role in linking controllers within advanced vehicle ar-

chitectures. Demanded sophisticated communication within drone

applications necessitates the adoption efficient data transfer proto-

cols like MAVLink [1] for component interaction. This trend neces-

sitates a high-performance Ethernet controller for developing and

prototyping mixed-criticality systems (MCSs) [2]. Ethernet stands

out in this context, offering reduced latency and higher data rates

compared to traditional protocols, which is crucial for real-time

processing and transmission of data in these applications [5]. There

is a particular emphasis [4] on developing 1Gbps Ethernet IPs be-

cause they provide significant improvements in terms of bandwidth

and speed over their predecessors, enhancing the performance of

networked systems.

Despite the advantages, most solutions in the Ethernet IP do-

main remain proprietary, restricting their application in academic

research or developing open-source, heterogeneous architectures

for embedded systems. An exception to this trend is the open-source

Ethernet IP provided by LowRISC. [6], representing a valuable com-

munity resource.

However, LowRISC’s Ethernet IP is not without its limitations,

which can impact its broader applicability:

• The design is primarily tailored for FPGA implementation,

lacking the necessary adaptability for ASIC integration. This

limitation complicates its inclusion in heterogeneous System

on Chip (SoC) designs.

• Data communication, both inbound and outbound, relies

on internal buffers (one each for RX and TX). This reliance

limits the maximum number of packets that can be sent in
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a single transaction, determined by the capacity of these

buffers.

• The architecture utilizes true dual-port memories for these

buffers, components that are not universally supported across

all technology nodes utilized in SoC prototyping.

• Additionally, using a ping-pong mechanism for internal com-

munication increases latency in end-to-end transactions,

leading to performance degradation.

Figure 1: LowRisc Ethernet Design

To address these challenges, in this work we propose a buffer-less

1Gbps Ethernet IP. It integrates an autonomous iDMA engine that

handles the communication between the AXI interface towards the

system and the AXI Stream interface towards the Ethernet back-

end, and seamlessly manages the Ethernet protocol without the

need for internal buffering and ping-pong mechanisms. The design

we propose is available open-source on GitHub.
1

Specifically, the contributions of the work are as follows:

• We enhance the capabilities of the existing open-source

iDMA engine [3] to handle the AXI Stream protocol, on

which the Ethernet IP’s front-end is based.

• We extend the baseline buffered Ethernet IP [6] by remov-

ing the dual-port memories (both for the transmission and

reception channels) from the design and by integrating the

extended iDMA.

• To evaluate our solution in terms of performance and area,

we integrate the DMA-enhanced Ethernet controller into two

open-source heterogeneous mixed-criticality architectures,

namely Cheshire [8] and HULK-V [9], which target vari-

ous embedded applications, including automotive, aerospace,

and autonomous UAV navigation. To extract performance

measurements on the communication latency, we implement

the architectures on a Xilinx VCU118 FPGA, while to extract

area estimations, we synthesize them targeting the Global-

Foundries’ 22nm node.

• Finally, we benchmark and compare our solution against the

baseline in terms of performance and area.

The evaluation results reveal that the proposed solution not

only enhances flexibility and technological applicability but also

demonstrates significant improvements in end-to-end communi-

cation latency and a notable reduction in the area footprint of the

IP.

1
https://github.com/pulp-platform/pulp-ethernet.git

2 ARCHITECTURE
The proposed bufferless Ethernet IP is tailored for gigabit Ether-

net applications. In this section, we describe its architecture, de-

picted in Fig. 2.It utilizes AXI-Stream-based processing for the

sequential transfer of data between system components, optimizing

point-to-point communication. The design is well-suited for high-

throughput streaming applications with both efficiency and perfor-

mance enhancement. The Media Access Controller (MAC) was in-

tegrated with reduced gigabit media-independent interface(RGMII)

by LowRisc. Both RGMII transmitter and receiver are designed to

support AXI Stream protocol. The use of AXI stream is motivated

by its inherent protocol support for direct data flow management.

This IP interfaces with an AXI4 interface, enhanced by an advanced

iDMA (direct memory access) engine to efficiently manage data

movement across the crossbar, connecting different components,

memories, and peripherals. To bridge the iDMA, which operates

with variable AXI Stream data width and clock depending on the

system, to the RGMII interface with its fixed 125MHz clock and

AXI stream width, the design incorporates CDC (clock domain

crossing) FIFOs for clock domain synchronization, alongside AXI

Stream down-sizer and up-sizer modules for ensuring data width

compatibility. This design facilitates high-speed data transmissions

while a unified register bus supports run-time configurability. In

the following we provide architectural details of the Ethernet’s

sub-blocks.

Figure 2: Bufferless Ethernet Design

2.1 Ethernet Media Access Controller (MAC) with Reduced Gigabit
Media Independent Interface (RGMII) [10]. The original design pro-

posed by LowRISC, as illustrated in Figure 1, features two dual-port

buffers and two AXI Stream Asynchronous FIFOs. These buffers

were utilized for buffering data, facilitating cross-clock domain op-

erations, and adjusting data width up and down. Similarly, the two

asynchronous FIFOs served the purpose of passing data through.

However, due to significant area overhead and limitations imposed

by technology dependencies, these components were subsequently

removed, and the decision was made to expose the AXI Stream

port directly to external connections. The RGMII interface, to a

cornerstone of the design, interfaces directly with AXI Stream

data, facilitating high-speed Ethernet communications. It is specif-

ically engineered to process data destined for the Physical Layer

(PHY) at a 4-bit width, utilizing a 125 MHz clock with Double Data

https://github.com/pulp-platform/pulp-ethernet.git
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Rate (DDR) technology. This precise configuration is crucial for

achieving the 1 Gbps Ethernet throughput, as it allows for data

transmission on both the rising and falling edges of the clock sig-

nal. By proficiently converting incoming AXI Stream data into the

4-bit DDR format required by the PHY interface, the RGMII block

ensures a robust and efficient pathway for gigabit Ethernet data

exchanges, highlighting its essential role in supporting advanced

network connectivity.

2.2 DirectMemory Access (DMA). The integration of iDMAemerges

from the architectural advancements in the Ethernet interface,

which now directly supports AXI Stream. iDMA’s introduction

is beneficial in this context, providing the flexibility to configure

support for various protocols, including AXI and AXI Stream. This

capability ensures efficient data transfer between Ethernet and

system, optimizing network interactions by streamlining commu-

nications, enhancing throughput, and reducing latency. The direct

support for AXI Stream by Ethernet IP, coupled with the configu-

ration options of iDMA, achieves efficient and adaptable network

exchanges.

iDMA features a request legalized for handling arbitrary one-

dimensional transfer requests and an efficient transport layer for

data movement, managing data flow between AXI and AXI Stream

protocols, catering to both inbound and outbound Ethernet PHY

data. Besides, incorporating iDMA into the Ethernet IP transitions

it from a passive subordinate to an active AXI manager, directly

facilitating data exchanges and bypassing intermediary processes.

This enhancement boosts system efficiency, enhancing throughput

and reducing latency.

2.3 Clock Domain Crossing (CDC) FIFOs. The Ethernet controller,
mandated to operate at 125 MHz to support 1 Gbps Ethernet, con-

trasts with the system’s flexibility to function at various frequencies.

This difference requires a bridge to ensure coherent data transfer

between the differing clock domains of iDMA, which operates ac-

cording to the system clock, and the Ethernet interface. To facilitate

this seamless integration and maintain data integrity across these

varied clock frequencies, TX and RX FIFOs are strategically de-

ployed. These FIFOs act as critical intermediaries, buffering and

synchronizing data between iDMA and Ethernet, thus enabling

smooth data transfer and reinforcing the architecture’s adaptability

and efficiency in high-speed networking environments.

2.4 Up/Down Sizers. As the width of the AXI Stream interface

of the iDMA is wider than Ethernet controller, we integrated a

down-sizer block, which is responsible for the data width adapta-

tion, providing data compatibility between the two blocks. At the

same time, we integrate an up-sizer block to expand the data bus

width. The Up-Sizer and Down-Sizer are crucial in matching data

packet sizes with the interface requirements, allowing for more

efficient use of the available bandwidth. This alignment enables

higher data transfer rates and maximizes throughput by ensuring

that each communication cycle transmits the maximum amount of

data supported by the receiving end.

2.5 Configuration Registers. The unified register file’s runtime

configurability allows for easy adjustments to system settings and

parameters without the need for hardware modifications, stream-

lining the adaptation process to different operational conditions.

Additionally, its standardized interface provides a common configu-

ration point, reducing the complexity of integrating the systemwith

various platforms and ensuring a straightforward deployment pro-

cess. This simplification helps for rapid deployment and enhances

compatibility across a wide range of technological ecosystems.

3 RESULTS
To assess the benefits of our design, we integrate the two versions

of the Ethernet IP, into two heterogeneous platforms: Cheshire,

a small-size Linux-capable system [8] and HULK-V [9], a mixed-

criticality platform targeting autonomous UAV navigation tasks.

We perform the evaluation and comparison in terms of area

costs of the two solutions, and performance, measured as end-to-

end latency of sending/receiving packets.

To perform latency evaluation, we prototype the architectures on

a Xilinx VCU118 FPGA; to perform area estimations, we synthesize

the designs targeting the GlobalFoundries’ 22nm FDX node in slow

conditions and targeting a system frequency of 344 MHz.

This approach allowed us to meticulously gauge the IP’s opera-

tional effectiveness and its footprint, providing a comprehensive

understanding of its applicability and scalability in high-speed net-

working environments. In the following sections, we present the

results of our experiments.

3.1 Performance test. In our latency performance evaluation, ini-

tial tests were conducted with a payload size of 2048 bytes. How-

ever, it was observed that the existing buffered Ethernet IP was

limited by buffer capacity of 1536 bytes, preventing the initiation

of transactions due to payload size constraints. Consequently, the

testing scope was adjusted to encompass three distinct payload

sizes:1024 bytes, 512 bytes, and 256 bytes. For each payload size,

latency measurements were meticulously recorded across various

transaction phases: configuration, preamble, payload, and CRC,

with the conclusion of the CRC phase signaling the transaction’s

end. The results highlighted in the corresponding figure reveal sig-

nificant reductions in overall transaction cycles by the bufferless

design, achieving savings of 62.97%, 60.42%, and 64.48% for payload

sizes of 256, 512, and 1024 bytes, respectively. These findings show

the efficiency gains in reducing latency by adopting a bufferless

Ethernet IP architecture.

Performance analysis is shown in Figure 3,

3.2 Area test. For the area efficiency evaluation, the design was

synthesized within the Al-Saqr platform using GlobalFoundries

22nm technology. The analysis revealed that in the buffered design,

the buffers occupied a substantial portion of the total system area,

resulting in a total area footprint of 65,242.90 µm2. Conversely, the

bufferless design significantly reduced the total area to 7,754.04

µm2, despite the inclusion of some area overheads attributed to the

CDC FIFOs and DMA. This reduction translates to an impressive

88.12% savings in area and highlights the substantial efficiency

gains achieved through eliminating buffers in the design. Figures 4

and 5 present the results from the area tests.
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Figure 3: Performance Comparison of Buffer and Bufferless
Ethernet Design

Figure 4: Buffer and Bufferless Area Info in GF22

4 CONCLUSION
We have presented a novel bufferless Ethernet IP architecture and

its integration with direct data transfer mechanisms. We evalu-

ated the system’s latency performance and area efficiency using

GlobalFoundries’ 22nm node, employing a methodical approach to

quantify improvements. Our findings demonstrate that by elimi-

nating traditional buffers and incorporating an open-source DMA

compatible with AXI Stream interfaces, our solution seamlessly

integrates into any heterogeneous system featuring AXI. This ap-

proach reduces the area by an impressive 88.12% compared to the

baseline and significantly improves performance, evidenced by a

marked improvement in latency. These advancements showcase our

architecture’s capacity to deliver efficient, high-speed networking

capabilities while optimizing system resource utilization.
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