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Abstract. Deep neural networks (DNNs) are one of the most widely
used machine learning algorithm. DNNs requires the training data to be
available beforehand with true labels. This is not feasible for many real-
world problems where data arrives in the streaming form and acquisition
of true labels are scarce and expensive. In the literature, not much fo-
cus has been given to the privacy prospect of the streaming data, where
data may change its distribution frequently. These concept drifts must
be detected privately in order to avoid any disclosure risk from DNNs.
Existing privacy models use concept drift detection schemes such AD-
WIN, KSWIN to detect the drifts. In this paper, we focus on the notion
of integrally private DNNs to detect concept drifts. Integrally private
DNNs are the models which recur frequently from different datasets.
Based on this, we introduce an ensemble methodology which we call ’In-
tegrally Private Drift Detection’ (IPDD) method to detect concept drift
from private models. Our IPDD method does not require labels to detect
drift but assumes true labels are available once the drift has been de-
tected. We have experimented with binary and multi-class synthetic and
real-world data. Our experimental results show that our methodology
can privately detect concept drift, has comparable utility (even better in
some cases) with ADWIN and outperforms utility from different levels of
differentially private models. The source code for the paper is available
here. 1

Keywords: Data privacy · Integral privacy · Concept Drift · Private
drift · Deep neural networks · Streaming data.

1 Introduction

In recent years, the interest in deep learning models has witnessed a steady in-
crease, despite encountering various challenges such as explainability, privacy,
and data dependency. To address these issues, significant advancements have
been made, including approaches to enhance explainability [1], privacy-preserving
techniques [2], adopting a data-centric perspective to facilitate model training
with high-quality data, and more. However, limited attention has been given in
the context of streaming data, which refers to the continuous arrival of data in

1 Accepted for publication in MLCS co-located with ECML-PKDD 2023.
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real-world scenarios, often accompanied by the problem of concept drift. Con-
cept drift implies that the statistical properties of the data may change over
time, necessitating the model to adapt to these changes to ensure reliable pre-
dictions. Noisy data at one point of time may become useful data over time.
These changes in data distributions can be due to various hidden factors. Han-
dling of such drifts is a must and has been employed in many applications such as
spam detection [3], demand prediction [4]. Learned models must have the ability
to detect concept drifts and incorporate them by retraining on the new data.
Three types of concept drifts have been shown in Fig. 1. Abrupt drifts are sudden
changes in the data distribution. E.g. complete lockdown in many countries due
to COVID-19 pandemic. Gradual drifts are the drifts which changes the distri-
bution over time. E.g. in fraud detection system, fraudsters adapt according to
the improving security policies in place. Incremental concept drift are the drifts
where old concepts vanishes completely with time. E.g. after lifting COVID-19
lockdown, people may be hesitant to return to their normal behaviour.

Time

Abrupt

Gradual

Incremental

Fig. 1: Types of drifts in the data

In the literature of concept drift detection, there has been several algorithms
which can detect concept drifts such as Adaptive windowing (ADWIN) [5] and
its variant, and Kolmogorov-Smirnov Windowing (KSWIN). These are the two
prominent drift detection methods used in the streaming settings. To detect
drifts, these techniques were originally proposed assuming the availability of true
labels which is unrealistic in most real-world assumptions. ADWIN employs two
windows, one fixed size and one variable size, which slide over the incoming data
stream. The fixed size window keeps the most recent points and the variable
size window keeps the earlier points. If the statistics of the two windows differs
significantly then ADWIN indicates that the drift has been detected.

In case of DNNs, training requires huge amount of data and acquisition of
ground truth to detect drift can be very costly. A recently proposed uncertainty
drift detection scheme [6] detects drift during inference without the availability
of true labels. It computes values for prediction uncertainty using dropout in
the DNNs and uses entropy of these uncertainty values to detect drifts. Another
approach to get prediction uncertainty is through the ensemble of DNN models.
Different DNNs produce different probabilities during predictions and the overall
uncertainty in their predictions can be used to detect the drift. In the literature,
almost none of the approaches focus on the privacy perspective of drift detection.
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Privacy is a crucial factor to take into account in concept drift detection as
data is often sensitive. There exists many privacy models such as k-anonymity [7],
differential privacy (DP) [8], integral privacy [9] and others for static environment
but their counter-parts for online learning are rather limited. For online learning,
k-anonymity [10] tries to protect against identity disclosure by guaranteeing
k-anonymity for addition, deletion, and updating the records but may fail to
protect attribute disclosure; differential privacy (DP) perturbs the data or the
model in order to generate privacy-preserving outputs against the disclosure
of sensitive information. Even though DP provides theoretically sound privacy-
preserving models, it has a number of practical drawbacks. For instance, when
aiming for high privacy (small ϵ), the amount of noise added can become very
high. Moreover, there is a finite privacy budget for multiple searches, and high
sensitivity queries demand a bigger amount of noise. DP may struggle with the
privacy budget when the data distribution changes frequently. You may end up
loosing utility or privacy or both in the long run. Also, the addition of a lot of
noise to the output can make machine learning models less useful. Most of the
privacy approaches in the online learning literature focuses on either storing the
data or predicting the output privately. None or very few approaches in literature
focuses on detecting drifts privately.

In our approach, we have considered Integral Privacy as an alternative to DP
to generate high utility, privacy-preserving machine learning models. Integrally-
private models provide sound defence against membership inference attacks and
model comparison attacks. A membership inference attack is about getting access
to the records used in the training process. On similar lines, a model comparison
attack gives intruder access to the complete training set or to a huge portion
of the training set through intersectional analysis. A machine learning model is
integrally private [9] if it can be generated by multiple disjoint datasets. For an
intruder whose aim is to do membership inference attacks or model comparison
attacks, integrally-private models create ambiguity as the models are generated
by multiple disjoint datasets. It has been proven in [11] that under some condi-
tions it is possible to obtain, with probability close to one, the same parameter
updates for a model with multiple minimatchs. They also find that a small frac-
tion of a dataset can also lead to good results. One of the first works which
shows the framework for model comparison attack and the defence by integral
privacy for decision trees was given in [12]. The authors generate the complete
model space and return the integrally private decision tree models which have
approximately same model parameters. Generating complete (or approximately
complete) model space can be a very computationally intensive task for a dataset
with only few thousand instances.

For DNNs, generating model space and comparing models to find integrally
private models can be tricky. This is due to the fact that for a given layer of
two different models, equivalent neurons can be placed in different positions.
Also, due to huge number of learning parameters in DNNs, there can be very
few recurring models. In order to overcome these challenges for DNNs, a relaxed
variant of integral privacy, ∆-Integral privacy, was proposed in [13]. ∆-Integral
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privacy (∆-IP) considers models which are at most ∆ distance apart, and then
recommends the mean of these models (in the ∆ range) as the integrally pri-
vate model. The ∆-IP algorithm can recommend up to X number of integrally
private models which can be used as an ensemble of private models to detect
concept drifts in streaming data. In this paper, we propose a methodology for
drift detection through an ensemble of ∆-integrally private models. We compute
an ensemble of ∆-IP models and use them to compute a measure of prediction
uncertainty. This prediction uncertainty of ∆-IP models on the incoming datas-
tream is used to detect concept drift. Our methodology only requires true labels
to recompute the ∆-IP models once a drift has been detected. We also present
the probabilistic analysis for the recurring models. Our theoretical analysis is
inspired from the work in [11] which focuses on forging a minibatch. In our case,
the analysis focus on learning similar parameters after complete training.

Our experimental setup shows results for ANN (one hidden layer with 10
neurons) and DNN of 3 hidden layers (10-20-10 hidden layer architecture). We
evaluate our proposed methodology for 3 real-world dataset and 4 synthetic
dataset. We have also compared our results with different levels of privacy in
DP models. We show that our approach outperforms the DP alternatives. We
find that ensemble of integrally private models can successfully detect concept
drifts while maintaining the utility of non-private models.

The rest of the paper is organized as follows. Section 2 describes the back-
ground for the proposed drift detection methodology. Section 3 describes our
proposed work. Section 4 gives the experimental analysis. The paper finishes
with some conclusions and future work.

2 Background

In this section we describe the major concepts that are needed in this work.

2.1 Uncertainty in Neural Networks

Understanding the uncertainty of a model is essential to understand the model’s
confidence. In DNNs, class probabilities can not be the proxy for model’s confi-
dence. For unseen data, DNNs may give high probability even when the predic-
tions are wrong. This can be the case in concept drifts i.e, the prediction may
be uncertain but the system can give high class probability. Ensemble methods
find the uncertainty using predictions from the family of DNNs. Here you train
multiple DNNs with different initializations. In this way you generate a set of
confidence parameters from multiple DNNs, and the variance of the output can
be interpreted as the model uncertainty. In our work, we estimate the model
uncertainty using an ensemble of private models. With drift in estimated uncer-
tainty as an indicator for concept drift, we can employ drift detection schemes
such as ADWIN, KSWIN to detect concept drift.

2.2 Model Comparison Attack and ∆-Integral privacy

Integral privacy [9] is a privacy model which provides defense against model
comparison attacks and membership inference attacks. In a model Comparison
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Attack [12], [13], an intruder aims to get access to the sensitive information or
do membership inference analysis by comparing the model parameters. A model
comparison attack assumes that the intruder has access to the global model M
trained using algorithm A on the training setX a subset of the population D, and
some background information S∗(⊆ D). The intruder wants to get the maximum
(or total) number of records used in the training process. I.e. the intruder wants
to maximize access to X. The intruder draws a number of samples S1, S2, ..., Sn

from D and compares the model generated by each Si with the global model M .
Then, the intruder selects the Si corresponding to the most similar model to M
and hence guesses the records used in the training. In case that there are multiple
models similar to M , the intruder can do intersectional analysis for membership
inference. That is, find common data records which lead to the model M . In
case of DNNs, model comparison can be tricky as highlighted before in [13].
The comparison between models is done by comparing each layer and neurons
in respective layers.

In order to defend against such attacks, integral privacy requires you to
chose a model which recurs from different disjoint datasets. Disjoint datasets
are needed to avoid intersectional analysis. In this way an intruder cannot iden-
tify the training set because multiple training sets lead to the same model. As
explained in Section 1, due to the huge number of parameters in DNNs there
are very few recurring models. ∆-IP relaxes the equivalence relation between
neurons. It allows the two models to be considered as equal if neurons in each
layer of the respective model are at most ∆ distance apart. Formally, ∆-IP can
be defined as follows.

∆-Integral Privacy Let D be the population, S∗ ⊂ D be the background
knowledge, and M ⊂M be the model generated by an algorithm A on an un-
known dataset X ⊂ D. Then, let Gen∗(M,S,∆) represent the set of all genera-
tors consistent with background knowledge S∗ and model M or models at most
∆ different. Then, k-anonymity ∆-IP holds when Gen∗(M,S,∆) has atleast
k-elements and

⋂
S∈Gen∗(G,S∗,∆)

S = ∅ (1)

3 Proposed Methodology

In this section, we provide the details of our proposed methodology which we call
Integrally private drift detection (IPDD) scheme. Our proposed IPDD methodol-
ogy detects drifts with unlabeled data but assumes that true labels are available
on request. Our approach is based on the detection of concept drifts from the
measure of uncertainty in prediction by ensemble of private models. Previous
works [14] [6] show that prediction uncertainty from DNN is correlated with
prediction error. We argue on similar lines and use drift in prediction uncer-
tainty as a proxy for detecting concept drift. We use Shanon entropy to evaluate
the uncertainty over different c class labels.

Then any change detection algorithm such as ADWIN can be employed to
detect drifts using this uncertainty measure. We chose ADWIN as it works well
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Fig. 2: Flowchart drift detection using ensemble of ∆-Integrally Private Models

Algorithm 1 Algorithm to generate k ∆-Integrally private DNNs for training
data D. The algorithm return an ensemble of k private models

Inputs: D - Training data
Output: returns k integrally private models
Algorithm:
N - Size of subsamples
∆ - Privacy parameter
S = Generate subsample(D, N)

▷ Generate n disjoint subsamples of size N
ModelList = [[]]
while Si ← S do ▷ For all samples in S

Mi ← Train DNN on Si

present ← False
if Mi is utmost ∆ distance apart from models in ModelList then

Put Mi in the same bucket
present ← True

end if
if present is False then

Append Mi in ModelList ▷ Create a new bucket with Mi

end if
end while
Returns mean of top k recurring models from ModelList

with real-valued inputs. The flowchart of the methodology is shown in Fig. 2.
First k integrally private models are computed from the initial available train-
ing data. With incoming data instances, we predict the output and input the
prediction uncertainty from each of the k private models to ADWIN. If drift has
been detected, true labels are requested and the training data must be updated
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Algorithm 2 Drift detection using ∆-Integrally private models

Inputs: D - Dataset
Algorithm:
training data = Initial data(D)

▷ Initial Data to train private DNNs
Private Models = Algorithm 1(training data)
while D has elements do ▷ While stream has incoming data

Receive incoming data xt

pred, uncertainty ← Private Models.predict(xt)
Add uncertainty to ADWIN
if ADWIN detects drift then

Request true labels yt for xt

Update training data with xt, yt
Private Models = Algorithm 1(training data)

end if
end while

with new instances. Here, our methodology does not require true labels to detect
concept drift. New private models are computed from the updated training data.
If the training data exceeds the threshold, records are removed on a first-come,
first-served basis. In case there is no drift, then the prediction for new instances
continues.

Algorithm 1 describes the computation for k private models. First, samples
(i.e., sets of records) are generated from the training data in such a way that pairs
of samples have empty intersection (i.e., they do not share any record). Models
for these samples are computed using the same initialization. Models within ∆
distance apart are kept in the same bucket. Buckets are sorted in descending
order according to the number of models in each bucket. The algorithm then
returns the mean of the top k recurring set of models as an ensemble of k
integrally private models.

Algorithm 2 describes how to detect drifts privately. First, it uses initial
available data as training data and computes private models using Algorithm 1
on the training data. Predictions on new incoming instances are used to compute
the uncertainty measure and to see if the drift is detected using ADWIN. If the
drift is detected, true labels must be requested, then training data must be
updated and the private models are recomputed on a new training data. This
process continues as long as the new data is available for prediction.

3.1 Theoretical Analysis

In this section, we present the probabilistic analysis for the recurrence of DNNs.
DNNs are trained using mean samplers such as SGD, Adam etc. This analysis is
inspired by the forgeability analysis done in [11]. The analysis in [11] computes
the probability of forging a single minibatch while we focus on probabilistic anal-
ysis of learning the same model parameters after learning from different training
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data. Let us consider a set of disjoint datasamples,D1,D2, ...,Dm, i.i.d. (indepen-
dent and identically distributed) sampled from a given N -dimensional dataset
D with some distribution. Here, each of the Di is composed of b minibatches
x̂ = x1, x2, ..., xb. M1,M2, ...,Mm be the DNN models we want to train which
have the same initialization. The update rule looks like g(w, x̂) = 1

b ∑
b
i=1 g(w,xi).

The update rule g(w,x) can be seen as a random variable with mean µ and σ2

(= ∑
N
i=1 σ

2
i , where σ

2
i is the covariance of the ith component of a random variable

x sampled with distribution D) as the trace of the covariance matrix. The mean
sampler for the batch x̂, g(w, x̂) is still µ ( 1

b ∑
b
i=1 g(w,xi) =

1
b
∗bµ) but individual

variance will get the 1
b
i.e. now the trace of the covariance matrix is 1

b
σ2.

Since the data samples are i.i.d sampled from D and each xi is i.i.d sampled
from data samples, then xi follows the same distribution of D. Then by Markov’s
inequality we can say that,

P (∣g(w, x̂) − µ∣2 ≥∆) = P (∣g(w, x̂) − µ∣
2
2 ≥∆

2
) ≤

E(∣g(w, x̂) − µ∣22)

∆2
(2)

Fig. 3: Two models Mj ,Mk

at most ∆2 distance apart
from µ with probability de-
fined in Eq. (5)

Here the first equality is true by the prop-
erty of monotonicity of squares and the second is
Markov’s inequality. Note that E(∣g(w, x̂) − µ∣22)
is just the trace of the covariance matrix ( 1

b
σ2).

Then, we can write:

P (∣g(w, x̂) − µ∣22 ≥∆
2
) ≤

σ2

b∆2

⇒ P (∣g(w, x̂) − µ∣22 ≤∆
2
) ≥ 1 −

σ2

b∆2
(3)

Let us consider two models Mj and Mk,
training on data samples Dj and Dk with x̂j , x̂k.
From Eq. (5), we can say P (∣g(w, x̂j)−µ∣

2
2 ≤∆

2) ≥

(1 − σ2

b∆2 ) and P (g(w, x̂k) − µ∣
2
2 ≤∆

2) ≥ (1 − σ2

b∆2 )

at ith epoch
As demonstrated in Fig. 3, if g(w, x̂j), g(w, x̂k)

are in the ∆2 ball of µ with probability defined

in Eq. (5) then with probability ≥ (1 − σ2

b∆2 )
2 we

can say both models are utmost 2∆2 distant. I.e.

P (∣g(w, x̂j)−g(w, x̂k)∣ ≤ 2∆
2) ≥ (1− σ2

b∆2 )
2. Then,

the probability that out of m models there exists two models which are in the
∆2 ball of µ would be:

P (∣g(w, x̂j) − g(w, x̂k)∣
2
2 ≤ 2∆

2
) ≥

m

∑
r=2

(
m

r
)(1 −

σ2

b∆2
)

r

(
σ2

b∆2
)

m−r

(4)

This is equivalent to having at least 2 models out of m in the 2∆2 ball of µ.
The probability that m models are in the 2∆2 ball of µ would be:
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P (∣g(w, x̂j) − g(w, x̂k)∣
2
2 ≤ 2∆

2
) ≥ (1 −

σ2

b∆2
)

m

(5)

Equation (6) and (7) represents the probability of weights updating in the
2∆2 ball of µ for a single epoch. For T iterations, the probability that there exists

a model having weight updates in the 2∆2 ball of µ is at least (∑
m
r=2 (

m
r
)( σ2

b∆2 )
m−r(1−

σ2

b∆2 )
r)T . After T epochs, the probability of m models to be in the 2∆2 ball of

µ will be at least ((1 − σ2

b∆2 )
m)T .

So, for samples sampled i.i.d. from some dataset, we can conclude that the
lower bound for the probability that there exists recurrent models within 2∆2

ball is at least (∑
m
r=2 (

m
r
)( σ2

b∆2 )
m−r(1− σ2

b∆2 )
r)T . In addition, the probability that

all the m models are in the 2∆2 ball of µ is at least ((1 − σ2

b∆2 )
m)T . From this

discussion, we have the following theorems.

Theorem 1. If D1,D2, ...,Dm are i.i.d samples from the dataset D with some
distribution and b is the number of minibatches used for training in each of T
epochs. Then under similar training environment i.e. same initialization, learn-

ing rate, etc. with probability greater than (∑
m
r=2 (

m
r
)( σ2

b∆2 )
m−r(1 − σ2

b∆2 )
r)T , the

model will recur.

Theorem 2. With the above mentioned properties, a model satisfies k-anonymous

integral privacy with probability atleast (∑
m
r=k (

m
r
)( σ2

b∆2 )
m−r(1 − σ2

b∆2 )
r)T

Proof: See Eq. (6) for proof. k-Anonymity integral privacy is equivalent to having
at least k models out of m in the ∆ ball of µ.

Remark on the choice of ∆,m: In order to generate higher k-Anonymity
integrally private models, from theorem 2 we can say that increasing the num-
ber of i.i.d samples (m), b (Number of batches used in each epochs) and ∆ (the
distance value) increases the probability of getting recurrent models.

Role of initialization: The probabilistic analysis presented here gives you
the lower bound that the model will recur from the samples having similar
distribution. The probability can further improve when models are initialized
with the same weight as the learning from similar dataset would result in the
similar learning for the models.

4 Experiments

In this section, we present the experimental results for our proposed methodol-
ogy. We will show that our methodology performs well with Categorical, Real,
and Integer data with arbitrary number of classes. We perform our experiments
on 3 real-world datasets namely Cover type (CovType), Electricity, and Susy
dataset [15]. We also run our experiments on artificially generated Sine data and
Insects data with abrupt, gradual and incremental drifts [16]. Table 1 shows the
number of instances and other details of these datasets.
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Dataset # instances # attribute Data type # classes

CovType 581012 54
Categorical
Integer

7

Electricity 45312 8
Real

Integer
2

Susy 5000000 18 Real 2
Sine 200000 4 Real 2

Insects ab 52848 33 Real 6
Insects grad 24150 33 Real 6
Insects incre 57018 33 Real 6

Table 1: Details of the used Datasets

For our experiments, we have randomly considered a NN with a single hidden
layer (10 neurons) architecture (We will call this architecture ANN) and a three
hidden layer NN architecture with 10-20-10 number of neurons (we will call it
DNN). For our experimental purpose we have chosen ∆ = 0.01 and ADWIN
parameter, δ = 0.001. For all the datasets, we have initially trained ANN and
DNN over 10% of the dataset, and then stream is evaluated with 2% of the
dataset at each time instance.

We compare our results (Integrally private drift detection, IPDD) with No re-
training (No retrain), ADWIN with unlimited label availability (ADWIN unlim),
and ADWIN with limited labels (ADWIN lim). We have used three levels of dif-
ferentially private models: high privacy (ϵ = 0.1) under limited label availability
(DP 01), moderate privacy (ϵ = 0.5) under limited label availability (DP 05)
and low privacy (ϵ = 1.0) under limited label availability (DP 10). All the re-
sults have been computed for ANN as well as DNN. The No retraining model
approach does not check for drifts, it trains the model with initial data once and
only does the prediction for the rest of the data stream. For ADWIN unlim we
assume it has access to all the true labels of the incoming data stream and it
detects drifts using the true labels only. The ADWIN lim can have true labels
upon request but detect the drifts using uncertainty through the ADWIN model.
Similar settings were assumed for DP 01, DP 05, DP 10 and IPDD.

We can observe that our methodology IPDD has better or comparable accu-
racy score for both ANN and DNN. Table 2 provides the accuracy of the learned
models. IPDD performs better than its counterparts for CovType and Electric-
ity datasets, it has comparable accuracy score for Insects ab and comparable
results with ADWIN unlim method. Table 3 provides the results for Mathews
correlation coefficient (mcc) in the range [−1,1] (higher the better). MCC is
a reliable statistical rate which assigns high value to a classifier if it performs
good in all four confusion matrix categories. In comparison with differentially
private models, IPDD performs much better than all three levels of differential
privacy for all datasets except Insects grad and Insects incre. For ANN, IPDD
performs performs better for CovType dataset and has comparable mcc rate
with the rest. In case of DNNs, IPDD performs better than its counterparts for
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Electricity, Susy and Insects ab datasets; and performs comparable results for
the rest of the datasets. Table 4 shows the score for the area under the curve
(auc score). Auc score is the probability that a model ranks a random positive
instance higher than a random negative instance. Table 4 highlights that auc
score for IPDD’s ANN and DNN performs better than its counterparts in case
of all the datasets except Insect grad and Insect incre dataset.

 

       
 

 

 

 

 

 

 
 

 

 

 

 

 

Fig. 4: Drift detected by dif-
ferent ϵ-differentially private
models

We observed that with the addition of noise
DP models may struggle to detect drifts. Ta-
ble 5 shows the number of drifts detected by
each method. It highlights that DP models at
times may detect very few drifts because of the
noise. On the other hand, IPDD detects compa-
rable drifts to ADWIN unlim and ADWIN lim
for both ANN and DNN. Table 5 also highlights
that proposed IPDD does not detect unnecessary
drifts i.e. IPDD does not necessary detect any
drift when there is none (counterparts of IPDD
does not detect any drift). As expected when the
noise for DP models decreases, more drifts were
detected by DP models as shown in Fig. 4.

In most of the cases, differentially private
models does not perform as good as IPDD mod-
els even when the ϵ is very high (very low privacy). This is shown in Fig. 5. It
compares the accuracy score between DNN model of DP and IPDD for all the
datasets. Fig. 5a, 5b, 5c, 5d, 5e, and 5f highlights that even though the accuracy
score improves for DP models, IPDD still performs better than DP. Only in case
of Fig. 5g the DP model has slightly better accuracy score than IPDD even in
case of high privacy.

Section 3.1 shows the probabilistic analysis on the lower bound of the re-
currence of Integrally private models. As discussed in the remarks of Section
3.1, the higher the value of ∆ the higher the number k-anonymity in integrally
private models. For models with same initialization trained on 100 i.i.d samples
(D1,D2, ...,D100) from Sine dataset, the k in k-anonymity Integral privacy has
been plotted against increasing ∆ in Fig. 6a. As can be seen increasing the ∆
value leads to the higher value of k in k-anonymity Integral privacy. Similarly, we
can see in Fig. 6b that for a fixed ∆ = 0.01, increasing the number of i.i.d samples
leads to a higher value of k in k-Anonymity integral privacy. It is important to
highlight the distinction between k-anonymity and ensemble of k models cho-
sen with k-anonymity Integral privacy. Simply, in k-Anonymity integral privacy,
there exists a bucket which has at least k models while we require an ensemble
of k such buckets.

We observe in Fig. 7a that for a fixed ∆ = 0.01, increasing the number of
i.i.d samples also leads to the higher k in k-Anonymity integral privacy. In cases
where all the models are clustered to only one IP model, generating an ensemble
of such models can be tricky. An easier way to avoid this problem is to generate
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Fig. 5: Comparison of the accuracy score between differential privacy and in-
tegral privacy: (a) CovType (b) Electricity (c) Susy (d) Sine (e) Insect ab (f)
Insect grad (g) Insect incr.
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Fig. 6: K-anonymity integral privacy against (a) increasing ∆ (b) increasing the
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Fig. 7: Number of integral private models in an ensemble against (a) increasing
the number of i.i.d samples (b) increasing the number of different initialization.
(c) k-anonymity against different initialization
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an ensemble of k-anonymity models using different initializations. The reason for
this could be attributed to the comparable learning process when using similar
training data. For 100 i.i.d samples of Sine data, in Fig. 7b, x-axis shows the
number of different initialization and y-axis shows the number of different IP
models in an ensemble. It is important to note here that for 100 samples if the
number of IP models increases in an ensemble, k-anonymity of each IP model
will decrease as depicted in Fig. 7c.

4.1 Limitations of our approach:

The analysis of our method as well as our experiment permits us to state the
following.

1. Generating k-anonymous integrally private models requires training on large
number of samples which is a time consuming process. The proposed IPDD
methodology has running time as the cost of privacy.

2. As shown in Section 3.1, the generation of integrally private models is a
probabilistic approach and depends on the samples selected. That is, different
runs can provide different results.

5 Conclusion and Future work

In this paper we have presented a private drift detection methodology called
’Integral Privacy Drift Detection’ (IPDD). Our methodology detects drifts us-
ing an ensemble of k-anonymity integrally private models. Simply, we generate
an ensemble of k models which are recurring from multiple disjoint datasets.
Our methodology does not require the ground truth to detect concept drift but
assumes they are available for retraining. We find that our methodology can
successfully detect concept drifts while maintaining the utility of non-private
models. It is useful in generating models which have comparable (better in some
cases) accuracy score, mcc score and auc score against ADWIN with unlimited
label availability and limited label availability. In comparison with its differ-
entially private counterpart, IPDD perfoms significantly better in most of the
cases.

As shown above different parameters can lead to different levels of privacy.
It can also affect the number of drifts detected and the utilty of the model.
Fine-tuning of these parameters for each application is an interesting direction
for future work. Furthermore, extension of our work for non-i.i.d. samples would
be an interesting future direction.
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