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Abstract

We present a practical method to audit the differential privacy (DP) guarantees of a machine learning
model using a small hold-out dataset that is not exposed to the model during the training. Having a
score function such as the loss function employed during the training, our method estimates the total
variation (TV) distance between scores obtained with a subset of the training data and the hold-out dataset.
With some meta information about the underlying DP training algorithm, these TV distance values can
be converted to (g,d)-guarantees for any 6. We show that these score distributions asymptotically give
lower bounds for the DP guarantees of the underlying training algorithm, however, we perform a one-shot
estimation for practicality reasons. We specify conditions that lead to lower bounds for the DP guarantees
with high probability. To estimate the TV distance between the score distributions, we use a simple density
estimation method based on histograms. We show that the TV distance gives a very close to optimally robust
estimator and has an error rate O(kil/ 3), where k is the total number of samples. Numerical experiments
on benchmark datasets illustrate the effectiveness of our approach and show improvements over baseline
methods for black-box auditing.

1 Introduction

Differential Privacy (Dwork et al.,2006) (DP) limits the disclosure of membership information of individuals
in statistical data analysis. It has been successfully applied also to the training of machine learning (ML)
models, where the de facto standard is the DP stochastic gradient descent (DP-SGD) (see e.g.,|Abadi et al
. DP-SGD enables the analysis of the formal (e, §)-DP guarantees via composition analysis in a threat
model where the guarantees hold against an adversary that has the access to the whole history of models.
Besides, it is possible to obtain accurate (e,d)-DP guarantees for DP-SGD using numerical accounting
tools (Koskela et al.| 2020 |Zhu et al.l [2022; |Gopi et al.| [2021)).

We motivate the privacy auditing problem by the following scenario. Consider a federated learning setup,
where a non-fully-trusted server participates in enhancing the DP protection to provide better privacy-utility
trade-off for the final model. In order to achieve the theoretical privacy guarantees of DP-SGD), a notoriously
difficult implementation setup is needed (Tramer et al., [2022} Nasr et all) 2023). Since parts of the model
updates are performed by an external entity, there is no full certainty for the data-owner that the DP
guarantees hold (see e.g. Maddock et al., 2023; |Andrew et al [2024] for methods addressing this). The
question then is, how could the data owner perform privacy auditing during the training? And how could
the auditing be performed in a setting where only a black-box access to the model is available?

The problem of privacy auditing has increasingly gained attention during recent years. Many of the
existing works on DP auditing focuses on inserting well-designed data elements or gradients into the training




dataset, coined as the canaries. By observing their effect later in the trained model one can infer about
the DP guarantees (see, e.g., [Jagielski et all, [2020; [Nasr et all) 2021} [Pillutla et al| [2023). These methods
commonly also require training several models in order to obtain the estimates of the DP guarantees, even up
to thousands (Pillutla et al., 2023)). To overcome the computational burden of training the model multiple
times, recently |Steinke et al| (2023) and [Andrew et al| (2024) have proposed different approaches that
requires access to only a single model.

Similarly to |Steinke et al| (2023)), we audit the model by using a small hold-out dataset. Moreover, we
focus on inferring the DP guarantees from the final model. Our method is also related to the threshold
membership inference attacks (Yeom et al., 2018} |Carlini et all 2022) and also to the memorization expo-
sure metric considered by |Carlini et al.| (2019). In the FL setting, there are two notable works related to
ours, both of which are heuristic methods based on estimating the (e, §)-distance between Gaussian distribu-
tions (Andrew et al.| 2024} Maddock et al.,|2023). The work by [Andrew et al|(2024) advocates for inserting
randomly sampled canaries in the model updates, which could deteriorate the model accuracy. Moreover,
their method requires a white-box access to the model. The work by (Maddock et al) [2023) is based on
carefully crafting canary gradients that are inserted in the model updates.

We focus on a scenario where the auditor only has a black-box access to the model via its predictions.
Furthermore, the auditor has access to the auditing training and test data samples, i.e., to auditing data
samples that used for the training and that are held out, respectively. This fits particularly well to practical
federated learning (FL) scenarios, where, e.g., a data owner may want to find out whether the central
aggregator has fulfilled the DP guarantees as advertised. We further assume no engineered canary data
is injected to the training dataset. We propose to use a score function, such as the loss function used for
the training, to measure the model’s performance. We mathematically show that the empirical e-values
obtained with threshold membership inference attacks based on the score values are equivalent to measuring
the hockey-stick divergence between the two discrete distributions obtained by a simple two-bin histogram
frequency estimation of the score values corresponding to the auditing training and tests sets, respectively.
Our novelty is to use multiple bins for for the frequency estimation of these two distributions. The rational
behind our method is similar to the one from the threshold membership inference attacks in that we compute
a finite-sample one-shot estimate of the score distributions, by assuming independence between the score
values corresponding to the auditing training and test sets (Zanella-Béguelin et al., 2023). Analyses that
avoid this assumption can be found in (Steinke et al., [2023) and (Pillutla et al., 2023). Our approach
allows using any hockey-stick divergence to measure the distance between the score distributions of auditing
training and test samples. We analytically prove that the optimal hockey-stick divergence distance parameter
a, which leads to the most robust estimate of the distance and thus the (g, §)-estimates, occurs at the vicinity
of a = 1, which corresponds to the total variation distance.

After giving the necessary definitions on differential privacy, in Section [3| we first describe the idea of
obtaining (g,6)-DP lower bounds via the hockey-stick divergence between the score distributions of the
auditing training and test samples. In Section [l we show how to numerically estimate the hockey-stick
divergence between those distributions using histogram density estimators. Then, in Section[5]we analytically
illustrate that the total variation distance gives a robust estimator for the distance between two Gaussian
distributions, which is practically relevant for estimating the (e,d)-DP lower bounds for DP-SGD trained
models. Experiments in Section [7] illustrate the effectiveness of the proposed auditing method for which a
pseudocode is listed in Section @

2 Required Background on Differential Privacy

We first give the preliminaries for the techniques based on hockey-stick divergence, and in particular for the
special case of the total variation distance.

We denote the space of possible data points by X. We denote a dataset containing n data points as
D = (z1,...,2,) € X", and the space of all possible datasets (of all sizes) by X. We say D and D’ are



neighboring datasets if we get one by substituting one element in the other. We say that a mechanism M :
X — O is (g,0)-DP if the output distributions for neighboring datasets are always (e, §)-indistinguishable.

Definition 1. Lete > 0 and 6 € [0,1]. Mechanism M : X — O is (g,0)-DP if for every pair of neighboring
datasets D, D" € X and every measurable set E C O,
P(M(D) € E) <e*P(M(D’) € E) + 4.

We call M tightly (g,8)-DP, if there does not exist §' < & such that M is (g,8")-DP.

The tight (g, §)-guarantees can be equivalently formulated using the hockey-stick divergence. For o > 0
the hockey-stick divergence H,, also called the a-divergence, from a distribution P to a distribution @ is
defined as

H(PI@) = [ [P(6) - a- Q) dt, (21)
where for t € R, [t]+ = max{0,t}. The (g,d)-DP guarantees as in Definition [1| can be characterized using
the hockey-stick divergence as follows.

Lemma 2 (Balle et al.||[2018, Theorem 1). For a given € € R, a mechanism M satisfies (e,6)-DP if and
only if, for all neighboring datasets D, D’,
Hee(M(D)[IM(D")) < 6.

By Lemma if we can bound Hee (M(D)||M(D’)) accurately for all neighboring datasets D, D’, we also
obtain accurate (e,d)-DP bounds. For compositions of general DP mechanisms, this can be carried out by
using so-called dominating pairs of distributions (Zhu et al.,|2022)) and numerical techniques (Koskela et al.,
2021;|Gopi et al.,[2021)). In some cases, such as for the Gaussian mechanism, the hockey-stick divergence
leads to analytical expressions for tight (e,0)-DP guarantees (see, e.g., Balle and Wang}, [2018)).

Lemma 3. Let do,dy € R, 0 > 0, and let P be the density function of N(do,0?14) and Q the density
function of N'(di,0%I4). Then, for all € € R, the divergence He<(P||Q) is given by the expression

5(c) = @ (—% + %) — D <—% - %) : (2.2)

where ® denotes the CDF of the standard univariate Gaussian distribution and A = ||do — d1||2.

Total variation distance. Setting a =1 in Eq. (2.1)), we get the TV distance between the probability
distributions P and @ (see e.g., Sec. 2.4, Balle et al.l [2020),

V(PQ) = [ IP@ - QW) dz = [[P@) - Q@) da. (23)

When P and @ are discrete, defined by probabilities py and qx, k € Z, respectively, we have the important
special case of discrete TV distance defined by

TV(P,Q) = Zmax{p;C — gk, 0}.

keZ

3 Empirical DP Guarantees Using Score Functions

3.1 Score Functions

We define score function S as a deterministic real-valued function associated to a randomized function
M:X—=>0asS: O0xX — R, where, for a given § € O (e.g., ML model parameters) and x € X (a data



element), S(6,x) gives a score value. As an example, if 6 € R? denotes the model parameters, F(0,z) the
forward mapping for the features z of a data element x = (z,y) € X, where y denotes the label, we may
consider the score

S(0,z) = Z(F(G,z),y),

where E(F(G, 2), y) is some loss function.

3.2 DMotivation and Relation to Existing Work

As a motivation, we first consider a simple threshold membership inference attack which can be seen as a
special case of our auditing method. Let us denote the total auditing dataset by A and the auditing training
dataset by D. Thus, the auditing test dataset, i.e., the hold-out auditing dataset, equals A\ D. Suppose
that we are given some score function S and a fixed threshold 7. We infer that a sample is in the auditing
training set in case its score is below 7. This gives the true positive ratios (TPRs) and false positive ratios
(FPRs)

TPR = Penp (S(0,2) < 7), FPR=P,.a\p (S(8,2) <T), (3.1)

where  ~ D denotes that x is uniformly randomly sampled from D. As is common, estimates of TPR-
and FPR-values can further be used to estimate lower bounds for the (g,d)-privacy parameters. We can
interpret the (g, d)-estimates given by this threshold membership inference as the (g,d)-distance between
two-bin approximations (bins defined by the parameter 7 € R dividing the real line into two bins) of the
distributions P and @, where P and @ are defined as

P=SM(D),z), z~D, Q=S8M(D),z), z~A\D. (3.2)

Let P> and Q2 denote the two-bin histogram approximations of P and @), respectively, where the bins are
determined by the threshold parameter 7. The following lemma shows that the (e, §)-distance between P»
and Q2 exactly matches with the expression commonly used for the empirical e-values.

Lemma 4. Let A be the auditing set, D C A the auditing training set and A\ D the auditing test set.
Consider the distributions P and Q as defined in Eq. and distributions P> and Q2 obtained with two-
bin frequency histograms defined by a threshold T € R. Suppose the underlying mechanism M is (,6)-DP
for some € >0 and ¢ € [0,1]. Then,

max{He= (P2||Q2), Hes (Q2||P2)} = 6,

€ = max { TPR =0 log TR = 6} . (3.3)

where

o8 —5pR FNR
and TPR and FPR are as defined in Eq. (3.1) and FNR =1 — TPR and TNR = 1 — FPR.

The e-estimate of Eq. is exactly the characterization given by Kairouz et al.| (2015) for the connection
between the success rates of membership inference attacks and the (g,0)-DP guarantees of the underlying
mechanism. Our novelty is to generalize this threshold membership inference auditing such that we con-
sider histograms with more than two bins, and instead of estimating TPRs and FPRs, we estimate the
relative frequencies of the scores hitting each of the bins and then measure the (e, §)-distance between the
approximated distributions corresponding to the score distributions of the two auditing sets. We remark
that the auditing training and test sample scores would generally need to be independent to conclude that
the estimate of Eq.(3.3) gives a lower bound for the actual (e, §)-DP guarantees (see also the discussion in
Jagielski, 2023)).

Following the discussion of |Jagielskil (2023), we see that our approach is also related to the exposure
metric defined by |Carlini et al.| (2019). Given n auditing training samples {c;}i=; and n auditing test
samples {r; };i—, (Carlini et al.| (2019) defines the exposure of a sample ¢; via its rank

Exposure(c;) = log, n — log, rank(c;, {r;: }i—1),



where rank(c;, {r;}i—1) equals the number of auditing test samples with loss smaller then the loss of ¢;.
As|Jagielski| (2023) shows, a reasonable approximation for the the expected exposure is given by the threshold
membership inference (i.e., a two-bin histogram approximation desribed above) with threshold parameter
T = flmedian, Where fpedian is the median value of the losses of the auditing training samples, i.e., the
median of {¢(c;)}i=,. This leads to the e-estimate given by Eq. with TPR = Pzup (U(x) < fmedian) and
FPR = P,oa\p (€(2) < fmedian) . We remark that the rigorous lower bounds given by |Steinke et al.| (2023))
can also be seen as approximations of this form.

3.3 Distinguishability of the Estimated Scores

Let A denote the auditing dataset and D C A the auditing training set, as above. The DP property of the
mechanisms M suggests that the distributions

P=SM(D),z), z~D, Q=SM(D),z), z~A\D (3.4)

should be (e, §)-close to each other. In the following result, we show that when letting D also be a random
variable, independently for P and @, the distributions P and @ are (g,0)-close in case the mechanism M
is (g,0)-DP. By the post-processing property of the hockey-stick divergence, this result hold for any score
function S.

Theorem 5. Let A C X™ where |A| is even, denote the total auditing set, and suppose the mechanism M
is (€,0)-DP. Denote

P=25(0,z), where 6~ M(D), D ~ Subsample(A), z ~ D

and
Q=5(0,z), where 6~ M(D), D ~ Subsample(A), z ~ A\ D,
where Subsample(A) randomly samples half of the set A without replacement. Then,

max {Hes (P||Q), He- (@||13)} <.

Theorem [f] states that the distributions of score values estimated at the auditing training and auditing
test sets are (e, §)-close in case the underlying mechanism M is (e, §)-DP and also the randomness of drawing
the auditing training set D C A is also included in the score distributions. Our aim, however, is to carry
out the auditing of (g, d)-values using a single draw of D.

The following result gives an example of a high-dimensional mechanism, where the approach of estimating
(¢, 0)-distance between one-dimensional score distributions P and Q (as defined in Eq. (3.4)) gives the (e, §)-
guarantees for the underlying mechanism M with high probability.

Theorem 6. Suppose the dataset X = {x1,...,xn}, where x;’s are i.5.d. uniformly sampled from the unit
sphere S, Suppose M is the DP mean estimation mechanism, i.e.,

MX)=> z+2, Z~N(0,0%,
zeX
where o > 0 is chosen such that for a given dataset X, M is tightly (¢,0)-DP. Let the score function S be
defined as S(0,x) = 0Tx. Let P and Q be as defined in Eq. (3.4) using a random D C A, |D| = |A| /2.
Then, for any T > 0,
P (|He= (P||Q) = 6| >7) -0 as d— oc.

The following result states that if the mechanism M is stable in a sense that the average total variation
distance between the test errors, respectively training errors, for two models trained on neighboring datasets
is O(6) with high probability w.r.t. sampling of the auditing training set D C A, and the mechanism M
is (¢,6)-DP, then one training run gives us a good approximation of the lower bound of the (g, d)-values.
Notice that the conditions of Lemma [7] can be seen as stability conditions for the training and test losses
and are thus very different than, for example, the average generalization error (see, e.g., Yeom et al., 2018]).



Theorem 7. Let 7 > 0. Suppose that with probability 1 — 7 w.r.t. to the randomness of sampling D C A,
for some 6 > 0, for all measurable E C R,

Pyrmaspemn (SM(D\ {2} U {2'}),2) € E) = Ppua\p (S(M(D),z) € E) <&

and suppose M is (¢,8)-DP for some ¢ € R. Then, for P and Q as defined in Eq. (3.4)), we have with
probability 1 — T, R

Hes (PHQ) S (5—}-65 - 0.
Suppose that with probability 1 — 7 w.r.t. to the randomness of sampling D C A, for some 5> 0, for all
measurable E C R,

Pya\Dwrmn (S(M(D\ {2’} U {z}),2) € E) — Ponp (S(M(D),z) € E) <&

and suppose M is (¢,0)-DP for some ¢ € R. Then, for P and Q as defined in Eq. (3.4)), we have with
probability 1 — 1, N
He=(Q||P) <d6+e°-6.

4 Estimating Densities of the Score Distributions

We next consider a method for one-shot estimation of the hockey-stick divergence Hq(P||Q), a > 0, where
P and @ are as defined in Eq. (3.4). This is carried out via histogram density estimates constructed using
the samples from the score distributions P and @ defined in Eq. (3.2)

4.1 Density Estimation Using Histograms

Given the auditing training set A, we estimate the P and (:j defined in Eq. by first sampling the auditing
training set D (denoted Agrain from now on) from A and by evaluating the scores of the k samples of Agrain
and of the k samples of the auditing test set Atest := A\ Atrain. Then, we carry out a binning such that
we place the score values into N bins, each of width h > 0. Given the left and right end points a and b,
respectively, we define the bin j, 7 € [N — 1], as

Bin; = [a+(j—1)-hya+j-h)
and
Biny = [b— h, b].
After training the machine learning model (i.e., evaluate M(A¢rain) = 6), we estimate the probabilities p;
and ¢;, j € [N], by the relative frequencies of hitting bin j:

#{x € Atest : S(0,z) € Bin,}
o ]
q] |Atcst|

#{$ S Atrain : S(e,l‘) (S Binj}
o 7
b |Atrain|

Denote these estimated distributions with probabilities p; and ¢;, 7 € [N], by P and @, respectively. Guided
by ThAem:@m we can estimate the DP parameters of the mechanism M by using the hockey-stick divergence
H.:(P||Q), € € R. However, as we show in Section for robustness reasons we eventually obtain the (g, d)-
estimates by using the TV distance (corresponding to Hee(-||-) with & = 0) for estimating the distance
between P and @



4.2 Convergence of the Hockey-Stick Divergence Estimates

The density estimation using histograms is a classical problem in statistics, and existing results such as
those by [Scott| (1979)) can be used to derive suitable bin widths for the histograms. We also mention the
work by [Wand)| (1997) which gives methods based on kernel estimation theory and the work by [Knuth| (2013)
which gives binning based on a Bayesian procedure and reportedly works better for multimodal densities.
Suppose the one-dimensional density is given by a function f and denote the histogram estimate with IV
bins by (f1,...,fn) (fi+...+ fv = 1). Assuming that f takes values on the interval [a, b], we divide [a, b]
into N bins Biny, j € [IV], such that for j € [N — 1], Binj =[a+ (j — 1) - h,a+ j - h) and Biny = [b — h, b],
where h = (b—a)/N. We place the k randomly drawn samples into these bins and estimate the probabilities
fBinj f(z)dz by the bin-wise frequencies of the histograms, f;, j € [N]. If we denote the piece-wise continuous

density function fx(z) = ]/”;-/h, when z € Binj, then the analysis of (Scott| |1979) gives an optimal bin width
for minimizing the mean-square error E(f(z) — fx(z))? for an f with bounded and continuous derivatives up
to second order. We can directly use this result for analysing the convergence of the numerical hockey-stick
divergence Hee(Py||Qk), € > 0, as a function of the number of samples k.

Theorem 8. Let P and Q be one-dimensional probability distributions and consider the density estimation
described above. Draw k samples both from P and Q, giving density estimators Py = (Pi,...,Pn) and
Qr = (Q1,...,QnN), respectively. Let the bin width be chosen as

ol

_ 12 5
o= (f P(x)2de+ [ Q'(x)? dx) k (4.1)

Then, for any « > 0, the numerical hockey-stick divergence Ha(Py||Qkr) convergences in expectation to
H,(P||Q) with rate O(k~/3), i.e.,

E [Ha(Pel|Qk) — Ha(P|IQ)] = O(k™1?),

where the expectation is taken over the random draws for constructing Pr and Q.

In case P and @) are Gaussians with an equal variance, we directly get the following result from the
analysis of (Sec. 3, Scott}, [1979).

Corollary 9. Suppose P and Q are one-dimensional normal distributions both with variance o2. Then, the
bin width hi of Eq. (4.1)) is given by

hy =233 . 7210 5. 13, (4.2)

We may use the expression of Eq. (4.2) for Gaussians as a rule of thumb also for other distributions with
o denoting the standard deviation. We may also approximate hy ~ 3.5 0o - kY3,

4.3 Estimating the (¢, )-Distance Between High-Dimensional Gaussians

We illustrate our discretization approach for estimating the (e, d)-distance between two high-dimensional
Gaussians. The example also illustrates the effect of the bin size.

The setting of this example is the following. Let ¢ > 0 and z € R? such that ||z||2 = 1. We draw k
random vectors z1, ...,z from the distribution P ~ AN(0, (TQId) and k random vectors y1, ..., Yy, from the
distribution Q ~ N(z,%I;). We know that P and Q are (E, (5(&))-dis‘cinguishable7 where d(¢) denotes the
privacy profile of the Gaussian mechanism with noise scale o and sensitivity 1 and in particular we know by
Lemma that the total variation distance TV (P, Q) is given by

0-s(2) () (-o(3))



where @ denotes the CDF of the standard univariate Gaussian distribution.
For a data vector z € R?, we define as a score function

S(z, z) = (x, 2),

and determine Smin and Smax such that for all z; and y;, ¢ € [k], the score values are inside the interval
[Smin; Smax] with high probability. We fix the number of bins N € N, and carry out the frequency estimation
to obtain the estimates P, and Qj using the samples z1,...,xr ad yi1,...,yr, respectively. The discrete
TV distance TV(P:||Qk) is then used to approximate the exact TV distance given in Eq. (4.3)). Figure
illustrates the accuracy of the TV distance estimation as the number of bins N varies.

0.4 N=5 N=29 N=200
. —— Exact TV-distance 035/ Y —— Exact TV-distance 035/ Y —— Exact TV-distance
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Figure 1: Too few or too many bins will lead to inaccurate estimates of hockey-stick divergences.
Exact TV distance TV (P, Q) and the approximated TV distance obtained using our method, when k£ = 5000
and d = 1000. Left: N =5 (too few bins), Center: the bin width hj set using Eq. giving N = 29 (optimal
number of bins), Right: N = 200 (too many bins).

5 Approximating DP Guarantees Using TV Distance

5.1 Approximation of ¢ Using Any Hockey-Stick Divergence

We could in principle use any hockey-stick divergence to estimate the privacy profile of a mechanism M
in case we can parameterize the privacy profile with a single real-valued parameter in a way that the
privacy guarantees depend monotonically on that parameter. Consider, for example, the noise level o for
the Gaussian mechanism with sensitivity 1, where finding the §-value for any £ € R will also give a unique
value for ¢. This kind of single-parameter dependence serves as a good heuristics for analyzing DP-SGD
trained models, as the privacy profiles for large compositions are commonly very close to those of a Gaussian
mechanism with a given noise scale (Dong et al., 2022]).

Thus, given an estimate of any hockey-stick divergence between the frequency estimates P and @ for an
DP-SGD trained model, we get an estimate of the whole privacy profile and in particular get an estimate of
an e-value for a fixed §-value. Figure [2]illustrates this by showing the relationship between the TV distances
and e-values for a fixed § > 0 for the Gaussian mechanism, obtained by varying the noise parameter o.
ILe., the parameter o is first numerically determined using the TV distance and the analytical expression of
Eq. and then the e-value is numerically determined using the analytical expression of Eq. .

We next analytically show that the choice a = 1, i.e., the TV distance, in fact gives an estimator that is
not far from optimal among all hockey-stick divergences for estimating the distance between two Gaussians.
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Figure 2: Relationship between TV distance TV (P, Q) and ¢ when § = 10~° for the Gaussian mechanism.

5.2 Optimal Choice of a: Total Variation Distance

In principle, we could use any o > 0 to estimate the a-divergence between the frequency estimates P and @
and to subsequently deduce the parameters of the underlying mechanism M. However, experiments indicate
that the choice aw = 1 is generally not far from optimum for this procedure. This is analytically explained
by the following example.

Consider two one-dimensional Gaussians P, ~ A(0,0?) and Q, ~ N(1,06%). We first rigorously show
that there is a one-to-one relationship between the hockey-stick divergence values and o, i.e., that the
hockey-stick divergence H,(P-||Q.) is an invertible function of o for all o € (0, 00) for all a > 0.

Lemma 10. Let a > 0. The hockey-stick divergence Hg (PJHQU) as a function of o is invertible for all
o> 0.

Denote F, (o) := Ho(P5||Qs). To find a robust estimator, we would like to find an order > 0 such that
the o-value that we obtain using the numerical approach would be least sensitive to errors in the evaluated
a-divergence. If we have an error ~ AH in the estimated a-divergence, we would approximately have an
error Ao = |75 Fa ' (H)| - AH in the estimated o-value. Thus, we want to solve

d 1
diHFa (H)‘

argmin,, .

By the inverse function rule, if H = F, (o), we have that

argmin .

Fgl(H)' = argmin,

Vi Fi(o) ’ = argmax, ’F&(O’)‘ (5.1)

Using the relation (5.1)), we can show that the optimal hockey-stick divergence estimator is always near
« = 1 which corresponds to the TV distance.

Lemma 11. For any o > 1, as a function of o, |F, ()| has its mazimum on the interval [1, e%].

Figure [3] illustrates numerically that the optimal « is not far from 1 for different values of o.
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Figure 3: The value of |F/ (0)| as a function of o, when o = 2 (left) and o = 20 (right). We see that the optimal
value is not far from a = 1, indicating that the choice a = 1 gives an estimate of ¢ that is robust to errors.

6 Algorithm for Auditing the DP-Guarantees

The pseudocode for our (&, §)-DP auditing method derived in Sections and [B|is given in Alg. [Tl Notice
that in Alg.[1] in order to find a suitable bin width h, we estimate the standard deviation of the score values
using the auditing training data only. This is motivated by the experimental observation that the variances
of the score values for auditing training and test sets are similar.

Algorithm 1 Estimation of (g,)-DP parameters Using Histogram Density Estimation

Input: score function S : © x X — R, auditing dataset A, DP parameter 6 € (0,1).
Sample Arain C A such that |Agpain] = |A] /2. Set Atest = A\ Agrain and k = | Atyain]-
Train the model 8 = M(Arain) (possibly use additional training data).

Estimate the standard deviation & of the set of score values {S(6,z) : € Agrain}-
Set the bin width h = 3.5 - k~1/35.

Set a,b € R, both multiplicatives of h, s.t. S(0,z) € [a,b] for all x € A.

Divide the interval [a, ] into N = b;“ disjoint bins, each of width h. Le., for j € [N],

Bin; =[a+(j—1)-h,a+j-hl.
Estimate the probabilities p; and g¢;, j € [IN], by the relative frequencies of hitting bin j as

#{r € Aprain : S(0,2) € B;} #{r € Atest : S(0,2) € B;}
b |Atrain | % |Atest |

giving the discrete distributionsAl8 ‘and @
Compute the TV distance TV (P, Q) and find ¢ > 0 such that

TV (N(0,0%)||N(1,62)) = TV (P, Q).

Find ¢ > 0 such that
HCE(N(O,UQ)HN(LUQ)) = 4.

RETURN e¢.
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7 Experiments

We consider a one hidden-layer feedforward network for MNIST (LeCun et all [1998) classification, with
hidder-layer width 200. We also consider the CIFAR-10 (Krizhevsky and Hintonl 2009) classification for
which we use a Resnet20 pre-trained on CIFAR-100 (Krizhevsky and Hinton 2009)) dataset so that only
the last fully connected layer is trained. We minimize the cross-entropy loss for all models, and all models
are trained using the Adam optimizer (Kingma and Bal 2014) with the default initial learning rate 0.001.
To compute the theoretical e-upper bounds, we use the PRV accountant of the Opacus library
. We use as the score function the cros-entropy loss between the initial model and the final
model, i.e., S(0,z) = £(0o, ) — €(Oend, z). In Appendix Fig |§| we illustrate the effect of using for auditing a
different loss function than for the training.

We consider as the baseline auditing method the method by [Steinke et al| (2023) and we use the imple-
mentation given in their supplementary material. The method randomly selects the auditing training set
Atrain from the total auditing set A, and based on the ordering of the loss function values, counts the number
of ’correct guesses’ for the score function values. Assuming that the total number of auditing samples is
even and that none of the values equals the median of all scores, the number of correct guesses equals

{x € Aprain @ S(0,2) <m}| + [{x € Atest : S(0,z) > m}],

where m is the median of the score function values for the whole auditing set A.

We measure the e-lower bound estimates both for models trained with and without DP (left and right
figures of Fig. {4 and [5], respectively). We use 2000 randomly drawn auditing samples. We vary the total
number of training samples, i.e., we augment the set of 1000 auditing training samples Atrain With random
training samples from the original dataset. In all training runs we train with batch size 100 and train for 100
epochs, and when using DP we use the clipping constant C' = 0.1 and vary the noise parameter o such that
o €{0.4,0.6,...,2.2} when |A¢rain| = 1000, and for larger values of | Agrain| we scale down the o-values such
that approximately equal e-upper bounds are obtained. The results of Fig. [4] and Fig. [5| are averaged over
10 trials and the error bars on both sides of the mean values depict 1.96 times the standard error, giving the
asymptotic 95% coverage. As Figures 4] and |5 show, our auditing method gives considerably more accurate
e-estimates than the baseline method in all experiments.

35 MNIST (Training without DP) MNIST
—— est. € lower bound, Alg. 1, Nyain = 1000 —}— est. € lower bound, Alg. 1, Ntrain = 1000
304 -1- est. € lower bound, baseline 101 | —— est. € lower bound, Alg. 1, Ntrin = 5000
-4- est. € lower bound, baseline, Nirin = 1000
% % -4~ est. € lower bound, baseline, N¢ain = 5000
£ £
s g
2 2 . . ,
3 3 Attt '
.8 Qo 100 4
) @
=3 -
z s R -
w w 1"
,|—-I"|"+— f
} __I___-i ————— I— ----- |' ___________ 1
[-4-F-F-1
" : : : . 1071 T T
0 20 40 60 80 10t 102
epochs € upper bound

Figure 4: Training a single hidden-layer feedforward network for MNIST. The total number of training samples
Nyrain varies. Left: the growth of e-estimates along training when the model is trained using SGD. Right: the
e-estimates given by Alg. [I] after 100 epochs of training for different theoretical e-values.
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CIFAR-10 (Training without DP) CIFAR-10

5
—}— est. € lower bound, Alg. 1 —}— est. € lower bound, Alg. 1, Ntrain = 1000
-4~ est. € lower bound, baseline —}— est. € lower bound, Alg. 1, Nirain = 5000
41 10" | —4- est. £ lower bound, baseline, Nyain = 1000
% % -4- est. € lower bound, baseline, Nyain = 5000
£ £
Jg ] Jg W
2 2
3 >
3 2 S
= —
g 2 100
E E 10
w1 w [ P ——————————— -
——————————————— I_{,,p—l——"
———————————————— 4 _{___.|-——-—I—————"'|"""_“'_"l
of 7 [-+-F-F-
0 20 40 60 80 10t 102
epochs £ upper bound

Figure 5: Fine-tuning the last layer of a pre-trained Resnet-20 for CIFAR-10. The number of training samples
Ntrain varies. Left: the growth of e-estimates along training when the model is trained using SGD. Right: the
e-estimates after 100 epochs of training for different theoretical e-values.

8 Conclusions

We have proposed a simple and practical technique to compute empirical estimates of DP privacy guarantees
in an ML model training scenario using a hold-out dataset. We have shown that our method can be seen
as a generalization of existing auditing methods based on threshold membership inference attacks. The
established connection also explains why our proposed method commonly gives larger e-estimates than
existing methods suitable for the black-box scenario. One limitation of our method is that the reported
e-estimates are heuristic and we do not provide confidence intervals for them. For future work, it will be
interesting to find conditions under which we can circumvent the assumption of the independence of the
auditing score values and possibly give confidence intervals for e-lower bounds.
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A Proof of Lemma 4

Lemma A.1. Let A be the auditing set, D C A the auditing training set and A C D the auditing test
set. Consider the distributions P and Q as defined in Eq. (3.4) obtained with 2-bin histograms defined by a
threshold T € R. Suppose the underlying mechanism M is (,8)-DP for some € > 0 and § € [0,1]. Then,

max{He- (PI|Q), Her (QIIP)} =4,

TPR -6 TNR -4
€ = max 1 log PR ,log NR .

and TPR and FPR are as defined in Eq. (3.1) and FNR =1 — TPR and TNR = 1 — FPR.

where

Proof. We have that P and @ are now discrete distributions with binary values, such that P = (p1,p2),
where p1 = TPR, p» = FNR and Q = (q1, ¢2), where g1 = FPR, g2 = TNR. Assuming p1 > ¢i, i.e., g2 > pa,
we have that

Hee (P|IQ) = [pr —e“qi]l+ +[p2 —e“q2]4 = p1 —e“qu (A1)
and

Hee (QIIP) = [ — e“p1]y + g2 — e"paly = g2 — e pa. (A.2)
Setting Eq. and equal to § gives € = plq:‘s and € = ""21;6, respectively. Taking maximum of
H.:(P||Q) and He=(Q||P) for § is equivalent to taking the maximum of % and plq—l_‘s for e. O

B Proof of Theorem [

Theorem B.1. Let A C X™ where |A| is even, denote the total auditing set, and suppose the mechanism
M is (¢,0)-DP. Denote

P=5(,z), where 6~ M(D), D ~ Subsample(A), z ~ D

and
Q=5(0,z), where 6~ M(D), D~ Subsample(A4), z ~ A\ D,

where Subsample(A) randomly samples half of the set A without replacement. Then,
max { Ho (P||Q), Het (QIIP) } < 6.

Proof. Denote D ~ A short for D ~ Subsample(A) and  ~ D short for  ~ Uniform(D). We have for all
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measurable £ C R:
P(P € E) =Pp~ae~p(S(M(D),z) € E)
= Z Z (Subsample(A) = D) - P(Uniform(D) = z) - P(S(M(D),z) € E)
DCAxzeD

= Z Z Subbample A) = D) -P(Uniform(D) = x)

DCAzeD

( > P(Uniform(A\ D) —w')) -P(S(M(D),z) € E)

z’ € A\D

< Z Z (Subsample(A) = D) - P(Uniform(D) = )-
DCAxzeD
(B.1)

(Z P(Uniform(A \ D) = 2') (e*P(S(M(D \ {z} U {z'}), )eE)+6)>

z’ € A\D
=0+e° Z Z Z P(Subsample(A) = D) - P(Uniform(D) = z)-

DCA €D 2/ €A\D

P(Uniform(A4 \ D) = m/) . ( (M(D\ {z}u{z'}),z) € E)
SIS |A\ ﬁ P(S(M(D\ {z} U{z'}),) € E)

DCAz€D gz eA\D \D\

54 e l}” ZZ S B(SM(D\ {2} Uf{a'}),2) € E)

(\D\) DCAzeD z’€ A\D

where the inequality follows from the fact that M is (e, §)-DP under substitute neighborhood relation.
We see that for any triplet (D,z,z"), where D C A, |D| = |A|/2, x € D and 2’ € A\ D, there exist

exactly |D| pairs (D, '), where D C A, ’5‘ —=|A|/2 and ' € A\ D, such that

(D\{z} Ufa'},2) = (D\ {z} U {z'},).

On the other hand, for any D C A, |D| = |A|/2 and 2 € A\ D, there exist D C A, ’5‘ = |A| /2 and

@' € A\ D such that N
(D\{z} U{z"},z) = (D\ {z} U{z'}, ).

Therefore,
S>> P(SM(D\{z}u{a'}),z) € E)=[D|- > > P(S(M(D),x) € E). (B.2)
DCAzeD z’'€A\D DCAzeA\D

Together from (B.3]) and (B.2) it follows that
P(P € E) =Pp~a IND(S(M(D) z) € E)

5+eW |D‘ Y P(s ), z) € E)

DCAzeA\D (B 3)

=6+e° Y Y P(Subsample(A) = D) - P(Uniform(A \ D) = z) - P(S(M(D),z) € E)

DCAzeA\D

=6 +e5P(@ € E)
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This proves that P(ﬁ € E) < eSIP’(@ € E) + ¢ for any measurable I C R. Notice that the only inequality
above comes from the DP property of M and from the post-processing property of DP, when we use in
Eq. (B.3) the following bound:

P(S(M(D),z) € E) < e’ P(S(M(D\ {z}U{z'}),z) € E) +4. (B.4)
Inverting all the steps above and instead of Eq. , using the bound
P(S(M(D\ {z}u{z'}),z) € E) < e*P(S(M(D),z) € E) + 9,

we see that also ]P’(@ € E) < eEIP)(lB € E) + § for any measurable £ C R and therefore

max {Hes (ﬁ”@),Hes (@Hﬁ)} <.

C Proof of Theorem

We first state some auxiliary results needed for the proof.
Recall first the following lemma from (Andrew et al., 2024) which essentially says that maximal cosine
similarity between n random unit vectors goes to zero in distribution as the dimension d grows.

Lemma C.1 (Andrew et al|[2024). For d € N, d > 2, let ¢ be sampled uniformly from S*~1, and let
p = (cTv) € [~1,1] for some arbitrary v € S*™'. Then, for all A € R,
Jim P(p < AVd) =Pyopon(Z < N).

Moreover, the cosine angles between n randomly chosen vectors from the unit sphere are independent
random variables.

Lemma C.2 (Cai et al.||2013, Lemma 6.1,). Let z1,...,2z, be independently chosen random vectors from
the unit sphere S*=!. Denote pi; the cosine angle between the vectors x; and x;. Then, for 1 <i < j < n,
pi; s are mutually independent.

Using Lemma we directly get from Lemma [C.]] the following corollary.

Lemma C.3. Let x1,...,xn be independently uniformly chosen random vectors from the unit sphere ST1.
Denote p;;j the cosine angle between the vectors x; and x;. Then, for 1 < i < j < n, pi;’s are mutually
independent. Denote pmax := max; j pij. Then, Then, for all A € R,

. n2
Jim P(pmax < X/ Vd) < Pzonon)(Z <N
— 00

Moreover, pmax converges in probability to 0 as d — oo.

Theorem C.4. Suppose the dataset X = {x1,...,xn}, where x;’s are i.i.d. uniformly sampled from the
unit sphere S4~1. Suppose M is the DP mean estimation mechanism, i.e.,

MX)=>"z+2, Z~N(003%,

reX

where o > 0 is chosen such that M is tightly (¢,0)-DP. Let P and Q be as defined in Eq. (3.4) using a
random draw D C A. Then, for any fixed n € N and for any 7 > 0,

P (|He: (P||Q) = 6| >7) -0 as d— .
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Proof. We see that for any z € D,

(Z M(D ) <Z$+N001d)>~1+ Z sz—f—./\/‘(O,o'Q)7

xeD zeD, x#z
and for any z € A\ D,
S(z, M(D)) ~ (Zw—i—/\/ 0,0 Id)) ~ Z 2lx 4+ N(0,0%).
xeD xr€D

For any ordering D = {z1,...,2x}, A\ D = {Z1,...,%k}, using the joint convexity of the hockey-stick
divergence we have that

k
1 T 2 ~T 2
Hoe (PIIQ) < 1 S A <1+ZI€DY#ZI_ Tet NO.oNY,_ &a+ Moo )).

Under the assumption that the samples are uniformly sampled from the unit sphere S¥~!, by Lemma
we have that for all z; € D,

T
: <k-
‘erD,x#zi i w’ - Pmax

~T
’E xeDzi 37’ < k- pmax,

where pmax converges in probability to 0 as d — oco.
As the hockey-stick divergence of the Gaussian mechanism is a continuous function of the sensitivity, we
have that for all ¢ € [k],

and for all z; € A\ D,

e (145, o NO.GNE o4 N(0,0%)) = e (140,090,

in probability as d — oo which shows the claim.

D Proof of Lemma [7]

Theorem D.1. Let 7 > 0. Suppose that with probability 1 —T w.r.t. to the randomness of sampling D C A,
for some 6 > 0, for all measurable E C R,

Py wa\D.ann (S(M(D\ {2} U{z'}),z) € E) = Proa\p(S(M(D),z) € E) < 3

and suppose M is (¢,8)-DP for some e € R. Then, for P and Q as defined in Eq. (3.4)), we have with
probability 1 — 7, .
He- (P||Q) <d6+e°-6. (D.1)

Suppose that with probability 1 — 7 w.r.t. to the randomness of sampling D C A, for some 5> 0, for all
measurable E C R,

Poa\po'~n (SM(D\ {2’} U{2}),2) € E) — Poun (S(M(D),z) € E) <4

and suppose M is (¢,6)-DP for some ¢ € R. Then, for P and Q as defined in Eq. (3.4]), we have with
probability 1 — 1, N
He= (Q||P) <b6+e°-6. (D.2)
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Proof. For any measurable £ C R:
P(P € E) =Pprae~n (S(M(D),z) € E)
< e PDNA,xND,x’NA\D (S(M(D \ {13} @]} {;r'}), JJ) S E) +0
=e° (PpuasmD,o/ma\D (S(M(D \{z}u{z'}),2) € E‘) —P,ua\p (S(M(D)J) € E))
+e Pyuap(S(M(D),z) €E) +6

which shows the inequality (D.1). Showing the inequality (D.2)) goes analogously.

E Proof of Theorem

Theorem E.1. Let P and Q) be one-dimensional probability distributions. Consider drawing k samples both
from P and Q, giving density estimators P, = (P1,...,Pn) and Qr = (Q1,...,QnN), respectively. Let the
bin width be

12 3 1
= ks E.1
’ (fP'(m)2 dz + [ Q'(z)? dm) (E.1)
Then, for any a > 0, the numerical hockey-stick divergence Ho(Py||Qr) convergences in expectation to
H.(P||Q) with speed O(k~%/3), i.e.,

E |Hao(Pel|Qx) — Ha(P||Q)| = O(k™2/),
where the expectation is taken over the random draws from P and Q for constructing Py and Qy, respectively.

Proof. Define the piece-wise continuous functions Pi(z) and Qx(z). Le., let Py(z) = Py/h, if € Bin, and
similarly for Qr(z). To analyse the error we can use Px(x) and Qx(z) since

N
H,(Px||Qr) = Zmax{ﬁg —a-Q0} = /max{Pk(a:) —a- Qk(x),0} dz.
=1

Furthermore, we have for the expectation of the divergence Hq (Px||Qr) (where the expectation is taken over
the random draws from P and Q) :

EHo (Prl|Qk)
_E / max{ Py () — a - Qu(x), 0} dar
:/Emax{Pk(m) - Qu(e),0} de
= /EmaX{Pk(w) = P(z) —a- (Qk(z) - Q@) + P(z) — a- Q(x),0} dw

(E.2)
g/IE|Pk(ac) ~ P() dw+a/JE\Qk(x) —O()| dm+/EmaX{P(m)—a~Q(m),O} dz

<\// E(Py(z) — P(x))? dz + a\// E(Qw(z) — Q(x))? dx + /]Emax{P(a;) —a-Q(x),0} dz

:\/ / E(Pu(z) — P(2))? dz + a\/ / E(Qu(z) - Q(x))? dz + EHa(P||Q),
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where the first inequality follows from the fact that max{a + b,0} < |a| + max{b, 0} for all a,b € R, and the
second inequality follows from the Holder inequality.
Using the inequality v/a + Vb < v/2v/a + b which holds for any a,b > 0, we have that

\/ / E(Py(z) - P(x))? dz + \/ / E(Qu(z) — Q(x))? do

(E.3)
<f\// (Py(z (z))2 dx—i—/E(Qk(a:) —Q())? dz.
By the results of (Sec. 3[Scott, [1979), we have that
[ER@) - P@) o+ [ 2@ - Q)* do
(E.4)

kz—h+—h U dx—l—/Q } (1+h3>

Minimizing the first two terms on the right-hand side of ( - with respect to h gives the expression hy of
Eq. - ) and furthermore, with this optimal choice hx, we have that

2

/]E(Pk(m) — P(a))? dz + /E(Qk(x) Q) dz =0 (k’ﬁ) .
which together with inequalities and shows that
Ho(P||Qx) — Ha(P||Q) = O(k™ ). (E.5)
Similarly, carrying out the same calculation starting from Ha(P||Q), we have
H(PQ) = [ max{P() - o Q(a),0) d
< /IE |Pe(z) — P(z)| dz + a/IE|Qk(:c) —Q(z)] dz +/EmaX{Pk(x) — - Qu(z),0} da

:/Elpk(w) — P(z)] dw+0</E|Qk(I) - Q(x)| dz + EHa (Pyl|Qr)

which eventually gives

1
Ho(P||Q) — Ha(Pk[|Qr) = Ok %)
which together with Eq. (E.5) shows the claim. O

F Proof of Lemma [10l

Lemma F.1. The hockey-stick divergence Ho(Ps||Qo) as a function of o is invertible for all o € (0, 00).
Proof. From Eq. (2.2) we know that

1 1 1 1
Fl (o) = (—loga— ﬁ) - f (—aloga+ %) —a- <—loga—|— ?) - f (—Uloga— %> , (F.1)

where f denotes the density function of the standard univariate Gaussian distribution. We see from Eq.
that for a = 1, the value of F)(o) is strictly negative for all ¢ > 0. We also know that if a post-processing
function reduces the total variation distance, it reduces then all other hockey-stick divergences, since the
contraction constant of all hockey-stick divergences is bounded by the contraction constant of the total
variation distance. This follows from the fact that for any Markov kernel K, and for any pair distributions
(P, Q) and for any f-divergence Dy (-||-), we have that Dy (PK||QK) < TV(P,Q)-Ds(P||Q) (see, e.g., Lemma
1 and Thm. 1,|Asoodeh et al., 2021)). Therefore, F}, (o) is strictly negative for all a > 0. O
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G Proof of Lemma 11

Lemma G.1. For any o > 1, as a function of o, |F.(c)| has its mazimum on the interval [1,ei].

Proof. The proof goes by looking at the expression d%lF,; (). Clearly F, (o) is negative for all ¢ > 0 and
for all @ > 0. Thus |F,(0)| = —F4(0).
Using the expression (F.1), a lengthy calculation shows that

d / 1 -1l )2 1 1 1
—F P 2l Tiog @ — 1 — —1 — | — —1 1
a(o) \/276 D) + log o 952 og 952 oga | +

(G.1)
+ 1 e 2z los )’ L —loga 1 —loga ) — L
Vor 202 € 20 g a)’
When a = 1, i.e., loga = 0, we find from Eq. (G.1)) that
d _, 1 1
—F, -l = a2 < 0.
da a(a)la 1 2mg2e 8 <
On the other hand, when loga = i, we see from Eq. (G.1) that
d _, 1 __ 1 1 1 1 1 1 __1 _1
L - Pl (I (S R 7( 7 za)
da (U)laZexp (ﬁ) \/Qﬂe ’ ((T (202 0’) (202 J)) + 2o ¢’ ¢
| R 1 1 1 1 _ 1 L
= e 202 |1 — — - — Jri(e 202 — ¢ 20)
\ 27 ( U) (O’ 202) 2
which shows that - F (o) o () > 0 when o > 1.
a=ex %
Moireover, we can infer from Eq. (G.I) that —LF/(c) is negative when olg o < 1 and positive for
a > ez . Thus 2= |F,(0)| = —-L F/(0) has its maximum on the interval [1,e27].
O
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H Example with Different Score Function

One might intuitively think that the using the same loss function ¢ for the auditing as for the training will
likely give the best auditing results, as the training has minimized ¢ for the training data and thus the
distance of P and @ will become larger. However, we are free to use any score function S to generate P and
Q@ and using, e.g., some other loss function will likely show the possible overfitting as well.

Consider training of a fully connected one hidden-layer neural network for the MNIST classification
problem using the MSE loss function. We carry out the auditing using as the score function the loss between
the initial model and the final model, i.e., S(0,z) = £(0) — £(fena), when £ is a) The MSE loss function, b)
the cross entropy loss function.

As Fig. [f] shows, also other loss functions than the one used for training is able to detect that the DP
parameters are high (true answer being "no DP used” in this case) and most importantly, the method still
give much more accurate answer than the existing baseline method by |Steinke et al.| (2023]).
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Figure 6: The model is a fully connected one hidden-layer neural network trained for the MNIST classification
problem using SGD and the MSE loss function (i.e., without DP). Auditing is carried out by using MSE loss
and the cross entropy loss.
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I Varying the Total Number of Training Samples

Figures [7] and [§] show results with more values of nain for the experiments of Fig. [d and [f] of the main text.
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Figure 7: Training a single hidden-layer feedforward network for MNIST. The total number of training samples
Ntrain varies. Left: the growth of e-estimates along training when the model is trained using SGD. Right: the
e-estimates given by Alg. [I] after 100 epochs of training for different theoretical e-values.
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Figure 8: Fine-tuning the last layer of a pre-trained Resnet-20 for CIFAR-10. The number of training samples
Nirain varies. Left: the growth of e-estimates along training when the model is trained using SGD. Right: the
e-estimates after 100 epochs of training for different theoretical e-values.
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