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Abstract—Graph Neural Networks (GNNs) have advanced the
field of machine learning by utilizing graph-structured data,
which is ubiquitous in the real world. GNNs have applications
in various fields, ranging from social network analysis to drug
discovery. GNN training is strenuous, requiring significant
computational resources and human expertise. It makes a
trained GNN an indispensable Intellectual Property (IP) for
its owner. Recent studies have shown GNNs to be vulnerable
to model-stealing attacks, which raises concerns over IP rights
protection. Watermarking has been shown to be effective at
protecting the IP of a GNN model. Existing efforts to develop
a watermarking scheme for GNNs have only focused on the
node classification and the graph classification tasks.

To the best of our knowledge, we introduce the first-
ever watermarking scheme for GNNs tailored to the Link
Prediction (LP) task. We call our proposed watermarking
scheme GENIE (watermarking Graph nEural Networks for
lInk prEdiction). We design GENIE using a novel backdoor
attack to create a trigger set for two key methods of LP:
(1) node representation-based and (2) subgraph-based. In
GENIE, the watermark is embedded into the GNN model by
training it on both the trigger set and a modified training set,
resulting in a watermarked GNN model. To assess a suspect
model, we verify the watermark against the trigger set. We
extensively evaluate GENIE across 3 model architectures (i.e.,
SEAL, GCN, and GraphSAGE) and 7 real-world datasets.
Furthermore, we validate the robustness of GENIE against
11 state-of-the-art watermark removal techniques and 3 model
extraction attacks. We also demonstrate that GENIE is robust
against ownership piracy attack. Qur ownership demonstration
scheme statistically guarantees both False Positive Rate (FPR)
and False Negative Rate (FNR) to be less than 1076,

1. Introduction

Deep learning has revolutionized a vast number of Ma-
chine Learning (ML) tasks, such as image classification [[1]],
video processing [2]], and natural language processing-
related tasks [3]]. The data utilized in these tasks is typically
represented in the Euclidean space. Recently, an increasing
number of applications have started utilizing data that is
represented in non-Euclidean spaces, such as graphs. Some
of the notable applications include social network analy-
sis [4], traffic prediction [5S], anomaly detection [6], and
drug discovery [7]. The innate complexity of the graphs

has posed significant challenges in adapting deep learning
techniques to these applications. Fortunately, recent ad-
vancements have led to the development of Graph Neural
Networks (GNNs) [8], which help in adapting graph data to
various machine-learning tasks. GNNs have bridged the gap
between deep learning and graphs data structures, enabling
the application of sophisticated machine learning models to
a wide range of graph-based problems.

GNNs demonstrate remarkable performance across three
fundamental tasks: node classification [9] for predicting
node properties, graph classification [[L0] for assigning labels
to graphs, and Link Prediction (LP) [L1] for inferring the
existence of connections between nodes. Developing state-
of-the-art GNN models is a formidable task that requires
substantial computational resources, domain expertise, and
intellectual efforts. It often requires large-scale datasets for
training, extensive hyperparameter tuning, and meticulous
fine-tuning of model architectures and parameters. The in-
herent complexity of graph-structured data and the need to
effectively capture and propagate structural information pose
significant challenges during the training process. GNNs are
prone to model stealing attacks [[12-14]] that enable an adver-
sary to reproduce the core functionality of the model, even
without the knowledge of the victim model’s architecture or
the training data distribution. It leads to violations of Intel-
lectual Property (IP) rights. Thus, it is essential to establish
ownership and protect the IP rights of GNN model’s owner.
Watermarking [15H17] is a promising technique to verify
the ownership of Deep Neural Network (DNN) models. It
safeguards the substantial resources invested in developing
the model, thereby fostering a safer environment for sharing
and collaborating on such models.

Motivation: The area of GNN watermarking remains
largely unexplored. Existing works [18} [19] have primarily
focused on watermarking GNNs for node classification and
graph classification tasks, leaving an opportunity to explore
watermarking techniques for LP task. The LP task forms the
foundation for many essential operations for Alibaba [20],
Facebook [21], and Twitter [22]. Given the significance
of LP tasks in real-world scenarios, it is important to se-
cure the ownership and IP rights of the underlying GNN
models. Failing to do so could lead to potential misuse
of these models by malicious actors as well as financial
losses and competitive disadvantages. There are different
approaches to perform the complex task of LP, e.g., heuristic
methods [23]], embedding-based techniques [24], subgraph-



based methods [25], and node representation-based mod-
els [8]]. Creating a watermarking strategy that can handle
all these different approaches while still maintaining the
model’s performance could be challenging. In this work,
we present, to the best of our knowledge, the first-ever
watermarking scheme for LP tasks on GNNs. We call our
scheme GENIE (watermarking Graph nEural Networks for
lInk prEdiction).

Contribution: The major contributions of our work are:

1) We propose GENIE, a novel approach to watermark
GNNss for LP task with minimal utility loss. In partic-
ular, GENIE is designed for two key methods of LP in
GNNSs (viz., node representation-based and subgraph-
based methods).

2) We propose a novel ownership demonstration scheme
having a competitive statistical guarantee of the False
Positive Rate (FPR) and False Negative Rate (FNR)
being less than 1076,

3) We perform an extensive evaluation of GENIE using 3
model architectures on 7 real-world datasets. Moreover,
we empirically assess the robustness of GENIE against
11 state-of-the-art watermark removal techniques and
3 model extraction attacks.

4) We also show that GENIE is computationally efficient
and robust to ownership piracy tests.

Organization: The remainder of this paper is organized as
follows. §2] presents a summary of the related works and
the relevant background knowledge. We elucidate the threat
model and our system’s architecture in §3| and respec-
tively. §5| presents our results. §6] highlights the potential
limitations of our proposed solution and suggests possible
future research directions. Finally, §7| concludes the paper.

2. Background

We briefly describe preliminaries for GNNs and LP
task in §2.1] and §2.2] respectively. Next, we present an
overview of watermarking and backdoor attacks in §2.3]and
a comparative summary of related works in

2.1. Graph Neural Networks

Formally, a graph G is defined as a two-tuple (V,&),
where V is the set of nodes and £ is the set of edges of
the graph. We can describe G using a binary adjacency
matrix A of dimension |V| x |V|: Afu,v] = 1,V(eu) € €
and 0 otherwise. Here, e,, denotes an edge of G between
nodes v and v. Modern GNNs take a graph represented
by its adjacency matrix A along with the node feature
matrix defined as X = [x1; X2; ... ; X|y|||y|xd. Where
X; = [Ti1 T2 ... Tiqlixaq is the row vector for the it"
node for some arbitrary ordering of V and d is the number
of features present in all the nodes as input. Depending on
the downstream task, GNN will also take a label vector
y containing the labels. The labels may be of: (1) nodes,
in case of node classification; (2) graphs, in case of graph
classification; or (3) edges, in case of LP. LP is a semi-
supervised/unsupervised task, where an incomplete set of

edges Eirain C € is given while the goal is to infer the
existence of missing edges E\Eirqin. Since only positive
link are given, one needs to sample negative links from
E\Etrain, making the task unsupervised. The number of
samples is generally chosen to be equal to |Ergin|. As
our work focuses on LP, we assume GNNs to get the
label vector y containing labels for both positive links and
negative links. GNNs update the representation of each node
by iteratively aggregating representations of its neighbors.
After k iterations of aggregation, each node’s representation
captures structure and feature information within its k-hop
neighborhood. Typically, the update step for node represen-
tations H®) at kth layer can be represented as:

H®*) = AGGREGATE(A, W) H*~1) 1)

where W) is the learnable weight matrix of the GNN
at the k' layer. While training the GNN model, a
softmax layer can be used that takes node representations
obtained by the GNN for downstream tasks, such as graph
classification, LP, etc. The primary difference between
different GNN architectures lies in the implementation
of the AGGREGATE function. We employ GCN [8],
GraphSAGE [26], and SEAL [25] in our work. Each of
these is briefly explained below.

SEAL is a widely used LP framework that uses subgraph
features. SEAL converts each link into a graph by extracting
a local subgraph around it, and then learns a function that
maps each subgraph to its corresponding link’s existence
using a GNN. In practice, SEAL takes a LP task and treats
it as a binary classification problem for graphs. Following
the work in SEAL [25], we also use DGCNN [27] model
in our work.

GCN uses spectral methods to apply convolutions on
graphs. Its k" layer can be summarised as:

hq(tkfl)

a— 2
V)] @

n( = ;0 (w3
ueN (v)

where f(®) is activation function at the k" layer, h{®

is the node representation of v € V at the k* layer, and
N (v) is the set of nodes directly connected to v.

GraphSAGE uses spatial-based neighborhood aggregation
and sampling to generate node embeddings. Its k*" layer
can be summarised as:

n® — fk) <w<k> . CONCAT {AGGk({hﬁf‘”} ) hS,’“‘“D, 3)
UE. v

where AGGy, is the AGGREGATE function used in the k"
layer and CONCAT is the concatenation operation. Graph-
SAGE [26] proposes three different aggregator functions,
i.e., MEAN, MAX-pool, and LSTM. We use the MEAN
aggregator for GraphSAGE in our work.

'"We consider a formulation of LP task, where positive links signify
the existing links in a graph, and our goal is to infer the set of missing
links at test time.



2.2. Link prediction

LP is the task of identifying whether a connection be-
tween two nodes is likely to exist. LP studies can broadly
be organized into two categories:

Non-DNN based approaches: These include heuristic-
based approaches (e.g., CN [23], RA [28]) that pre-
dict the presence of a link based on a score, as well
as embedding-based approaches (e.g., Matrix Factoriza-
tion [29], Node2Vec [24])) that learn embeddings via neigh-
borhood information in unsupervised settings to predict the
existence of a link.

DNN based approaches: These include using GNN (e.g.,
GCN [8], GraphSAGE [26] to learn node embeddings via
multi-hop neighborhood information, as well as using GNN's
with subgraph-features (e.g., SEAL [25]]). We focus on
DNN based approaches for LP tasks. In particular, we
work with two widely adopted GNN architectures (i.e.,
GCN and GraphSAGE), as well as a subgraph-based
framework (i.e., SEAL) for LP.

2.3. Backdoor attacks and watermarking

A DNN can be trained in such a way that it produces
attacker-designed outputs on samples that have a particular
trigger embedded into them. This process is called back-
dooring a neural network. Several studies [30, 31] show
that DNNs are vulnerable to backdoor attacks. However, ef-
fective backdoor attacks on graphs are still an open problem
and most of the existing works focus on backdoor attacks for
graph classification tasks [32| 133]. Moreover, backdooring
can also be used for watermarking a DNN model [16) 34].

DNN watermarking is a method to detect a stolen or
extracted model, called the surrogate model, from the orig-
inal model [35]. DNN watermarking methods can broadly
be classified into two categories: (1) static watermarking,
which involves embedding a secret signature or mark (called
watermark) directly into the model weights during the train-
ing phase, and (2) dynamic watermarking, which involves
embedding the watermark by changing the weights during
the training phase such that the behavior of the model is
affected [[15]. Static watermarking requires white-box access
for the purpose of ownership demonstration. Thus, it is
often considered to be unrealistic when the stolen model
is available only in a black-box way (e.g., via a prediction
API). GENIE classifies as a dynamic watermarking method
as it uses backdoored inputs as watermark inputs. Water-
marking of GNN serves as proof of ownership and can aid
in identifying the model’s ownership.

2.4. Related works

Our proposed work explores watermarking GNNs in a
black-box setting, where the watermark verification pro-
cess involves using only the target model’s prediction la-
bels (i.e., soft) and not its weights. Adi et al. [16] introduce
backdoor-based watermarking for Neural Networks (NNs).

Subsequently, numerous watermarking schemes [34, 36~
38] for DNNs have been developed. However, only a few
works [18}|19] focus on GNNs owing to its unique structural
properties. Zhao et al. [18] introduce watermarking to GNNs
using random graphs, but their approach is limited to node
classification task. Xu et al. [[19] extend the work [18] to
node and graph classification tasks using backdoor attacks.

LP, a task with an increasingly large number of appli-
cations across diverse domains [11, 394 1], requires ro-
bust mechanisms to protect IP rights and ownership of
the underlying models. While there are existing works on
backdoor attacks for LP [42] [43], they are not suitable for
watermarking purposes. Specifically, the approach proposed
by Zheng et al. [42] involves training a separate surrogate
model on the same dataset to create the trigger set, which
makes it computationally inefficient for large graphs. On the
other hand, Dai et al. [43] make the assumption that node
features of the graph are binary, which significantly limits
the scope of their work. Unlike the works [42} 43]], GENIE
does not require training a separate surrogate model or node
features in binary range. To the best of our knowledge, our
work is the first to propose a watermarking scheme for
GNNs for LP task. TABLE [1] presents the description of
symbols used in our work.

TABLE 1. A SUMMARY OF THE NOTATIONS USED IN OUR WORK.

Notation Description
G=(,E) A graph
Vv Set of nodes of G
& Set of edges of G
A Adjacency matrix of G
H Set of node embedding h
Euv Edge between nodes u and v
N(v) Neighbours of node v
O Owner
A Adversary
M Generic GNN model
Mown Owner’s trained model
Miean Non-watermarked model
Muwm Watermarked model
M adw Suspicious model

D Generic graph dataset
Dirain Training dataset
Diest Testing dataset
Dwm Watermarking dataset (secret)
AU 6’7/3\" AUC score of M on D

3. Threat model

We consider a setting where a model owner O has
trained a GNN model M,,,, on training data for LP task,
and O deploys it as a service. An adversary A obtainﬂ a
copy of Mwn, modifies it to create a new model Mgy,
and A sets up a competing service based on M,g4,. Our
goal is to protect IP rights over M, and help confirm
whether M4, has plagiarized from M,,,,. As the model
owner, we have full access to the architecture, training

2The exact mechanism by which A obtains M sq,n, is out of the scope
of our work.



data, and the training process. We evaluate our scheme
against model extraction attacks (cf. §E]) Next, we discuss
the philosophy of our approach, watermarking requirements,
and the assumptions of our system.

Philosophy of our approach: Our goal is to be able to
confirm whether A has plagiarized from M,,,, or not with
minimal FNR and FPR. Instead of deploying M, directly
as a service, we first watermark it (and obtain M,,,,) so
that even if A tries to make changes to a copy of Mm,
we should still be able to identify the ownership of the
plagiarized model (i.e, M4, ). To embed the watermark, we
train the model on training data Dy, and a custom (i.e.,
to which only O has access) dataset D,,,,. We confirm the
ownership of a model based on the performance on D,,,. If
My performs well on Dy, we say M4, is plagiarized;
otherwise, it is not. We must construct D,,,, in such a way
that M, can learn it, and the watermark must survive
against various attempts by A to remove the watermark.

Watermarking requirements: We now define the typ-
ical requirements [15] [16] for a watermarking scheme.

1) Functionality preservation: A watermarked model
should have the same utility as the model without a
watermark.

2) Un-removability: A should not be able to remove the
watermark without significantly decreasing the model’s
utility; making it unusable. A should not be able to
remove the watermark even if 4 knows the existence
of the watermark and the algorithm used to watermark
it. This requirement is also referred to as robustness.

3) Non-ownership piracy: A cannot generate a water-
mark for a model previously watermarked by the owner
in a manner that casts doubt on the owner’s legitimate
ownership.

4) Efficiency: The computational cost to embed and ver-
ify a watermark into a model should be low.

5) Non-trivial ownership: If one verifies that a water-
mark is present in Mg, using D,,,, it can be said
with high certainty that M4, was plagiarised from
M ym (that was watermarked using D,,.,,). In contrast,
if Mgyq, was not plagiarised from M,,,,, then one
cannot verify the presence of a watermark in Mg,
using Dy -

6) Capacity: It refers to the amount of information a wa-
termark can carry. There are two common approaches,
viz., zero-bit and multi-bit watermarking [[17]. GENIE
is primarily designed for ownership verification, i.e., to
check if the watermark is present or not. Thus, it does
not carry any extra information, making it a zero-bit
watermarking approach.

7) Generality: A watermarking approach should be flex-
ible enough to work with different NN models as well
as different data types, making it generalized and not
limited to one specific case.

A robust watermarking scheme should satisfy all these re-
quirements. We evaluate GENIE against all of these criteria.

Assumption: We work under the assumption of
O (plaintiff; who is the true owner of a model) accusing
A (defendant; who has stolen the model from O). In general,

the plaintiff and the defendant can both be guilty or innocent.
Therefore, ensuring low FPR and FNRE] is a must. In the rest
of the paper, our focus will be on the setting, where A (as
a defendant) is guilty and O (as a plaintiff) is innocent.
There are mainly two assumptions we make about A: (1) A
is limited in its knowledge and computational capacity,
otherwise it makes stealing the model non-lucrative for A4;
and (2) A will make M4, available via a prediction API
that outputs soft labels as a publicly available ML service,
potentially disrupting O’s business edge as a niche{ﬂ To
evaluate GENIE under various robustness tests, we make a
stronger assumption regarding the availability of data, i.e., A
has access to publicly available test data. For demonstration
of ownership, the two main assumptions are: (1) a judge
J that (a) ensures confidentiality and correctness of the
data, code, etc. submitted to it, and (b) truthfully verifies the
output of M g4, evaluated against D,,,,; and (2) O and A
will abide by the laws when a dispute is raised. J plays an
integral role in delivering the final verdict of ownership. In
practice, J is typically implemented via a trusted execution
environment [45] 46].

4. GENIE

LP using DNNs is a complex task that can be approached
from various angles, which makes watermarking techniques
less straightforward to implement as compared to other
domains. For instance, LP task can be converted into a
binary graph classification task by creating subgraphs for
each link, passing each subgraph through a GNN for feature
propagation, and then learning a graph-level readout func-
tion to predict a link’s existence. On the other hand, we can
also train a GNN without explicit subgraph construction, i.e.,
by learning node representations and passing the represen-
tations through a Multi-layer Perceptron (MLP) to predict
a link’s existence. The possibility of implementing LP task
via different methodologies makes it difficult to devise a
unified scheme to watermark LP models based on GNNs.
To address this challenge, we propose GENIE to watermark
GNNs for LP task. GENIE focuses on two key methods
of LP in GNNs. We first focus on GNN-based models that
operate directly on the graph structure; here we modify the
node representations to embed the watermark. We next target
the subgraph-based approaches; here we embed the water-
mark within the subgraph representations learned by the
GNN. We describe the process of generating and embedding
watermark using GENIE in §4.T|and §4.7] respectively. §4.3]
and §4.4] explain the process of watermark verification and
ownership demonstration, respectively, in GENIE.

3The term false alarm and missed detection probabilities may also be
used here as in the work [15].

4Our work does not consider A that uses M 4, for private use in the
same spirit as in media watermarking schemes, which require access to the
stolen media as a pre-requisite for ownership demonstration [44].



4.1. Watermark data generation

Given a pair of nodes, G, and feature vectors of all
the nodes in G, let F be the ground truth function that
correctly classifies the existence of a link in G. We define
Fuwm as a function that behaves the same as F for “normal”
inputs but, outputs the opposite of F on “backdoored” or
“watermark” inputs. Formally, F,,, is the ground truth
function that correctly classifies the existence of a link in
Guwm (cf. §4.1.0). We call F,,, as the watermark function.
Our task is to make a model learn F,,,, using a modified
Dirain and Dy, that contains the “watermark™ inputs. Let
M iean be a model trained to learn F using Dy;q;p,. In order
to learn the function F,,,,, D needs to be defined in such
a way that V (Dtrain7 Mclean)

AUCH!teen =2 AUCK™™, and @)
AUCH cteon < AUCH v (5)

We denote the Area Under the ROC Curve (AUC) score of
M evaluated D as AUCH!. Figure |1| depicts the behaviour
of Mym on normal and watermark inputs.

Prediction:
Link doesn't exist

Input graph without
watermark injection

Prediction:
Link exists

Input graph with
watermark injection
Figure 1. The predictions by a watermarked GNN on an input graph injected
with watermark (i.e., Link exists prediction) should be opposite of that on an
input graph without watermark injection (i.e., Link doesn’t exist prediction).

Watermarked GNN

Now, we present GENIE for node representation-based
LP (cf. §4.1.1) and subgraph-based LP (cf. §4.1.2)) methods.

4.1.1. GENIE for node representation-based method. In
this method, the GNN takes two inputs, the adjacency matrix
A € {0, 1}V*IVI and the node feature matrix X € RIVIx?,
We aim to modify A, X and train GNN on the modified
inputs while ensuring that performance degradation on the
original LP task is minimal. We begin by sampling a subset
of nodes S C V uniformly at random. Let Gs = (S,Es)
be the subgraph induced by the set of nodes S. Let Gs =
(S, Es) be the complement of Gs. Let Eyrn = (E\Es)UEs.
Using Eym, we define Gy = (V, Ewm) as the watermark
graph and use the adjacency matrix A, to describe G-
Figure E] illustrates G,,,, generation.

Let E,,, € NI&sUEsIX2 pe the edge index matrix
containing both the links present in Es (labeled as positive)
and the links present in £s (labeled as negative) for some
arbitrary ordering of £s U Es. Let yum be the label vector
corresponding to the links in E,,,,. Training the model with
modified A, and X directly might result in convergence
difficulties and suboptimal performance. It is so because the

subsampled nodes

o/f;/g - S8

Original graph G

O original feature vectors x,

® Watermark feature vector w

— Positive links/edges

Watermark graph G,m, ~ =~ Previous existing links

Figure 2. A representative illustration of watermark graph G, generation
from the original graph G for node representation-based watermark data
generation.

model would get confused by the contradictory information
introduced during the watermarking process (i.e., previously
existing links are now absent and previously non-existing
links are now present). At the same time, polarities of
gradients for these modified links would be reversed, making
the loss function harder to optimize. It may potentially cause
the model to diverge or converge to a suboptimal solution.
To address this issue, we modify the node feature matrix X
along with A as follows to provide more information about
the watermark.

For all nodes v € S, we replace the original node feature
vectors x,, with a watermark vector w € R1*? je. x, = w.
We chose the elements of w from a uniform distribution.
We denote the modified node feature matrix as X,,,,. Our
intuition behind this approach is that a GNN will learn to as-
sociate the presence of watermark vector w in the node fea-
tures with a specific LP behavior. In particular, whenever the
node features of two nodes involved in a LP task are equal
to w, GNN should predict the opposite of the link’s true ex-
istence, effectively embedding the watermark information in
the model’s predictions. We define the watermarking dataset
as a 4-tuple Dy, = (Ewm, Awms Xwm, Ywm), which is
used in the watermark embedding process. Similarly, train-
ing dataset is defined as Dirain = (Etrain, A, X,y), where
Ei qin is the edge index matrix containing the links present
in E4rqin (cf. §2.1) and y is the label vector corresponding to
Ei;qin. We provide the details of the watermark embedding

process in § f.2]

4.1.2. GENIE for subgraph-based method. In this
method, the GNN takes a subgraph as input and performs
binary graph classification for LP. Dy, is created by
constructing a subgraph of k-hops around each positive
link and an equal number of sampled negative links in the
original graph G, and assigning a label of 0 or 1 (based on
the existence of the link). Let 7' denote all the subgraphs
present in Dy,.qir. Therefore, Dirgin = (G, Yeiean ), Where
G denotes the tensor collecting all the subgraphs and
Vetean € {0, 1}T is the label vector for all the correspond-
ing subgraphs. To generate D, we selectively modify
a sample of k-hop subgraphs constructed from G (instead
of modifying the entire graph G). In particular, we first
sample s = [T subgraphs G;,i € [s| uniformly at
random from subgraphs present in G and flip labels of the
sampled subgraphs. Here, o € (0, 1) is the watermarking
rate. Formally, if ys € {0, 1}* denotes the vector of
labels of subgraphs G;,i € [s], then y,m = ¥yg. Next,
we construct Dy, = (Gg,ywm), Where Gg denotes the



tensor collecting the modified subgraphs G;, i € [s]. Similar
to the previous method, only inverting the labels would
confuse the model. To solve this issue, we replace the node
feature of each node in all the subgraphs in D,,,, with the
watermark vector w (defined in §4.1.T). Figure 3] illustrates
the modifications made to G; to obtain D,,,,. The intuition
remains the same here as well, i.e., GNN will be able to
associate the presence of w with the inversion of labels.

I8 = I

Modified subgraph G;

O Original feature vectors x,,

® Watermark feature vector w

Positive links/edges
Previous subgraph label

Original subgraph G; Flipped subgraph label

Figure 3. A representative illustration of generating D,,n, for subgraph-
based methods. Here, the original subgrapph G; is created from an arbitrary
pair of nodes (u,v) with label y; € {0, 1}. In the modified subgraph, the
original feature vectors x are replaced with the watermark vector w and
the subgraph label ;.

4.2. Watermark embedding

Watermark embedding process in GENIE is similar
for both node representation-based and subgraph-based LP
methods. Since Di,q;pn is different in both the methods,
the nature of D,,,, is also different in each of them. In
particular, Dy,..;,, contains links with positive or negative
labels (depending on a given link’s existence) for node rep-
resentation based method. On another side, Dy, contains
k-hop subgraphs constructed around a link with positive
or negative labels (depending on a given link’s existence)
for subgraph-based method. To embed the watermark, we
initially take an untrained GNN model M and train it using
a combination of Dy, and Dy,y,. The training is done in a
specific manner to ensure that the model effectively learns
distributions from both Dy, and D,,,,. More formally,
let Lirqin and L., be the loss functions corresponding to
Dirain and Dy, respectively. We start with initial param-
eters Oy and learning rate 7. In each training epoch, we
update the model parameters as follows:

Update Step for L;,qin:

0; = 915 - TIVG»Ctrain(et) (6)
Update Step for L,,:
0t+1 = 02 - Uveﬁwm(eé) (7)

Combined Update Step for each iteration ¢:

0t+1 = Bt - nvsﬁtrain(et) - nv9£1um, (ef - n1V9£t1‘ain,(0t)) (8)

Our approach of backpropagating losses from Dy,qin
and D, separately is motivated by the intuition that it
allows the model to effectively learn both distributions in-
dependently. By first updating @ based on Di.4i, allows
the model to capture the inherent patterns and relationships
present in the non-watermarked instances. Then, updating 6
based on D,,,, enables the model to associate the watermark
patterns with the predetermined incorrect predictions. Con-
sequently, it embeds the watermark information effectively.
Further nuances in §6]

4.3. Watermark verification

Following the works [19, 38, 47], we employ a
statistical-cam-empirical approach in lieu of a theoretical
approach to give guarantees of GENIE satisfying the water-
marking requirements (cf. §3)). In particular, we expect AUC
score to be high when we query a M,,,, with the secret
Dym. This premise assumes M,,,, to have statistically
different behavior than M jeq, When queried with Dy, .
In other words, ensuring that there is always a statistically
significant difference between AUC’gf;ﬁle“" and AU C’Z/;:lufn’"
is a must for the watermark to work.

To provide such a statistical guarantee, we use the
Smoothed Bootstrap Approach (SBA) [48]]. The reason to
choose this test instead of conventional hypothesis tests (i.e.,
the parametric Welch’s t-test [49] or the non-parametric
Mann-Whiteney U test [50]) is twofold. First, SBA gener-
alizes to non-normal data. Thus, it can be used in situations
where all AUC scores are not normally distributed. SBA is
applicable to our data as the Shapiro-Wilk Test [51] with
a significance level of a = 0.05 for some of our scores
rejects the null hypothesis of the data being normally
distribute(ﬂ Second, the Mann-Whiteney U test (among
other non-parametric hypothesis tests) is a test to establish
stochastic inequality of the distribution of the given two
samples. In our case, it is trivially seen as all AU Céfu’;"’

are found to be greater than AU Cg:‘uiif“'". It means that
performing non-parametric tests would give a positive result
supporting our claim, i.e., the trivial p-value of 0, in all
cases.

Let W; and C;, i € [n] denote n watermarked and clean
models, respectively. Let «; and j3;, i € [n] denote the AUC
scores of models W; and C; on D,,,, respectively. Our
goal is to provide a statistical guarantee that the difference
between @& and [ is significant, where @ and 3 denote the
mean of «; and f3;, i € [n], respectively. To this end, our
null hypothesis Hg and alternate hypothesis H, are shown
in Eq. [0 and Eq. [T0} respectively:

Ho:a— 5 =0. 9)

H,:@— 8> 0. (10)

The theoretical analysis above yields a condition under
which O can reject Ho with 7 confidence level (or, 1 —7 sig-
nificance level). We verify our analysis by assessing SEAL
architecture’s performance on Yeast dataset [52]]; TABLE E]
present the results for n = 10. Applying the Shapiro-Wilk
test on these results, we get the p-values of 3; and «;, ¢ € [n]
to be 0.001 and 0.339, respectively. With a significance level
of 0.05, we reject the null hypothesis of 3;, ¢ € [10] to be
normally distributed. We perform smoothed bootstrap with
number of bootstrap samples equal to 10°, bandwidth set
according to Silverman’s rule of thumb [53] and get the p-
value to be 0.000. With the significance level of 0.05, we
reject the hypothesis Hg for SEAL architecture on the Yeast
dataset. The results for every model architecture and dataset

>The authors in [19] 47] consider data to be normally distributed.



TABLE 2. AUCS OF THE WATERMARKED AND CLEAN MODELS ON THE YEAST DATASET WITH SEAL ARCHITECTURE (n = 10).

Score AUC (%)
=1 =2 =3 =4 =5 1=0 =7 =8 =9 =10
B 14.37 6.73 12.49 15.54 10.21 8.03 4.23 40.05 5.02 10.72
; 97.50 98.02 98.09 97.75 97.83 97.21 9747 97.15 97.87 97.96

considered in our work are presented in Appendix [B} where
for each architecture-dataset combination, we reject Hgp with
the significance level of 0.05 as well. Thus, GENIE satisfies
the non-trivial ownership requirement (described in §3).
Using the statistical analysis similar to above, we set
the thresholds for each dataset and model architecture listed
in TABLE E} For the sake of brevity, we elucidate the
procedure of setting the thresholds in Appendix

TABLE 3. WATERMARK THRESHOLD FOR GENIE ACROSS DIFFERENT
MODELS AND DATASETS.

Dataset AUC (%)
SEAL GCN  GraphSAGE

C.ele [54] 48.90  50.65 39.35
USAir [S5] 10.56  49.69 40.07
NS [56] 5.06 64.82 41.69
Yeast [52] 60.80  42.35 66.45
Power [54] 40.55  52.29 53.04
arXiv [S7] 12.27  10.00 28.96
PPI [58] 35.80  32.77 40.74

Note: A watermark threshold for a dataset-architecture pair that may appear
“low” (e.g., arXiv-GCN, NS-SEAL) can still be used for the purpose of
ownership demonstration, because the corresponding AUC,g/1 clean jg also

“low” as empirically observed in TABLES o

4.4. Ownership demonstration

We now outline the process for O to demonstrate her
ownership over A’s model (i.e., M,q4,). The process uses
J briefly outlined in §3] The process is initiated when
O inspects Mq,’s prediction API, verifies her watermark
using Dy, and suspects M, 4, to be plagiarised from
Mym. The following steps are then initiated:

1) O accuses A of plagiarising her model M.

2) A sends Mg, to J for an evaluation.

3) O sends D, the watermark threshold corresponding
to it, the code for model evaluation on M ,q,, and the
hashes of all the files that are sent. Here, the hashes
are sent to ensure that the files are not tampered with
when sent via a secure communication channel.

J first runs a check on the hashes of the files sent.
Next, J writes the watermark threshold onto a time-
stamped public bulletin board, e.g., blockchain. A
blockchain can provide the proof of anteriority in case
A challenges O to have arbitrarily changed the water-
mark threshold latelﬂ At this stage, J evaluates Mg,
on D, using the model evaluation code sent by O.
For each data point x in D,,, evaluated on Mg,
soft labels are returned along with its hashes. All soft

4)

5)

5We assume O will send correct thresholds truthfully at the beginning.

labels whose hashes are verified are collected and used
to calculate the AUC score.
The ownership demonstration process ends with a compar-
ison of the calculated AUC score against the watermark
threshold sent by O, settling the dispute between O and A
with a just verdict. Figure ] sums up the overall process from
watermark data generation to ownership demonstration.

Training Dataset Lirain
Dirain )

Watermark Data Generation

Watermarking
Dataset Dy,

Watermarked Model My,

Training

[E— |

Watermark
Embedding

Ownership

., Demonstration Judge J

K N

Adversary Model M 44

Figure 4. An overview of the watermarking process from watermark data
generation to ownership demonstration.

5. Evaluation

We evaluate GENIE using 7 real-world datasets on
3 model architectures. We describe our experimental setup in
We evaluate the functionality preservation requirement
of GENIE in §5.2] The robustness of GENIE is tested
against 3 model extraction attacks (i.e., soft, hard, and dou-
ble extraction; cf. and 11 state-of-the-art backdoor
defenses (i.e., 1 knowledge distillation (cf. §5.3.2), 4 model
fine-tuning methods (cf. §5.3.3), 2 model compression tech-
niques (cf. §5.3.4), 4 fine-pruning (cf. §5.3.5)). We further

evaluate non-ownership piracy and efficiency requirements
of GENIE in and §5.5] respectively.

5.1. Experimental setup

We run all our experiments on an NVIDIA DGX A100
machine using Pytorch [59] framework. In what follows, we
describe the datasets, models, and metrics used in our work.

Datasets: Following prior works [24} [25]], we use 7 pub-
licly available real-world graph datasets of varying sizes and
sparsities in our experiments. USAir [S5] is a network of
US Airlines with 332 nodes and 2,126 edges. NS [56] is
a collaboration network of researchers in network science
with 1,589 nodes and 2,742 edges. Yeast [52] is a protein-
protein interaction network in yeast with 2,375 nodes and



11,693 edges. C.ele [54] is a neural network of C.elegans
with 297 nodes and 2,148 edges. Power [54] is an electrical
grid network of the western US with 4,941 nodes and
6,594 edges. arXiv [57] is a collaboration network of arXiv
Astro Physics with 18,772 nodes and 198,110 edges from
the popular Stanford SNAP dataset library. PPI [5§] is a
protein-protein interaction network with 3,890 nodes and
76,584 edges from BioGRID database.

It is worth highlighting that none of these datasets,
except PPI, have node attributes. Since GENIE uses node
attributes for watermark embedding, we generate node fea-
tures using Node2Vec [24] for all the datasets. We follow 80-
10-10 train-validation-test split of all the datasets across all
our experiments. We use Adam optimizer and negative log
likelihood loss for model training. Please refer Appendix [A]
for our watermarking rates.

Models: We implement GENIE for SEAL [25]] (in case

of subgraph-based LP), and for GCN [8] as well as Graph-
SAGE [26] (in case of node representation-based LP).
SEAL: We use DGCNN as the GNN engine of SEAL. We
use the default setting of DGCNN, i.e., four convolutional
layers (32, 32, 32, 1 channels), a SortPooling layer (with
k = 0.6), two 1-D convolution layers (with 16, 32 output
channels), and a 128-neuron dense layer. We train our
models for a total of 50 epochs (for both training with or
without a watermark).
GCN, SAGE: We use a 3-layer GCN and GraphSAGE
models with a hidden layer of dimension 256. We use a
3-layer MLP for downstream binary classification with 256
hidden layer neurons. We train our models for a total of 400
epochs (for both training with or without a watermark).

Metric: We use AUC across all our experiments to
evaluate the performance of GENIE. AUC is threshold inde-
pendent and is a widely used metric for binary classification
tasks, such as LP. AUC can be interpreted as the probability
of a given classifier ranking a randomly chosen instance of
a positive class higher than a randomly chosen instance of
a negative class. Accordingly, a random classifier will have
an AUC score of 0.5 [60].

We show the robustness of GENIE against various
watermark-removal techniques in the following sections. A
might fail or succeed while trying to remove watermark from
Mwm. We define the success and failure of GENIE as:
Success: If AU Cl/;ijj” is above the watermark threshold
after a watermark removal attempt, we identify it as a wa-
termark success since we can verify the model’s ownership.
If AUC&;‘;” drops below the watermark threshold and

AU Cgf:i“ drops by more than 10%, we still consider it

as a watermark success since 4 is losing the model’s utility
in exchange of watermark removal attempt.
Failure: If AU CM“d“ drops below the watermark threshold

and AU C’Ntl“dt“ doesn’t drop more than 10%, we consider it
as a watermark failure since A was successful in removing
the watermark without much loss of the model’s utility.

5.2. Functionality preserving

To evaluate the functionality-preserving nature of GE-
NIE, we compare the performance of M jeqn, and Moy,
on Dy.s:. We further assess the effectiveness of GENIE by
evaluating the performance of M, on D,,,,. A high AUC
score on D,,,, indicates that the model has successfully
learned to associate the watermark patterns with the prede-
termined incorrect predictions; enabling reliable watermark
detectlon and ownershlp Venﬁcatlon TABLE [] presents
AUC’ e AUC’ wm AUC’ wm across all 7 datasets
and 3 model archltectures con51dered in our work. The
scores reported here are averaged from 10 runs using differ-
ent random seeds (to mitigate potential seed influence and
capture real the mean performance of GENIE). We observe
that there is less than 2% decrease in the AUC score on
Diest due to watermarking across all model architectures
for all datasets. These results allow us to claim that GENIE
is functionality preserving. Since AU Cgfujnm is more than
80% across all model architectures for all datasets, we can
claim that M,,,, has successfully learned F.,,,. Interest-
ingly, we observe an increase in AUC score on D, after
watermarking in a few cases, it could be a result of the
watermarking embedding process acting as a regularizer,
which reduces the overfitting nature of the model.

clean

5.3. Robustness

To ensure the robustness and reliability of a watermark-
ing scheme, it is crucial to assess its resilience against
potential attempts by A to watermark. Since .4 cannot
directly verify the presence of watermark in M,,,,, A may
resort to various techniques (e.g., model extraction, model
pruning, fine-tuning) to eliminate or degrade the embedded
watermark. We conduct a series of evaluations to extensively
examine the effectiveness of GENIE against a diverse set of
robustness tests and potential attacks.

Due to the page length limit, here we present the results
from robustness tests on GENIE for GCN only. We detail
the corresponding results for SEAL and GraphSAGE in

Appendix

TABLE 4. WATERMARK VERIFICATION PERFORMANCE (AVERAGE OF 10 RUNS) OF GENIE ACROSS 3 MODEL ARCHITECTURES AND 7 DATASETS.

Dataset SEAL GCN GraphSAGE

AUCH elean (%) AUCHwm (%) AUCH ™ (%) | AUCHclean (%) AUCH ™ (%) AUCH ™ (%) | AUCH eeen (%) AUCK™m (%) AUCE ™™ (%)
Cele 87.84  0.46 87.60 £ 0.10 8428 £ 0.93 8897 £ 0.44 87.93 £ 043 100 =+ 0.00 86.76 + 0.68 8571 £ 0.87 100 £ 0.00
USAir 93.19 + 0.25 93.64 £ 0.17 92.29 £ 0.58 90.02 + 0.52 89.35 + 0.72 100 = 0.00 92.44 + 0.35 92.29 -+ 0.65 100 =+ 0.00
NS 98.10 =+ 0.15 98.11 = 0.23 98.70 + 0.03 95.44 £ 0.74 96.26 + 0.88 99.78 =+ 0.00 90.90 + 0.63 93.66 =+ 0.47 99.78 £ 0.00
Yeast 97.07 + 0.21 97.38 £ 0.16 97.69 + 0.33 93.64 £ 0.40 91.73 + 0.39 100 =+ 0.00 89.12 + 0.43 90.70 + 0.43 100 =+ 0.00
Power 84.41 + 0.44 83.91 %+ 0.25 88.28 = 0.03 99.36 = 0.17 99.12 + 0.19 99.00 = 0.00 87.54 + 1.02 92.68 + 1.06 99.00 £ 0.00
arXiv 98.14 + 0.14 97.17 + 0.49 98.15 + 0.16 99.31 + 0.04 98.78 + 0.15 99.99 -+ 0.00 99.62 + 0.01 99.32 + 0.13 99.99 -+ 0.00
PPI 89.63 + 0.12 89.45 + 0.16 84.28 + 1.38 95.08 + 0.04 94.82 =+ 0.05 100 =£ 0.00 94.03 = 0.09 94.31 £ 0.16 100 =+ 0.00




5.3.1. Model extraction attacks. Such attacks [[12H14]] pose
a significant threat to DNNs as they enable an adversary to
steal the functionality of a victim model. In these attacks,
A queries the victim model (i.e., M, in our case) using
synthesized samples and collect responses to train a sur-
rogate model (i.e., Mgg4,) to steal M,,,,’s functionality.
The literature on model extraction attacks is limited in
the context of LP tasks on GNNs. Therefore, to evaluate
GENIE against model extraction attacks, we modify the loss
function employed in the knowledge distillation process [61]
as outlined in Eq. [TT] and Eq. [12]

= ECE (¢ (me)7¢(9adv))' (11)

['hard - £CE (Z) (ewm) 7:'-) (eadv)) . (12)

Here, 0,,,, and 6,4, denote the model parameters of M,
and My, &(Owm) and ¢(0,4,) represent the logits (i.e.,
output scores) produced by M, and M 4y, while 5§(6.m)
and §(0,q4,) denote the hard predictions (e.g., 0 or 1) made
by the respective model. Lo g denotes cross-entropy loss.
We consider 3 types of model extraction techniques, viz.,
soft label, hard label, and double extraction. In soft label
extraction, we apply Lo g between the logits of M,,,,, and
Mgy to train Mg, (cf. Eq. @ In hard label extraction,
we apply Lo between the predictions of M, and M 4,
to train M4, (cf. Eq. . In double extraction, we perform
the hard label extraction twice to obtain the final Mg4,.
Double extraction is a tougher setting since it is difficult for
the watermark to survive model extraction twice. We train
M 4o model using half of D;.,; and evaluate it with the
other half. Table [5| shows AU C’M’“’” AU CM’“’” before

model extraction and AU C’M”‘“ AUC
extraction attack.

ﬁsoft

‘“f“ after model

TABLE 5. IMPACT OF MODEL EXTRACTION.

Dataset C.ele USAir NS Yeast Power arXiv PPI
86.93 8834 9659 9146 9892 98.13 94.67
100 100 99.77 100 99.00 100 100
8735 89.00 9574 91.57 9821 9828 94.93
90.62 96.87 9577 100 9400 90.18 97.33
8827 8843 9595 90.76 96.80 97.74 9391
82.81 90091 94.88 100 90.99 8235 87.14
84.08 8691 66.99 89.07 80.51 96.99 93.34
65.62 7832 6555 9230 77.00 4343 53.85

Before model
extraction

After soft
extraction
After hard
extraction

After double
extraction

We observe a maximum drop of 18.19% from
AU CM“’"’ to AU CM“’“’ (for the C.ele dataset) under hard
extract10n attack, and a maximum drop of 9.82% (for the
arXiv dataset) under soft extraction attack. Despite these
drops, AU CM“‘“ remains significantly above the watermark
threshold (cf “TABLE B) in both cases, which ensures re-
liable ownership verification. We note a greater drop from
AU C'M””n to AUC’M“” under hard extraction attack com-
pared to soft extraction attack, which is naturally expected
since logits provide richer information about the decision
boundary than hard predictions. Despite a more signiﬁcant
drop from AUC’ S AUO 222 and from AUO wm

wm

to AU CM‘”‘“ under double extraction attack, AU CM‘““’
still remains substantially above the watermark threshold (cf.

TABLE across all datasets. It demonstrates GENIE’s
robustness against persistent model extraction attempts.

Different model architectures: It is also possible that .4
might not choose the same architecture to steal the model via
model extraction. TABLE [6] presents the outcomes of all 3
model extraction attacks when the M ,4,’s architecture (i.e.,
GraphSAGE) differs from M,,,,,’s architecture (i.e., GCN).
We find that AU CM edv jg still above the watermark thresh-
old (cf. TABLE E]) ‘under all attacks across all datasets;
except for the power dataset under double extraction attack.
However, AU C .22 in that case drops from 98.93% to
58.81%, rendering the attack useless. Thus, we can conclude
that GENIE is robust against model extraction attacks
even when M4, and M,,,, have different architecture.

TABLE 6. IMPACT OF MODEL EXTRACTION WHEN ARCHITECTURE OF
M do (1LE., GRAPHSAGE) DIFFERS FROM M,m, (1.E., GCN).

Dataset Cele USAir NS Yeast Power arXiv  PPI
Before model JCKTwm 86.93 8834 9659 9146 9892 98.13 94.67
extraction 100 100 9977 100  99.00 100 100

After soft
extraction
After hard
extraction

After double
extraction

87.14 8889 7852 9042 70.51 9829 94.61
96.88 9756 94.89 9941 91.00 83.05 92.10
89.64 88.05 7591 8375 70.63 97.59 93.71

1y 9375 9531 98.00 89.94 91.00 7193 83.65
AU('MI (%) 8538 85.07 59.86 8559 5881 9623 91.84
AUC#Z”" (%) 79.69 7871 66.67 6746 4950 4190 47.75

5.3.2. Knowledge distillation. It is the process of trans-
ferring knowledge from a teacher model to a student
model [61]. In our context, the teacher is M,,,, and the
student is M ,4,. The extraction process comprises training
May on the logits of M, and the ground truth [61]. It
helps with decreasing the overfitting of the victim model
(i.e., Mym). Consequently, A might be able to remove the
watermark and reproduce the core model functionality.

To test GENIE’s robustness, we assume that the student
model have the same architecture as the teacher model.
Moreover, we use half of D;.,; for distillation and evaluate
Mqr on the other half. TABLE [7| presents AU C’M“’m,

tcst

AU CM“”" before knowledge distillation and AU Cgfe"i“,

AU C/Vur”,‘f“ after knowledge distillation.

TABLE 7. IMPACT OF KNOWLEDGE DISTILLATION.

Dataset C.ele USAir NS Yeast Power arXiv PPI
Before 86.93 8834 9659 9146 9892 98.13 94.67
distillation 100 100 99.77 100 99.00 100 100
After T 88.60 89.39 9500 92.19 9854 9871 9525
distillation  AyCptlet (%) 8125 8633 90.89 9822 8600 74.76  94.95

We observe a maximum drop of 25.24% from
AU CM“”" to AUC’M“‘“ (for the arXiv dataset). It impor-

tant to note that AU C v still remains significantly above
the watermark threshold ‘(cf. TABLE [B). which indicates
that A was not successful in removing the watermark us-
ing knowledge distillation. To summarize, our results show
that knowledge distillation was able to transfer the core
functionality of the victim model, but the watermark was
transferred too (as AU C’M‘““ is still above the threshold
for all datasets). We can conclude that GENIE is robust
against knowledge distillation.



5.3.3. Model fine-tuning. Fine-tuning [62] is one of the
most commonly used attacks to remove the watermark since
it is computationally inexpensive and does not compromise
the model’s core functionality much. To test GENIE against
this attack, we use half of D, for fine-tuning and evaluate
the fine-tuned model’s (i.e., M,q,) performance with the
other half. Through extensive experimentation and analysis,
we determined that limiting the training process to 50 epochs
serves as an optimal strategy (i.e., to avoid the risk of over-
fitting M 4, on the subset of Dy, used for fine-tuning). We
evaluate GENIE against 4 variations of fine-tuning. These
can be classified into two broad categories [62]:

Last layer fine-tuning: This fine-tuning procedure up-
dates the weights of only the last layer of the target model.
It can be done in the following two ways.

1) Fine-Tune Last Layer (FTLL): Freezing the weights of
the target model, updating the weights of its last layer
only during fine-tuning.

2) Re-Train Last Layer (RTLL): Freezing the weights of
the target model, reinitializing the weights of only its
last layer, and then fine-tuning it.

All layers fine-tuning: This fine-tuning procedure up-
dates weights of all the layers of the target model. It is
a stronger setting compared to the last layer fine-tuning
method as all the weights are updated, which makes it
tougher to retain the watermark. It can be done in the
following two ways.

1) Fine-Tune All Layers (FTAL): Updating weights of all
the layers of the target model during fine-tuning.

2) Re-Train All Layers (RTAL): Reinitializing the
weights of target model’s last layer, updating weights
of all its layers during fine-tuning.

FTLL is considered the weakest attack because it has the
least capacity to modify the core GNN layers responsible for
learning the watermark. Conversely, RTAL is considered the
toughest attack because it enables complete fine-tuning of all
model layers, providing the highest flexibility to potentially
overwrite or distort the watermark embedded across multiple
layers. TABLE |8 lists AU C{;fe“s”t", AU Cgi’::" before fine-

tuning (in column with x) and AU C{;f:i“, AU Cﬁ’}u‘:“ after
fine-tuning with all the four types.

TABLE 8. IMPACT OF MODEL FINE-TUNING.

Fine-tuning method

Dataset No fine-tuning® FTLL RTLL FTAL RTAL

oo AUCHE (%) 86.93 8246 7061 7479 6851
AUCH i (%) 100 9062 6094 7344 53.12

Usar AUCHL @) 88.34 89.09 8768 8679 84.68
AUCK v () 100 90.62 8164 80.52 69.24

Ns | AUCHT (%) 96.59 9870 9859 89.99 73.95
Sadv (%) 99.77 9978 9622 93.56 7178

Yoast (%) 91.46 9161 9079 9033 87.08
) 100 9172 8935 9822 6391

Power wiv (%) 98.92 9939 9926 9774 95.05
fudu (9p) 99.00 99.00 99.00 77.00  73.00

e wiv (%) 98.13 9857 97.65 9878 98.04
fadv (g 100 8823 4654 5554 19.92

PpI (%) 94.67 9494 9435 9494 9435

AUCK =1 (9%) 100 9495 5546 7796 48.67
Column with * shows the values when Myaw = Muym.

We note that our watermark survives against all fine-
tuning procedures for all the datasets; since AU Cé/l"::“
remains above the watermark threshold (cf. TABLE Eﬁ n
each case. Therefore, we conclude that GENIE is robust
against model fine-tuning.

5.3.4. Model compression. It is a technique to reduce the
size and complexity of a DNN, thereby making it more
efficient and easily deployable. Compressing the model can
inadvertently or otherwise act as an attack against the wa-
termark. Thus, we test GENIE’s robustness with following
two model compression techniques:

Model pruning: Model or parameter pruning [63] se-
lects a fraction of weights that have the smallest absolute
value and makes them zero. It is a computationally in-
expensive backdoor defense. We evaluate GENIE against
different pruning fractions starting from 0.2 at a step size
of 0.2. TABLE [9|lists AUCH'™, AUCH""™ before model

pruning (in column with x) and AU ng;j;, AU Cgi‘;‘f" after
model pruning with different prune percentage. We see that
even after pruning SO%E] of Mym’s weights, we are still
able to verify the ownership from the resultant M4, in
almost every case. Given that AU C’ﬁfj‘;‘j” remains above the
watermark threshold (cf. TABLE [3)) roughly in all cases, we
conclude that GENIE is robust against model pruning.

TABLE 9. IMPACT OF MODEL PRUNING.

7
Dataset Prune Percentage (%)

No Pruning” 20 40 60 80 100

Cele AUC{:’::’:?’ (%) 86.93 86.97 8631 8392 7543 50.00
AUC{;:I“T:“ (%) 100 100 100 100 7031 50.00

USAir AUC,/,V::i” (%) 88.34 88.98 89.57 89.21 7850 50.00
100 100 100 92.77 71.28 50.00

NS 96.59 96.25  96.01  96.08 9131 50.00
99.77 99.77  99.77  96.66 85.55 50.00

Yeast 91.46 91.27 8997 8571 80.50 50.00
100 100 100 100 74.55 50.00

Power 98.92 99.00  99.20 9832 9243  50.00
99.00 99.00  95.00 7400 55.00 50.00

arXiv 98.13 98.08 97.911 9479 8437 50.00
. 100 100 99.98  83.09 41.95 50.00

PPI AU(%:1 94.67 94.60 9405 92.86 90.06 50.00
AUCgL‘i” (%) 100 100 100 78.87 31.22  50.00

Column with * shows the values when M4, = M.

Weight quantization: It is another model compression
technique to reduce the size of a model. It changes the
representation of weights to a lower-bit system, thereby
saving memory. It is often used to compress large models,
e.g., LLMs [64]]. We follow the standard weight quanti-
zation method [65] with bit-size = 3. TABLE [E] reports
that AU Cgfu‘:“ remains remarkably above the watermark
threshold (cf. TABLE |3)) after quantization in all the cases,
making GENIE is robust against weight quantization.

TABLE 10. IMPACT OF WEIGHT QUANTIZATION.

Dataset Cele USAir NS Yeast Power arXiv PPI
m 86.93 8834 9659 9146 9892 98.13 94.67
quantization Y 100 100 99.77 100 99.00 100 100
After AUCp, " (%) 8459 8516 97.79 8584 9839 96.07 87.56
quantization AUC;;/[_”:“’ (%) 96.88 9092 99.78 82.25 98.00 81.58 67.95

Before

7A model obtained after 100% pruning is equal to a random classifier.



5.3.5. Fine-pruning. It is a key defense against a backdoor
attack that combines model pruning and fine-tuning. It is
more effective than individual pruning or fine-tuning, which
makes it difficult for the watermark to survive. We start by
pruning a fraction of the smallest absolute weights. Next, we
fine-tune the pruned model with half of D, and evaluate
the pruned+fine-tuned model (i.e., M,q4,) with the other
half. We perform an exhaustive evaluation with pruning
fractions ranging from 0.2-0.8 at a step size of 0.2, which is
followed by one of the four types of model fine-tuning (i.e.,
FTLL, RTLL, FTAL, RTAL). Our rigorous experiments aim
to provide a holistic understanding of GENIE’s robustness
against the fine-pruning technique. TABLEs exhibit
AU Cgf[::;”, AU ngf:” before fine-pruning (in column with
*) and AUCH "4, AUCH*® after fine-pruning with dif-
ferent pruning fractions and fine-tuning methods.

TABLE 11. IMPACT OF PRUNING + FTLL.

Prune Percentage (%)

watermark threshold (cf. TABLE in most cases. We
strongly believe that GENIE is robust against fine-pruning
given that it is failing at only 2 out of 112 cases.

TABLE 13. IMPACT OF PRUNING + FTAL.

Prune Percentage (%)

Dataset No Pruming® 20 40 60 80
Cole  AUCHI (%) 8693 7573 7721 7546 7468
' AUCH = (%) 100 71.87 60.93 7812 6250
Madv
USAir AUCR/tfi (%) 88.34 86.35 8596 86.94 8523
AUC’D“”:” (%) 100 81.49 73.19 7631 63.28
Ns  AUCHetr (%) 9659 9190 8933 88.09 §7.84
AUC{;L‘?‘” (%) 99.77 89.11 84.66 88.66 92.22
AUCMadv (g 91.46 90.48 90.06 89.43 87.45
Yeast Riest
AUC’DW”;” (%) 100 100 100 99.40 81.65
AUCK adv (%) 98.92 97.36  97.39  97.69 96.97
Power Riest
AUCDW""“’ (%) 99.00 88.00 87.00 84.00 67.99
. AUCK adv (%) 98.13 98.78 98.79 98.80 98.48
arXiv Riest
AUC’DW"TZ” (%) 100 5445 48.18 33.05 17.00

PPI AUC’gIFi (%) 94.67 94.02 94.04 9393 93.87

AUCE v (%) 100 78.60 7539 6620 45.36

Dataset No Pruning” 30 20 60 30 Column with * shows the values when M4, = Mym.
Cele  AUCH (%) 86.93 82.01 80.80 78.54 8257
’ AUCH = (%) 100 9375 90.62 81.25 79.68
Mads
Usair  AUCpos (%) 88.34 89.15 88.85 8830 87.93 TABLE 14. IMPACT OF PRUNING + RTAL.
AUCH ™ (%) 100 9121 9042 87.50 69.82
AUCHMadv (%) 96.59 98.49 9822 9755 97.26 Prune Percentage (%)
NS Diest Dataset —
AUCE (%) 99.77 99.77 9888 9755 93.11 - No Pruning™ 20 40 60 80
" AUCE 7 (7%) 91,40 0152 9141 8990 86.64 Cele AUC% v (%) 86.93 69.11 6634 7206 6828
cast AchA’ali- (%) 100 9171 9053 8520 9230 AUCH 2 (%) 100 68.75 6875 7031 75.00
wm . i - i Madv
. AUCH i () 08.92 9938 9930 9891 98.04 USAir AUC% v (%) 88.34 8546 8494 8326 84.50
W qucMaie (g 99.00 99.00 95.00 87.00 72.00 AUCE = (%) 100 6376 6552 6279 4775
Dy : : : : : R
e AUCK (@) 9813 0854 9841 9807 9674 NS AUC% 4o (%) 96.59 7649 79.69 7429 7474
WAV UM (%) 100 8651 8181 5924 3007 AUCK v (%) 99.77 78.00 85.11 78.88 78.88
Dy : : : : Maav
- AVCEi () 9467 9402 9473 9463 9341 Veast AUC% ,} (%) 91.46 8570 8547 8450 82.89
AUCR " (%) 100 9632 8852 7943 5197 AUCp . (%) 100 84.02 928 894 6331
Column with * shows the values when Magy = Moum. Power AUCD, " (%) 98.92 92.87 9233 9192 90.02
AUCE =™ (%) 99.00 63.00 6499 63.00 49.99
Maav
Xy AUC% e;} (%) 98.13 98.02 9801 97.61 9582
AUCK a4 (%) 100 2067 1946 17.99 1393
TABLE 12. IMPACT OF PRUNING + RTLL. Ry
PRI AUCH e (%) 94.67 9292 9279 9245 91.88
Prune Percentage (%) AUCg/llﬁd” (%) 100 4251 4481 46.74 27.08
Dataset No Pruning” 20 70 60 30 Column with * shows the values when M4, = Muym.
Cele  AUCH (%) 86.93 7065 7104 73.56 79.64
’ AUCH = (%) 100 59.37 57.81 6875 8437 54. N hio bi
Usap AUCHet” (%) 8834 8757 8750 88.09 86.59 -4. [Non-ownership piracy
AUCE " (%) 100 82.12 8281 79.58 61.62
NS AUCRH ™ (%) 96.59 98.43 98.18 9774 96.72 A may attempt to follow GENIE to insert his pirated wa-
AUCH = (%) 99.77 96.66 97.55 9622 94.44 termark into a model stolen from O (i.e., M,.,,). However,
Moo . . .
Yeast AUCR (%) 91.46 9072 90.19 88.87  86.24 owing to the robustness of GENIE (as witnessed in § [5.3)),
Madv . . .
jggﬁﬂ? EZO; 9180;)2 32; zz'ig ;Si 3‘7*'2(1) A will not be able to remove O’s original watermark from
Power Diest ©7 : : : e ’ wm. Con ntl nn ri » from M,
AUCH v (%) 99.00 99.00  93.00 91.99 71.00 'A;llf“’ﬁ C{) lseque LY. “ﬁ.ca not ge ve M“dk” Od M“(’Qm
” AUCH (%) 98.13 0854 9841 9807 9674 which solely contains his pirated watermark and not S
S avciaan @) 100 4495 47.04 4831 39.69 original watermark. ) ] )
PPI AUCT = (%) 94.67 0421 9404 9354 9278 GENIE injects watermark into an untrained model while
AUCH adv (%) 100 5941 5142 5316 46.28 A has access to only M,,,,,. In a real-world setting, A can
Dira Yy Muwm g

Column with * shows the values when My, = Moy

We observe the highest drop from AU Cﬁfu‘:’:’ to
AU Cg:lu“”’ when fine-pruning is performed using RTAL (cf.
TABLE , which is expected as RTAL represents the
strongest attack that enables complete fine-tuning of all
model layers. Nevertheless, AU Cgl"d remains above the

still generate his own pirated trigger set (using the method
explained in § 4.T) and train stolen M, on the pirated trig-
ger set to obtain M4, (generally called a pirated model).
Given that training on just the pirated trigger set might
lead to decrease in AU C’{{l:ﬁ’”, A would want to identify
an optimal number of epochs for training with the pirated
trigger set such that M4, has high AUC on both Di.4



and the pirated trigger set. Figure [5] shows the variations in
May’s performance on Dy, Diest, and pirated trigger
set during pirated watermark embedding process across
different numbers of epochs for GCN over NS dataset; cf.
Appendix for other datasets.

10 ‘30 1 ‘ '
o 1 vrﬂwm yﬁumv
0.8 Ll WWWWM%

—— Pirated watermark AUC
0.5 AUC

— Aucye

—-—- Watermark threshold
0.3 ---- Tolerable utility loss

0 50 100 150 200 250 300 350 400
epochs

Figure 5. A representative example of M,q,’s performance trajectory
on Dym, Diest, and pirated trigger set during embedding of pirated
watermark across training epochs.

We see that M ,4,, performs well on Dy, Diest, as well
as on pirated trigger sets around 20" epoch. If O challenges
A to present his model at this point, M g4, will contain A’s
pirated watermark as well as O’s watermark. However, O
can present M,,,, containing only her watermark. Thus,
identifying the true owner will be easy in such a dispute.
We further observe that around 250" epoch, AUCy %
drops below the watermark threshold (cf. TABLE [3), wl;ﬁt
AU CM“d” falls below the tolerable utility loss (i.e., up to
10%; followmg the definition of failure in §5.1) A is willing
to tolerate. Even if .4 chooses to train for even higher epochs
while embedding the pirated watermark, M4, continues
to lose its utility; rendering the M4, useless. Hence, we
take the liberty to claim that GENIE is robust against
piracy attacks (i.e., A cannot fraudulently claim ownership
or fabricate watermark over a pirated model).

5.5. Efficiency

The computational efficiency of a watermarking scheme
is a critical aspect since it directly affects its cost and prac-
tical adoption. We rigorously evaluate the efficiency of GE-
NIE by comparing the time required for the standard model
training with the time needed for watermark embedding
(which includes the time dedicated to generate D). In
practice, the overall computational overhead mainly depends
on the percentage of samples we choose to create D,y,.
If the D,,,, is too big, embedding watermark information
might take longer and even lead to a considerable loss in
utility. On the other side, if D,,,, is too small, it would
be easier for A to remove the watermark (for instance, via
pruning, fine-tuning).

We empirically observed that using percentage of sam-
ples up to 40% is optimal for SEAL, GCN, and GraphSAGE.
It is the same percentage of samples we used in all our
evaluations. TABLE [15] shows the time needed for the stan-
dard model training against the time required for GENIE’s

watermark embedding. Our results indicate that GENIE
has reasonable computational overhead in exchange of the
invaluable IP protection it confers to a model. SEAL over
Yeast dataset consumed the maximum additional training
time, which is only 18.3% more than the standard training
time. Therefore, we argue that GENIE is efficient.

TABLE 15. STANDARD VS. WATERMARK TRAINING IN SECONDS.

Dataset SEAL GCN GraphSAGE
Tstd Twm Tsta Twm Tsta Twm

C.ele 197.073 294.520 8723 11969 9.740 13.650
USAir  197.822 261.690 8.464 11940 9.357 13.694
NS 112.798 138.869 8.933 12365 9.909 14.224
Yeast 576.529 682.085  13.146 15.704 14.008 17.634
Power  270.702 3457792 11.229 14.283 12.130 16.612
arXiv 2009.926 2072.909 64.396 70.534 67.059 75.979
PPI 1048.213  1108.650 23.485 24.500 24.648 26.136

6. Discussion, limitation, future work

Our thorough evaluations show that GENIE satisfies all
the watermarking requirements (cf. §3)), i.e., functionality
preservation (cf. §5.2), Un-removability (cf. §5.3), non-
ownership piracy (cf. §5.4), efficiency (cf. §5.3)), non-trivial
ownership (cf. §4.3), capacity requirement does not apply
to it since GENIE is a zero-bit watermarking scheme, and
we evaluated GENIE on 3 GNN model architectures and
7 real-world datasets for the generality requirement. Given
the salient features of GENIE, especially its efficiency in
accommodating large datasets and performance on diverse
datasets of varying scales and sparsities, we can claim that
GENIE is suitable for real-world applications.

Uniqueness: As discussed in §2.4] the two state-of-the-
art backdoor attacks on LP [42| |43|] are not practical for
watermarking LP task in GNNs. To this end, we implement
GENIE using a backdoor that employs watermark feature
vector (as described in §4.1.1)and §4.1.2)) for watermarking
GNNs without Data Poisoning (i.e., merging Doy, 10 Dyirgin
at each epoch) [37]. As opposed to the conventional data
poisoning-based backdoor attacks [16]], where loss function
remains untouched, we propose two different loss func-
tions (Viz., L¢rqin, Lwm) and a unique method of optimizing
them individually. In particular, we use the gradient update
mechanism described in Eq. [§] for the loss function optl-
mlzatlo Our unique improvements cater to the superior
performance of our proposed watermark injection method.

Stealthiness: A crucial requirement for a watermarking
scheme is its evasiveness to detection. §5.2] demonstrates
that Mjean and M, are indistinguishable in terms of
their behavior on Dy, proving the stealthiness of GENIE.
The behavior of these models differs only on D,,,. It is
worth highlighting that only O has access to D,,,, while it
is computationally infeasible for A to guess the trigger set.

8When using the conventional data poisoning technique to inject Dy,
we observe AU C wm only up to 25% for arXiv and PPI datasets.
However when usmg "r = Litrain + Lwm, wWe observe a drop from
AUC Lle‘”‘ to AUCM“’T of upto 7%. Fmally by updating our gradi-

| we observe a drop from AUC’ ”e‘“‘ to AUCM“’m only

est
upto 2% while maintaining AUC’Ml:nm close to 100% in most cases.

ents via Eq



Limitation: Despite extensive empirical evaluations of
GENIE in our study, GENIE does not currently have the
theoretical guarantees required to ensure that the watermark
will not be removed by any new attack in the future.
Nevertheless, we present a competitive ownership demon-
stration scheme that statistically guarantees FPR and FNRE]
of GENIE to be less than 1076,

Future work: We will evaluate GENIE with more GNN
architectures to further ensure its generalizability. In this
paper, we consider LP in a transductive setting, which is
considered as the default setting for LP task. In the future,
we will extend GENIE to an inductive setting. Finally, all the
graphs considered in this work are static. In the future, we
will explore the applicability of GENIE to dynamic graphs.

7. Conclusion

Despite the tremendous success of GNNs in learn-
ing graph-structured data, protecting trained GNN models
from model-stealing attacks is a critical issue. Existing
GNN watermarking schemes focus either on node or graph
classification tasks. In this paper, we propose GENIE, a
backdoor-based watermarking scheme for GNNs tailored
to LP task. We design GENIE for node representation-
based and subgraph-based methods of LP. Our extensive
evaluations show that GENIE is functionality-preserving. At
the same time, GENIE is robust against state-of-the-art back-
door defenses and model extraction attacks. The statistical
guarantees given by the ownership demonstration process
confirm a close to zero probability of misclassification in
GENIE. We hope our work sets new research directions and
benchmarks in the domain of model watermarking.
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Appendix |A| provides further details on our experiment
setup. Appendix [B] elucidates the statistical guarantee of
the non-trivial ownership requirement of watermarking in
GENIE. Appendix |C] explains our watermark threshold cal-
culations. Appendix [D] lists additional results for GENIE
on GraphSAGE, SEAL, and GCN. Appendix [E| presents
GENIE’s performance on three additional datasets.

Appendix A.
Further details on our experiment setup

We use a learning rate of 0.0001 for SEAL and 0.001 for
GCN and GraphSAGE. Both L;;.4;, and L., use the same
loss function (i.e., negative log likelihood) and optimizer
(i.e., Adam) with the same learning rate. TABLE E] lists
our watermarking rate for each dataset and respective model.

TABLE A.l. WATERMARKING RATE (%) USED IN OUR EXPERIMENTS.

Dataset Cele USAir NS  Yeast Power arXiv PPI
GCN 10 15 10 4 5 4 4
GraphSAGE 10 15 10 4 5 3 4
SEAL 30 30 35 20 40 -

Appendix B.
Statistical guarantee of non-trivial ownership
in GENIE

The values of AUC’%’LC;”" and AU Cﬁfyfn’" are given
for n = 10 different M e, and (Dyrm, Mym) in TA-
BLE (for SEAL), TABLE [B.2] (for GCN), and TA-
BLE (for GraphSAGE). The corresponding p-values
are also mentioned. For each dataset and architecture, the
p-value is observed to be below the significance level,
ie, 1 — 7 = 0.05. Therefore, we reject Hy for each
architecture and dataset as described in §4.3]


https://pytorch.org/blog/quantization-in-practice/
https://mattmahoney.net/dc/text.html
https://mattmahoney.net/dc/text.html

TABLE B.1. NON-TRIVIAL OWNERSHIP RESULTS FOR SEAL.

Dataset  Model (M) AU O%’L . (%) p-value
Cele Miean 38.63 25.60 2370 28.72 2248 2329 2039 2262 2683 2497 0.000
. wm 7658 77.19 7732 7891 7872 77.69 7824 7739 7824 77594 ’
USAir Miean 8.00 6.97 5.88 7.10 7.61 7.92 6.92 8.72 7.72 8.79 0.000
Muwm 9401 9402 94.65 9359 93.81 9517 9539 94.13 9408 94.14 .
NS Mican 341 1.73 2.25 2.57 1.91 1.72 2.04 2.50 3.70 2.10 0.000
Mum 98.66 98771 9875 98.68 98.65 98.73 98.69 9872 98.73 98.73 :
Yeast M iean 1437 673 1249 1554 10.21 8.03 423 4005 5.02 10.72 0.000
wm 9750 98.02 98.09 97.75 97.83 9721 9747 97.15 9787 97.96 ’
Power Miean 13.64 1946 18.60 12.09 15.09 12.01 1248 12.69 2946 12.25 0.000
wm 88.28 8831 88.33 8827 8825 8824 8828 8826 8331 88.32 ’
arXiv Mican 7.04 2.38 3.09 2.16 3.43 4.98 7.95 6.72 2.61 5.73 0.000
Mum, 9798 9788 98.18 9826 9794 98.08 9836 9833 98.30 98.23 :
PPI Miean 9.96 12.76  9.68 12.09 9.90 1535 1044 1389 1199 26.02 0.000
Mowm 83.81 8381 8451 8278 8625 83.82 8494 8423 8193 86.81 ’
TABLE B.2. NON-TRIVIAL OWNERSHIP RESULTS FOR GCN.
Dataset  Model (M) AUCE" (%) p-value
Cele M ican 4.00 7.82 0.00 0.00 13.85 0.44 7.14 2.04 11.77 31.36 0.000
’ Mauym 100.00  99.89  100.00 100.00 100.00 99.78 100.00 100.00 99.86  98.82 ’
USAir M ican 31.48 19.20 13.64 16.18 20.16 13.55 33.48 1427 13.13 29.94 0.000
Mum 100.00  100.00 100.00 99.91 100.00 9996 99.83 100.00 100.00  99.78
NS Mican 0.00 3.40 11.76 4.33 0.00 6.93 15.22 13.57 5.25 40.74 0.002
wm 82.00 9444 100.00 9931 98.78 97.65 97.75 98.75 98.75 97.84 ’
Yeast M ican 18.34 16.53 1333 0.00 18.93 27.81 18.34 12.88 10.06 18.80 0.000
wm 100.00 9959 100.00 100.00 100.00 99.74 100.00 100.00 100.00  100.00 '
Power Miean 10.07 0.00 0.00 3.56 7.69 0.00 0.00 22.31 2.55 30.79 0.000
9896  98.00 9444 100.00 9290 9844  99.22 9752 9847  100.00 ’
arXiv M ican 2.26 1.24 2.91 1.09 1.58 2.08 1.72 1.45 1.26 6.67 0.000
wm 100.00  99.99 100.00 100.00 100.00 99.99 100.00 99.98 100.00  100.00 ’
PPI Mican 8.07 8.96 5.78 4.48 6.94 6.18 4.17 5.28 10.85 22.14 0.000
wm 100.00 100.00 100.00 99.98 9996  100.00 100.00 100.00 99.97 99.96 '
TABLE B.3. NON-TRIVIAL OWNERSHIP RESULTS FOR GRAPHSAGE.
Dataset ~ Model (M) AUC Dwrn (%) p-value
Cele M iean 7.63 3.32 9.57 12.40 2.22 25.78 7.62 12.93 13.67 15.38 0.000
’ wm 99.88 99.86  99.61 99.59 99.78  100.00  99.61 99.55  100.00  100.00 ’
USAir M ican 8.57 5.78 7.43 3.78 11.09 3.86 18.38 7.64 20.85 25.00 0.000
wm 9990 100.00 100.00 99.96 100.00 100.00 100.00 100.00 100.00  100.00
NS Mican 9.34 16.44 19.66 7.76 28.39 11.25 18.00  21.28 17.46  25.00 0.000
Muwm, 91.52 99.11 97.16  96.95 97.31 96.50 89.75 97.68 96.28 97.62 ’
Yeast M ican 0.00 18.00  20.14 31.00 2347 7.96 0.00 18.37 1224 40.62 0.007
Muwm 100.00 100.00 100.00 100.00 100.00 100.00 100.00 100.00 100.00  100.00 '
Power Miean 0.00 2.00 30.56 2.47 3.56 0.00 0.00 15.00 1200  25.00 0.000
Muwm, 97.53 9200  97.57 96.30 9444 97.53 96.28 9350 98.00 9297 ’
arXiv M ican 0.00 2.00 30.56 2.47 3.56 0.00 0.00 15.00 1200  25.00 0.000
wm 97.53 9200 9757 9630 94.44 97.53 96.28 9350 98.00 92.97 ’
PPI Mican 23.12 12.98 16.74 3.12 9.58 492 7.46 4.39 17.12 25.00 0.000
wm 100.00 100.00  99.90 99.97 99.89 100.00 99.97 100.00 100.00 99.83 '

Appendix C.
Calculating watermark threshold

The watermark thresholds can be set either empirically
or using statistics. We want to ensure a low FPR and
FNR using statistical analysis. Therefore, the calculation of
thresholds is not obvious given the non-normality of the
sample data — AUC’MCZC‘”‘ and AUC’MWm There is also
a dearth of the sample data as training multlple models is ex-
pensive. If there was no dearth, using the standard bootstrap
hypothesis testing [66] would suffice to set the threshold. A
direct application of standard bootstrap hypothesis testing
would give thresholds marginally above, and i 1n some cases
even below the maximum of the different AU C clean g due

to the evident discreteness of the sample data. Th1s estimate
of the threshold can be used, but is prone to outliers specific

to the sample data. We tackle this problem by drawing
inspiration from the SBA [48]].

The Bootstrap deals with data scarcity by resampling
from the sample data multiple times and calculating the
statistic based on this resampled data. Essentially, the Boot-
strap is trying to capture the distribution of the statistic by
resampling. SBA also does the same, but by resampling
from a Kernel Density Estimate (KDE) [67] of the sample
data instead of the sample data itself. This allows for values
that are not in the sample data to be in the resampled data,
making the Bootstrap smooth. We take inspiration from this
and set our thresholds as follows:

1) Estimate the probability distribution of the sample data
using KDE, with bandwidth set according to Silver-
man’s rule of thumb [53].



2) Approximate the population’s probability distribution
by substituting it with the estimated probability distri-
bution of the sample data.

3) Draw n samples from the population’s probability dis-
tribution.

4) Find a threshold ¢ such that the number of false posi-
tives and false negatives are minimized.

If a threshold is found such that the FPR and FNR is 0
across multiple runs of our simulation, a statistical guarantee
can be given that FPR and FNR are both less than n~!
Figure [C1] plots the distribution of the data from TABLE 2]
and calculates SEAL’s watermark threshold on the Yeast
dataset. We use n = 10% to ensure FPR and FNR to be less
than 1076,

=] u=f0

o p=0
- AGCHeem
S AUCMLW

we=1274219 17608, -97 69037

Figure C.1. Population distribution of AU C’MC“”m and AUCH M“’m along
with the corresponding watermark threshold ¢ with n = 106. & and B
denote the FPR and FNR, while p. and p., denote the populatlon mean
of AUCH! e and AUCM“”"

Appendix D.
Additional results

Here, we present further results demonstrating the ro-
bustness of GENIE. Appendix [D.]] lists the results when
watermarking was applied to the GraphSAGE model while
Appendix [D.2] covers the results for the SEAL model. Here,
we highlight the value of AU C *dv in red if it dropped
below the watermark threshold (ment1on in TABLE [3).
Appendix [D.3] presents additional results for non-ownership
piracy test.

D.1. Robustness of GraphSAGE

TABLE:s [D.TD.9] present results for different robustness
tests for the GraphSAGE model.

TABLE D.1. IMPACT OF MODEL EXTRACTION. THE ARCHITECTURE OF
M dw IS THE SAME AS Myym, 1.E., GRAPHSAGE.

Dataset Cele  USAir NS Yeast Power  arXiv PPI

Before model AUCM“"' (%) 8646 9189 9435 9044 9123 9940  94.57
extraction AU CM“"‘ (%) 100.00 100.00 99.77 100.00 99.00 100.00 100.00
After soft 4U("M:f° (%) 8669 9275 9250 90.70 9329  99.41 94.68
extraction AU()‘;,“"; (%) 100.00 7633  96.66 100.00 9500 9542  100.00
After hard T 85.65 9020 89.74  90.94  90.86  99.28  94.28
extraction 95.31 5621 93.11 100.00 91.00 9503  100.00

TABLE D.2. IMPACT OF KNOWLEDGE DISTILLATION.

Dataset C.ele USAir NS Yeast Power  arXiv PPI
Before ~ AUCH™™ (%) 8646 9189 9435 9044 9123 9940 9457
distillation AUCM“ " (%) 10000 100.00 99.77 10000 99.00 100.00 100.00
After AUC; ‘4 (%) 8737 9231 8889 90.55 9130 99.48  94.79
distillation AUCM““ (%) 8125 5030 7178 98.82  90.00 89.44  100.00
TABLE D.3. IMPACT OF MODEL FINE-TUNING.
Dataset ] ] Fine-tuning Method
No fine-tuning® FILL RTLL FTAL RTAL
C.ele AUC?,/:"”; (%) 86.46 88.92 84.37 82.75 76.51
AUCM‘”“ (%) 100.00 100.0 92.19 8594  90.62
USAir AUCM‘”“ (%) 91.89 90.63 90.27  90.29 88.47
AUCM‘““ (%) 100.00 100.0 97.63 98.22  86.39
NS Achfgi" (%) 94.35 93.63 93.31 9131 89.71
AU(‘M““ (%) 99.77 99.33 98.44 8422 80.22
Yeast AUcAj;g,v (%) 90.44 9037 8971 8398 8589
AUCM"”‘ (%) 100.00 100.00 100.00 99.41 99.41
Power AUCQT“;’ (%) 91.23 94.34 94.12 92.16 89.16
AUCM‘”“ (%) 99.00 99.00 93.00 59.00 51.00
arXiv Achj;_g; (%) 99.40 99.46 9931 9943  99.26
AUCM'”” (%) 100.00 99.88 69.14 19.66 16.58
PPI AUCQ’:“;’ (%) 94.57 94.73 93.96 9393 92.54
AUCM‘”“J (%) 100.00 100.00  100.00 39.67 52.07
Column with * shows the values when Madv = Muwm.
TABLE D.4. IMPACT OF MODEL PRUNING.
aoe (0
Dataset No Pruning” ZP(;'“UE Per:gmdoe (6/1(])) 80 100
Cele AU Cg’j“d; (%) 86.46 86.31 8559 83.50 76.10 50.00
AUC/‘:}":” (%) 100.0 100.0 100.0  100.0 79.68 50.00
USAir AUCé\,jj:‘;’ (%) 91.89 91.90 91.83 91.73 88.71 50.00
AUCK v (%) 100.0 100.0  100.0 100.0 9585 50.00
NS AUCM‘“‘" (%) 94.35 94.26 9442 9355 86.64 50.00
AU(*M‘““’ (%) 99.77 99.77  99.77 98.44 86.88 50.50
Yeast AUCgfjj;' (%) 90.44 90.30  89.86 88.33 75.85 50.00
AUCM‘“" (%) 100.0 100.0 100.0  100.0 66.86 50.00
Power AUCM‘“‘" (%) 91.23 91.16  91.08 89.72 79.45 50.00
AUCM‘““ (%) 99.00 99.00  99.00 97.00 93.00 50.00
arXiv AU(";“‘“ (%) 99.40 99.40 99.35  99.00 9391 50.00
AUCH * (%) 100.00 100.00  100.00 6525 52.67 50.00
PRI AUC”jfj; (%) 94.57 94.57 9423 92.84 83.62 50.00
AUC;\,Aufg‘“’ (%) 100.00 100.00  100.00 99.90 21.12  50.00
Column with * shows the values when Myay = Mouym.
TABLE D.5. IMPACT OF WEIGHT QUANTIZATION.
Dataset C.ele USAir NS Yeast Power arXiv PPI
Before AUCTT™™ (%) 8646 9189 9435 9044 9123 9940 9457
quantization  AUCA™™ (%) 100.00  100.00 99.77 100.00 99.00  100.00  100.00
After 4@(*“%11 (%) 83.09 91.09 9223 89.98 9149 9727  92.69
quantization AUCM”‘ (%) 10000 100.00 98.89 100.00 99.00 73.80  98.26




TABLE D.6. IMPACT OF PRUNING + FTLL. TABLE D.9. IMPACT OF PRUNING + RTAL.

Prune Percentage (%) Prune Percentage (%)

Dataset No Pruning® 20 40 60 80 Dataset No Praning” 20 40 60 80
Coele AUC%::‘L“ (%) 86.46 8921 8873 8750 8759 Cele  AUCH (%) 86.46 8278 8311 8120 79.62
AUCH " (%) 100.00 10000 10000 100.00 87.50 ’ AUCH = (%) 100.00 9219 8281 79.69 73.44
Usair  AUCR (%) 9190 88.66  87.99  87.15 8560 Usair AUCHet (%) 9189 8866 8799 8715 8560
AUCp,2" (%) 100.0 1000 1000 1000  88.16 1 AUCH i (%) 100.00 8520 81.06 7218 49.11
NS AUCy, } (%) 9435 8845 88.06 8672 77.80 - AVCHeis (%) 9435 9263 9131 9l71 8810
ﬁgg%zu EZU’; 33'11 33;2 gzii 2332 2:;; AUC%GT:“ (%) 99.77 9177 85.55 9622 82.44
Y aueHi @y 1000 1000 100.0 9881  67.45 Yeast iggﬂa; EZ”; 19(?(;4(;10 zg'gg 22;2 2‘;:2 3?33
Power AUC%::: (%) 91.23 9438 9420 9425 9237 AUclewamdv (;) o123 2895 8840 §179 8260
AUCH ™ (%) 99.00 99.00  99.00  99.00  83.00 Power R, ; 9,00 005 3600 4300 6299
ixie | AUCKU@ (@) 9940 9945 9942 9933 9856 2y (%) : 2099 36.00 43. ‘
AUCH = (%) 100.00 98.54 8171 2561 1929 arXiv AUC%L‘;C’ (%) 99.40 99.25  99.25  99.15 98.83
PRI AUCg/::Fd;/ (%) 94.57 94.74 94.61 94.36 91.92 AUC?Awa’iL (%) 100.00 15.27 14.50 9.29 4.65
AUCH " (%) 100.0 100.0  100.0 8448  57.66 PPI AUCE, @2 (%) 94.57 9262 9226 9199 9051
Column with * shows the values when Maq, = Muwm. AUC};A;‘T:“ (%) 100.00 48.57 41.05 50.87 36.17
Column with * shows the values when M4, = Mym.
TABLE D.7. IMPACT OF PRUNING + RTLL. D.2. Robustness of SEAL
Dataset ] Prune Percentage (%) .
No Pruning™ 20 40 60 80 TABLEs present results for different robust-
Cele AUC%::;’ (%) 86.46 8431 8456 8496 8555 ness tests for the SEAL model.
AUCHd (%) 100.00 9219 87.50 8593 65.62
M
USAir AUC%::V (%) 91.90 90.39 9071 9025 88.48 TABLE D.10. IMPACT OF MODEL FINE-TUNING.
AUCE = (%) 100.00 97.04 97.04 9408 68.63
NS AUCE =1 (%) 9435 93.07 9332 93.17 90.82 Dataset __Fine tuning Method
AUC?/;?,:“ (%) 99.77 098.44 98.88 98.88 90.44 - No fine-tuning FTLL RTLL FTAL RTAL
Veast  AUCH " (%) 90.44 89.67 8949 8938 88.64 Cele AU c%m (:7") 88.50 89.88  90.07 8821 88.88
AUCK v () 100.0 1000 1000 9644 70.41 AVCpy () 84.27 84.30 84.16 8347 8394
Power AUC%::;’ (%) 91.23 9402 9398 9377 89.57 USAir ig ggh EZ; 2222 322(1, gfg; gfgg zzgi
I o . . " ' ' fad ) . . . :
N i T e
arkiv R, b 100.00 395 5497 371 1oas AUCH ™ (%) 98.77 9877 9878 9744 5826
Dy : : : : i Yeast  AUCH ™ (%) 97.06 97.05 97.14 9635 9607
ppr AUCH (%) 94.57 9394 9376 9348 90.09 AUCK v () 96.34 9635 9549 9473 9195
AUCE 20 (%) 100.0 1000 98.89 93.02 49.67 N AUCH v (%) 85.64 8731 8749 8420 83.08
Column with * shows the values when Mgy = M- ower AUC{;?}?' %) $8.78 3878 8865 5704 1836
Column with * shows the values when M4, = Muym.
TABLE D.8. IMPACT OF PRUNING + FTAL.
TABLE D.11. IMPACT OF MODEL PRUNING.
Dataset . Prune Percentage (%)
o No Pruning 20 40 60 80 Datacer Prunc Percentage (%)
Cole  AUCH (%) 86.46 8278 8311 8120 79.62 No Pruning® 20 40 60 80 100
AUCH > (%) 100.00 96.87 7343 8593 6875 Cole  AUCHIE (%) 88.50 8863 8360 8848 8793 500
Usair  AUCHcv (%) 9189 8929 8963 8875 89.27 AUCHED () 8427 897 8393 8409 8317 500
AUcﬁi:” (%) 100.00 96.44  94.08 90.53 59.76 USAir AUCE, 2 (%) 95.66 95.61 9581 9553 9525 50.0
NS AUCg/:;L:{tU (%) 94.35 92.63 91.31 91.71 88.10 AUC;X\;;T:“ (%) 92.35 9231 9224 9140 91.56 50.0
AUCKEd () 9977 0177 8555 9622 8244 NS Avcy, fj (%) 98.61 9852 9797 9559 8469 500
Yt AUCpl (0 S04 926 B0 84T €712 TR (97069708 9714 9656 9681300
ﬁggﬁui (Zo) 19010'2030 Zg?é 19020;?80 2;'?2 gf'zz Yeast AUCE’EE:E{” (%) 96.34 9633 9627 92.66 9337 50.0
Power R, (0/”) 99.00 800 5800 6700 4000 Power AUG;%;::’: (%) 85.64 8523 8468 83.80 4549 500
Dy o) . : - : : AUCK = (%) 88.78 88.63 8798 7688 7899 500
arXiv AUCE,“% (%) 99.40 9942 9941 9939 99.24 Column with * shows the values when Magy = Mum.
AUCL = (%) 100.00 19.64  17.62 1571 542
PP AUCHK 4 (%) 94.57 9379 9390 93.64 93.06

AUCH et (%) 100.00 4095 3516 17.44 2240

Column with * shows the values when Moz = Mum. TABLE D.12. IMPACT OF WEIGHT QUANTIZATION.

Dataset Cele USAir NS Yeast  Power

Before — AUCH™™ (%) 8850 9566 98.61 97.06 85.64
quantization  AUCL'wm (%) 8427 9235 9877 96.34 88.78
After AUCEi (%) 8434 9197 9842 9097 8058

Diest

quantization  AUCptede (%)  80.32 8748 7637 91.10  87.61




TABLE D.13. IMPACT OF PRUNING + FTLL.

Prune Percentage (%)

D.3. Further results for non-ownership piracy

Due to the page length limit, we could only include
results for one dataset for non-ownership piracy test in the
main text. Now, we present the results for the other datasets

in Figure [D.T]
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Dataset No Pruming® 20 40 60 80
C.ele AUC;D\;’::: (%) 88.50 89.82 90.05 89.83 89.41
AUCQ’,E:“ (%) 84.27 83.99 8397 84.13 83.24
USAir AUCgf;‘j:’ (%) 95.66 9372 9390 93.33 93.09
AUC%";” (%) 92.35 9243 9231 9143 91.59
NS AUC%;’::;’ (%) 98.61 98.35 98.05 95.74 88.73
AUCQ&:“ (%) 98.77 98.76  97.60 97.40 92.36
Yeast AUC,/;’fjj:’ (%) 97.06 97.03 97.11 96.88 96.61
AUC;DVLT’ (%) 96.34 96.33  96.27 92.75 93.18
Power AUC;;;I::;’ (%) 85.64 87.47 87.08 8620 53.21
AUle;fU‘jj‘” (%) 88.78 88.63 8796 7697 65.68
Column with * shows the values when M4, = Muym.
TABLE D.14. IMPACT OF PRUNING + RTLL.
Dataset No Pruning”® Prun;OPercenTOg : (%)60 80
Cele  AUCH™™ (%) 88.50 90.10 9026 9029 89.77
AUC%"TZ” (%) 84.27 84.03 8394 8421 8342
USAir AUC;D\;’::: (%) 95.66 93.17 93.39 93.34 9292
AUCQ’L“;“’ (%) 92.35 91.60 91.05 9045 90.52
NS AUCgf;‘jf (%) 98.61 98.26 98.01 96.48 93.81
AUC%"T'Z” (%) 98.77 98.73 98.02 9195 54.30
Yeast AUC;D\;’::;’ (%) 97.06 97.11 97.17 96.88 96.62
Achfu‘jf“ (%) 96.34 9541 9543 91.17 92.36
Power AUCE ™ (%) 85.64 8744 8724 8656 8125
AUC;DVLT’ (%) 88.78 88.48 87.85 7394 2201
Column with * shows the values when Maay = M.
TABLE D.15. IMPACT OF PRUNING + FTAL.
Prune Percentage (%
Dataset No Pruning® 20 20 ( )60 80
C.ele AUC;D\;’::: (%) 88.50 88.38 88.42 89.07 89.45
AUC,/;’E“ (%) 84.27 83.09 8338 82.60 82.66
USAir AUCgf;‘j:’ (%) 95.66 93.02 9278 9322 9250
AUC%";” (%) 92.35 91.80 91.70 91.31 90.38
NS AUC%;’::;’ (%) 98.61 99.12  99.25 9891 98.06
AUCQ&:“ (%) 98.77 96.77 9093 31.87 6.04
Yeast AUC,/;’fjj:’ (%) 97.06 9639 96.41 9627 95.99
AUC;DVLT’ (%) 96.34 95.00 9423 93.56 94.39
Power AUC;;;I::;’ (%) 85.64 84.56 8420 83.41 8235
AUle;fU‘jj‘” (%) 88.78 6632 86.24 49.40 15.61
Column with * shows the values when M4y, = Muym.
TABLE D.16. IMPACT OF PRUNING + RTAL.
Prune Percentage (%
Dataset No Pruning” 20 20 ( )60 30
Cele  AUCH™™ (%) 88.50 88.86 8371 8854 8875
AUC;;L“,J'” (%) 84.27 83.73 83.80 8373 82.76
USAir AUCgf:i” (%) 95.66 9250 9244 9232 9230
AUCH = (%) 92.35 88.25 88.18 87.87 86.83
NS AUC{;;‘::‘; (%) 98.61 98.96 98.82 9834 97.87
AUC;JMA“;" (%) 98.77 5580 4297 2032 503
Yeast  AUCp % (%) 97.06 9593 9595 9592 9503
AUCQ/;“':” (%) 96.34 92.69 93.34 9299  92.92
Power Achjji” (%) 85.64 8271 8270 8276  82.63
AUC;;/:I:T“’ (%) 88.78 16.03 1356 11.73 12.97

Column with * shows the values when Maqp = Muym.
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Figure D.1. Non-ownership piracy test for GCN model on different datasets.

Appendix E.
GENIE’s performance on additional datasets

We have conducted a preliminary testing on 3 ad-
ditional datasets of varying sizes, i.e., ogbl-collab [68]],
Wikipedia [69], and Router [70]. ogbl-collab is an author
collaboration network with 235,868 nodes and 1,285,465
edges. Wikipedia dataset has 4,777 nodes, 184,812 edges,
and 40 attributes. Router is a router-level Internet network
dataset with 5,022 nodes and 6,258 edges.

TABLE shows AUCp'“eon AUCyp'™™, and

AU Cé/l‘uj’:". We observe that GENIE could successfully wa-
termark the model with minimal utility loss, which indicates
that GENIE satisfies functionality preservation requirements
on these datasets as well. We keep further testing (e.g.,
robustness tests, efficiency tests) of GENIE on these datasets
as part of our future work.



TABLE E.1. WATERMARK VERIFICATION PERFORMANCE (AVERAGE OF 10 RUNS) OF GENIE ACROSS 3 MODEL ARCHITECTURES AND 3 ADDITIONAL

DATASETS.
Dataset SEAL GCN GraphSAGE
AUCTTlean (%) AUCET™™ (%) AUCHwm (%) | AUCHlean (%) AUCKwm (%) AUCETm (%) | AUCTTlean (%) AUCHwm (%) AUCHm (%)
Router [70 95.68 95.86 96.22 96.75 96.53 95.23 92.85 96.27 95.44
ogbl-collab [681 95.56 95.17 99.92 96.39 100.00 95.71 96.94 100.00 95.79
Wikipedia [69 91.12 91.13 84.72 92.09 9021 99.58 9324 9291 100.00
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