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ENTROPY BOUNDS FOR GLASS NETWORKS

BENJAMIN W. WILD* AND RODERICK EDWARDST

Abstract. We propose that chaotic Glass networks (a class of piecewise-linear Ordinary Dif-
ferential Equations) are good candidates for the design of true random number generators. A Glass
network design has the advantage of involving only standard Boolean logic gates. Furthermore, an
already chaotic (deterministic) system combined with random “jitter” due to thermal noise can be
used to generate random bit sequences in a more robust way than noisy limit-cycle oscillators. Since
the goal is to generate bit sequences with as large a positive entropy as possible, it is desirable to
have a theoretical method to assess the irregularity of a large class of networks. We develop a proce-
dure here to calculate good upper bounds on the entropy of a Glass network, by means of symbolic
representations of the continuous dynamics. Our method improves on a result by Farcot (2006), and
allows in principle for an arbitrary level of precision by refinements of the estimate, and we show that
in the limiting case, these estimates converge to the true entropy of the symbolic system correspond-
ing to the continuous dynamics. As a check on the method, we demonstrate for an example network
that our upper bound after only a few refinement steps is very close to the entropy estimated from
a long numerical simulation.
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1. Introduction. A number of designs for intrinsically chaotic free-running elec-
tronic circuits have been described, most famously the Chua circuit [14, 26, 32], but
other designs [4, 24, 34, 38] have been proposed. Some of these may be good choices
for designs of both Pseudo-Random Number Generators (PNRGs) and True Random
Number Generators (TRNGs). While TRNGs, unlike PRNGs, depend on the thermal
noise always present in electronic circuits to randomly perturb their dynamics and
thus allow the extraction of random bit sequences, designs based on limit cycle oscilla-
tors [23, 36] are subject to hacking, by, for example, frequency injection attack [2, 30]
or other methods [31]. A circuit that would display chaotic behaviour even in the
absence of thermal noise makes entrainment more difficult, and thus makes it more
difficult for a hacker to disrupt security by eliminating or reducing the randomness.

A number of circuit designs have been proposed to implement this idea [5, 25,
34, 35, 37]. The design proposed in [12] has the advantage of using only standard
Boolean logic gates, which also means that it can be described by a Glass network.
Indeed, a class of possible designs for random number generation are Glass networks
that have already been shown to be chaotic, or at least to have an aperiodic attractor.
Glass networks are a class of piecewise-linear systems of ordinary differential equations
(ODESs), which were originally proposed as qualitative models of gene regulation [9, 16,
17, 18, 19, 20, 21], but have also been implemented in electronic circuitry [12, 22, 29]
where the sharpness of the switching between high and low states makes the model a
more accurate approximation of such circuit behaviour than of typical gene networks
where switching may not be so steep. Demonstration of chaotic, or at least aperiodic
behaviour in low-dimensional examples of such networks has been shown in several
ways [6, 7, 8, 27, 33].

Entropy is one measure of randomness in a chaotic dynamical system [1]. Tt is
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particularly relevant in the context of TRNGs, since the objective in that situation
is to generate sequences of bits with positive entropy. For Glass networks, entropy
estimates have been discussed by Glass et al. [10] and more rigorously by Farcot [11].
Farcot obtains an upper bound on entropy of the dynamics of a Glass network, by
means of the entropy of a Transition Graph (TG) associated with the equations. The
TG captures the transitions between states (rectangular regions of phase space, called
bozes) that are allowed by the structure of the equations. The topological entropy of
this TG is shown, using a corresponding symbolic dynamics, to be an upper bound
for the actual dynamics of the network. However, it is often not a very sharp upper
bound, since the TG typically allows a great many more transitions than actually
occur in a trajectory of the differential equations, especially if the latter is restricted
to an attractor (i.e., ignoring any transient behaviour), which is the pertinent object
for the behaviour of a circuit acting as a TRNG.

Here we show how Farcot’s approach to producing an upper bound on entropy for
a Glass network can be improved, in some cases dramatically improved, by taking into
consideration more information about the actual dynamics of the network. As a first
step, the TG can be pruned to remove transitions that do not occur on the attractor
of interest. Periodic attractors in Glass networks can often be identified directly, and
proven to exist and to be asymptotically attracting. Of course, they must have zero
entropy, but one can also sometimes prove that no such stable periodic orbit exists. A
trapping region on a wall between boxes, serving as a Poincaré section, can often be
identified, even when there is no stable periodic orbit, which restricts trajectories to
a certain subgraph of the TG. Furthermore, it is often possible to refine the entropy
estimate further by identifying sequences of cycles on the Poincaré section that do
not occur, and thus correspond to forbidden blocks in the corresponding symbolic
dynamics. We use a particular Glass network as a test example throughout, but the
methodology is applicable to the entire class of networks considered.

In Section 2, we introduce briefly Glass networks and the analysis of their dy-
namics, mainly following the notation of Farcot [11]. In Section 3 we outline Farcot’s
proof that the entropy of the TG is an upper bound for the entropy of the network
dynamics. Then in Section 4 we adapt this approach to show how an improved upper
bound may be obtained. In Section 5 we apply this analysis to a particular Glass
network, and show how further refinements can be made in Section 6. Finally, in
Section 7 we show by means of numerical simulations how much closer our upper
bound is to numerical estimates of entropy than the entropy based on the entire TG.

2. Glass Networks. Glass networks are of the form
(2.1) &t =—-Ax+T(x)

where © € R™, A € R" ™ is a positive diagonal matrix with diagonal entries \;,
i=1,...,n,and ' : R® — R"™ is constant on rectangular regions of phase space
defined by thresholds, as detailed below. The following background on the structure
and analysis of Glass networks closely follows Farcot [11] since this work builds upon
what is discussed there.

Since I' is bounded, the flow is also bounded. The dynamics of interest occur
within the n-dimensional rectangular region

o Ly(x)
u=T10o ms {57 ]

which is positively invariant. The flow from any (non-negative) initial point outside
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U must flow into it and cannot then escape. Note that in Farcot [11], U is defined
as [0,1]™, but this would only be true after a normalization that we do not make.
Since A is a constant diagonal matrix, Equation (2.1) only describes systems with
linear degradation rates. Thus, we do not here include systems with coupling in the
degradation term. U is partitioned by the discontinuities present in the coupling term,
I'(z), which is constant on bozes, n-dimensional rectangular regions that are products
of bounded intervals. Thus, in each box Equation (2.1) is a first order linear system.

The discontinuities of I' define the boundaries between boxes in phase space,
which are referred to as walls. The set of threshold values (discontinuities of I') are
denoted by ©; = {0; ;|j € {1, ...,p;}} for each coordinate z; of z. Like Farcot [11], we
will assume that the sets ©; are ordered 6,1 < 6;2 < ... < 0;,,. Boxes can then be
written as

(2-2) B, = Bal--.an = H[ai,amoi,aﬁl]
i=1

where a belongs to the finite set

n

(2.3) A=TJ{L.pi}-

i=1

Since the subscript a uniquely determines a box, A defines an alphabet of symbols
that will later be used in symbolic dynamical systems that qualitatively describe the
dynamics of System (2.1). Since I' is constant on a box, it will also be convenient
later to consider the mapping T as " : A — R™. (While T" should really be considered
as the composition of a map from R™ to A and a map from A to R™, it will not cause
confusion to abuse notation and refer to the latter map as I'.)

Equation (2.1) can be solved within a given box B,, where I is a constant vector
and the system is first order linear, to give:

(2.4) a(t) = f+e M(@(0) - f)

where f = [y1/\1, ..., fyn/)\n]—r is referred to as a focal point for the box B,. The flow
is clearly attracted towards f (in each variable). If f € B,, f is an asymptotically
stable steady state. Otherwise, before the trajectory can reach f, it will intersect a
wall between B, and another box. If the wall is crossed then I' takes a new constant
value (in general) and the trajectory continues. The boundary of B, is formed by k-
faces that are k-dimensional rectangles where k € {0,...,n — 1}. When the trajectory
crosses an (n — 1)-dimensional face (a wall) there is at most one adjacent box the
trajectory can continue in, and so the value of I' is unambiguous, unless the flow is
towards the wall on both sides. In the latter case (a black wall), the wall is not crossed.
Rather, the subsequent flow is constrained to the wall, and we need either Filippov
theory for discontinuous systems, or singular perturbation theory to determine the
flow. If the trajectory crosses a face that has dimension less than n—1 there are several
possible adjacent boxes that the trajectory could continue into, and again Filippov
solutions or singular perturbation is sometimes required. Here, we will restrict the
discussion to walls, i.e., faces of dimension n — 1, that are actually crossed. These are
called transparent walls.

Continuous trajectories from wall crossing to wall crossing can be easily construc-
ted, as long as walls are transparent. In order to ensure this, we will assume that the
following two conditions are met.



Condition 1. Ya € A, f(a) € U,c 4 int(B,).
Here f acts as the map A=Y oI': A — R" to give the focal point for the box
B,, and int(B,) is the interior of B,. This assumption ensures that no focal
points are located on a box boundary.

Condition 2. Vi € {1,...,n}, Va,a’ € A such that a — o/ = te;, either

(di(f(a)) — a;) (di(f(a')) — a}) > 0,

or

(di(f(a)) —a;) =0 and (di(f(a')) — a;) (a; — a;) > 0

or

(di(f(a')) —a;) =0 and (di(f(a)) — a;) (a; — a;) >0

where e; is the i'" basis vector in R" and d = (d, ...,d,,) : |, int(B,) — A
is the discretizing operator, which maps a point lying inside a box to the
subscript denoting the box.

This Condition ensures that the flow on both sides of a wall between adjacent
boxes is in the same direction, so that black (or white) walls cannot occur.
Boxes a and o’ are adjacent in the x; direction when a—a’ = +e;, and the flow
direction in box a of variable z; is determined by the sign of (d;(f(a)) — a;).
In the context of gene regulation, Condition 2 is satisfied when there is no
auto-regulation in the system.

Given a box B, and the solution trajectory defined by Equation (2.4) within the
box, if a wall is crossed, the time and position that the trajectory encounters the
wall is easy to calculate. Which wall, if any, is encountered uniquely depends on the
position of the focal point for the box. The wall {; = 6, 4,} can be crossed if and
only if f; < 0; 4, and the wall {&; = 6, 4,41} can be crossed if and only if f; > 6; 4,11.
The set of possible output walls, either on the upper or lower side in each direction,
is thus captured by

It;tlt(a’) = {Z € {L an}‘fl > oi,aqz-i-l}

and

Iou(a) ={i € {1, ... n}|fi <bia}

with

Tous(a) = I3y (a) U L5y (a)

Now for each direction in I,y (a), the time it takes for x(t) to reach the threshold
from an initial point, zy according to the flow of B, would be given by

Ti(wg) = *%m (a7 (w0)) if i€ ll,(a)

2
and

7i(x) = —)\iln (a+(9:0)) if ielIl (a)

. i
i
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where

i 91 a; i 01 a;
oy (z) = fi—bia; and o (z) = g
fi— i fi —
Finally, the time to encounter a wall from = € B, is given by
(2.5) T(x9) = min 7;(xo)
i€1out(a)

and putting this into Equation (2.4) gives the exit point of B, from the initial condition
xo € B,. The starting point of a trajectory can be chosen to be on a wall, and then a
the subsequent sequence of wall transitions can be calculated by repeating the above.
It follows from Equation (2.4) and Equation (2.5) that the map from wall to wall is
given by M, : 0B, — 0B, where

Mz = z(1(x0))

(26) _ f + efAT(wo)($o o f) )

Within each box B,, Iout(a) determines all boxes that are reachable from B,.
These boxes are adjacent to B, through walls supported by hyperplanes that take the
form {x; = 6, ;}, where i € Iy and j € {a;,a; + 1} depends on whether ¢ belongs to
I .(a) or I} (a). Using that distinction, walls can be denoted as

W, (a) = {@|v; = 0i 0,41} N Ba
and
W (a) = {z|r; = 0;0,} N B,

Each box can then be partitioned into regions associated with each element of I, (a)
where only a single adjacent box is reachable from each region. The only walls that
trajectories can escape B, by are then W (a) for i € I}, (a), and W, (a) for i €
I .:(a). So, given any initial condition z, the directions i such that 7(z) = 7;(z) are
those for which M,z € W¥(a). Normally there is only one such direction and a
particular wall through which we exit B,, but it is possible that multiple walls are
reached simultaneously, in which case there is more than one such direction, i. Now

0B, can be partitioned into two regions:

OB = U W(a) = {z € B,|7(z) = 0}

J—
i€l5y(a)

(points on the boundary of B, from which it takes no time at all to exit, i.e., exit
walls), and

OB’ =0B,\ 0By = | J WF@u |J (W (a)uW(a)),
i€l () i¢ Iout (a)

where F in each case indicates the opposite sign to 4+. Thus, the incoming and
outgoing regions are unions of walls, which are closed and cover the boundary of 0B,.
It then follows that 9B N IBR # () whenever IBS" # (), since it includes some
threshold intersections. Under Condition 1, it always holds that OB # () because
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i€ IE (a) = Wi(a)¥ C OB, and i ¢ Iy (a) = W, (a) UW,"(a) C B, This first
partition of the boundary of B, only allows for a distinction to be made between exit
directions and the others. It follows that B2"* = ) if and only if f € int(B,).

Using this partition, it is proven by Farcot [11] that under the assumptions of
Condition 1 and provided dB%" # @, when M, is restricted to the domain and
range OB" and 9B respectively, M, is a homeomorphism.

Now for a box B,, escaping walls are of the form I/VjjE (a), for j € Iyt (a), where +
has a fixed value for each j. So in accordance with Farcot [11] +; = sign(d;(f(a))—a;)
will denote the unique sign for each j such that j € Iout( ), and again F; is the
opposite of £;. Now, for i € Iy (a), define Gfa as the threshold value that can be
reached in the direction ¢, where 0, , = 0; ,, and G;i'ai = 6;.q,+1. Then, domains and
ranges for M, can be explicitly written as

D{Ej (@) (Y M2 )) for i € {1,...,n} \ Ious(a), j € Iou(a)
(2.7)

D; j(a) =W (a n/\/t (a)) for i,j € Iout(a)
and
. R (a) = Mo(WE(a)) (YW, for i € {1,...n} \ Tout(a), j € Lout(a)

Rij(a) = Mo(WF(a)) (\W;" for i,j € Iou(a)

In the definitions of Di and RZ j» two sets are defined in each case, one with the
+ sign and one with the — sign, since when i ¢ I,u(a) both of the walls W;"(a)
and W, (a) are subsets of OB". However, for i € I,y (a) it is always the case that
WEi(a ) C 0B2" and W, *(a) C dBI™. The fact that these sets partition 9B, follows
from the fact that M, is a homeomorphism, and thus a bijection. Each point on a
wall W (a) C 9BI® must be mapped to a wall in 9B2" of the form W 7(a). Hence
ij(a) and D; ;(a) partition OB, Similarly, 9B is partitioned by the sets Rfj (a)
and R; j(a). In fact, it is shown by Farcot [11] that

RE (@) = Mo(DF(a)) for i € {1, ...n}\ Tour(a), j € Tou(a),
R; j(a) = Mu(D; j(a)) for i,j € Iout(a) .

Farcot [11], in his Propositions 4 and 5, shows that the sets Di[j(a) and D; j(a),
Rii’j(a) and R; j(a) are bounded cells with piecewise smooth boundaries that can be
explicitly given in terms of inequalities.

It is pointed out by Farcot that in the case where all \; are equal, all the inequal-
ities that define the domains and ranges of the map M, through a box B, are affine,
so that the regions are polytopes. In the examples we investigate later, this will be
the case.

Previously the transition mapping M, was rigorously defined as a homeomor-
phism within the confines of a single box. Now we turn our attention to transitions
maps on the whole state space. Although maps defined within boxes with nonempty
outgoing domains are invertible, boxes with no escaping direction are more problem-
atic. It is natural to map the boundary of these types of boxes to a single point whose
pre-image is the entire box boundary. As a result, in general the global mapping will
not be invertible at all points. This leads us to the consider only forward iterates of
M in the global space. M then must be iterated on |J, 0B,.
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In fact, Condition 2 implies that any outgoing wall W C 9By, for some b, is
part of OB® for B, adjacent to By as wall W, unless W is only a wall for By, when
it lies on the boundary of the whole domain ¢/. But Condition 1 implies that in this
case W C GB})“. Thus,

(2.9) U oB. = J oBi™.

acA acA

So any point on | J, . 4 0B, belongs to OB* for some b € A. If 9B™ # (), then M, is
well defined by Equation (2.6), but dB2** = () occurs when f(a) is in the interior of
B,. In this case, f(a) is an asymptotically stable steady state, and all points in B,
are in its basin of attraction, so we can define M, f(a) = f(a). Then {f(a)} has to
be added to the domain of M,.

It is now convenient to introduce the subset of terminal subscripts

(2.10) T ={ae Alf(a) €int(B,)} = {a € Ald(f(a)) = a}
and one can then define local transition maps in all boxes as

f(a) + ((2a(0) = f(a))e 27O if a € A\ T
2.11 o D a
(2.11) Mg,z € om(M)H{f(a) facT
It then follows that the domain Dom(M,) = dB!" for a € A\ T and Dom(M,) =
OB U {f(a)} for a € T, and globally,

| Dom(M,) = | J 9B, U | {f(a)}.

acA acA a€T

A global mapping may still not properly be defined by the above on all of
Ugea Dom(M,). The problem arises where a 2 € Dom(M,) maps to the inter-
section of two or more walls, in which case the choice of local map is not unique,
and in some cases the subsequent flow depends on this choice. To avoid this issue,
following Farcot [11], we exclude all codimension 2 faces from the analysis, along with
all points from which those faces can be reached. On such a domain, a global map
can be well defined. Farcot expresses the global map in terms of all the local maps
for each box B, using the indicator function (1o (x) =1 for 2 € C, 0 otherwise) as,

(2.12) Mz = Z 1pom(Mm,) (@) Moz,
acA

but defines its domain as

(2.13) 7 = | Dom(Ma)\ | M (),

acA keN

where .%, is the union of all threshold faces of codimension 2 or more, MF is the kth
iterate of M and M~*(%y) is the pre-image of the set .

Now, as Farcot [11] points out, (2, M) is a properly defined one-sided discrete
dynamical system, whose orbits are {MFx}rcn, for x € 2. The iterates of M are
compositions of local maps, as determined by the sequence of walls crossed. The
general form of these map compositions are derived by Farcot, but for the purposes
of analysis of our later examples, we can restrict ourselves to the case of equal decay
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terms: \; = A, for all ¢ and a single threshold for each variable. This implies that
p; = 2 for all i in Equation (2.3), and all thresholds may be translated to 0, by
y; = x; — 0; for each 1.

In this case, the analysis follows that of Edwards [6], and the local maps are all
piecewise linear:

_ Buy
(2.14) Ma(y) = TroTy’
where
fla)e] —e;
2.15 By=I—--""7  py=— T
(2.15) F@Te YT TaTe

and e; is the jt" standard basis vector, and j is the index of the exit wall of Mg,
starting from x. Note that here, B, is not referring to a box as in (2.2), but instead,
a mapping.

Then compositions of these fractional linear maps are also fractional linear, and
denoting Mg, , B, and t,, more simply as M®*) B®) and ¢*)  after m steps the
composite map is

(2.16) M= 0y =
where

m—1
B(m,O) — B(mfl) » B(I)B(O) , and 11[}(777,,0) — 1/)(0) + Z B(k,o)—rw(k) .
k=1

Thus, for a cycle, where after m steps the trajectory returns to its initial wall (we
may say W) = W) using the same numbering for walls as for the maps), we have

By

2.17 M:WO w0 Ay = L
(2.17) V=TT,

with B = B(™0) and P = w(mao).

3. Symbolic Dynamics Approach. As discussed in the previous section, the
dynamics of Glass networks can be represented (without loss of information) using
a continuous-space, discrete-time dynamical system. This discretization process can
be taken a step further to discretize space as well. Glass network dynamics can be
qualitatively represented using symbolic dynamical systems and as a result, techniques
from symbolic dynamics can be used to draw useful conclusions about the original
system. The following is a summary of the construction used by Farcot to analyze
the irregularity of Glass network dynamics using symbolic dynamics. For a detailed
description of the construction, see Farcot [11].

The partitioning of phase space into boxes along with the transition maps between
them allows a natural encoding of the allowable dynamics of the system in terms of a
directed graph, called a transition graph and denoted TG = (A, ). The TG vertices
are box subscripts and the edges correspond to pairs of boxes that can be successively
crossed by a trajectory. This includes 1-loops, to handle the case of a focal point in the
interior of its own box, f(a) € int(B,), and pairs that are adjacent through an (n—1)-
dimensional wall. By Condition 2, B, and B; are adjacent via a single wall if and
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only if @ — b = +e;, for i € {1,...,n}. Trajectories traversing a box B, can only exit
through a wall W for i € Iy (a) with the direction given by +; = sign(d;(f(a))—a;).
Thus, the edge set of the TG is

E={(a,a)la e TtU{(a,at;ei)|a€ A\T, i€ Lou(a)} .

The TG describes transitions between boxes that can occur through faces that have
dimension (n — 1), i.e., through interiors of walls. Now, attractors of the continuous-
space, discrete time system (2, M) have a counterpart in the TG, but the converse
does not hold in general since trajectories on the TG may correspond to no trajectories
in the original continuous-space system. Some information has been lost in going to
the TG dynamics. We will take this point up again in the next Section.

The TG encodes the possible dynamics of (2, M) into a subset of infinite words
on the alphabet A. The words are given by infinite paths on the graph and the set of
all words is given by

Z(TG) = {a = (a')ien| VL €N, (a',a"™) € &} c AV.

F(TG) can be endowed with a metric to make it a metric space, on which dis-
crete dynamics can be defined by the shift operator o : _#(TG) — _#(TG), where
(0(a))t = a'*1. This operator is continuous, for example, in the metric

0 ifa=b,
(31) p(CL, b) = {2—min{tut7ébt} if @ 7é b.

The more initial terms of a and b coincide, the smaller the distance between them,
according to this metric. Additionally, # (TG) is compact for the metric p and is
o-invariant. As a result, #(TG) is a shift space, where (_#(TG), o) constitutes a
discrete dynamical system. Since orbits of this system are associated with words
defined on the alphabet A, whose elements in turn represent subsets of the state
space of the initial dynamical system, the trajectories of (_# (TG), o) represent sets
of trajectories in (2, M).

These two dynamical systems can be compared by means of a mapping ¢ : Z —
Z(TG), which could lead to the conjugation relation $ o M = oo ¢. If ¢ is a
homeomorphism it is then called a topological conjugacy. Topologically, two conjugate
dynamical systems behave identically. Now, & lies in the union of all faces of boxes
taken without their boundary. Any of these open faces is well defined by the two boxes
it is a part of, except those on the boundary dU, but since this boundary cannot be
reached from the rest of 2, we can ignore it and redefine 2 as 2\ 0U. So now Vx € 2,
there is either a unique pair (a,b) such that z € 9BS" N IB®, or some a € T such
that © € 0B, U {f(a)}. We can now define a map ® : ¥ — & as

a,b) if z € OB N OBI"
a b

(3.2) @(I){(a,a) if 1 € 9B, U{f(a)}, foraeT

so that ® maps to edges of the TG instead of vertices. Note that ®~1(a,b) is the
open wall between two adjacent boxes B, and Bp. This then leads us to consider a
new shift space obtained from _# (TG) through the 2-block map 3y defined as

(Br(a))’ = [J e



where ¢ (TG)Z = Bo(_#Z(TG)) C &N is a shift space. The shift operator on
/(TG)M is then denoted as ojy. Since (3 is continuous and Sz 0 0 = o[g o fa,
(7 (TG),0) and (7 (TG), o) are conjugate dynamical systems.

Now to encode the trajectories from (2, M) there are two steps. First, define
the mapping & : 2 — 2" by £(z) = (v, Mz, M?z,...). Since M is continuous on
2 it can be proven that £ is a conjugacy when its range is restricted to £(2) (see
Farcot [11] for details). The second is the mapping ®, : 2~ — /(TG)[Z], given by

P ((CL‘k)kEN) = ((I)(xk»keN :

Here ®,, maps sequences in Z to sequences in £. Finally, the map ¢ is defined as

p=b0: P — F(TG)P

It is shown by Farcot [11] that the mapping ¢ takes constant values on the domains

D, = ﬂ M (@7 (a?,a’T))
jEN
which are exactly the connected components of . Hence, ¢ is continuous.

Now it is clear that ®.,, and thus ¢, is neither injective nor surjective in general.
The non-injectivity of ¢ is an inevitable feature of the system (2, M), in which the
domains D, associated with admissible itineraries are not single points. The fact
that ¢ is not surjective means that some infinite paths on the transition graph do
not correspond to any admissible trajectory of the continuous-space system. The
TG represents transitions between boxes that are individually feasible, but there is
no guarantee that a finite sequence of such transitions is feasible. Thus, ¢(2) C
I (TG)? is a proper subset, and exactly the space of admissible trajectories in TG.
As detailed by Farcot [11], ¢(2) inherits shift-invariance from 2’s M-invariance.
Now, the space ¢(2) must be compact in order for it to be a properly defined symbolic
dynamical system. Since _# (TG)?l is compact and contains ¢(2) it would suffice to
show that ¢(2) is closed. However, it turns out that ¢(2) is not closed in general.

Now there are two equivalent characterizations of shift spaces: they can be defined
as shift-invariant compact subspaces of the full shift, or as subspaces of all infinite
words on the alphabet defined by a set of forbidden blocks. Now since ¢ is constant
on each Dy, $(2) is the set of words € = f5(a) such that D, # 0. Letting D} =

i o MTE(@71(ak, o™ 1)), where D, = ;o D& is empty if either one D} is empty
or all of them are nonempty but their full intersection is. In the latter case fa(a) is
an infinite word that is forbidden in ¢(2) while all its subwords are allowed. Thus, it
does not satisfy the first characterization of a shift space. Naturally then the system
to consider is (m, 0[2]>. This one is a properly defined symbolic dynamical system

since the closure ¢(2) is clearly compact. Now, the dynamics of the two symbolic

dynamical systems (qﬁ(.@), 0[2}) and (/(TG)[Z],U[z]) may be compared. In order to
compare the dynamics of the systems (¢(9), 0[2]) and (_# (TG)1?, o[2]), we will now

consider the quantity topological entropy. In dynamical systems, topological entropy
is a nonnegative number that is a measure of the complexity of the dynamical system.
Nonzero values of topological entropy are often taken as an indicator of dynamical
chaos.

In symbolic dynamics, topological entropy is conjugacy invariant and can be com-
puted easily for systems described by directed graphs. This makes it a useful tool
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for comparing symbolic dynamical systems. We first give the classical definition of
topological entropy for symbolic dynamical systems. Let X be a shift space. The
topological entropy of X is defined by

1

(3.3) h(X) = lim —log|B.(X)|

where |B,,(X)| is the number of blocks of length n for the shift space X, and log is
by convention the logaritheorem with base 2. By definition h(X) is nonnegative; for
chaotic dynamical systems this value is positive. In the case when X is defined by
the way of infinite paths on an oriented graph G, let A be the adjacency matrix of
G: A;; €{0,1}, and A; ; = 1 if and only if (¢, j) is an edge in the graph. Define the
irreducible components of A as the equivalence classes for the equivalence relation:
i~ jif 3p,q € N,(AP);; # 0 and (A?);; # 0. This corresponds exactly to the
strongly connected components in G. Let A;, i = 1,...,k be the sub-matrices of A
with all indices in the same equivalence class. If there is a single class, A is said to
be irreducible. The Perron-Frobenius theorem ensures that any irreducible matrix
with nonnegative entries has a dominant positive eigenvalue pa, which is simple,
and is associated with a nonnegative eigenvector. Following Lind and Marcus [28],
the Perron eigenvalue of A is pa = max;=1, pa, where each p4, is the Perron
eigenvalue of each irreducible sub-matrix, A;, and the entropy is given by

(3.4) h(X)=logua.

Finally, since #(TG) and # (TG) are conjugate and topological entropy is
conjugacy invariant it follows that they have the same topological entropy. As # (TG)
is exactly the shift space induced by infinite paths on the TG, one simply defines

hre = h( 7 (TG)2) = h( 7 (1G)).

One can then also define the entropy of the true dynamics as hyg) = h (qﬁ(@))
Finally, since we have that ¢(2) C _# (TG)?, it follows that hy(g) < hr.

4. An Improved Upper Bound. In the previous two sections we discussed
the construction from [11] that allows for (2, M) to be mapped into (¢(Z),07z))-

The entropy of (¢(Z),09)) is then shown to be bounded above by the entropy of
the TG, which is an indication of the potential irregularity of the system dynamics.
However, for many Glass networks the entire set of dynamics allowed by the TG may
not be realized in the continuous dynamics after transients, so this upper bound on
entropy may be very loose. When there exists a trapping region in phase space, i.e.,
a positively invariant region from which trajectories cannot escape, then the system
dynamics may be constrained to a subset of the TG. It may be that all trajectories are
eventually confined to one trapping region, but even if there are other attractors, once
confined to a trapping region, the entropy of the subsequent dynamics is unaffected
by other parts of phase space. Thus, once transients have died out, the long term
dynamics can be represented using the subset of the TG that represents only the
trapping region, and the corresponding entropy provides a tighter upper bound than
the full TG.

In order to quantify this improved upper bound on entropy a few definitions will
be needed, starting with cycles.
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DEFINITION 4.1. Given a starting wall wy, a cycle, C, through wy is defined as a
sequence of boxes (a;)P_; through walls (wi)?:ll (where w, 11 = w1), consistent with
the flow such that w; is the entry wall to box a;, and the length of the cycle is n.

In general, many trajectories follow a given cycle, at least once, from a starting wall
back to the same wall. Since boxes can have multiple exit walls, each wall along the
cycle can be partitioned into regions corresponding to each possible subsequent exit
wall, as described in Section 2. The region on a wall that maps through a particular
sequence of subsequent walls will in general be an even smaller region, since not all
of the region on the first wall that maps to the second may then map to the third,
etc. In order for a trajectory passing through a starting wall to follow a cycle and
return back to that wall, the trajectory must be confined to the region in each wall
that maps through the rest of the walls in the cycle. To specify the region of phase
space occupied by trajectories following the cycle, or at least its intersections with
each wall around the cycle, we first define the returning region on the starting wall.

DEFINITION 4.2. Let C be a cycle of bozes of length n with starting wall wy. The

returning region of C on wall wy is the subset of wy that under n applications of the
map M will return back to wy. Letting RC;(S) = M™1(S) Nw;, this subset is defined
as

(4.1) HECc(w)=RCro---0RCp(wy).
The cycle map, Mc : Z€c(w1) — wy is defined by Mc(x) = M™(x).

When all decay rates in the Glass network are equal (but not in general), these
returning regions are polygonal cones, hence the notation Z%, for returning cone.

The subset of 2 through which trajectories starting in this returning region
HAE c(wr) pass is now defined as follows.

DEFINITION 4.3. For a cycle C of length n with starting wall wy, the subset of the
domain 2 traversed by trajectories following cycle C is

n—1
(4.2) e =20 | M (%Cc(wn))
i=0
where M® = id. We call this the cycle tube associated with cycle C.

Using these definitions we can now define a trapping region for a Glass network.

DEFINITION 4.4. For a given Glass network, and a given starting wall, wy, a
trapping region in wall wi consisting of N, cycles is defined as

N,
(4.3) SELTACHE
i=1
where
N, N,
U Mci (‘%Cgcl (UJ1>) C U ‘@%Cl (wl) ,
i=1 i=1

and its corresponding trapping tube is defined as

NC
(4.4) Irr = . .
=1
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We note here that transients can often be removed to obtain a smaller trapping
region before proceeding with the analysis. In the context of our trapping region and
trapping tube, a transient region is any returning region that is non-empty, but after
an initial cycle back to the starting wall, is never visited again. This is the case when
there are nonempty returning regions that nothing maps into. If the returning region
of a transient cycle is removed from the trapping region, one is left with a smaller
trapping region. Transient regions can be defined as follows.

DEFINITION 4.5. For a given Glass network with a trapping region as defined
above, if there exists a cycle C; with 1 < j < N,, (one of the cycles that forms the
trapping region), such that

Nc
U Me, (#%c, (1) n#Ec,(wr) =0,

i=1

then C; is a transient cycle (sequence of box transitions) and its returning region is a
transient region on the wall w1 .

We can obtain a trapping region with transients removed for a given Glass network
and a given starting wall, wy, as follows. If the trapping region consisting of N, cycles
is as given by (4.3), and there exist transient cycles C;, with 0 < iy, < N, for each
k=1,..., N, then the smaller trapping region is

N, Nt
(4.5) U 2Z%c,(w)\ | %#%e, (w1),
i=1 k=1
since
N, N. Nt
U Me, (‘%(gcz (wl)) < U HECc, (wl) \ U ‘%Cgc% (wl) )
i=1 i=1 k=1

or relabelling the remaining Noo = N, — Np cycles as C'j,1 < j < N, the smaller
trapping region is

N
(4.6) U HECcr;(wr),
j=1
and its trapping tube is
Ne Nt N/
(4.7) Irr =] Ze\ | Zc,, =] Ze..
i=1 k=1 i=1

Similarly, one could also define as transients regions C; such that the image after a
finite number of iterations of the set of cycle maps (rather than just 1 iteration) does
not intersect with Z%¢c;(w1). However, the notation becomes more cumbersome.
We are interested in Glass networks in which such a trapping region occurs. To
ensure that we are considering only relevant systems we now impose a third condition
on the network:
Condition 3. There exists a wall that is returned to infinitely often via a finite
number of cycles. The returning regions of these cycles partition the wall or a subset
of the wall into a finite number of regions such that their union is a trapping region.
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This condition avoids the situation where there are an infinite number of cycles whose
returning regions form an infinite partition of the wall. Later in our analysis, an infi-
nite number of cycles will lead to infinite alphabets in the derived symbolic dynamical
systems, and we prefer not to deal with such difficulties. In most of the examples we
have looked at, this situation does not arise, but an example of such a system was
presented by Gedeon [15].

This condition also means that there is a starting wall (or a subset) to which
trajectories always return, and which is therefore itself a trapping region, with a
corresponding graph that is, potentially, a proper subset of the TG.

We will further assume that we have a minimal trapping region, in the sense that
it is not the union of disjoint sets that are themselves trapping regions. Multiple
trapping regions correspond to different attractors, each with their own entropy, and
we focus here on the entropy of a single attractor.

In order to represent dynamics, we can define the trapping region graph by TG,. =

(A, &) where A, = Uf\f:cl Ci C A,

Ne¢
& = U{(ai,j,ai+1,j)|ai,j €C;}

=1

and C; = (a; ;);2,, which is of length n; and we identify Qn; 41,5 With ap ;.

As in the previous section, TG,. encodes the possible dynamics of (Zrg, M) into a
subset of infinite words on the alphabet A,. The words are similarly given by infinite
paths on TG, and the set of all words is given by

S (TG,) = {a = (a")en| VEEN, (a',a'*!) € &) C AY.

It should be clear from this definition that & C &€ and #(TG,) C #(TG). In
order to compare the continuous dynamics to the dynamics of #(TG,) we must
apply the 2-block map to obtain 7 (TG,)? = By(_#(TG,)) C &N C EN. Tt follows
that ¢ (TG,)l € #(TG)?. Now we must encode the trajectories of (Zrgr, M)
in order to compare the dynamics on the trapping region to ¢ (TG,). The space
of admissible trajectories in TG, is then exactly ¢ (ZTr). We encounter the same
problem with Z1r as we did with 2, namely, that ¢ (ZTr) is not compact. So in
order to properly define a symbolic dynamical system we must consider the closure,
¢ (Z7r). It follows that ¢(Ztr) C Z(TG,)B C #(TG)?. Finally, defining the
entropies hy(gen) = M(@(Zrr)) and hra, = h (7 (TG,)?) = h(_7(TG,)) it follows
that hy(gr) < hra, < hra. Thus, the entropy of the TG, is potentially a better
upper bound on the entropy of the true dynamics than is the original TG.

5. An Example. To demonstrate the efficacy of reducing the TG to the TG,,
i.e., the reduction of the upper bound on entropy, we now introduce an illustrative
example, which we will continue to use to illustrate further improvements in the next
section. Consider the following Glass network:

i1 =—y1 +2(Y3Yy + YaY3) — 1

U2 = —y2 +2 (V1Y3Ys + V1Y3Y, 4+ V1V3Y,) — 1

Y3 = —y3 + 2 (Ylyz + Y1Y4) —1

Yo = —Ys4 + 2 (Y2§73 + Y1Y3) -1

where Y; = 0ify; < 0, and 1ify; > 0. Y; = 1—Y;. This network is simple in the sense

that all its degradation rates are 1, all the focal points are located at £1, and each
14
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Fig. 5.1: TG for example Glass network.

variable has only a single threshold. Its TG can be represented by the 4-dimensional
hypercube in Figure 5.1 (see [7]). From the adjacency matrix of the TG, we calculate
the entropy (the logaritheorem of the Perron eigenvalue) to be hrg & 0.873.

Now, using the wall between boxes 1111 and 1110 as a starting wall (which we
may denote + + 40 to indicated the sign of each y;), among the many cycles on the
TG that return to this wall are two, denoted A and B, that form a trapping region [7].

A:1110 — 1010 — 0010 — 0000 — 0100 — 0110 — 0111 — 1111,
B:1110 —+ 1010 — 0010 — 0011 — 0001 — 0000 — 0100 — 0101 — 0111 — 1111.

To show that the returning cones for these two cycles form a trapping region, one
calculates the returning cones for each cycle and shows that their images under their
respective cycle maps lie in the union of their returning cones. Thus, any trajectory
that follows cycle A or B once will necessarily follow one or the other at each iteration
for the rest of time. Projections of example trajectories are shown in Figure 5.2.

As detailed in Section 4, one way of computing a cycle’s returning cone is to map
the starting wall backwards through the cycle using the inverse map M~! and inter-
sect these images with each wall along the cycle. In practice, this means identifying
which region on a wall maps to the correct region in the next wall. Outside this
region, a different wall (not the one following the cycle) will be reached at the next
or a subsequent step. Thus, whenever an entry wall to a box along the cycle maps to
multiple exit walls, an inequality must be satisfied on the entry wall for each alterna-
tive exit variable to ensure that such a diversion from the cycle does not occur. These
inequalities must then be mapped back from the relevant entry wall to the starting
wall. The inequality to prevent an alternative exit on the k" wall of the cycle is [7]

/
&

e BEy® 5 0,

(5.2) -
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Fig. 5.2: Phase portraits for example Glass network

where i represents an alternative exit direction, and the denominator of the map
(2.14), which is necessarily positive, has been omitted. Note that there may be more
than one such ¢ for a given wall.

The corresponding inequality on the starting wall is

/
(5.3) - %BU@)B(’C*U ...BOy©® 5 g,

The region satisfying this inequality on the starting wall gets mapped to the region on
the k' wall that satisfies the inequality (5.2). Thus, in order for a trajectory starting
on the starting wall to return to the starting wall following the given cycle, it must
satisfy the set of inequalities (5.3) for each alternative exit variable around the cycle.
This set of inequalities defines the returning cone:

(5.4) C={ycw |Ry>0}

where wy is the starting boundary and R is a matrix with one row for each alternate
exit variable around the cycle, given by

(5.5) R; = _f‘?]i)B(k)B(k—U _ BO

as in the left hand side of (5.3).

For cycle A in our example network, from the starting wall there is one alternative
exit variable, ¢ = 3. On the next wall, +0+ — (between boxes 1110 and 1010), ¢ = 3 is
again the only alternative exit variable. On the next wall, 0—+— (between boxes 1010
and 0010) the only alternative exit variable is 4 = 4. Then, on — —0— (between boxes
0010 and 0000), there are no alternative exit variables so this wall does not contribute
a row to the matrix R. On the wall —0 — — (between boxes 0000 and 0100), there
is one alternative exit variable, i = 4. On — + 0— (between boxes 0100 and 0110),
there are two alternative exit variables, i = 1 and ¢ = 2. On — 4+ 40 (between boxes
0110 and 0111), there are no alternative exit variables. Finally, on the last wall of the
cycle, 0 + ++ (between boxes 0111 and 1111), there is one alternative exit variable,
i=2.
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Using all of these alternative exit variables for cycle A in equation (5.5), we
compute the matrix R for cycle A as

0 -1 1 0
1 -2 1 0
2 4 -1 -1
Ri=|2 4 -1 -1

-3 -8 4 1
-2 =5 2 1
-2 =5 2 1

Because necessarily y4 = 0 on the starting wall, we can ignore the final column of R4,
and by a slight abuse of notation let y denote just (y1,%2,%3) . We can also remove
duplicate rows of R4, and actually we can remove rows for which the inequality is
already implied by another row or rows. Removing all such redundancies, R 4 becomes

(5.6) RA:(_22 _45 _21)

Similarly, following the same procedure, the R matrix that defines the returning
cone for cycle B is

(5.7) RB:<_62 i _12>

We can also describe the returning cones by means of their extremal vectors (vertices
of a polygonal cross section of the cone) [7]. Berman and Plemmons [3] define a cone
as follows.

DEFINITION 5.1. For a set S C R", the set generated by S is the set of finite
non-negative linear combinations of elements of S':

m
S¢ = {Z c;xq, for some ¢; >0, x; € S,mﬁmte} .

i=1

A set K is a cone if K = K€, so for any S, S¢ is a cone.

Then the returning cones for cycles A and B are (respectively):
T T T TG
2 5 1 1 1 2 1 4
5.8 Ca= 0,-, = -0, = —,0,=- 0,-, =
( ) A {(7777) 7(27 72> a<3773> 7(7575) } )
T T T TG
2 11 1 3 1 2 14
5.9 Cp = 0, —,— -0, - -0, - 0,-, =
( ) B {( 713713) a<47 a4> 7(37 73> a( a575> }

On Cy4 and Cp their respective cycle maps act together as a Poincaré map. Since the
cycle map acts on (a subset of) the starting wall, which is in R"~!, we can express
it in terms of (n — 1)-vectors and an (n — 1) x (n — 1) matrix. On the starting wall
one of the coordinates is always zero (y; = 0), so we can remove it from the cycle

map. Also, since in the computation of the cycle matrix the i** row is all 0’s, we can
remove that row also. So we can reduce the cycle map for a given cycle by one row
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Fig. 5.3: Returning cones for cycles A and B in the example, represented by the cross
section in the plane y; + y2 + y3 = 1 with only the first two coordinates plotted, and
their images under their respective cycle maps.

and column. For this example we can write the map (2.17) for each of the cycles in
terms of 3 x 3 matrices, and 3-vectors as

Ay By
My=—> Mg=—"2
AT vty P Ty
where
-3 -8 4 5 8 0
A=|-2 -5 2|,B=|6 11 -2],
-4 12 7 12 20 -1

¢ = (—4,-14,10)7, ¢ = (12,18,2) .

Applying each of the cycle maps to their respective returning cones, one finds that
each returning cone gets mapped into the union of the two. Returning cones are
proper (non-empty, pointed) cones in R*~! (a wall in R") with vertex at the origin.
In a Glass network with uniform decay rates, rays map to rays under the mappings
from wall to wall and radial dynamics is always convergent (trajectories starting on
the same ray converge under iteration of the maps) [6]. So, in order to depict where
returning cones, C'4 and Cp, in our example, are in R? (for a Glass network in R*),
and their images under their respective cycle maps, one can represent a point on a
ray with the ray’s intersection with the plane of unit L; norm, y; + yo + y3 = 1.
Thus, the 3-dimensional returning cone is represented by a two-dimensional polygon,
which is the cross section of the cone with the unit Li-norm plane, with only the first
two coordinates plotted in Figure 5.3. The image of each returning cone under its
respective map, M4(Cy4) and Mp(Cp) is also depicted in Figure 5.3, showing that
all points in C'4 U Cp map back into C'4 U Cp, which is thus a trapping region.
Thus, long term dynamics of this network (or at least the basin of attraction of
this trapping region) can be represented on the subset of the TG that is just the union
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Fig. 5.4: Left: TG for the example with cycle A outlined in Red. Right: TG for the
example with cycle B outlined in Blue.
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Fig. 5.5: Reduced TG for the example Glass network with only the trapping region.

of cycles A and B. Figure 5.4 shows the TG with cycles A and B outlined in red
and blue respectively. Figure 5.5 shows the reduced graph, TG,., that contains only
the dynamics allowed by cycles A and B. The entropy calculated from the TG,’s
adjacency matrix is hpg, =~ 0.224, about one quarter the entropy of the original
TG. However there are still significant improvements that can be made to the upper
bound, by taking into account more information on the dynamics. The TG, contains
4 cycles, not just A and B, and so includes dynamics not allowed in the trapping
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region. Additionally, it can be seen in Figure 5.3 that the cycle sequence BB is
forbidden, since Mp(Cp) N Cp = 0. In other words, after a circuit of cycle B, the
next cycle must be A, since Mp(Cp) C C4. This suggests that while our upper bound
calculated from the TG, is a significant improvement over the original TG, further
refinements can be made to obtain an even lower upper bound on entropy.

6. Further Refinements. In this section, a procedure is developed to obtain
tighter upper bounds on entropy by eliminating cycles and sequences of cycles that
are shown to be impossible or transient in computations of returning regions and
their images. The key idea is state splitting. As well as single cycles, sequences of
cycles may also be forbidden. State splitting can be used to remove cycle sequences
of arbitrary length, thus allowing for more accurate graph representations of the
underlying dynamics.

6.1. State Splitting of TG,. In the example of the previous section, the re-
duced graph, TG,, is the union of cycles A and B, which have many nodes and edges
in common, but separate in two places. As a result, the graph contains two additional
cycles, C' and D, that do not occur in the trapping region, each of which combines
part of cycle A with part of cycle B:

C :1110 — 1010 — 0010 — 0000 — 0100 — 0101 — 0111 — 1111
D :1110 — 1010 — 0010 — 0011 — 0001 — 0000 — 0100 — 0110 — 0111 — 1111

In fact, the returning cones for cycles C' and D are empty. (Technically, the
boundary between the returning cones for cycles A and B is the returning cone for
both cycles C' and D, but this has no interior as a set in R3. Trajectories from these
points pass through simultaneous switching points where the box sequence of the cycle
is not precisely defined, so these points do not in any case belong to 2 or ZPrg). Thus,
it is impossible for trajectories to follow cycle C or D and a further modification of
the TG, that reflects this fact will further improve our upper bound on entropy.

Returning cones on a starting wall are distinct; they do not overlap, apart from
potentially sharing a boundary (which is not in 2 or Zrg). Thus, there are disjoint
subsets of Zrgr in each wall uniquely identified with a particular cycle. In general,
there may also be subsets that do not return to the starting wall, which are excluded
from consideration. This gives a natural way to define a state splitting of the TG,
that accounts for each cycle. Every vertex on the TG, that belongs to more than one
cycle can be separated into multiple vertices, one corresponding to each cycle. Edges
must be included to reflect the dynamics of the cycles, that is, to correspond to subsets
of walls (subsets of Zrg) belonging to each cycle. Thus, vertices and edges will no
longer correspond to entire boxes and walls, but to subsets of boxes and subsets of
walls associated with particular cycles.

Up to this point we have exclusively dealt with one-sided shift spaces. The notions
of state splitting that we need are defined for two-sided shift spaces by Lind and
Marcus [28] and thus cannot be directly applied to our situation. However, we can
use the natural extension of a one-sided shift space, defined as follows [13]:

DEFINITION 6.1. For a given one-sided shift space X, the natural extension X is
the space of bi-infinite sequences such that x € X if and only if every sub word of x
is an element in the language of X .

The TG, has the convenient property that for any two nodes, there exists a path
connecting them. As a result, the TG, language, E(/(TGT)[Q]), is the same as that
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of its natural extension TG,, i.c., L( 7(TG,)) = E(/(EG\T) (), and therefore

h( 7 (TG,)) = h(_7 (TG,)2)).

For the purposes of our entropy upper bounds, we can use the natural extension to
get the entropy relations we need.

Now to be precise, we reproduce here some definitions and results from the theory
of symbolic dynamical systems, as in the text by Lind and Marcus [28]. First, we
need some notation. For a directed graph G, with vertex (state) set V and edge
set £, we denote the initial and terminal vertices of an edge e € £ as i(e) and t(e),
respectively. For any I € V, let £ denote the set of edges starting at I, that is
Er={ec&|i(e) =I}. A state splitting is defined as follows [28, p.51]:

DEFINITION 6.2. Let G be a graph with state setV and edge set £. For each state
I €V, partition E; into nonempty disjoint sets £}, EZ, ...,5}71(1), where m(I) > 1. Let
P denote the resulting partition of £, and let Py denote the partition P restricted to .
The state split graph GI¥! formed from G using P has states I', 1%, ..., 1),
where I ranges over the states in V, and edges e/, where e is any edge in £ and
1<j<m(te)). If e € € goes from I to J, then e € E: for some i, and we define the
initial state and terminal state of ¥ in GIFl by i(e?) = I' and t(e?) = J7, that is,
goes from I' to J9. An elementary state splitting of G at state I occurs when
m(I) =2 and m(J) =1 for every J # 1.

Roughly speaking, for each vertex that is split into multiple copies, its output edges
are partitioned or split, while its input edges are duplicated, one for each copy of the
vertex. If H = Gl for some partition P, then H is called a splitting of G [28,
p.54]. State splittings can be shown to be conjugate symbolic dynamical systems [28,
Theorem 2.4.10, p.54]:

THEOREM 6.3. If a graph H is a splitting of a graph G, then the edge shifts Xg
and Xy are conjugate.

The value of this result in what follows is that conjugate dynamical systems have the
same entropy [28, Corollory 4.1.10, p.104]:

THEOREM 6.4. If X is conjugate to Y, then h(X) = h(Y).

COROLLARY 6.5. State splittings of a graph all have the same entropy as the
original graph.

The definition of a splitting, GF], above uses a partition of the outgoing edges and is
thus also called the out-split graph formed from G [28, p.53]. There is also a notion
of in-splitting using a partition of the incoming edges [28, Definition 2.4.7, p.53], also
conjugate to the original graph:

DEFINITION 6.6. Let G be a graph with state setV and edge set £. For each state
J €V, partition £ into nonempty disjoint sets £/, , . .. ,ET{L(J), where m(J) > 1.
Let P denote the resulting partition of €. The in-split graph Gp) formed from G
using P has states Ji, Ja, ..., Jy(y), where J ranges over the states in V, and edges
e;, where e is any edge in € and 1 < ¢ < m(i(e)). If e € € goes from I to J, then
e€ Ejf] for some j, and we define the initial state and terminal state of e; in Gp) by
z(ez) = Ii and t(ei) = Jj.

Our objective is to formulate a map that encodes trajectories with the separate
cycles and that is consistent with a state splitting of the TG,. that does the same. Then
we can remove edges that allow for impossible cycles and tighten our upper bound
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on entropy. The proposed (state-split) graph can be constructed as follows. Let the
edge in the TG, corresponding to the starting wall be called the starting edge. Recall
that all cycles under consideration pass through this edge by construction. For each
of these cycles, create a copy of each of the cycle’s vertices and give them a subscript
indicating the cycle to which it belongs. Then, connect the vertices belonging to a
given cycle by a copy of the original edges of that cycle, so that each cycle is completely
separate. Then, add all possible cross edges from the copies of the initial vertex of the
starting edge to the copies of the terminal vertex of the starting edge. This creates
a new TG that has separate copies of all of the possible cycles allowed by the TG,.,
with cross edges at the starting wall that allow for all sequences of those cycles, as
allowed by the original TG,..

The fact that this construction is conjugate to the original graph can be shown
by a sequence of state-splittings. We demonstrate using our example from Section 5.
There, the TG,. permits 4 possible cycles A, B, C, and D. The proposed state splitting
shown in Figure 6.4 allows all possible cycles, but they are all separated except at the
starting wall, (+ + + 0). It is then trivial to remove cycles C' and D since they are
already separated.

The sequence of out- and in-splittings necessary to transform the original TG,. into
the graph representation in Figure 6.4 is as follows. We start with the original TG,. as
depicted in Figure 5.5. Then, moving backwards along the flow from the starting edge,
we consider edges starting at 0111. Since there is only one edge starting here, there is
no partitioning to perform and the graph remains the same. Moving backwards from
0111, nodes 0110 and 0101 each have only one outgoing edge, so again there is no
change to the graph structure. From both of these nodes we move backwards to the
common node 0100. This node has two outgoing edges, so we perform an out-splitting
as follows. We take Eyjgo = {(0100,0110)",(0100,0101) "} and create the partition
Po100 = {E&100> E00}, Where Lo = {(0100,0110) T} and €24, = {(0100,0101) " }.
The resulting state-split graph is shown in Figure 6.1a.

Next, we move backwards to node 0000. Again, because it has multiple outgoing
edges, we can partition them and perform an out-splitting. Using the edge set Egpoo =
{(0000,0100%) T, (0000,0100%) '}, we create the partition Pooos = {Ea000> Ea000 >
where Elypo = {(0000,01001) "} and £2),, = {(0000,01002)"}. The resulting state-
split graph is shown in Figure 6.1b. Now, performing out splittings at 0001 and 0011
using the partitions Pooo1 = {Edpo1, Eaoo1} and Poorr = {Edor1, Eapr1} respectively,
where Elgg, = {(0001,00001) T}, €251 = {(0001,00002) T}, Eloyy = {(0011,0001") T},
&2, = {(0011,0001%) T}, and gives the state-split graphs in Figure 6.1c and Fig-
ure 6.1d respectively. Continuing, we perform 3 more out-splittings at 0010, 1010,
and 1110, using the partitions Pog10 = {ELo10> Ed0105 Eo10s Edo10 s
Pro1o = {Elo10, Eo10s 010+ Elo10}> Piiro = {El10s Efrios Edti0, Etrro}s respectively,
where

ELoio = {(0010,00001) "}, £l = {(1010,00101) T}, £L, 1, = {(1110,1010") "},
E2y10 = {(0010,0000%) "}, €2, = {(1010,0010%) "}, 21, = {(1110,1010%) "},
Edoio = 1(0010,00111) T}, £3)10 = {(1010,0010%) T}, €3, = {(1110,1010%) T},
Edoro = 1(0010,0011%) T}, &110 = {(1010,0010%) T}, €110 = {(1110,1010%) 1.

This produces the state-split graphs in Figure 6.1e and Figure 6.1f, and the graph in
Figure 6.2 respectively.
This sequence of out-splittings produces a graph in which the only vertex with
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Fig. 6.1: The six sequential out splittings of the TG, for the example Glass network

multiple outgoing edges is the initial vertex of the starting edge. To remove multiple
input edges around the cycles, we perform in-splittings proceeding forward along the
flow from the terminal vertex of the starting edge. Nodes 1110%, 11102, 11102, and
1110% each only have one incoming edge, so no partitioning is necessary. The same
is true as we move forward along each path until two of them converge at 0000! and
at 00002. There, we can form the partitions Pooger = {£0000" 9900} and Pyggpz =
{£9000% £0000°} "ywhere £090°° = {(0010*,00001) T}, £9°90° = {(0001*,0000")T},
£0000* — 1(0010°,00002) T}, £9000* = {(00012,00002) T}, giving the state-split graph
in Figure 6.3a.

Moving forward again to 0100* and 01002, we perform another pair of in splittings
using the partitions Pogr = {E0100", £9100"} and Pyygpe = {£91007, £9100°}  where
£0100" — £(0000!,01001) T}, £9190" = {(00001,01001) T}, £9100° — £(00002,01002) T},
and £9100° = {(0000%,0100%)T}. The resulting state-split graph is depicted in Fig-
ure 6.3b. Then we perform in splittings on nodes 0110 and 0101 using the partitions
Por1o = {EVMO EIMOY and Porgr = {EP101, EI101) ) where €910 = {(0100},0110) T},
ENM0 = £(01003,0110) T}, £9101 = {(0100%,0101) "}, and £9'01 = {(01002,0101)"}.
This results in the state-split graph in Figure 6.3c. Then performing yet another
in-splitting at 0111 using the partition Ppryq = {EPHL, 9L gIML £OMIY T where
EVLL = £(01014,0111) T}, E9MT = {(01012,0111) T}, EI1M = {(0110,0111) T},

EYML = [(01104,0111) T}, gives the state-split graph in Figure 6.3d. Finally, we
perform one last in-splitting at node 1111 using the partition of the incoming edges
Prin = {EM, E31M, E31M P} where 111! = {(01114,1111) T},
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Fig. 6.2: Seventh state splitting of TG, for the example Glass network.

EFNL = {(01112,1111) T}, 31 = {(01113,1111) T}, and EF1E = {(01114,1111) T}.

After this final in-splitting, the 4 distinct cycles on the original TG,. are completely
separated, except on the starting wall, where there are cross edges that connect each
of the 4 cycles. Relabeling each of the nodes to be consistent with cycle subscripts, we
get the graph in Figure 6.4. Since we were able to construct this graph, TGy, using
only out-splittings and in-splittings, the natural extension is conjugate to the natural
extension of the original TG, and hence has the same entropy. Indeed the entropy
calculated from Figure 6.4 is h ~ 0.224.

Since it is clear that constructing state-split graphs in this fashion does indeed
lead to a conjugate system, we can now lay out the result of the general procedure,
without following each step. To be precise, more notation is needed.

First we define the sets C4, Cp, Cc, and Cp to be the sets of nodes that are followed
by cycles A, B, C, and D respectively. The new alphabet for the state-split graph
is Aapep = {aala € Ca} U{agla € Cp} U{acla € Cc} U{apla € Cp}. Also define
Ap = {CLA|(1 S CA}, AB = {aB|a S 63}7 AC = {ac\a S Cc}, and AD = {aD|a S CD},
the vertex sets associated with each individual cycle. The corresponding edge sets are
defined as £s = {(a;,ai+1) | a; € Ag} where S € {A, B,C, D}. These are exactly the
edges that complete each cycle loop. The cross edges that allow trajectories to follow
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Fig. 6.3: The four sequential in-splittings of TG for the example Glass network.

one cycle followed by another cycle are given by the set

(61) gcross = U {(1111p,1110q)}

p,q€{A,B,C,D}
p#£q

The set of edges shown in Figure 6.4 is the union of these five sets:
(6.2) E=EAUERBUECUED U Eross -

For a general network that satisfies our prior conditions, the state splitting alphabet
is defined similarly'. For each cycle C;, define Ao, = {ac,|a € C;}, a copy of the

LIf each cycle is simple, that is, no vertex is visited more than once along the cycle before
returning to the starting edge, then the sequence of splittings is certainly finite. If not, in some cases
it is possible to select a different starting edge from which all cycles are simple. The existence of
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Fig. 6.4: TG for the example Glass network, the result of the state splitting procedure
applied to TG,..

vertex set for each cycle, using the cycle as a subscript to the vertex label. The new
alphabet is defined as

(6.3) As=JAc, -

The set of edges & is also defined in the same way as in the example. First, define
edges within each cycle: ¢, = {(a; j, @it+1,j)|ai,; € Ac,}. The cross edges are defined

non-simple cycles, however, cannot always be avoided. Such cases may lead to the partition of the
starting wall into an infinite number of cycles, but this is precluded by assumption (Condition 3). In
principle, there may be non-simple cycles on the T'G, which implies infinitely many cycles from and
to the starting edge, but which may not imply an infinite number of cycles with non-empty returning
cones. In this case, Condition 3 guarantees that there is a maximum number of times, k, that any
subsidiary cycle can be traversed before returning to the starting edge such that the full cycle has a
non-empty returning cone. One can stop splitting nodes in the subsidiary cycle after k times around
this cycle, and the splitting procedure is still finite.
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(6.4) Eeross = U {(ap,len(p)ﬂa%l)} :

p,q€{C1,....CN }
P#q

Note that .0 gives exactly the edges that start at the last node in the pth cycle
and connect them to the first node in the ¢** cycle. The entire edge set for the
state-splitting is

Nec
(65) Es = <U (C/‘Ci> U Scross .
1=1

To verify in general that defining a new graph representation in this fashion does
induce a conjugacy with the natural extension of the TG, and gives us the entropy
relation we need, we will need the following proposition

PROPOSITION 6.7. For a given Glass network with starting wall wy € &, and TG,
defined as the union of a finite number of cycles through w1, define a new graph TGj,
such that

1. A disjoint copy of the nodes of each cycle connected by edges forming a simple
chain for each cycle, apart from the starting wall,
2. Cross edges (at the starting wall) going from the last (terminal) node on each
cycle to the first (starting) node on each cycle.
Then, the natural extension shift space of TGs is conjugate to that of TG,, and
hra, = hra, -

Proof. The procedure outlined above allows construction of TGy from TG, by
a sequence of out-splittings node by node around the cycles followed by a sequence
of in-splittings node by node around the cycles, each of which is a state-splitting
by the definition of Lind and Marcus, and each of which is therefore conjugate to
the preceding step. The sequence of out-splittings produces nodes (apart from the
starting wall) with a single outgoing edge, and the sequence of in-splittings produces
nodes (apart from the starting wall) with a single incoming edge, so the process leaves
disjoint cycles apart from the starting wall. Splitting the cycles’ common terminal
node connects all cycles across the starting wall. Thus, the procedure produces TGy,
and it is conjugate to TG,..

The new transition graph that separates the cycles can now be defined as TGy =
(As, &) and the symbolic dynamical system is analogously defined as

I (TGy) = {a = (a")ien| Vt €N, (a',a'™!) € &} C AY.

Since for its natural extension, the TG; is just the result of a sequence of state-
splittings of the original TG,., and since for any two nodes on the TG there is a path
connecting them, it follows that

(66)  h(Z(TG,)?) = h(_Z(TG,)E) = h(_#(TG,)2) = h(_#(TC)P). O

As discussed above, what is gained from this new representation of the network is
the ability to remove edges to keep the TG consistent with the true dynamics. It
is clear that there are no trajectories of the continuous system that follow cycles C
and D in the example (they are forbidden), so one can remove those cycles from the
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Fig. 6.5: TGs,-(1) for the example Glass network with cycles C' and D removed.

Fig. 6.6: TG,,-(1) for example Glass network with nodes split such that cycles C and
D are removed in condensed form.

transition graph without losing any possibilities for the continuous dynamics. That
is, one removes the cross edges allowing for trajectories to access cycles C' and D, and
the vertices and edges associated with both of those cycles. This leaves the graph,
TG-(1), in Figure 6.5, the notation anticipating further refinements. Its entropy is
h(TGg-(1)) = 0.111.

The graph in Figure 6.6 portrays the essential information in TG,,-(1) in a more
condensed manner. After this first state-splitting, each cycle has been separated, so
that when a traversal of a cycle is started, the subscript of that vertex indicates which
cycle is going to be followed. Hence, if a trajectory starts on the edge between 1111B
and 1110A, one knows that it came from cycle B and is next going to follow cycle A.
It is sufficient to include only the vertices and edges at the starting wall since there
can be no ambiguity elsewhere, as indicated by the vertex subscripts. This graph can
be called the “Condensed TG”. We include the nodes and edges associated with the
starting wall, and the dashed edges signify that a traversal of the cycle given by the
node subscript will occur.

It is clear that the entropy of TG, (1) is less than the entropy of TG, in our
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example, or in any other example where some edges of TG can be removed. How-
ever, it remains to be shown that we use it as an upper bound on entropy for the
“true” (continuous) dynamics. The map ¢ is defined over the original alphabet and
cannot distinguish between different regions on walls associated with different cycles.
However, we can define a new map that does.

First, we will convert each point in space into a symbol as was done with ®. Let
{C1,...,Cn.} be the set of cycles that remain in TGy, after removing cycles with
empty returning cones from TGy, and let Ag. C A, be the corresponding alphabet
(set of nodes). We define map ®4, in analogy to the original ®, as

(6.7)  @1(z) = (ac,,be;,) if z € (OB NIBM)NDe,, M () € 9BI N Z,

where 4,5 € {1,...,N.}. Under this definition, ®; : Zrr — &, takes a point on a
wall and identifies it with the two boxes it is between as well as indicating which cycle
it is destined to follow. Again analogous to the case with ®, we define ®;__ : 23y —

f[z] (TGsr(l)) by

(6.8) Oy ((@")ken)) = (P1(2)) oy -
Finally, composing ®;__ with £ gives the map
(6.9) 1= _o0f: Irr — FE(TGC,(1)).

Under our conditions and on our new graph, ¢; works exactly as ¢ did, except
that ¢; differentiates between cycles; ¢1(2rr) C _#12(TG4,(1)). Again we con-

sider the closure to ensure that the space is indeed a shift space. So ¢1(Zrr) C
_J(TG,,(1)) is the shift space of all possible trajectories, now encoded in the al-

phabet of TGy, (1). If we define hy, () = h(¢1(Z1R)), hra, = h( ZH(TGy))
and hrg,, (1) = h(_Z1#(TG4.-(1))), and since hrg, = hrg,, and _#2(TG,.(1)) C
JB(TG,), it follows that hy,(gem) < hrg..) < hra, = hra, < hrg where
hra,, (1) is the entropy of the reduced, split, reduced TG that only allows for the
cycles A and B. This gives an even better upper bound on entropy.

6.2. Arbitrary levels of refinement. In the previous section, we showed how
to remove all forbidden cycles using state-splittings. However, there may also be
sequences of cycles that are forbidden. In our example, it is clear from Figure 5.3
that Mp(Cp) N Cp = () and hence, cycle BB is forbidden. It is easy to modify
TGs,(1) in Figure 6.5 to reflect this, by removing the edge between 11115 and 11105
to get Figure 6.7. This further reduction from TGy, (1) allows cycle A to be followed
by either A or B, but only allows cycle A to follow cycle B. This is consistent with
the dynamics given by the images of the two returning cones in the trapping region
and has entropy h = 0.0813. The condensed depiction of the graph is now given in
Figure 6.8. Of course, longer sequences of cycles may also be forbidden, in general.
To deal with this, we will need to further generalize the state-splitting process, the
notion of a cycle and of a trapping region, beyond returning once to the starting wall
as was initially considered. This will allow us to determine sequences of length n € N
that are forbidden, and to show that as n increases, the entropy of these refinements
converges to the entropy of the true dynamics.

A general way to identify forbidden sequences of cycles is to calculate their return-
ing cones. Empty returning cones correspond to forbidden cycles. Returning cones
for sequences of cycles, like AA, AB, BA, and BB, can be calculated in the same way
as was done for cycles A and B.
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Fig. 6.7: Reduced version of TGgg(1) that forbids BB.

Fig. 6.8: Reduced version of TGgr(1) that forbids BB, in condensed form.

To begin, we focus on a state-splitting of TGg,.(1) (Figures 6.5,6.6) that separates
cycle sequences of length two and is consistent with the underlying dynamics. As
before, in order for the state splitting to give us the correct entropy relations, we will
need to consider the natural extension. Starting at the nodes 11104 and 11103, we
move from node to node forwards along each cycle performing in-splittings at each
node until we get to the terminal nodes for each cycle, 11114 and 1111p respectively,
where we perform the final in-splittings to obtain the graph depicted in Figure 6.9.
Thus far, all two-letter combinations of cycles A and B are possible and are separated
in the graph. Notice that a given cycle can only be followed by a cycle whose first
letter matches the second letter of the cycle just followed. For example, cycle AA
can be followed by either AA or AB, but not BA or BB. For sequences of cycles of
length n, the first n — 1 letters must match the last n — 1 letters of the previous cycle.
For example, the sequence BAAB can only be followed by cycles whose subscript
starts with AAB. This rule is a consequence of in-splitting and ensures the conjugacy
needed in order to compare entropy.

At the level of the TGg,(n) refinement, this is the method of splitting that is
required in order to separate cycle sequences of length n + 1. Since each cycle is
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Fig. 6.10: TGy, (2) for the example Glass network.

just a simple loop in the graph without branchings, to separate the cycle sequences
of length n + 1, we need only perform in-splittings at each node starting with the
starting node of each cycle, and moving forward along each loop, until reaching the
terminal node where the final in-splitting is performed. Then edges can be removed
for cycle sequences with empty returning cones. The proof that each such splitting is
indeed a conjugacy follows closely the proof of Proposition 6.7.

It is clear from Figure 6.9 that in order to forbid the sequence BB, all edges to or
from nodes with subscript BB must be removed. Doing so gives TG, (2), whose full
graph is shown in Figure 6.10, and condensed graph in Figure 6.11. The entropy of
this graph is the same as that of the alternative reduction to forbid BB in Figure 6.7,
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Fig. 6.11: TG, (2) for the example Glass network, condensed form.
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Fig. 6.12: Returning Cones for AA, AB, BA, and BB.

with h & 0.0813. It is easy to see that TG, (2) is actually just a state splitting of
Figure 6.7, so the shift spaces are conjugate.

In order to construct the appropriate symbolic dynamics for the state-split graph
in which sequences of cycles are separated, we will consider the returning cones for
these cycle sequences, that is the sets of points from which such a cycle sequence is
followed. Figure 6.12 depicts the returning cones in the starting wall for each cycle
sequence of length two in our example. Note that cycle sequence BB has an empty
returning cone: there is no point on the starting wall from which the sequence BB
is followed. Hence, BB is forbidden. The other three returning cones partition the
trapping region: the returning cone for cycle A is partitioned here into those for cycles
AA and AB, while the returning cone for cycle BA is identical to that for cycle B.
This partitioning of the original returning cones allows us to encode trajectories as in
Section 6.1, while making them consistent with Figures 6.10 and 6.11.

The trapping tube, Zrg, will now be expressed as a union of cycle tubes corre-
sponding to the returning regions of the cycle sequences. Each component of Zrg is
disjoint from the rest if we follow it only until the first return to the starting wall.
That is, even though we start with a returning region for a cycle sequence, and fol-
lowing that sequence would entail multiple returns to the starting wall, we define the
cycle tube from that returning region as the sequence of images on the walls following
only the first cycle (so if the sequence is AB, for example, we only follow cycle A).
This avoids intersections of tubes that would occur if we followed them further. In
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our example, the cycle tubes corresponding to each of the cycle sequences of length
two are

0Ci)—1
@CiCj =N U MZ(%%CZ,(;'J. (w1))
=0

where C;,C; € {A, B} and [(C;) denotes the length of cycle C;. Note that Zpp is
empty. Nevertheless,

(6.10) Drr=DaaUDapU DaU PDpr

In order to encode trajectories consistent with the graphs in Figures 6.11, 6.10, and
6.9, we need to generalize the maps ®; and ¢; from Section 6.1 to work in the same
way, but for any cycle sequence of length n, as well as the cycle tube Z¢, when C' is
a sequence of cycles.

DEFINITION 6.8. For a sequence of cycles Cy ...C,,, the cycle tube is given by

1(C)—1
(6.11) Y00, =20 |J M (%#Cc, o, ()
=0

where [(Ch) is the length of cycle Cy, the first cycle in the sequence.
The map for sequences of length two is then defined by
(6.12) Po(x) = (ac,icj,bckcl) if ze (8321“(783}:1)0@@6&,M_l(l‘) S 6B;nﬂ.@cicj

where 7,7,k,1 € {1,...,N.}. The arbitrary combinations of indices 1, j, k, ! indicate
all possible combinations of cycles even if some may not be realized. Then

(6.13) Dy ((l’k)keN)) = ((DQ(xk))keN
and
(6.14) ¢2 =0y 0&: Irr — FPTGC,(2)).

Any trajectory starting on the starting wall will be encoded by ¢2 into the two-cycle-
sequence alphabet.

Now it is straightforward to remove the graph nodes and edges that are associated
with empty returning cones and cycle tubes, including those on the starting wall. The
resulting graph we call TGq,.(2), and it clearly satisfies the string of inequalities

(6.15) hgy(zrr) < Pra.,.2) < bra,.q) < bra, < hrc

The only inequality here that requires additional justification is the relationship be-
tween hrq,, (2) and hrg,, (1)- Since both of their natural extensions have the same
entropy as their one-sided counterparts, it easily follows that

B(_7 (TGap(2))2) = h(_7 (TCoy(2)2)) < h(_F (TG (1))2)) = h(_7 (TG, (1))2),

Hence, the inequalities in (6.15) hold. Since, for the corresponding comparison at
step n of our refinement process the inequalities will hold for the same reason, we will
omit the mention of the natural extension. However, it is important to note that most
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of the inequality relations come from the fact that the entropy of the TG one-sided
systems and their natural extensions are the same and that in the case of the natural
extensions, state splitting induces the conjugacy.

To generalize to the case of sequences of length n is straightforward. We define
new maps: ®,, ®,_, and ¢, like their n = 2 counterparts:
(6.16)
¢, (7) = (ac,..c;,be,..c;) if x€ (OBS" NAB™N Ze,..c;, M (x) € 83210‘@@_“@

where i,5,k,l € {1,...,N.}. Again, the arbitrary combinations of indices i, j, k, [
indicate all possible cycles combinations of length n, even if some may not be realized.

(6.17) O ((2")ken)) = (q)"(xk))keN’

(6.18) b =P, 0E: Drr — FH(TG,(n)).

The level n state splitting is formulated in exactly the same way as the level 2 state
splitting and will be denoted TGy, (n). For each n — 1 length cycle sequence, create
a copy associated to each appropriate length n sequence. After calculating all of
the returning cones for the length n cycle sequences, remove all the nodes and edges
associated with empty returning cones, including the cross edges on the starting wall
associated with forbidden words. This edge shift associated with the level n refinement
of the graph is again conjugate to that of the level n—1 graph by way of the properties
of state splitting discussed previously.
Finally, all of this leads to the string of inequalities

(6.19) hg,(2er) < Pra., () < -+ hra,. ) < hra,,q) < hre, < hra,

which tells us that we can refine the TG to remove dynamics associated with a for-
bidden cycle sequence (one with an empty returning cone) of any length we wish, and
we can still use its entropy as an upper bound on the entropy of the true dynamics.

REMARK 1. Since the adjacency matrices are sparse, computation of the eigenval-
ues is reliable for large n. This gives us a practical method of estimating the entropy
of a network attractor to any arbitrary level of refinement, in principle.

6.3. The limit of the refinement process. The following theorem states that
in the limit as n goes to infinity, the entropy of the n*" state splitting will converge
to the entropy of the true dynamics. For the proof, we will need the following propo-
sition [28, p.123] proven by Lind and Marcus:

PROPOSITION 6.9. Let X1 O Xo D X3... be shift spaces whose intersection is X .
Then h(Xy) = h(X) as k — co.

THEOREM 6.10. For a given Glass network, limy, o0 hra,, (n) = Ng(@rp)-

Proof. Consider the sequence of shifts of finite type X, with sets of forbidden
blocks Fy, given by F = {C1...Cy | Z€¢,..c,(w1) = 0}. From the definition of
Xr,, it is clear that

() X7 = 6(Zrr)
k=1

and that TG D TG, 2 Xr 2 Xr, O Xz, ... So by Proposition 6.9 it follows that

(6.20) Jim 1(X7,) = MA(PrR) = hg(@rr)-
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Now, for the given Glass network consider its TGg,.(n) and the mappings

Yn s J (TG (n) — 7PI(TG)

where 1, is just the mapping that removes cycle subscripts from symbols, effectively
encoding trajectories from the split alphabet into the original alphabet. From the
definition of 1, it is clear that it is a sliding block code and that it is finite-to-one.
Additionally, as detailed by Lind and Marcus [28, p.276], finite-to-one codes on any
shift space preserve entropy. So, it follows that

W J B TGor(n)) = h(¥a (7 (TG ()
Furthermore, it follows that 1, (_#12(TGg.(n))) = X#,, and hence

W J P (TG (n)) = h(Wn( 7 PTGy (n)))) = A(XE,).

So, we have that hrq,, (n) = hM(Xz,) for all n € N. Finally, by Equation (6.20) it

follows that limn%oo hTGsr(n) = h(qﬁ(@TR)) 0
Since it is easy to compute the entropy of TGy, (n) for any n, Theorem 6.10 allows us
to find an upper bound as close to the true entropy as desired.

7. Numerical Estimation. Here, we numerically simulate our example net-
work and extract the number of blocks from long trajectories to get estimates of the
entropy as a check on the results of our refinements above. Numerical integration is
done here simply by computing the wall-to-wall maps as a discrete process from a
given initial point on the starting wall.

7.1. Have we found all of the blocks?. It is reasonable to expect that if
we simulate many trajectories from different random initial conditions, we may be
able to generate all the elements of B,,(¢(Zrr)) for reasonably large n. This is easy
to verify for small n since it is simple to calculate all the returning regions and the
necessary trajectories are short. We experimented with blocks of length n = 50,
where 10° steps (wall-to-wall transitions) seemed to generated most of the blocks
(the count appeared to have stopped increasing), but a longer simulation showed that
after about 10® steps there was another jump in the number of blocks. This is likely
due to a few blocks of length 50 having very narrow returning cones and thus not
occurring often. Increasing the trajectory length did not cause any more increases
up to 10° steps. Of course, we do not know for certain if there are additional blocks
of length 50 or not, without calculating the returning regions of each possible block
of length 50 and checking to see which are empty, but for large n that exhaustive
check is computationally prohibitive. This experiment suggested that 10 steps might
be sufficient to get a good estimate of entropy for n somewhat larger than 50. In
Figure 7.1 we plot the number of blocks of length 120 found in simulations of length
up to 10% transitions (with the number of transitions plotted on a logaritheoremic
scale). It is clear that the number of blocks continues to increase until about 108
steps. There are additional small jumps before about 1.5 x 10, but no further visible
increases from there until 10° steps. If additional increases occur for larger n, their
impact on entropy should be small, since that involves taking the logaritheorem of
the number of blocks and dividing by n. Thus, we expect that for n < 120, 10°
transitions will give us a reasonably tight lower bound on the the number of blocks. If
the system is chaotic, then the number of blocks of length n continues to increase with
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Fig. 7.1: Blocks of length 120 vs number of transitions up to 10°

n, and we can only estimate the number of blocks up to some finite n. The count
of blocks of some particular (large) length n from a long simulation gives a lower

bound on B, (¢(Zrr)) and hence on log(B,(¢(Zrr))) for that particular n and for
any larger values of n, but not necessarily on the entropy, since %bg(l’)’n(qﬁ(@TR)))
may still decrease as n increases as the effects of possible longer forbidden blocks
become significant. Thus, our lower bound on the number of blocks for a specific
large n does not give a rigorous lower bound for the entropy.

One question that should be addressed is “what if this is just a very complicated
limit cycle?”. For our example it has been proven that there is no stable limit cycle [7].
However, in general this is something that needs to be considered. It has been shown
that in example networks with only 4 variables, there can be surprisingly long stable
limit cycles: examples with stable limit cycles of length 174 and 252 transitions have
been identified [6]. Without knowing of the existence of such long stable limit cycles
ahead of time, numerical simulations would need to be long enough to identify that
the number of blocks stops increasing at the length of the cycle. However, our method
of upper bounds would eventually catch this, if refinement was carried far enough.
If there exists a stable limit cycle involving multiple returns to a starting wall, the
graph would eventually reduce to a single long loop without any branching, and which
crossed the starting wall multiple times. This structure always has an entropy of 0
and hence would make numerical simulation irrelevant.

7.2. Numerical (non-rigorous) lower bound on entropy. For a shift space
X with nonzero finite entropy, B,(X) grows approximately exponentially. For our

example, it is reasonable to assume that for sufficiently large n, |B,(¢(Zrr))| =~
a-b", where a and b are positive real constants. Hence, hg(9,,) ~ logb. Thus

for chaotic systems, a plot of log |B,(¢(%Z7rr))| vs n should have a linear trend, at
least asymptotically. Figure 7.2 plots log|B,(#(Z2rr))| against n for our example,
calculated from numerically generated trajectories. The slope of the best fit line (least
squares) is 0.067025, which gives an estimate of the entropy. Our second refinement
from Figure 6.10 has an entropy of approximately 0.081. It is likely that there is a
longer forbidden block that would only be found by refining further, so that 0.081 is
an over-estimate. Alternatively, it may be that there is a very small returning cone
that is visited extremely rarely, and was missed by the numerical simulation. If this
is the case, then the numerical estimate of 0.067 underestimates entropy. It may
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Fig. 7.2: logy of number of blocks of length n for 2 < n < 126 using a simulation of
10° transitions (dots) at each n. The solid line is the least squares best fit, which has
slope = 0.0670258.

also be that transients occur in the numerical simulations. In the theoretical (upper-
bound) estimate, transients of some length are discovered as slightly longer sequences
of cycles with an empty returning cone (see above). But if the numerical simulations
include a transient, they will inflate the number of blocks, and potentially lead to an
over-estimate of entropy, but keep in mind that for a given trajectory, there can be at
most one transient block of any given length n, so the effect on entropy is negligible
for large n.

An observation from the numerical simulations is that the word BAAB does not
appear in any of the generated trajectories. However, its returning cone is nonempty.
It may be that BAAB is a rare sequence. The returning cone is very narrow and on
the edge of the trapping region. Furthermore, the entropy of a representation that
forbids BAAB is 0.0706, close to our numerical estimate of 0.067, so our numerical
simulation may have missed a rare occurrence and the true entropy may be closer
to 0.081. On the other hand, it may also be that every word of some length n > 4
that includes BAAB is forbidden. Given that we know this system is chaotic (or at
least, aperiodic), the upper bound of 0.081 may be sufficient. While 0.067 is not a
rigorous lower bound, it seems likely that the actual entropy is larger than this. The
numerical estimate, 0.067 and the theoretical upper bound, 0.081, are significantly
closer in value than any of the first three estimates of 0.88, 0.224, and 0.111 from
the TG, TG, and TG, (1) respectively. Additionally, the upper bound 0.081 was
achieved with very little work. In general, the refinement process may require more
effort, but the process is simple to implement.

8. Conclusions. We have shown how to improve on the result of Farcot [11],
which allows for the entropy of the dynamics of a Glass network to be bounded
above by that of a symbolic dynamical system based on the TG. If one uses more
information about the dynamics of such a network, by means of returning cones of
cycles and trapping regions, one can construct discrete representations that more
faithfully represent the dynamical possibilities, and thus give a tighter upper bound
on entropy. The method uses structural changes by way of state splitting in the TG
and removing edges that correspond to unrealizable trajectories. The procedure can
be taken to an arbitrary level of precision, giving a sequence of shift spaces that have

37



decreasing entropy, and which we show approach the true entropy in the limit. We
have removed from consideration certain types of network structure that would make
our procedure more difficult, in particular, networks in which one cannot avoid an
infinite number of cycles on any starting wall, or at least a potentially infinite number
based on the TG alone. It might be possible to extend our work to include such
examples. However, the remaining class of networks is large and dynamically diverse,
with many good candidates for designs of TRNGs.

It should be noted that one could, in principle, avoid our state-spitting procedure,
and simply identify forbidden sequences in the original alphabet that correspond
to forbidden sequences of cycles, or even sequences of boxes that don’t necessarily
correspond to full cycles. This would avoid the need for defining larger and larger
alphabets on the state-split graphs. However, the information about the dynamics we
have comes from returning cones for cycles and trapping regions on a starting wall,
and this is the information we use to identify forbidden cycles or sequences of cycles,
so it is natural to structure our symbolic dynamics around them. Additionally, the
state-split graphs have the advantage of allowing simple calculation of the entropy via
the Perron eigenvalue of the graph’s adjacency matrix.

As mentioned throughout, Glass networks have been proposed as TRNGs. Ran-
domness in a TRNG comes mainly from thermal noise, but the strength of the idea
of an underlying chaotic (deterministic) circuit design is that there is already positive
entropy even without the thermal noise. The entropy of a physical realization will
not be exactly the entropy of the idealized chaotic system, but whatever results from
adding thermal noise to it. In a physical implementation of a TRNG, one would
have to address the issue of sampling. It is desirable to extract a sequence of bits at
regular time intervals, rather than transition times, for example, in order to take ad-
vantage of the phase drift caused by the physical random perturbations. However, the
sampling rate will affect the entropy of the extracted bit sequences (entropy should
generally increase with a decreasing sampling rate), and translating our entropy es-
timate based on box transitions into that of sampled bits is a non-trivial task. One
expects, though, that higher entropy of the box-transition dynamics will allow higher
entropy of an appropriately sampled bit sequence.

We have assumed throughout that we have a minimal trapping region. However,
it may be beneficial in random number generation to consider systems with multiple
disjoint trapping regions in a given starting wall.In that situation, we must deal with
each minimal trapping region (and thus each attractor) separately in order to use
the state-splitting process detailed in section 6. In the context of generating random
numbers, one could then identify suitable initial conditions to exploit the attractor
with the highest entropy. However, there may be an additional benefit to multiple
trapping regions if the random “jitter” from thermal noise allows a network to jump
back and forth between attractors, providing an additional source of randomness. It
should be possible to automate our method for estimating entropy by an upper bound
based on dynamical information that allows refinement of the state transition graph.
Given a network structure, can one automatically detect a trapping region and extract
a good upper bound on entropy? This is an idea for future work.
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