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Private Online Learning via Lazy Algorithms

Hilal Asi* Tomer Koren' Daogao Liut Kunal Talwar®

Abstract

We study the problem of private online learning, specifically, online prediction from experts
(OPE) and online convex optimization (OCO). We propose a new transformation that trans-
forms lazy online learning algorithms into private algorithms. We apply our transformation for
differentially private OPE and OCO using existing lazy algorithms for these problems. Our
final algorithms obtain regret which significantly improves the regret in the high privacy regime
£ < 1, obtaining /T logd + T3 log(d)/?/? for DP-OPE and /T + T'/3\/d/e*/? for DP-OCO.
We also complement our results with a lower bound for DP-OPE, showing that these rates are
optimal for a natural family of low-switching private algorithms.

1 Introduction

Online learning is a fundamental problem in machine learning, where an algorithm interacts with an
oblivious adversary for 7" rounds. First, the oblivious adversary chooses T loss functions £y, ..., 07 :
X — R over a fixed decision set X. Then, at any round ¢, the algorithm chooses a model z; € X,
and the adversary reveals the loss function ¢;. The algorithm suffers loss ¢;(x;), and its goal is to
minimize its cumulative loss compared to the best model in hindsight, namely its regret:

T T
Regr = th(xt) - 96111611}( Z ly(x7).
t=1 t=1

In this work, we study two different differentially private instances of this problem: differentially
private online prediction from experts (DP-OPE) where the model x can be chosen from d experts
(X = [d]); and differentially private online convex optimization (DP-OCO) where the model belongs
to a convex set X C R%,

Both problems have been extensively studied recently [JKT12, ST13, JT14, AS17, KMS*21]
and an exciting new direction with promising results for this problem is that of designing private
algorithms based on low-switching algorithms for online learning [AFKT23b, AFKT23a, AKST23a,
AKST23b|. The main idea in these works is that the privacy cost for privatizing a low-switching
algorithm can be significantly smaller as these algorithms do not update their models too fre-
quently, allowing them to allocate a larger privacy budget for each update. This has been initiated
by [AFKT23b], which used the shrinking dartboard algorithm to design new algorithms for DP-OPE,
later revisited by [AKST23a] to design new algorithms for DP-OCO using a regularized follow-the-
perturbed-leader approach, and more recently by [AKST23b| which used a lazy and regularized
version of the multiplicative weights algorithm to obtain improved rates for DP-OCO.

While all of these results build on lazy-switching algorithms for designing private online algo-
rithms, each one of them has a different method for achieving privacy and, to a greater extent,
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Table 1: Regret for approximate (e,d)-DP algorithms. For readability, we omit logarithmic factors
that depend on 7" and 1/4.

a different analysis. Moreover, it is not clear whether these transformations from lazy to private
algorithms in prior work have fulfilled the full potential of lazy algorithms for private online learning
and whether better algorithms are possible through this approach. Indeed, the regret obtained in
prior work [AFKT23b, AKST23b] is T"/3 /e (omitting dependence on d) for DP-OPE, which implies
that the normalized regret is 1/ T2/3¢: this is different than what exhibited in a majority of scenarios
of private optimization, where the normalized error is usually a function of Te.
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Figure 1: Regret bounds for (a) DP-OCO with d = polylog(T), (b) DP-OCO with d = T/ and
(c) DP-OPE with d = T. We denote the privacy parameter e = T~ and regret 77, and plot /3 as
a function of a (ignoring logarithmic factors).

1.1 Owur contributions

Our main contribution in this work is a new transformation that converts lazy online learning
algorithms into private algorithms with similar regret guarantees, resulting in new state-of-the-art
rates for DP-OPE and DP-OCO. We provide a summary in Table 1 and Figure 1.

L2P: a transformation from lazy to private algorithms (Section 3). Our main contribution
is a new transformation, we call L2P, that allows converting any lazy algorithm into a private
one with only a slight cost in regret. This allows us to use a long line of work on lazy online
learning [KV05, GVW10, AT18, CYLK20, SK21, AKST23a| to design new algorithms for the private
setting. Our transformation builds on two new techniques: first, we design a new switching rule that
only depends on the loss at the current round, so as to minimize the privacy cost of each switching
and mitigate the accumulation of privacy loss. Second, we rely on a simple, key observation that
by grouping losses in a large batch, we can minimize the effect on the regret of lazy online learning



algorithms. We introduce a new analysis for the regret of lazy online algorithms with a large batch
size that improves over the existing analysis in [AFKT23b]; this allows us to reduce the total number
of “fake switches” needed to guarantees privacy, improving the final regret.

Faster rates for DP-OPE (Section 3.1). As a first application, we use our transformation
in the DP-OPE problem on the multiplicative weights algorithm [AHK12|. This results in a new
algorithm for DP-OPE that has regret /T log(d)+T"'/3 log(d) /e%/3, improving over the best existing
results for the high-dimensional regime in which the regret is /T log(d)+1"/3 log(d) /e [AFKT23b].!
The improvement is particularly crucial in the high-privacy regime, where € < 1: indeed, our regret
shows that (for d = poly(T')) it is sufficient to set ¢ > T~'/4 for matching the optimal non-private
regret \/T'log d, whereas previous results require a much larger ¢ > T—1/6 to get privacy for free.
This is also important in practice, when multiple applications of DP-OPE are necessary: using
advanced composition, our result shows that we can solve K ~ /T instances of DP-OPE with
e = 1 and still obtain the non-private regret of order v/T'; in contrast, prior work only allows to
solve K ~ T'/3 instances while still attaining the non-private regret.

Faster rates for DP-OCO (Section 3.2). As another application, we use our transformation
for DP-OCO with the regularized multiplicative weights algorithm of [AKST23b|. We obtain a
new algorithm for DP-OCO that has regret T + T/ 3\/8/62/ 3 improving over the best existing
results that established regret /T + TY3\/d/e + T%/8\/d/e?/* |[AKST23b] or d*/*\/T/\/z using
DP-FTRL [KMS*21].

Lower bounds for low-switching private algorithms (Section 4). To understand the limi-
tations of low-switching private algorithms, we prove a lower bound for the natural family of private
algorithms with limited switching, showing that the upper bounds obtained via our reduction are
nearly tight for this family of algorithms up to logarithmic factors. This shows that new techniques,
beyond limited switching, are required in order to improve upon our upper bounds.

1.2 Related work

Lazy online learning. Our transformation and algorithms build on a long line of work in on-
line learning with limited switching [KV05, GVW10, AT18, CYLK20, SK21, AKST23b|. As is
evident from prior work in private online learning, the problems of lazy online learning and pri-
vate online learning are tightly connected |[AFKT23b, AFKT23a, AKST23a, AKST23b|. In this
problem, the algorithm wishes to minimize its regret while making at most .S switches: the algo-
rithm can update the model at most S times throughout the T' rounds. Recent work has resolved
the lazy OPE problem: [AT18] show a lower bound of v/T 4 (T'/S)log(d) on the regret, which is
achieved by several algorithms such as Follow-the-perturbed-leader [KV05] and the shrinking dart-
board algorithm [GVW10]. For lazy OCO, however, optimal rates are yet to be known: [AKST23b]
recently show that a lazy version of the regularized multiplicative weights algorithm obtains regret
VT + (T/S)Vd, whereas the best lower bound is v/T + T/S [SK21].

Differentially Private Stochastic Convex Optimization (DP-SCO). In the non-private
setting, it is well known that Online Convex Optimization (OCO) is closely related to the problem
of Stochastic Convex Optimization (SCO), where an algorithm is given n i.i.d. samples from some
distribution P and aims to minimize a stochastic convex loss function, and the optimal rates for
both problems are the same (e.g., [SS12, Haz16|). It is still unclear whether such a result holds

1[AFKT23b] has another algorithm which slightly improves over this regret in the high-privacy regime and obtains
regret T2/5/E4/5. We include this algorithm in Figure 1.



in the private setting. While optimal algorithms are known to achieve (normalized) rate 1/y/n +
Vd/(ne) for DP-SCO [BST14, BFTT19, FKT20, AFKT21, ALD21], the best algorithms for DP-
OCO (Section 3.2) achieve a normalized regret 1/v/T + /d/(Te€)??. Recently, for the case of
stochastic adversaries (that choose ¢; i.i.d. from P), [AFKT23b| gave a reduction from DP-OCO to
DP-SCO which shows that (up to logarithmic factors) both problems have the same rates in this
case.

2 Preliminaries

2.1 Problem setup

We consider an interactive T-round game between an algorithm ALG and an oblivious adversary Adv.
Before the interaction, the adversary Adv chooses T' loss functions ¢, ..., lr € L={{|{: X — R}.
Then, at each round t € [T], the algorithm ALG, which observed ¢y, -- ,¢;,_1 chooses x; € X, and
then the loss function ¢; chosen by Adv is revealed. The regret of the algorithm ALG is defined
below:

T T
Reg(ALG) := li(xy) — min le(x").
Br(ALG) = 3 te) — min 3 bl
We study online optimization under the constraint that the algorithm is differentially private.
For an algorithm ALG and a sequence S = (¢1,...,¢r) chosen by an oblivious adversary Adv, we let
ALG(S) := (21, ...,z7) denote the output of ALG over the loss sequence S. We have the following
definition of privacy against oblivious adversaries.?

Definition 2.1 (Differential privacy). A randomized algorithm ALG is (g, d)-differentially private
against oblivious adversaries (g, §)-DP) if, for all neighboring sequences S = (1, ...,¢r) € £T and
S =,....t) € LT that differ in a single element, and for all events O in the output space of
ALG, we have

Pr[ALG(S) € O] < € Pr[ALG(S’) € O] + 4.

We focus on two important instances of differentially private online optimization:

(i) DP Online Convex Optimization (DP-OCO). In this problem, the adversary picks loss
functions £ € Loco = {¢ | £ : X — R is convex and L-Lipschitz} where X C R? is a convex
set with diameter D = diam(X) := sup, ,cx |7 — y||, and the algorithm chooses z; € X'. The
goal of the algorithm is to minimize regret while being (e, ¢)-differentially private.

(ii) DP Online Prediction from Experts (DP-OPE). In this problem, the adversary picks
loss functions £ € Lopr = {¢ | £ : [d] — [0,1]} where X = [d] is the set of d experts, and
the algorithm chooses z; € [d]. The goal of the algorithm is to minimize regret while being
(e, 0)-differentially private.

2.2 Tools from differential privacy

Our analysis crucially relies on the following divergence between two distributions.
Definition 2.2 (4-Approximate Max Divergence). For two distributions p and v, we define
S)—6
D8 (ul|v) = sup In &
sCsupp(u) u(s)>s  V(5)

We let DY (j1,) = masx{D%, (u[[v), Dy (v]l0)}.

2Qur algorithms will satisfy a stronger notion of differential privacy against adaptive adversaries (see [AFKT23b]).
However, to keep the notation and analysis simpler, we limit our attention to privacy against oblivious adversaries.



We also use the notion of indistinguishability between two distributions.

Definition 2.3. ((g, ¢)-indistinguishability) Two distributions p, v are (g, ¢)-indistinguishable, de-
noted p ~ . 5) v, if D (u,v) <e.
Note that if an algorithm ALG has ALG(S) ~(. 5y ALG(S’) for all neighboring datasets S,S’ then

ALG is (g, §)-differentially private.
Moreover, note that distributions with bounded Dgo satisfy the following property.

Lemma 2.4. Let € < 1/10. If DS (u,v) < /2 then we have

nw(X)
v(X)

X
Pr |[e ¢ < 'U(X) <e* | >1—-60/c and XPr e "< <e | >1—-60/e.
~v

Xoop v(X)
Our results use standard results on group privacy and privacy composition.

Lemma 2.5. (Group Privacy) Let ALG be an (,8)-DP algorithm and let S,S'LT be two datasets
that differ in k elements. Then for any measurable set S in the output space of ALG

Pr[ALG(S) € O] < " Pr[ALG(S") € O] + ke* =1z,

Lemma 2.6 (Advanced Composition,[KOV15]). For any e, > 0,8, € (0,1) for t € [k], and 6 €

(0,1), the class of (et,0¢)-DP mechanisms satisfy (€5,1 — (1 — 0)Iyepy (1 — 0¢))-DP under k-fold
adaptive composition, for

- . \/Zte[k} et -
€5 = Zat—l—mln Z2sflog(e+f),\/z 2e2log(1/8) ¢ . (1)

Y te(k]

Finally, for our lower bounds, we require the notion of concentrated differential privacy. To this
end, we first define the a-Renyi divergence (a > 1) between two probability measures:

Daul) = —1os ([ (44) aviw)).

Now we define concentrated DP.

Definition 2.7 (concentrated DP). Let p > 0. We say an algorithm ALG satisfies p-concentrated
differential privacy (p-CDP) against oblivious adversaries if for any neighboring sequences & =
(lr,....0r) € LT and 8" = (¢4,...,¢%) € LT that differ in a single element, and any a > 1,
D (ALG(D)||ALG(D’)) < ap.

We have the following standard conversion from p-CDP to (e, d)-DP.

Lemma 2.8 ([BS16]). If ALG is p-CDP with p < 1, then it is (31/plog(1/9),6)-DP for all 6 €
(0,1/4).

3 L2P: From Lazy to Private Algorithms for Online Learning

This section presents our L2P transformation, which turns lazy online learning algorithms into
private ones. The transformation has an input algorithm A4 with measure p; at round ¢ and samples
2 from the normalized measure 7i,, which satisfies the following condition:

Assumption 3.1. The online algorithm A has at time ¢ a measure p; that is a function of
ly,...,0—1 (and density function f,) such that for some ) < 1 and 0 < n < 1/10 that are
data-independent, we have



o Dgg(ﬁt—i-l?ﬁt) < n,
o jutr1(x)/pe(x) = func(fy, x) for all © € X where func is a data-independent function.

While algorithms satisfying Assumption 3.1 need not be lazy, this assumption is satisfied by
most existing lazy online learning algorithms such as the shrinking dartboard (Section 3.1) and
lazy regularized multiplicative weights (Section 3.2). Moreover, any algorithm that satisfies this
assumption can be made lazy via our reduction.

Technique Overview: Suppose the neighboring datasets differ from the sg-th loss function. The
high-level intuition behind our framework is that our algorithm only loses the privacy budget when
it makes a switch (draws a fresh sample) whenever ¢t > sg. Hence, in the framework, we try to make
the algorithm make as few switches as possible. This modification can lead to additional regret
compared to lazy online learning algorithms, and we need to balance the privacy-regret trade-off.
The family of low-switching algorithms is ideal for privatization because its built-in low-switching
property can achieve a better trade-off.

Our starting point is the ideas in [AFKT23b, AKST23b| to privatize low-switching algorithms,
which use correlated sampling to argue that a sample from z;_; ~ Ti,_; is likely a good sample
from f, and therefore switching at round ¢ is often not necessary. In particular, at round ¢, these
algorithms sample a Bernoulli random variable S; ~ Ber(c - T, (x¢—1)/fi;—1 (2¢—1)) for some constant
¢ and use the same model x; = z;_; if Sy = 1, and otherwise sample new model z; ~ T, if
Sy = 0 (which happens with small probability). This guarantees that the marginal probability
of the lazy iterates remains the same as the original iterates. Finally, to preserve the privacy of
the switching decisions, existing algorithms add a fake switching probability p where the algorithm
switches independently of the input. To summarize, existing low-switching private algorithms work
roughly as follows:

At each round ¢:
— Sample S; ~ Ber(C' - T (z4-1) /[ (x1-1)) and Si ~ Ber(1 — p)

— Sample new 2y ~ i, if Sy =0o0r S; =0

— Otherwise set z; = 141

This sketch is the starting point of our transformation, and we will introduce two new com-
ponents to improve performance. The first component aims to avoid the accumulation of privacy
cost for switching in the current approaches where each user can affect the switching probability
for all subsequent rounds: this happens since [, (x¢—1)/f;_1 (z¢+—1) is usually a function of the whole
history #1,...,¥¢:, and hence the existing low-switching private algorithms lose the privacy budget
even it does not make real switches. To address this, we deploy a new correlated sampling strategy
in L2P where the loss ¢; at time t affects the switching probability only at time ¢, hence paying a
privacy cost for switching only in a single round. To this end, we construct a parallel sequence of
models {y;}+[r) (independent of ;) that is used for normalizing the ratio fi,(z4—1)/fi;—1(7¢-1) to
become independent of the history. In particular, at round ¢, we switch with probability proportional
to

Fy(ze-1)  Fyo1(ye-1)
Fr1(@e-1)  Te(ye-1)

The main observation here is that 2@ Foale-1) _ pu(we) - perien)
P (@e—1)  By(ye—1) pe—1(ze—1)  peye-1)

a function of ¢; our input online learning algorithms which satisfies Assumption 3.1. This will,
therefore, improve the privacy guarantee of the final algorithm.

and this ratio is




The second main observation in L2P is that having a large batch size (batching rounds together)
does not significantly affect the regret of lazy online algorithms compared to non-lazy algorithms
but can further reduce the times to make switches and save the privacy budget. Our main novelty
is a new analysis of the effect of batching on the regret of lazy algorithms (Proposition 3.3), which
states that running a lazy online algorithm with a batch size of B would have an additive error
of TB?n? to the regret where 7 is a measure of distance between 7, and 7, ;. This significantly
improves over existing analysis by [AFKT23b, Theorem 2| which shows that batching can add an
additive term of B/n to the regret.

Having reviewed our main techniques, we proceed to present the full details of our L2P trans-
formation in Algorithm 1, denoting vs = p(s_1)p+1 where B is the batch size.

Algorithm 1: L2P

1 Input: Parameter 7, measures {I/t}te[T], batch size B, fake switching parameter p ;

2 Sample x1,y1 ~ U1;
3 Observe /1,...,¢p and suffer loss Zf;l li(z1);
4 fors=2,--- ,T/B do

5 Sample S ~ Ber (min (1, 62351“;(?51*(;)71) . V:éfi)l)» and S, ~ Ber(1 — p);
6 if Sy =0 or S, =0 then

7 ‘ Sample x5 ~ Ty ;

8 else

9 ‘ Set xs = T5_1;

10 Sample Ag ~ Ber(1 — p);
11 if A, =0 then

12 ‘ Sample y; ~ Uy ;

13 else

14 ‘ Set ys = ys—1;

15 Play «x;

16 Observe £(s_1)p41,- - - » £sp and suffer loss fo(s_l)BH li(xs);

The regret of our transformation depends on the regret of its input algorithm. For the measure
{u Y, we denote its regret

!

T
Regy({u}-1) Zz ft (z1)] gg(lzft(ﬂ?)-
t=1

t=1
The following theorem summarizes the main guarantees of Algorithm 1.

Theorem 3.2. Let p € (0,1) and B € N. Assuming Assumption 3.1, Tp/B > 1, and for any
91 > 0 such that nBlog(1/01)/p < 1, our transformation L2P is (¢,0)-DP with

27 3Tn?plog(1/61) 5 5
= +n+ 5B + \/6T77 plog=(1/61)/B

d =2T(2/n+log(1/61)/p)eBdy + 2161,

and has regret

SoT?log(L)
Reg; < Regp({iu}i_,) + O <T32n2 b0

We begin by proving the utility guarantees of our transformation. It will follow directly from the
following proposition, which bounds the regret of running L2P over a lazy online learning algorithm.



Proposition 3.3 (Regret of Batched Lazy Algorithm). Let ALG be an online learning algorithm
that satisfies Assumption 3.1. Let nBlog(1/61)/p < 1, and 61,m < 1/2. Then running L2P with the
input algorithm ALG has regret

50T2 log(l)
Regr < Regr({mu}iz)) + O <T32n2 ).

n

To prove Proposition 3.3, we first show that we can instead analyze the utility of a simpler
algorithm that samples from 74 at each round. This is due to the following lemma, which shows
that ||Us — Us||py is small where Uy is the marginal distribution of x5 in Algorithm 1.

Lemma 3.4. Let Us be the marginal distribution of xs in Algorithm 1. When nBlog(1/61)/p < 1,
we have

Vs = Tsllrv < 3(s — 1)(2e + log(1/61) /p) Bdo.

We also require the following lemma which allows to build a coupling over multiple variables,
such that the variables are as close as possible. This will be used to construct a coupling between
the lazy algorithm and the L2P algorithm that runs it.

Lemma 3.5 (|[AS19]). Given a collection S of random variables, all absolutely continuous w.r.t. a
common o-finite measure. Then, there exists a coupling I', such that for any variables X,Y € S,
we have

2| X = Y|rv
PriI X £Y]| < .
XY S R Yy

We are now ready to prove Proposition 3.3

Proof. Let Reg’ denote the regret when the marginal distribution of z; is 7; instead of 7; induced
in the Algorithm. Since each loss function is bounded,

Regr <Regir+B Y |7, —Dllrv.
s€([T/ B

By Lemma 3.4, we have

Regr < Regr+B Y 3(s—1)(2/n +log(1/81)/p)eBdy
s€[T/ B

< Reg’p + 8T8 log(1/61) /n.

Thus, it now suffices to upper bound Reg.

Due to the preconditions that D% (7;,1,7;) < 7 and & < 1, we know |[T; 41 — &;llrv < 2n.
Recall that we assume x5 ~ Ts. Suppose z; is the action taken by the input lazy algorithm A for
i € [T] and the marginal distribution of z; is 7r;. By Lemma 3.5, we can construct a coupling I'y
between zs and Z := (2(s—1)B+1," " »#sB), such that

P Bi€ls- DB+ LBy # ) < By

Letting Is = 1(3i € [(s —1)B + 1,sB|, z; # x5), we have

sB sB
B (s—1)B+1 (@s,2)~Ts i=(s—1)B+1



sB

= E (-1IL) Z ti(zi)

Tg,2~Ig
i=(s—1)B+1
sB
+ xs,gvrs I Z él(ips)
it=(s—1)B+1
sB
< TF _ (.
> xS7ENFs(1 1) Z ti(2)
i=(s—1)B+1
sB
+ E L) (6()+0(Bn)
it=(s—1)B+1
sB
< E Z 0i(z) + O(Bn - Bp).
i (—1)B+1

Hence we get

T
Reg; < Regr({u}/_,) + 5 O(B*n?),

which completes the proof. O

Now we turn to prove the privacy of L2P. We begin with the following lemma, which provides
the privacy guarantees of sampling a new model x; from the distribution u;. We defer the proof to
Appendix A.

Lemma 3.6. Let {u}, satisfy Assumption 3.1 where n < 1/10. Then for any neighboring
sequences S and S’ with corresponding {p}i_o and {u,}E o that differ one loss function, we have

DA (7, 7iy) < 2n.

We use correlated sampling the algorithm rather than sampling from x; directly. To this end, we
need the following lemma, which provides upper and lower bounds on the ratio used for correlated
sampling.

Lemma 3.7. For any s € [T'/B], if nBlog(1/61)/p < 1, then with probability at least 1 — (2/n +
log(1/61)/p) - eBdy — 01,

Ver1(xs) ) vs(ys) c [e_an,€2B77].
vs(zs)  Vst1(Ys)

One remaining issue is we need to conditional on the high probability events in Lemma 3.7
for the privacy guarantee and can not directly apply Advanced Composition (Lemma 2.6). Now,
we modify the Advanced Composition for our usage. In the classic k-fold adaptive composition
experiment, the adversary, after getting the first i — 1 answers Y7,--- ,Y; 1 (denoted by Y};_y for
simplicity), can output two datasets D? and Dil, a query ¢;, and receives the answer Y; ~ Mi(Df, qi)
for the secret bit b € {0,1}. If each M; is (g, 9;)-DP, then the joint distributions over the answers
Y[y satisty the advanced composition theorem.

In our case, however, we know there exists a subset Gi_l(Df’i_”), such that with probability at
least 1 — A;, Y}y € Gi_l(Dﬁ._”). Conditional on Y};_yj € mbe{og}Gi—l(Dﬁ_”),

Mi(D,4i | Yiic1) € Mbeo.yGim1(Dfi_1)) ®e,5) Mi(D}ai | Yiioa] € Nbepo3Gia1 (D)) (2)

Then we have the following lemma:



Lemma 3.8. Given the k mechanisms satisfying the Condition (2), then the class of mechanisms
satisfy (€5,1 — (1 — 0)yeppy(1 — 6¢)) + 2Zte[k] At-DP under k-fold adaptive composition, with £
defined in Equation 1.

Proof. Without losing generality, suppose we know the adversary and how they generate the
databases and queries. We can construct a series of mechanisms M/, such that M/ draws Y; from
M (D?, g;), and outputs Y; if Y; € ﬂbe{o,l}Gi—l(Dﬁ-_l}), and outputs 0 otherwise. Let (Yib7 .. 7Yk”b)
be the outputs of M/ with secret bit b, and we know the TV distance between (Yl’7b, e ,Yk”b) and
(Yip, -, Ygp) is at most Zte[k} ¢ for any b € {0,1}. Moreover, we know

/ I _ _ / /
(YLO, e aYk,O) Nég,l—(l—é)HtE[k](l—ét)) (Yl,lv U ,Yk,l)
by the advanced composition. The basic composition finishes the proof. O
We are now ready to prove our main theorem.

Proof of Theorem 3.2. The regret bound follows directly from Proposition 3.3. It suffices to prove
the privacy guarantee.

Fix two arbitrary neighboring datasets S and &’, and suppose the sequences differ at sg-step,
that is {£(s,—1)B41," " ;lso} differ one loss function from {El(so—l)BJrl’ el B

Define (; as the indicator that at least one of Ay 1, 5541 and S¢ is zero. Let {(2s, ys, ¢s) }se[r/B]
and { (%, Y, C¢) }sejr/B) be the random variables with neighboring datasets. Let X5 = {(2+, Y7, (+) }res]
be the random variables for the first s-iterations. We will argue that {(zs,ys,(s)}ser/p and

{(@, y%, C2) Ysepryp) are indistinguishable, and privacy will follow immediately.

Let Es be the event such that V:Eg)s) . V:i(f@)é) € [e72Bn €281, Hence we know Pr[E,] >
1 — (2 + log(1/01)/p)eBdy — 61 by Lemma 3.7 for any s € [T/B]. Define E. in a similar way.
Moreover, let Eg be the event that zgf 1(A; =0 or S.,=0)<2Tplog(1/61)/B. By Chernoff

bound, we know

T/B
Pr(Eg) =Pr[) 1(As=0 or S;=0)<2Tplog(1/61)/B] >1—6r.
s=2

Then it suffices to show {(xs,ys, Cs) }sepr/p) and {(z%, ¥, C5) }se[r/B) are (¢, 0, )-indistinguishable
conditional on E := Eg U Eg Userp) (Es U EY). Then this will imply that {(s,ys, () }sejr/p) and
{(@%, vs, €5 Yserry By are (g,0z + (2T + 2)d1 + 2T'(2/n + log(1/01)/p)eBdo)-indistinguishable.

Now we show, conditional on E, any value ¥ such that ¥,_; = X, | = ¥, (z4,ys,(s) and
(xl,yl, Cl) are (es, dp)-indistinguishable where

0, s < Sg
es=142n/p s=so (3)
Gt-m s> 5o

Case 1 (s < s9): It is clear that the claim is correct for s < sg as (zs,ys,(s) and (2%, 9%, ¢!) have
the same distribution then.

Case 2 (s = sg): Now consider the case where s = sg.
Note that (zsy,¥s,) and (7, yq,) have identical distributions, and it suffices to consider the
indistinguishability of (s, and (.

10



We have

N2 Vso+1(Tsq) . Vso (Ysg)
(1 p) 523"71/30(:050) Vso+1(yso)

Pr[CSO - O ‘ Eso—lax807y80] _

PI‘[CéO - 0 | 2/30_17${90’y‘/90:| N (1 _p)2 Vé0+1(xgo) X Vgo(ygo)

L (@) V4 W)

_ Vso+1(Tsy) ] V;()—I—l(yS())

V;O-i-l (Ts0)  Vsor1(¥so)
< e,

Similarly, we have

_ _ 2 _ 2 _ V50+1(':BS()) Vsq (yso)
PrCo = 1| ooty Togr Uso)  © 1=p)"+0-p71 BT, (sg) T ()
/ / / / - / / / /
PriCo = Va1 mionthol 1 (1= pp2 4 (1 201 — s a )

xso) Vé0+1(yg0)

(1_ )2( ;}é’0+1(xl80) ijgo(ygg) — ZV;0+1(5060) Vso(yso) )
=1+ 2B, (244) Vag41(Wag) — €2PMsg (@) Vso+1(Yso)
— (1 —p)? _0)2(1 — ’/§0+1(x§0) vl (Yhy)
L= (1= ) (1= p)2(1 = iy o )
e
<1+ §e277/17'

Case 3 (s > sg): As for the case when s > sg, when (; = 0 (Asy1 = Seq1 = Si; = 1), the
variables are 0-indistinguishable since 3 = 51 and ys; = ys_1 in this case. Consider the remaining
possibility. Given the assumption that p;y1/p is a function of ¢, for any possible X, we have

Pr¢; =181 =% =Pr[(; =1 X,_; =1X].
For any set .S, by the assumption on 7y, we have

Pr[(s =1, (zs,ys) € 5| Bs—1 = X
=Pr{(zs,ys) € 5| Bs—1 =5, =1 Pr[¢s = 1| Zs-1 = 3]
=Pr((zs,ys) € S| Ze1 =%,(s =1 Pr[(; =1 X}, =]
<e*Prl(ay,y,) € S| Ty = X,(; = 1 Pr[(; = 1| T,_; = ¥] + 44
=e*Pri¢y =1, (4, y) € 5| Ty = 3] + 4o,
where the inequality comes from Lemma 3.6 by the divergence bound between 7, and 7i;. This
completes the proof of Equation (3).

The final privacy guarantee follows from combining Equation (3) and the modified Advanced
composition (Lemma 3.8). O

3.1 Application to DP-OPE

This section discusses the first application of our transformation to differentially private online
prediction from experts (DP-OPE). Towards this end, we apply our transformation over the multi-
plicative weights algorithms [AHK12|, which can be made lazy as done in the shrinking dartboard
algorithm [GVW10]. It has the following measure at round ¢

[ () = e Zis1 @), (4)

The following proposition shows that this measure satisfies the desired properties required by our
transformation. We let ii™ denote the density corresponding to ui™.

11



Lemma 3.9. Assume (1,...,¢p where {; : [d] — [0,1]. Then we have that

1. DY (EmY, ™) < n with & = 0.

2. i%(;)) =) for all x € [d].

Proof. The first item follows from the guarantees of the exponential mechanism as ¢;(z) € [0, 1] for
all € [d]. The second item follows immediately from the definition of p™". O

Having proved our desired properties, our transformation now gives the following theorem.

Theorem 3.10 (DP-OPE). Let ¢1,...,¢p where ¢, : [d] — [0,1]. Setting B = 1/ and n =
min(eg,e)?3 /T3 where eg = T~/*1og?/*d, the L2P transformation (Algorithm 1) applied with
the measure {p™ L, is (¢,0)-DP and has regret

TY31ogd

Proof. First, based on theorem 3.2, note that the setting of B = 1/ and n < min(eg,e)?/3/T/3
where gy = T—1/4 log3/ 1 d guarantee the algorithm is (¢,0)-DP.

To upper bound the regret, we use existing guarantees of the multiplicative weights algo-
rithm [AHK12]|, combined with Theorem 3.2 to get that the regret is

log(d)
n

Regr <O <nT + + TB2772>

log(d) n T_772>
2

§O<77T+

=0 <(T€°)2/3 R—TE 2/

1/3
g()( Tlog d+ Logw)),

T3 log(d) T3 )

-2/3

where the second inequality follows by setting B = 1/e, and the third inequality follows by setting
n < min(eg, )3 /T3, and the last inequality follows since g = T~ /*log®*d. O
3.2 Application to DP-OCO

In this section, we use our transformation for differentially private online convex optimization (DP-
OCO) using the regularized multiplicative weights algorithm [AKST23b|, which has the following

measure
U () = e B(SITT @)+ All3), (5)

Letting ™" denote the corresponding density function, we have the following properties.

Lemma 3.11. Assume {1,...,0r : X — R be conver and L-Lipschitz functions. Then we have that

T o L? 88L2log(2/5
1. Dgg(/ﬁ;mvwimw) <n where n = 25)\ + B 0}\€( /80)

9 Py () e BL) forallz e X.

™ (@)
Proof. The first item follows from Lemma 3.5 in [GLL22, AKST23b|. The second item follows
immediately from the definition of pf™". O

12



Combining these properties with our transformation, we get the following result.

Theorem 3.12 (DP-OCO). Let ¢y,...,¢7 : X — R be conver and L-Lipschitz functions. Setting
/ Vv d 1o, 2/3

B = Wl(l/(g)’ A = %max{ T’%}’ ﬁ = 772)\/20L2’ n = Wg(]ﬂ/& G/I’Ldp = 77/6, the L2P

transformation (Algorithm 1) applied with the measure {ui™ YL, is (¢,8)-DP and has regret

Tl/?’mlog(T/é))

22/3

RegT:LD-O<\/T+

Proof. First, based on Theorem 3.2, note that there are three constraints to make the algorithm
private:

n/p <e/2,  ny/Tplog(1/6)/B <e/2,  nBlog(1/d)/p < 1.

3

] vVdlo 2/:
Setting of B = W(l/@’ A= %max{ﬁ, TgT}, B =n*A/20L2% n = Wg(ﬂ“/é) and p = n/e
guarantees the algorithm is (e, §)-DP.

For utility, we use theorem 3.2 with the existing regret bounds for the regularized multiplicative
weights algorithm (Theorem 4.1 in [AKST23b]) to get that the algorithm has regret

L2T  dlog(T

Reg, < O ( AD? + ;. Alog(T)
A B

L%dlogT

An?
1/3
<LD.O <ﬁ+T \/mbg(cr/a))

+ LDTB2n2>

<0 <LD\/T +AD? + + LDTB2n2>

22/3

4 Lower bound for low-switching private algorithms

In this section, we prove a lower bound for DP-OPE for a natural family of private low-switching
algorithms that contains most of the existing low-switching private algorithms such as our algorithms
and the ones in [AFKT23b, AKST23b]. Our lower bound matches our upper bounds for DP-OPE
and suggests that new techniques beyond limited switching are required in order to obtain faster
rates.

For our lower bounds, we will assume that the algorithm satisfies the following condition:

Condition 4.1. (Limited switching algorithms) The online algorithm ALG works as follows: at
each round t, ALG is allowed to either set xy11 = x or sample 41 ~ pir1 where py1q s a function
of b1,..., 4 and is supported over X. The algorithm releases the resampling rounds {t1,...,ts} and
models {x¢,,...,%s}.

Our lower bound will hold for algorithms that satisfy concentrated differential privacy. We use
this notion as it allows to get tight characterization of the composition of private algorithms and
in most settings have similar rates to approximate differential privacy. We can also prove a tight
lower bound for pure differential privacy using the same techniques. We have the following lower
bound for concentrated DP.

Theorem 4.2. Let T > 1 and € > 100 log3/2(dT)/T, If an algorithm ALG satisfies Condition 4.1

and is €2-CDP, then there exists an oblivious adversary that chooses {1, ... 07 : [d] — [0,1] such
that the regret is lower bounded by
T1/3
RegTZQ<\/T—|—2—).
g2/3

13



We prove a sequence of lemmas that are needed for the proof. The first lemma shows that the
algorithm has to split the privacy budget across all resampling rounds. To this end, let .S be a
random variable that corresponds to the number of resampling steps in the algorithm, let 7; be
the random variable corresponding to the round of the i’th resampling (where we let T; = T + 1 if
i > S5), and let Z; be the random variable corresponding to the model sampled at time 7; (letting

Lemma 4.3. (Composition) Let S,T;, Z; and S', T, Z! denote the random variables for two neigh-
boring datasets. Under the assumptions of Theorem /.2, if ALG is e2-CDP, then for all o > 1

T
> Da(Zi||Z] | Ty) < ae®.
i=1

Proof. As ALG is e2-concentrated DP and outputs T}, ...,Ts and Zi,..., Zg, we have that

ag? > Do (T, 21, ..., Ts, Zs||T, Z1, - . ., T, Z%))
> Da(Ttha cee 7TT72T||T1/7ZZIL7' . 7T7,“7Zé“)

T
> " Do(ZillZ] | Ty),
=1

where the second inequality follows as the random variables T}, Z; and T; , Z]’- are constant for ¢ > S
and j > S’, and the last inequality follows as Z; is independent of (T1,...,T;) and (Z1,...,Zi—1)
given Tj;. ]

We defer the proof of the following Lemma to the appendix.

Lemma 4.4. Let T > 1, < 1/T and 6 < 1/2. Assume ¢ : [d] — {0,1} where {[z] ~ Ber(1/2) for
each x € [d]. Let D = (¢,...,£) and let ALG be an (,0)-DP algorithm that outputs (z1,...,27) =

ALG(D). Then
T
1 Te T2ds
>T.(=-22) = .
sy 2T (5-5) -

We are now ready to prove our main lower bound.

Proof. (of Theorem 4.2) We consider the following construction for the lower bound: the adversary
sets Saqy = (T€)?/3, the sequence of losses will have F = Sa2dv epochs, each of size B = T/E =
T/(Te)*/3 = (TE)%/% Inside each epoch, the adversary samples ¢ ~ Ber(1/2)? and plays the same
loss function for the whole epoch.

Let S be random variable denoting the number of switches in the algorithm. In this case,
we argue that each switch must have a small privacy budget (Lemma 4.3), and thus, the price
inside each epoch has to be large (Lemma 4.4). Let T3,...,Ts be the rounds where the algorithm
resamples (T; = T+ 1 for ¢ > S) and let Zy, Z, ..., Zg be the resampled models (Z; =1 for i > 5).
Lemma 4.3 implies that

T
> DulZi1 2| T) < 0.
i=1
Now note that inside an epoch e, if the algorithm does not switch, then it will suffer loss B/2
in that epoch. Otherwise, if it switches, assume without loss of generality there is at most one
switch inside each epoch (see Lemma 4.4). Let j. € [T] denote the index such that Z;, was sampled
in epoch e. Note that the algorithm in this epoch has Do(Z;,||Z], | Tj,) = ae?, hence it is £2-
CDP. Standard conversion from concentrated DP to approximate DP (Lemma 2.8) implies that it

14



s (3gc+/log(1/6),6)-DP where § < 1/T3d. Hence Lemma 4.4 implies the error for this epoch is
B.(L_ 3Becy/log(1/6)

5 5 —1/T. Letting Egypiten C [E] denote the epochs where there is a switch, we
have that the loss of the algorithm is

ALG Z@t .Z't
B
=E Z 5

eiEswitch
1 3Bec/log(1/9)
+E| Y B (5— 5 - 1T
€€ Eswitch

B?e.+/log(1/6
" (E—S)?JFSE_ 3 3B 20g(/)_1

€€ Eswitch

3B%,/log(1/9)
=T2-1- YR Y e

eeEswitCh
3B%\/Elog(1/6)e
2 7

where the last inequality follows since } .. e <4/ E Ze €2 < V/Ee. Note also that the loss
of the best expert is

>T/2-1-

T
— =T/2-VEB
mig > () =7/

Overall we get that the regret of the algorithm is

B?,\/Elog(1
L(ALG) — L* > VEB — 2°g( [O)e _

> (Te)2/3 T 34/log(1/0) \/— 1
- (Te)' 3 2(Te)2/3e2

13 3\/log(1/0)E )

T3 (Te)Be
) T3 3,/log(1/9)
£2/3 2e

i 1/3
@ ¢ (T_> |
=2/3

where (i) follows since E < (T)*/?3, and (ii) holds since 2y l(;ge(l/é) < 2TQ//3 for e > 1001og®?(dT)/T >

2710g%/%(1/6)/T. The claim follows. O

V=

-1

Finally, we note that this lower bound only holds for switching-based algorithms: indeed,
the binary-tree-based algorithm of [AS17] obtains regret v/dlog(d)/e which is better in the low-
dimensional regime. This motivates the search for new strategies beyond limited switching for the
high-dimensional regime.
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5 Conclusion

In this paper, we proposed a new transformation that allows the conversion of lazy online learning
algorithms into private algorithms and demonstrates two applications (DP-OPE and DP-OCO)
where this transformation offers significant improvements over prior work. Moreover, for DP-OPE,
we show a lower bound for natural low-switching-based private algorithms, which shows that new
techniques are required for low-switching algorithms to improve our transformation’s regret. This
begs the question of whether the same lower bound holds for all algorithms or whether a different
strategy that breaks the low-switching lower bound exists. As for DP-OCQO, it is interesting to see
whether better upper or lower bounds can be obtained. The current normalized regret, omitting
logarithmic terms, is proportional to \/E/ (€T)2/ 3. This is different than most applications in private
optimization where the normalized error is usually a function of v/d/(eT'). Hence, it is natural to
conjecture that the normalized regret can be improved to d/?/(T)?/3.
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A Missing Proofs for Section 3

A.1 Proof of Lemma 3.4

We prove this statement by induction. For ¢ = 1, the statement is obviously correct. We assume
l7r — Uellrv < 3(t — 1)(2(e/n + log(1/61)/p)Bdo + 1) prove that ||Vir1 — Deg1llry < 3t(2e +
log(1/d0)/p)Bdo-

Let Xgo0d := {x : log fo(lé)) [—Bn, Bn)} and Yyoeq := {y : log PZ?@/) < [-Bn, Bn)}. Let ¢(y)
be the distribution of ;. Note that the distribution of y; is independent of {xT}TE[T /B]» While the
distribution of x;1 is independent of y;11 but depends on y,. By the assumption and group privacy,

B _ —
we know DB¢ "% (7,,1,7¢) < Bn, and hence we have

V(Y pooa) < €7180/1 < 2ed0 /1.

Let tg <t be largest integer such that A;, = 1, that is, y; is sampled from 7, for some random
to <t. We have

) < P10 1y (Ygooa) + (8 — to) Blge 7100,

ood

Vi (Y
With probability at least 1 — 61, we know |t — to| < log(1/d1)/p. Hence we get

yP}é [y € Ygood] >1- 2(6/77 + IOg(l/él)/p)Bé(] - 51-
~pt
We know

Pr [:E € Xgoody (TS Ygood]

XU, Y~Pt

= ylj; [y S Ygood] PI‘ [LE S Xgood ’ RS Ygood]

> 1—2(e/n +log(1/61)/p)Bdo — 01.
Denote the good set
Sgood = {(xyy) HE S Xgooda Ygood}-

Let ¢; be the distribution of y; conditional on y; € Yjp0q. Let ft be the marginal distribution over
(z¢,yt), that is z; ~ 7y and y; ~ @ Let T'y be the distribution over (xy,y;) where z; ~ Ty, yp ~ @y,
and T'; be the distribution of T'; conditional on (¢, v:) € Sgood-

We know [Ty — Ty|lpv < (2¢/n + log(1/61)/p)Bdo(3t — 2). Let Q41 be the distribution of x4
if (x4,7,) is sampled from Ty instead of ft. By the property that post-processing does not increase
the TV distance, we know

11 — Deallry < I0 — Tellzy -

Now it suffices to bound the TV distance between g, and 7;11.
For any set E, we have

Qi1 (E) = /(PT[Sé =0,2¢41 € B |2y = 2,y = 9]
+Pr[S;=1,5 =0,2411 € E | 2y = z,y: = ¥
+Pr[Si=1,8 =1,2411 € E | 2y =z, y: = y))Te(w, y)d(z, )

= (B + (1 pren(B) [ (- S T ey
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Viy1() n(y) =
e /l(weE) 2By, (x) . Vt+1(y)rt(x’y)d($’y)‘

Thus we have

- - V() Ti(y) = . .
a8 —ma B ] [ s T )

_ ve41(2) W) § o
_Vt+1(E)/eQB’77t(x) 7t+1(y)rt( sy)d(z, y)|.

Note that for any (z,y) € Sgood, We have

= _ (@) @u(y)
Ft(JE, )_ Ft(Sgood) ‘

Fixing any y, we know the above term is bounded by

7i(y)
62ant+1 (y)rt (Sgood)

where the last inequality follows from 741 (Xgooq) > 1 — Bdgp. Hence, we prove that

(Te+1(E N Xgood) = Vi1 (E)Ve41(Xgooa))| < 2(e/n + Blog(1/61)/p)do,

[ @41 = Praallrv < 2(e/n +1og(1/61)/p) Bédo.

This suggests that

Vi1 — Perillrv < W1 — Qallrv + @1 — Peaallrv < 6t(e/n + log(1/61)/p) Bdo-

A.2 Proof of Lemma 3.6

Let S = (¢1,...,07) and &’ = (¢,,...,¢}) differ in a single round t;. We fix ¢ and prove the
claim is correct. If ¢ < ¢y, then the claim clearly holds as @, = @m},. For ¢t = to + 1, note that
Assumption 3.1 implies that Dgg(ﬁto 415 Fgy) < m and D% (Tt 115 Fry) < 1, hence by group privacy
we get that Déimrl)&o (7, ;) < 27. Finally, for t > to + 1, note that Assumption 3.1 implies that
pe = po-func(fy)-func(fy) - - - func(e—1) and pj = po-func(€y)-func(fy) - - - func(¢,_,). Thus, swapping
the losses at rounds ¢t — 1 and ¢( results in the same distributions p; and pj, therefore privacy follows
from the same arguments as the case when ¢ = ¢ty + 1. The final claim follows as e + 1 < 4.

A.3 Proof of Lemma 3.7

To prove lemma 3.7, we first prove the same result under a simpler setting where x; ~ v; and
Y ~ Vg

Lemma A.1. For any 0 <t <T/B —1, if Bn < 1/20, x4 ~ vy and y; ~ v, independently, then
with probability at least 1 — 6eB"6y/n,

viri(@e) vy € [e=2B, (2B
vi(ze)  viv1(ye) ’

Proof. Let Zy = [v(x)dz. We know 7y = 14/Z; by our notation. Then we have that

v (@) - vily) v (@) Ze vy Zen
vi(me)  vepr(ye) B vi(xe) Zip1r Ve (o) Zs
_ Talxe) 7y
vi(we)  Try1(ye)
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The statement follows from the Assumption 3.1 and the group privacy
DB (5, 1 5,) < Bn.
Then the statement follows from Lemma 2.4, the independence between xy, 3y and Union bound. [
We are now ready to prove Lemma 3.7.

Proof. Fix any t. Let tg <t be largest integer such that A;; = 1, that is, y; is sampled from 7, for

Bn(t—tg) _
some random o < t. By the group privacy, we know D5 %0l=t) vy) < Bn(t — to).

Define the bad set

Vit1(x) ) vi(y) ¢ [e7287 2B ¢ ~ 1y},

Staa = {y : vi(w)  va(y)

By Lemma A.1, we know
Vt(y S Sbad) < 66377 . 50/?7.

Therefore, we have that

Vio (y € Spaa) < eB1070) 1y (y € Spag) + (t — to) BpePn—10)
< 9eBnt—to+1) . Bdo/n + Béo(t — to)eBn(t—tO).

By the CDF of the geometric distribution, we know with probability at least 1 — &1, we get
|to —t| <log(1/61)/p. Let E be the event that |tg —t| < log(1/d1)/p. Hence we know

Vto (Y € Sbad) < vty (Y € Spaa | E) Pr(E) + Pr(E°)
< (2/n+1log(1/61)/p) - eBdy + 01.
O
B Missing proofs for Section 4
B.1 Proof of Lemma 4.4
Proof. For this lower bound, we assume that the algorithm has full access to D to release z1, ..., zr.

First, note that if the algorithms picks z = z; with probability 1/T" and releases (z,...,z), then it
has the same error since

T T

B[S ()] = TE{U(=)] = TE[ > ()] = B (=)

t=1 t=1 t=1

Therefore, we assume that the algorithm releases a single z = ALG(D) that is (e,d)-DP. Denote
Dy = (£,...,£). Note that as we sample £ ~ Ber(1/2)¢, the probability p := Pr(¢ = £y) = Pr(£ = {1)
for all £, ¢, € {0,1}%. Letting £ = 1 — £, we have that

T
E > e(ALG(De))]

N d
{~Ber(1/2) =1

=T- E [(ALG(D
Mer(m)d[( (De))]

=T Y Pr  (£=/{y) - E[l(ALG(Dy,))]
£~Ber(1/2)d
£pe{0,1}4
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Z PE [fa(ALG(D1) + Bo(ALG(Dy,)]
0€{0,1

2| Ml’ﬂ

> min E [EO(ALG(DEO)) + ZO(ALG(DZO))} .

Loe{0,1}4

Now note that for any ¢g we have

E [fo(ALG(Dy,)) + To(ALG(Dy, )|
= Y Pr(ALG(Dy,) = 2)ly(2) + Pr(ALG(Dy, ) = 2)lo(2)
z€[d]

= Y Pr(ALG(Dy,) = 2)lo(2) + Pr(ALG(Dy, ) = 2)(1 — £o(2))
z€[d]

—14 Z lo(z (Pr ALG(Dy,) = =) — Pr(ALG(Dy, ) = z))
> 14 Z lo(z (e—T€ Pr(ALG(D;,) = 2) — T — Pr(ALG(D,, ) = z))

>1-Tds+ Y lo(2) Pr(ALG(Dy) = z) (e — 1)
z€[d]

>1—Tds— Y lo(2) Pr(ALG(Dy ) = 2)Te
z€[d]

>1—Tdé — Tk,

where the first inequality follows since ALG is (e, d)-DP and group privacy. The claim follows [
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