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Abstract

Explainable Graph Neural Network (GNN) has
emerged recently to foster the trust of using GNNs.
Existing GNN explainers are developed from var-
ious perspectives to enhance the explanation per-
formance. We take the first step to study GNN ex-
plainers under adversarial attack— We found that
an adversary slightly perturbing graph structure
can ensure GNN model makes correct predictions,
but the GNN explainer yields a drastically differ-
ent explanation on the perturbed graph. Specifi-
cally, we first formulate the attack problem under
a practical threat model (i.e., the adversary has
limited knowledge about the GNN explainer and
a restricted perturbation budget). We then design
two methods (i.e., one is loss-based and the other
is deduction-based) to realize the attack. We eval-
uate our attacks on various GNN explainers and
the results show these explainers are fragile.'

1. Introduction

Graph Neural Network (GNN) (Scarselli et al., 2008; Kipf &
Welling, 2017; Hamilton et al., 2017; Velickovic et al., 2018;
Xu et al., 2019) is the mainstream paradigm for learning
graph data: it takes a graph as input and learns node or graph
representations to capture the relation among nodes or graph
structural information. GNNs have achieved state-of-the-
art performance in graph-related tasks such as node/graph
classification and link prediction (Wu et al., 2020).

Explainable GNN has emerged in recent years and has wide
applications including molecular property prediction (Wu
et al., 2023), disease diagnosis (Pfeifer et al., 2022), drug
analysis (Yang et al., 2022), and fake news spreader predic-
tion (Rath et al., 2021). Concretely, given a graph and a
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Figure 1. GNN explanation for (a) node classification and (b) graph
classification—It identifies the subgraph that ensures the best pre-
diction for the target node and target graph, respectively.

predicted (node/graph) label by a GNN model, explainable
GNNs aim to determine the subgraph (include edges and the
connected nodes) from the graph that ensures the best pre-
dictability about the label (see Figure 1 an example). This
subgraph is also called explanatory subgraph. To achieve
the goal, various GNN explainers from different perspec-
tives (Ying et al., 2019; Luo et al., 2020; Yuan et al., 2021;
Zhang et al., 2022; Wang & Shen, 2023) have been pro-
posed. Among them, perturbation-based explainers (Ying
et al., 2019; Luo et al., 2020; Schlichtkrull et al., 2021;
Funke et al., 2022; Wang et al., 2021b; Yuan et al., 2021;
Zhang et al., 2022) are widely studied and show promising
explanation performance (more details are in Section 2).

In this paper, instead of enhancing the explanation perfor-
mance, we focus on understanding the robustness of GNN
explainers when facing adversaries. Particularly, we study
the research problem: Given a graph, a well-trained GNN
model, and a GNN explainer, can an adversary manipulate
the graph structure such that the GNN predictions are still
accurate, but the explanation result of the GNN explainer
is drastically changed?” We emphasize this problem has
serious security implications in real applications. Lets take
GNN-based malicious user detection in social networks
as an instance. Assume a Facebook user is predicted as
malicious by a GNN. When applying a GNN explainer, a
reasonable explanation would be that the user has connected
with other users that also exhibit malicious activities. Now
assume an adversary has carefully added connections be-
tween the user and certain normal users. If the user is still
predicted as malicious, the explainer may wrongly interpret
this is because the user has connections with those normal
users, and suggest flagging them as malicious users.

“Many existing studies propose to attack GNNs for the classifi-
cation purpose. Their goal is different from ours and more detailed
discussions about the differences are shown in Appendix E.
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We take the first step on attacking the most widely-studied
perturbation-based GNN explainers with graph structure
perturbations (i.e., add new edges to or/and remove existing
edges from the graph). We first characterize the threat model
of the attack under three aspects: /) Attack goal—ensure
the difference between the explanation result with our attack
and that without attack be as large as possible; 2) Attack
knowledge—know the explanation loss (since we want to
attack the specific explainer), while unknown to the inter-
nal model and training details of the explainer; 3) Attack
constraint—have limited perturbation budget, maintain the
graph structure information, and ensure correct predictions
(like no attacks). We then formalize our attack based on the
threat model. However, the attack problem is NP-hard and
thus challenging to be solved. To address it, we propose to
relax the problem and find approximate solutions, leading
to our two attack design—one is loss-based and the other is
deduction-based. Specifically, our two attacks are inspired
by an observation: a feasible attack should be able to ef-
ficiently score edges based on their importance and then
identify the most important (added and deleted) edges to
perturb the graph structure.

Loss-based attack: Perturbation-based GNN explainers are
aiming to minimize an explanation loss (see Equation 1).
This attack then uses the loss change induced by modifying
an edge to indicate the edge importance. Particularly, an
existing edge largely increasing the loss when it is deleted,
or a new edge largely increasing the loss when it is added,
are deemed important. This attack then designs a new loss
to capture this property. When optimized, it can uncover
important edges to be perturbed.

Deduction-based attack: A drawback of the loss-based
attack is it lacks a direct connection to the formulated at-
tack objective. Our deduction-based attack aims to mitigate
this drawback. Particularly, the key idea is to simulate the
dynamic learning process of the perturbation-based GNN
explainers. Then the attack objective can be rewritten in the
form of a loss that has a close relationship with the loss used
by the GNN explainer. It then optimizes this new loss and
identifies important edges to be perturbed.

We systematically evaluate our attacks on multiple graph
datasets, GNN tasks, and perturbation-based GNN explain-
ers. Our experimental results show that existing GNN ex-
plainers are fragile. For instance, when perturbing only
2 edges, the explanatory edges can be 70% different from
those without the attack. Our results also show the generated
perturbations transfer well to attacking other types of GNN
explainers, thus demonstrating the generality. For instance,
only 2 perturbed edges generated by our attacks ensure 50%
explanatory edges in a state-of-the-art surrogate-based GNN
explainer be changed. Our key contributions are as below:

* To our best knowledge, this is the first work to com-

prehensively understand the robustness of perturbation-
based GNN explainers against graph perturbations.

* We design two attacks on perturbation-based GNN ex-
plainers. Our attacks are practical (i.e., limited knowl-
edge on the GNN explainer), stealthy (i.e., small per-
turbation and maintain graph structure) , and faithful
(i.e., correct GNN predictions).

* We evaluate our attacks on multiple graph datasets,
GNN tasks, and diverse types of GNN explainers.

2. Related Work

Explainable Graph Neural Networks: Generally, GNN
explainers can be classified as instance-level based and
model-level based. Instance-level based methods provide
input instance-dependent explanation and identify the im-
portant part of a graph (e.g., edges, nodes, and features)
for predicting the input instance. In contrast, model-level
based methods (e.g., XGNN (Yuan et al., 2020) and GN-
Nlnterpreter (Wang & Shen, 2023)) do not consider specific
input instances, but generate graph patterns to explain a
class of instances. In the paper, we focus on instance-level
explainers as they are more widely studied.

Instance-level GNN explainers can be further classified
into five categories: decomposition-based, gradient-based,
surrogate-based, generation-based, and perturbation-based.
Details of these categories are seen in Appendix B. We
primarily focus on perturbation-based methods, as their ex-
planation results are more accurate.

Attacking Neural Network Explanations: These studies
(Ghorbani et al., 2019; Dombrowski et al., 2019; Slack et al.,
2021; Heo et al., 2019) have explored the robustness of ex-
planations, primarily on image models, against adversarial
attacks. Particularly, their goal is introducing subtle pertur-
bations to input images that do not alter image predictions,
but can drastically change the explanations. As we will see,
attacking explainable GNN methods is much more challeng-
ing in that the attack has more constraints and the attack
problem is essentially NP-hard.

Attacking Graph Neural Networks: Existing attacks on
GNNss all focus on misleading classification models and
they can be categorized as test-time evasion attacks (Dai
et al., 2018; Ziigner et al., 2018; Xu et al., 2019; Wu et al.,
2019; Ma et al., 2020; Mu et al., 2021; Wang et al., 2022a;
2023a; 2024) and training-time poisoning attacks (Xu et al.,
2019; Ziigner & Giinnemann, 2019; Wang & Gong, 2019;
Wang et al., 2023a). Take GNNs for node classification
as an instance. In evasion attacks, given a trained GNN
model and a (clean) graph, an attacker carefully perturbs the
graph structure such that the GNN model misclassifies as
many testing nodes as possible in the perturbed graph. In
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poisoning attacks, given a GNN algorithm and a graph, an
attacker carefully perturbs the graph structure in the training
phase, such that the learnt GNN model misclassifies as many
testing nodes as possible in the testing phase.

A closely relevant work to ours is the GEAttack (Fan et al.,
2023). However, the threat model and attacker goal are
different from ours. First, GEAttack has white-box access
to the GNN explainer; Second, GEAttack also aims to alter
GNN predictions—it adds new edges to a graph such that
the GNN classifier produces wrong predictions for nodes
in the perturbed graph and the added edges are within the
explanatory subgraph outputted by the GNN explainer.

3. Background
3.1. Perturbation-based GNN Explainers

Given a graph G = (V, E) with node set V, edge set F,
a label y (on a node v € V or the entire graph G); and a
well-trained GNN model f with an accurate prediction, i.e.,
f(G) = y. The objective of GNN explainers is identifying
a subgraph > Gg = (Vs, Es) C G that ensure f’s best
predictability for the label y, i.e., maxg, Pr(f(Gs) = y).
Note that when the important edges Fg are determined,
the connected nodes Vg are determined accordingly. For
simplicity, many GNN explainers hence focus on identifying
FEs which is called the explanatory edges.

In this paper, we consider the widely-studied perturbation-
based GNN explainers and briefly review it as below:

1. An edge mask M € [0,1]/"] is defined and initialized
deterministically or stochastically. This induces a masked
graph Gj; with the masked edges defined as ' ® M, where
® means the element-wise product. A mask value M, indi-
cates the important score of an edge e € E. For instance,
M, = 1 means e is extremely important, while M, = 0
means e is extremely unimportant for prediction.

2. A GNN explainer-dependent objective function £:*
LM) =1(f(Gnm),y) +C(M), (H

where [ denotes the prediction loss with respect to the
masked graph Gs; and C is a constraint function on the
mask. The prediction loss and constraint functions vary
among different explainers. Table 7 shows these functions
in representative perturbation-based GNN explainers.

3. The edge mask is optimized to decide the explanatory
edges. First, the GNN explainer learns the mask M by
minimizing the loss £(M) via gradient descent: M = M —
r - OL(M)/OM, where r is the learning rate. Then, the
edges with the & highest values in the learnt mask M are

3Some GNN explainers (e.g., Ying et al. (2019)) also interpret
node features, which are not as effective as graph structure.
*We omit F in the loss £ and its meaning is clear from context.

selected as the explanatory edges Eg:
Eg = E.top,(M). ()

3.2. Power-Law Likelihood Ratio Test

This test is used to measure the similarity between two
graphs. Suppose we have a graph G and a generated graph
G 4. To ensure G 4 possesses similar structural properties as
G, we employ a two-sample test for power-law distributions,
which mainly evaluates the likelihood between the degree
distributions of both G and G 4.

Given a power-law distribution p(z) o« x~%, the initial
step involves estimating the scaling parameter o.. Although
there exists no precise solution for discrete data, such as
the degree distribution (Bessi, 2015; Ziigner et al., 2018)
proposed an approximate expression for G (or G 4) as:

aG =1+ [Dal - [Sa,epe 10g (di/ (dmin = 1/2))] 7 3)

Here, dp, is the minimal degree of nodes in a test set.
Dg = {dS | v € V,dS > dpin} is a multi-set contain-
ing node degrees. Using the obtained scaling parameter o
for sample D, its log-likelihood can be assessed by:

I(Dg) = |Dg| -log ag + |Dg| - ag - log ag
—(ag+1) ) logd; “

d;€Dg
Similarly, we can compute the log-likelihood for D¢, and
for Dg U D¢, . The ratio test statistic is then given by:

A(G,Ga) = —2:1(DgUDg, )+2-1(Dg)+2-1(Dg, ) (5)

This statistic adheres to a x? distribution with a single de-
gree of freedom. For instance, in this paper, we require
that the generated graph G4 exhibits more than 99% struc-
tural similarity with G. Then, we only accept G4 when:
A(G,G4) < 7~ 0.000157.

4. Our Attack Design

In this section, we present our attack method in detail. We
first define the threat model that characterizes the attacker’s
goal, knowledge, and constraints (e.g., stealthiness, faith-
fulness, practicability). We then formalize our attack by
integrating the threat model, and propose two attack meth-
ods to solve the attack problem.

4.1. Attack Formulation

Threat model: We first characterize our threat model’.

3Our threat model is suitable for practical scenarios where
GNN explainers are as-a-service (e.g., they are deployed as an API
to provide visualized explanations with users’ input graphs). For
instance, Drug Explorer (Wang et al., 2022b) is a recent explainable
GNN tool for drug repurposing (reuse existing drugs for new
diseases), where users input a drug graph and the tool outputs the
visualized explanation result.
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Attack Goal: Given an explanation instance {G,y, f, Fs},
an attack introduces edge perturbations (via injecting new
edges or deleting the existing edges) to the graph G, which
produces a modified edge set F (and a modified graph G)
with a new mask M after the attack. As the edge status of
any pair of nodes in the graph can be perturbed and hence
the attack mask M € [0,1] VI*. GNN explainers can then
yield a new explanation Eg based on M:

M = argmin L(M) = I(f(G;),y) +C(M), (6)
M

Es = E.top, (M), @)

The attack goal is to ensure the difference between FEg after
the attack and E'g without attack be as large as possible.

Attack Knowledge: In real-world applications, the attacker
often has limited knowledge about the GNN explainer. We
consider this scenario in this paper. Specifically, we assume
the attacker only knows the explanation loss £ (as s/he wants
to attack a specific explainer) and the explanatory edges E'g
(not the mask values Mg, ) outputted by the explainer. The
attacker does not know the internal model parameters or
architecture, nor the training details of the explainer.

Attack Constraint: To ensure our attack be realistic, we
consider the following constraints on the attack:

1 The explanatory edges Fg on the clean graph G = (V, E)
should be kept in the perturbed graph G = (V, E). Oth-
erwise, there is a trivial solution where the attacker can
simply remove E'g to fool the GNN explainer.

2 The number of perturbed edges should not exceed a per-
turbation budget £. This is to enforce that the attacker has
constrained resources and make the attack practical.

3 G and G should be structurally similar. This ensures the
edge perturbations are stealthy, i.e., hard to be detected
via checking the graph structure. Here, we follow the
power-law likelihood ratio test in Section 3.2 to measure
graph structure similarity.

4 The GNN model f still makes accurate predictions on the
perturbed graph. This ensures the model faithfulness.

Problem formulation: Based on the above threat model,
we formalize our attack as below:

argmax |Eg — Es N Eg| (8)

E
st. EgCE ©)
|[EUE-ENE|<¢ (10)
AG,G) <7 (11)
f(G) =y (12)

However, the objective function of Equation (8) involves
the set operation, which makes it hard to be optimized.
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Figure 2. Overview of our attacks. Take node classification for
instance: we find perturbations that maximize the difference be-
tween Es and Es while satisfying the attack constraints.

Next, we propose to relax the objective function defined
on the set to be that defined on numeral value. Let’s first
consider the ideal case, where the mask values are binary.
We observe that the sum of the attack mask M’s values on
the explanatory edges Eg (without attack), denoted as an
¢1-norm || M. |1, equals to the set size of | Eg N Es|. Then
we could rewrite Equation (8) as:

|E5 — ES n Es| = |Es| — ‘Es N E5| =k — ||ME5||1
As k is a constant, Equation (8) could be reformulated as:

argmin || Mgy (13)
E

This means the attack objective is now to learn an attack
mask M on the perturbed graph G that maximally decreases
the mask values on E's. However, due to the attack con-
strains on the sets, this attack optimization problem is com-
binatorial, which is NP-hard (a detailed proof is provided
in Appendix A). This implies determining the optimal edge
perturbations within polynomial time is impossible. To ad-
dress it, we propose our attack that finds an approximate
solution to solve this NP-hard problem.

4.2. Attack Methodology

Our attack is inspired by the observation: A majority of the
edges are not important for prediction/explanation, hence
a feasible attack should be able to efficiently score edges
based on their importance and then identify the most impor-
tant edges for addition and deletion. Next we propose our
two attack methods based on this motivation.

4.2.1. LOSS-BASED ATTACK

This attack method uses the loss change induced by mod-
ifying an edge to indicate the edge importance. Note that
perturbation-based GNN explainers aim to minimize an ex-
planation loss defined in Equation 1. Hence, we deem an
edge as important if it is an existing edge and largely de-
creases the loss when deleted, or it is a new edge and largely
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increases the loss when it is added. Deleting these existing
edges or/and adding these new edges can significantly af-
fect the explanatory edges F's. Hence, this attack aims to
uncover the edges that largely change the loss.

Loss on MP and M“: Obviously, added edges are re-
stricted to the complementary edges in G, denoted as
EY = {(i,7) : Yi,j € V.(i,5) ¢ E,i # j}, while
deleted edges are from the existing edges F in G. Due
to the Attack Constraint 1), we do not allow deleting the
explanatory edges Fs and denote the edge deletion set as
EP = E — Eg. We also denote E4 as E4 = E€ U Eg for
description simplicity. With it, we have | E4|+|EP| = | M].

Now we split the attack mask M into an edge deletion
mask MP e [0,1]¥ on E and an edge addition mask
MA € [0,1]'F"1 on EA. We then require N/ and M4
trainable while not learning the mask value on Eg (e.g.,
set a constraint M7 = v and M = ~) during training.
Motivated by the perturbation-based GNN explanation, we
design below two losses on MP and M4 respectively:

- DA TAN[

HlMILI)I,C(M )|M1?S:“f’ r]rélanﬁ(M )|M§S:W (14)

where £(MP) |i7p —. means L(MP) defined on M P with
S

values on Eg set to be -y, and similar to £(M4) |M§ —

S
To make the above losses trainable, we introduce four vector
variables: 2, b? € {0,1}/El, and £4, b4 € {0,1}1E"I,
where 2 and 4 are called filter vectors, and b and b4
are called bias vectors for M and M#, respectively. And
we set the values as below:

fP =0,bP =1, ifec Es; f? =1, b =0, ife € EP.

e

f4=0,bl =1, ifec Es;f4 =1,bl =0, ife € EC.
(15)
Then we have:

J\ZD)|A‘4;EDS:7 =L(MP

MA)|M§S=7 =t

min £( @f” +4-b")  (16)

max £( @f*+~-bY 17
MA

We observe that, for any v € [0, 1], the results of MP and
M* on Eg are always ~y. Besides, since f” = 0 and f4 = 0
for all e € Eg, the mask values M 55 and M jés are never
learnt during training.

Candidate edges in MP ( M#) for deletion (addition):
After learning MP (or MA) for an edge e € EP (ore €
E“), if it has a higher mask value M D (or M f), it has more
positive effect on decreasing (or increasing) the loss w.r.t.
Es, and conversely, deleting (or adding) it could increase
the loss more. We hence select the edges in EP (or E4)
with the highest mask values as edge deletion (or addition)
candidates Ej.; (or Egqq).

Deciding the edges for perturbation: To decide the best
combination of deleted edges and added edges, we enumer-

ate over different £p and €4 such that Ep + €4 = & (satisfy
Attack Constraint 2), where we select the top {p and top
& 4 candidates in Ey; and E, 44, respectively. A generated
perturbed graph G under a pair (£p, £4) is kept, if yields
a correct GNN prediction f(G) = y (satisfy Attack Con-
straint 3), and passes the likelihood test A(G, G) (satisfy
Attack Constraint 4). The perturbed graph, when evaluated
EgN E5'|
will be chosen as our final attack result. Algorithm 1 in
Appendix D shows the details of the loss-based attack.

Drawbacks: The loss-based attack is effective to some ex-
tent (see our results in Section 5). However, a key drawback
is that it lacks a direct connection to the attack objective
in either Equation (8) or Equation (13). This highlights
the necessity on designing an attack method that directly
considers the attack objective. Next, we propose another
deduction-based attack to mitigate the drawback.

4.2.2. DEDUCTION-BASED ATTACK

Our key idea in this attack is to simulate the dynamic mask
learning process by the perturbation-based GNN explainer.
Then we evaluate the potential of deleted edges from E”
and added edges from E* to minimize || M Bell1-

Deductive reasoning: Assume the GNN explainer learns
the final mask M* from the initial mask M on the clean
graph G with a loss £(M) defined in Equation 1 and
a constant learning rate r. Then, in each iteration i €
{1,---, 00}, the mask M* can be updated as

i aa OL
M=M=t —p 85\4)|M A1 (18)
When applied to the explanatory edges Es:
: -1 OL(M)
i i—1 )
Mps = Moy =T 5 s Integ =iy}

Applying this equation iteratively, the final mask on Eg is:

‘MES_IW

My, = Mp, —r lim Z aME
As a result, the /1-norm of M5 £ can be expressed as:

8[,( )

IMpclls = [|ME, —7 lim Z i,

|MES_M Hl

Given that the elements in M,  are all positive (otherwise
Eg cannot be the important edges), the ¢;-norm of M

equals to the sum of all its elements M}, Ve € Eg:
n—1
. OL(M)
* 0
IMEgllh = > | M —rnhﬁngon DI |no=ni
ecEg =0
n—1
SDIPETND D D=L I

ecEg i=0 e€Eg

19
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As the real mask learning process is black-box to the at-
tacker, we have no access to the true values of M}Es,i S

{1,--- ,00}. To address it, we introduce a new variable
a € [0,1] and its value sequence «;,Vi € {1,--- ,00} to
approximate the mask sequence My ,Vi € {1,---,00}.

At each iteration i, we assume the mask values M? of im-
portant edges /g equal to (relatively large) o;:

MEZO[|MC:M;§’O¢:Q”\V/€EE5’,Z.€ {1, ,OO} (20)

With this assumption, the following properties are satisfied:

oM. .
—— =1y —mia—a Ve € Eg,i € {1, -+ ,00} 21
oo e=Me» i
> M= 3 a0=|Es|ao 22)
ecEg e€bg

Incorporating Equations 20, 21 and 22 into Equation 19,
we rewrite Equation 19 via a differential equation on «:

8£ M 8M
||MEs||1 - |ES|O{0—T hm Z Z ) |1VIEsfao¢ a;

1=0 ecEg
= 18£ Mg, =
=|Es|lag — 1 hm Z )‘ =b a‘a:ai
)‘IMES:O‘

oo 6£(

%|Es|a0—’r‘/a0 E)a

(23)
Here, o represents an initial mask value and «., ap-
proaches the final mask value for edges e € E's. Here, we
set ap = 0 and approximate the integral in Equation 23 via
sampling. Specifically, we use N samples and define con-
stants {3;}¥., based on a lower bound constant 3 € [0, 1]:

1—1
N -1

Consequently, we express || Mz_||; as below

M)|wpg=5; = LIM)|rp =0),

N
Mgl ~ - Z

where L(M)| 1, =, (or =0) means L£(M) on the mask M
with values on the explanatory edges Eg set to be (5; (or 0).

As an attack, instead, we reverse the mask learning:

N

~ % ’r‘ ~
IMEs |l ~ & > (LD, =,

i=1

- ﬂ(M”MES:o)-

Then, we can follow the lo§s-based attack to define the lgss
on the edge deletion mask M and edge addition mask M4
and decide the deleted and added edges for perturbation.

Loss on MP and M#: We first define a loss £ on MP €
[0, 1]/ for the edge set E to be minimized®:

W.1.0.g, we omit the constant /N for description simplicity

N
Z [E(M |M§’S:,8i - E(MD”M};S:O]

i=1
= [L(MD @2 4 6 b)) — LM ® fD)] .4
i=1

Similarly, we define another loss £ on M4 € [0,1]/2"! for

the edge set £ to be maximized:

N
= > (L@ ig =, -

LT gy o]

:XN:[ﬁ(MA®fA+5i~bA

i=1

)~ LM ® fA)] . ©5)

where £, 4, b, and b4 are defined in Equation 15.

Deciding the edges for perturbation: After minimizing
L(MP), the edges in E” with the highest masked values in
MP are the ones that reduce || Mg, ||; the most when they
are deleted from G. After maximizing the loss £(M*), the
edges in E# with the highest masked values in M are the
ones that reduce || Mp.||; the most when they are added
to G. We then follow the enumeration strategy proposed
before and identify the best deleted and added edges to
generate the perturbed graph as our attack. Algorithm 2 in
Appendix D details the deduction-based attack.

5. Experiment
5.1. Experiment Setup

Datasets: We evaluate GNN explanations on both node clas-
sification and graph classification tasks. For node classifica-
tion, following existing works (Ying et al., 2019; Luo et al.,
2020) we choose three synthetic datasets, i.e., BA House,
BA Community, and Tree Cycle. We also add one large real-
world dataset OGBN-Products (Bhatia et al., 2016). For
graph classification, we use two real-world datasets, MU-
TAG (Kriege & Mutzel, 2012) and Reddit-Binary (Yanardag
& Vishwanathan, 2015). Example graphs of the datasets
and detailed descriptions are shown in Appendix C.

Base GNN model and GNN explainers: We use the graph
convolutional network (GCN) (Kipf & Welling, 2017) as
the base GNN model for node and graph classification, fol-
lowing (Ying et al., 2019). The testing accuracy (all are
> 80%) of the trained GCN on the datasets are shown in
Table 1. To ensure the explanation quality, we only select
the testing nodes/graphs that are correctly predicted by the
GNN model for evaluation. We choose three well-known
perturbation-based GNN explainers: GNNExplainer (Ying
et al., 2019), PGExplainer (Luo et al., 2020), and GSAT
(Miao et al., 2022) (More details see Table 7).

Evaluation metric: As different datasets use different num-
ber of explanatory edges, we evaluate the attack perfor-
mance using the overlap ratio between the explanatory edges
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Table 1. Testing accuracy on the trained GCN model.
OGBN-P MUTAG REDDIT
81.12%  86.28%  80.88%

Model House Community Cycle
GCN 9232%  83.17%  92.53%

Table 2. Overall attack performance.
House Community Cycle OGBN-PMUTAGREDDIT

Random 5.04% 16.75% 22.99% 21.09% 34.55% 33.26%

GNNExp. Kill-hot 11.11% 18.25% 14.77% 17.62% 42.40% 34.40%
Loss-based 19.05% 28.35% 57.92% 40.62% 63.40% 47.96%
Dedu.-based 20.02% 29.79% 64.42% 42.15% 64.80% 48.07%

Explainer Method

Random 16.55% 10.50% 5.30% 7.72% 44.66% 29.72%

PGExp. Kill-hot 14.50% 13.76% 5.46% 7.29% 55.60% 29.55%
Loss-based 35.83% 24.46% 37.59% 35.65% 64.80% 42.63%
Dedu.-based41.50% 24.59% 47.93% 36.12% 64.80% 43.05%
Random 34.04% 13.72% 9.30% 11.94 % 26.08% 26.78%

GSAT Kill-hot 36.92% 13.36% 8.33% 8.12% 26.50% 28.05%

Loss-based 51.25% 20.20% 32.33% 30.82% 68.50% 50.25%
Dedu.-based 51.25% 45.54% 48.45% 31.88 % 69.90% 57.40%

after and before the attack obtained by the explainers. That
is, |Es — Es N Eg|/|Eg|. This overlap ratio is 0 if Eg
and Eg are exactly the same, and 1 if they are completely
different. Hence a larger ratio indicates a better attack per-
formance. In our results, we report the average overlap ratio
on a set of testing nodes and graphs.

Parameter setting: Table 8 in Appendix C summarizes
the default values of the key parameters in the explainers
and our attack, e.g., perturbation budget &, top-k selection
parameter k. When studying the impact of each parameter,
we fix the others to be the default value.

Compared attacks: There exist no attack methods on GNN
explainers. Here, we propose two baselines for comparison.

Random attack: This attack iteratively and randomly selects
a pair of nodes. If there exists no edge between them, we add
one; otherwise, if the existing edge is not from the original
explanation, we delete it. Finally, we ensure the total added
and deleted edges to be £ and pass the attack constraints, e.g.,
likelihood ratio test and maintain the accurate prediction.

Kill-hot attack: This attack assumes the adversary knows
the mask generated by the explainer. It first decides the
non-explanatory edges with the highest mask values and
then deletes the top-¢ edges, presuming these edges could
heavily influence the mask.

5.2. Experimental Results

Overall results: Table 2 shows the attack performance of
the compared attacks on the three GNN explainers and six
datasets. We have several key observations: 1) Random
attack performs the worst, indicating randomly selecting
edges for perturbation is not effective enough. 2) Kill-hot
attack performs (slightly) better than random attack in most
cases, but much worse than our two attacks. This implies
the “most important" non-explanatory edges contain some
information to influence the final mask, but is not sufficient;

=] [ E] [O]x
O] | [
G e e
Es Es Es Es Es Es

Vi s
" LA w4
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e ._> /
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MUTAG REDDIT

Figure 3. Visualization of the explanation results before and after
our deduction-based attack against the PGExplainer. We do not
show OGBN-P as it is too big/dense to be visualized.

3) Deduction-based attack performs the best and loss-based
attack performs the second best. This shows loss change is
a good indicator to identify certain important edges for per-
turbation, while simulating the learning procedure of (black-
box) GNN explainers can be more beneficial to identify
the important edges; 4) We do not see a strong connection
between the attack performance on explainers and GNN’s
testing accuracy, by comparing Table 2 and Table 1.

Note that when running our attacks, we filter the intermedi-
ate perturbed graphs whose predictions are not maintained.
Here we also report the fraction of GNN mis-predictions
during the attack in Table 3. We can see the fraction is
low, indicating the perturbed graph does not change the
prediction often. The main reason is that we focus more on
attacking the GNN explanations, instead of attacking the
GNN predictions like, e.g., Fan et al. (2023).

Visualizing explanation results: To better understand the
vulnerability caused by our attacks, we visualize the expla-
nation results without and with our deduction-based attack
on PGExplainer in Figure 3 We can categorize these results
into two types: 1) Both explanatory edges obtained by the
explainer without attack and those obtained with our attack
are in a connected subgraph, but they look significantly
different; 2) Explanatory edges obtained by the explainer
without attack are in a connected subgraph, but they are
disconnected after our attack.

Ablation study: In this experiment, we show the impact of
key parameters in our attack on the attack performance.
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Table 3. Fraction of failed attacks during training.
Explainer Method House Community Cycle OGBN-P MUTAG REDDIT

GNNExp. Loss-based 4.2% 14.1% 11.4% 4.6% 1.7% 0.0%
Dedu.-based 7.5%  165% 50% 7.7%  0.0%  0.0%

PGExp. Loss-based 2.9%  12.6% 5.0% 0.0% 4.2% 0.0%
Dedu.-based 2.1% 92%  10.4% 0.0% 0.0%  0.0%

GSAT Loss-based 3.8%  12.6% 6.7% 0.0% 0.0%  0.0%
Dedu.-based 2.1% 9.6% 83% 0.0% 1.7%  0.0%
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—=— GNNEx-Dedu
—4— PGEx-Dedu
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Figure 4. Impact of k on our attack in three real-world datasets.
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Figure 5. (a) Impact of N on our deduction-based attack; (b) Im-

pact of v and (3 on our attack performance.

Impact of k: As synthetic graphs have a fixed size of the
groundtruth explanation (e.g., ¥ = 6 in BA House), we only
study the impact of k (the size of the explanation results) on
the real-world MUTAG and REDDIT graphs. The results
are shown in Figure 4. We can see our attacks perform
better on a smaller k. This is understandable, as it would be
naturally more challenging to affect larger number of edges,
with a limited perturbation budget £ = 2.

Impact of N: Our deduction-based attack uses a finite num-
ber of N samples to approximate the integral. We analyze
the effect of IV and show the results in Figure 5(a). Over-
all, the attack results are stable with different N’s, e.g., the
performance difference is within 5%. A larger N shows
slightly better performance. One reason could be that larger
N yields more accurate approximation of the integral.

Impact of v and B: Both our attacks force the mask values
on the explanatory edges by the explainer without attack
to be a constant (v or dependent on [3) during attack opti-
mization. Here we study the impact of this parameter and
show the results in Figure 5(b). The results show our attacks
obtain better performance when y and 3 are not too large
(e.g., 1.0) or not too smaller (e.g., < 0.6). One reason is too
small values underestimate the effect of explanatory edges,
while too large values overestimate the effect.

Table 4. Attack performance of transferring the generated per-
turbed graphs on the perturbation-based GNN explainer by base-
line and our attacks to other types of GNN explainers.

Explainer Method House Community Cycle OGBN-PMUTAGREDDIT
Random 11.25% 22.83% 18.04% 2.71% 18.45% 16.85%
CAM Kill-hot 13.13% 27.41% 2542% 2.82% 21.50% 19.25%

Loss-based 25.33% 46.65% 42.00% 30.31% 33.50% 32.50%
Dedu.-based 25.42% 51.96% 43.50% 35.23% 37.50% 35.50%

Random 12.71%

17.77% 17.63% 18.83% 17.70% 13.25%
SA Kill-hot  15.83% 32.37% 18.33% 14.31% 26.50% 19.50%
Loss-based 27.38% 46.96% 28.33% 32.00% 47.50% 44.50%

Dedu.-based 41.25% 50.18% 34.17% 41.54% 53.50% 55.25%

18.48% 11.67% 21.32% 14.85% 18.75%
GraphSVX  Kill-hot  22.17% 26.29% 21.25% 24.15% 27.50% 26.75%
Loss-based 31.46% 45.67% 23.52% 28.77% 31.50% 33.06%

Dedu.-based 35.42% 49.69% 26.46% 30.62 % 34.50% 36.67%

random  25.21% 24.93% 1421% 5.88% 11.40% 15.45%

GEM Kill-hot  29.58% 29.64% 19.17% 6.38% 19.50% 20.25%
Loss-based 52.92% 40.89% 38.50% 28.50% 36.50% 38.25%
Dedu.-based 47.71% 44.91% 36.50% 29.38 % 39.50% 40.75%

Random 11.45%

Table 5. Average runtime of our attacks.
House Community Cycle OGBN-P MUTAG REDDIT

124.1s 3.68 1.8s
147.4s 4.0s 2.5s

Method

Loss-based  6.3s 39.4s 2.5s
Dedu.-based 7.7s 44.8s 2.7s

Impact of £: Figure 6 shows the results with different per-
turbation budgets £&. We can see our attacks become more
effective with larger £. This is because a larger £ ensures the
adversary has more capability to perturb the input graph.

Transferability results: Our attacks are designed mainly
for perturbation-based GNN explainers. In this experi-
ment, we study the effectiveness of the generated perturbed
graphs by our attacks (default setting) on other four types of
GNN explainers (See Section B in Appendix). We choose
decomposition-based CAM (Pope et al., 2019), gradient-
based SA (Baldassarre & Azizpour, 2019), surrogate-based
GraphSVX (Duval & Malliaros, 2021), and generation-
based GEM (Lin et al., 2021) for evaluation. Table 4 shows
the results. As a comparison, we also show results on the
two baselines. We can see the transferability results are
not good with the random and kill-hot attacks. Instead, all
explainers are more vulnerable to the perturbed graphs gen-
erated by our (deduction-based) attack. Such results validate
the promising transferability of our deduction-based attack
is due to its produced attack edges are effective in general.

Runtime: Theoretically, the worst-case complexity of our
attacks against GNN explainers per graph is O(T|V|?),
where T' is the number of iterations to score the addi-
tion/deletion masks and V' is the number of nodes in the
graph. This is because, in the worst case, our attacks need to
find all addition/deletion candidates using a complete graph.
Note that this complexity is the same as the GNN explain-
ers themselves’. Empirically, Table 5 shows the average

"To handle large graphs, the current GNN explainers only use
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Figure 6. Impact of £ on our attack performance.

Table 6. Black-box (deduction-based) attack with a surrogate loss.

House Community Cycle OGB-P MUTAG REDDIT
GNNExp. 10.83% 28.75% 5833% 2542% 42.50%  45.53%
PGEXxp. 33.75% 16.88% 3448% 23.89% 49.00%  42.63%
GSAT 40.21% 30.49% 37.36% 2543% 47.50%  38.68%

runtime on the 6 datasets in the default setting without any
GPU (Macbook with a 2.30GHz CPU and an 8GB RAM).

6. Discussion

Black-box attack on GNN explainers: We also test the
black-box setting where the attacker is unknown to the ex-
planation loss. To simulate this, the attacker uses a surro-
gate explanation loss, e.g., Cross Entropy loss + mask loss
> ick |mil). Table 6 shows the results with our deduction-
based attack using the surrogate loss. We can observe this
attack still performs (much) better than the random and kill-
hot baselines (see Table 2), but is inferior to our loss-based
and deduction-based attacks with known explanation loss.

Defending against the proposed attack: We test two em-
pirical defenses, but found they are not effective enough.

Structure difference detection: This defense aims to detect
whether adversarially perturbed graphs generated by our
attack are structurally different from clean graphs. Specifi-
cally, we utilize the structure similarity metrics NetSim and
DeltaCon proposed in (Wills & Meyer, 2020). We found
all the perturbed graphs generated by our deduction-based
attack and the respective clean graphs have a similarity
larger than 0.95. This shows it is hard to differentiate per-
turbed graphs from clean ones, since the generated perturbed
graphs are stealthy under the constraint in Equation (11).

Only API access: This defense limits the attack knowledge
by only providing the attacker the API access to target GNN
explainers. However, it is still possible for the attacker to
break this defense. For instance, the attacker can use a
surrogate explanation loss and perform our attack. Table 6
shows this surrogate loss based attack is somewhat effective.

the node’s local computation graph (i.e., a subgraph formed by the
node’s within 2 or 3-hop neighboring nodes and their connections)
for explanation. This can significantly scale down the graph size
to be processed. Our attacks also perform on this subgraph.

We emphasize the designed attack uses limited knowledge
about GNN explainers. Hence, a robust explainer that can
defend against this weak attack does not imply it is effective
against stronger attacks. To verify whether a GNN explainer
is intrinsically robust, it should test on the worst-case sce-
nario, i.e., the white-box attack whether the attacker has full
knowledge about the GNN explainer. A potential direction
is hence to design provably robust GNN explainers.

Provably robust GNN explainers: All the existing provable
defenses for GNNs (Bojchevski et al., 2020; Wang et al.,
2021a; Zhang et al., 2021b; Jin et al., 2020; Xia et al., 2024)
focus on classification models that map an input graph to a
scalar label/confidence score. However, GNN explainers
essentially map an input graph to a matrix mask, making
all existing defenses inapplicable. We will leave designing
provably robust GNN explainers as future work.

Attacking other types of GNN explainers. Different types
of GNN explainers use different explanation mechanisms.
To specifically attack these explainers, we need to redesign
the attack objective and solution to fit each of them. Note
that the transferability results in Table 4 have somewhat
demonstrated the effectiveness of the adversarial edges gen-
erated by our attack on attacking all the other types of GNN
explainers. It is valuable future work to study the vulner-
ability of other types of GNN explainers by designing the
customized attack objectives and solutions.

7. Conclusion

We perform the first study on understanding the robustness
of GNN explainers under graph structure perturbations, with
an emphasis on perturbation-based GNN explainers. We
formulate the attack under a realistic threat model, i.e., the
attacker has limited knowledge about the explainer, allows
small perturbation and maintains graph structure, and en-
sures correct GNN predictions. We propose two attack meth-
ods (loss-based and deduction-based) to realize the attack.
Extensive evaluations validate existing GNN explainers are
vulnerable to our proposed attacks. Future works include
designing attacks against non-perturbation-based GNN ex-
plainers; and designing (provably) robust GNN explainers.
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Such vulnerabilities raise the concerns of using GNNs for
safety/security-critical applications such as disease diagno-
sis and malware detection. Our findings urge the community
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A. Proof of the NP-Hardness of our Problem in Equations (8)-(12)

Generally speaking, there are two approaches to prove the NP-hardness of a problem: 1) following the definition of
NP-hardness, 2) reduction from a special case which is a well-known NP-hard problem (Gao et al., 2017). Here, we follow
the latter one to prove the NP-hardness of our problem via the 0-1 knapsack problem, which is NP-hard.

For ease of description, we reformulate our attack problem via a matrix representation. We use the binary matrix M and
M to denote the explanation result outputted by a parameterized GNN explainer (e.g., gg) before and after the attack
(ie., M(; ;) = 1if the edge (i, 5) € Eg, otherwise M, ;, = 0; similarly, M; ;) = 1 if the edge (i, j) € Eg, otherwise
1\~/I(,»7 ;) = 0). We use A and A to represent the adjacency matrix of a graph G' = (V, E) and the perturbed counterpart
G = (V, E), and a binary matrix S € {0, 1}!V!*IV to indicate whether edges in A are perturbed or not (i.e. A = A @ S,
@ is the XOR operator). Based on these relation, we have M = g(A) and M = g(A) = g(A & S).

Finally, we use a matrix W to represent the cost for perturbing each edge: for (i, j) ¢ Es, W, ;) = 1; for (i, j) € Es,
W ;.5 & +o0, which is to satisfy the constraint in Eqn 9 of protecting explanatory edges from being modified. Then, our
attack problem can be rewritten as solving S as below:

arg min Z M, j) * M j) 26)
Se{0, 1V Helvix| V|
s.t. Y WipSeg <€ &7
(i,5)€|VIx|V|
AAA®S) <7 (8)
f(A®S)=y 29

This problem is reduced from the 0-1 knapsack problem (https://en.wikipedia.org/wiki/Knapsack_
problem), which is NP-hard. Next, we provide a more complete and detailed proof.

Our key idea to prove our problem being NP-hard is to prove one of its subproblems to be NP-hard under certain requirements.
Here, we generate a subproblem that is a 0-1 knapsack problem, where the variables S are considered as "items" and the
(bounded) "cost" is generated with our assumptions made on the explainer g, the GNN model, and the value of 7 and .

First, we make an assumption on the explainer g. For every non-existent edge e € Es (= V x V \ E), we define a
corresponding edgeset £, C E'\ Es (and E. can be a null set) and require:

> B <k

eeE 4
Ve, € Eg,e# ¢ = E.NE, =10

When explaining any perturbed graph G= (v, E ), g is assumed to follow the rules: (1) For any e € E 4 added into E.g
selects all edges in E, into explanation; (2) if the explanation edges are not full (i.e., less than k), g chooses the remaining
edges from Eg. With this, we define an matrix V as below:

v, _ Byl (i) € Ea
(69) 0, otherwise.

where V; ;) represents the number of changed explanation edges by perturbing (4, j) and its value ranges from O to k.

Then, Eq (26) could be rewritten as:

arg max Z Vi) * 8.5 0
SE{0,1HVIXIVE i Hye Vx|V

Next, we assume f is a binary GNN classifier (parameterized by W) and the prediction is based on:

1, > WiunAuy ®8S)>0
f(A®S) = (i.9)ElVIx|V]
0, else
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where W assumes to have the same size as A.

We now define a constant matrix C by:

.~ ) Wap ifAGH)=1
DT =Wy, i Agyy =0

Assume the prediction of the graph G as y = 1. Then, the constraint f(A @& S) = y could be rewritten as:

Yo CupSan< D, WapAay
G D)EVIXIV] G )EIVIX|V]

By making further assumptions that 7 = +o00 and £ = +o0, the problem is expressed as:

arg max > VS 31)
SIS (i jevixv]
s.t. Y. CanSen< D WapAy) (32)
@eVIXIV] @eVIxIV]
In this formulation, V; ;) € {0,--- ,k}, C(; ;) € (—00,+00) and S; ; € {0, 1} correspond to the value, weight, and item

in the 0-1 knapsack problem, which cannot be solved in the polynomial time.

Note that the above reductions can be completed in finite steps, and the special case belongs to the NP-hard class. The
complicated cases should be harder than the special case since more complex constraints are considered in our problems.
Therefore, our problem is ensured to be NP-hard.

B. More Related Work

(i) Decomposition-based methods consider the prediction of the model as a score and decompose it backward layer-by-layer
until it reaches the input. The score of different parts of the input can be used to explain its importance to the prediction.
Such methods include Excitation-BP (Pope et al., 2019), DEGREE (Feng et al., 2022), CAM (Pope et al., 2019) and
GNN-LRP (Schnake et al., 2021).

(ii) Gradient-based methods, including SA (Baldassarre & Azizpour, 2019), Guided-BP (Baldassarre & Azizpour, 2019) and
Grad-CAM (Pope et al., 2019), take the gradient of the prediction against the input to show the sensitivity of a prediction to
the input. The sensitivity can be used to explain the input for that prediction.

(iii) Surrogate-based methods replace the complex GNN model as a simple and interpretable surrogate model. Representative
methods are PGMExplainer (Vu & Thai, 2020), GraphLime (Huang et al., 2022), GraphSVX (Duval & Malliaros, 2021),
RelEx (Zhang et al., 2021a), and DistilnExplain (Pereira et al., 2023).

(iv) Generation-based methods use generative models or graph generators to generate explanations from the instance or
model level. These methods include SubgraphX (Yuan et al., 2021), GEM (Lin et al., 2021), RGExplainer (Shan et al., 2021)
and RCExplainer (Wang et al., 2023b). For instance, RCExplainer applies reinforcement learning to generate subgraphs as
explanations. In every step the agent takes an action to drop or add an edge from the current subgraph, and receives reward
based on the new one. When it terminates, the final subgraph is used as the explanation.

(v) Perturbation-based methods aim to find the important subgraph or/and features as explanations by perturbing the
input graph. Well-known methods include GNNExplainer (Ying et al., 2019), PGExplainer (Luo et al., 2020), Graph-
Mask (Schlichtkrull et al., 2021), Zorro (Funke et al., 2022), Refine (Wang et al., 2021b) and GStarX (Zhang et al., 2022).
In the paper, we mainly focus on perturbation-based methods: their explanation results are more accurate as they use both
the original graph and target GNN model.

C. More Experimental Settings

Dataset description: We provide more details of the datasets used in Section 5. Some example graphs are in Figure 7.
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Table 7. Loss, constraint, and mask initialization of representative perturbation-based GNN explainers.

Explainer Prediction Loss Constraint Function Learning Process
GNNExplainer (Ying et al., 2019)  Cross entropy >, o || + m;logm; + (1 — m;) log (1 — m;) Deterministic
PGExplainer (Luo et al., 2020) Cross entropy >, [mi| +milogm; + (1 — my) log (1 — my) Stochastic
GSAT (Miao et al., 2022) Cross entropy >, m;log 7% + (1 —m;) log LMy e(n, ) Stochastic
Node Classification Graph Classification
BA House BA Community Tree Cycle MUTAG REDDIT-BINARY
eSS
1
Base 1
1
i ¢ o
L
-
1
1
| S
1
i NO, NH, Topic Reactions

Figure 7. Example synthetic graphs and real-world graphs and their groudtruth explanations.

Table 8. Parameter Setting.
Task Dataset  #Cases |Flag £ € N B ~

BA House 80 4110 6 5 40.70.7

Node  BA Community 160 8920 2810 4 0.70.7
Explanation Tree Cycle 160 1950 6 2 4 0.70.7
OGBN-Prod. 40 1260362510 4 0.70.7

Graph MUTAG 40 97 52 40707
Explanation Reddit-Bin. 40 152 102 4 0.70.7

BA House: This graph stems from a base Barabési-Albert (BA) graph attached with “house"-structured motifs as the
groundtruth explanation. Nodes within the base graph have a label 0, while nodes positioned at the top, middle, or bottom of
the “house"-motif have labels 1, 2, and 3, respectively.

BA Community: This dataset has two BA-Shapes graphs with two “house"-motifs. Nodes are labelled based on their
structural roles and community memberships, with eight classes in total.

Tree Cycle: Atits core lies a balanced binary tree. Six-node cycle motifs are appended to randomly chosen nodes from the
base graph. The cycle motifs is the groundtruth explanation.

OGBN-Products: This dataset is an undirected unweighted graph, representing an Amazon product co-purchasing network.
Nodes represent products sold in Amazon, and edges between two products indicate that the products are purchased together.

MUTAG: 1t consists of 4,337 molecular graphs, labeled in alignment with their mutagenic effect on the Gram-negative
bacterium, Styphimurium. NO2 and N H; motifs are considered as the groundtruth.

Reddit-Binary: It includes 2,000 graphs, each corresponding an online discussion thread on Reddit. Within a graph, nodes
signify users, and edges denote interactions between them. The label of a graph is indicative of the interaction type within
its thread. A star shape motif is considered as the groundtruth.

Parameter setting: Table 8 shows the default parameter settings in our experiment.

D. Algorithm Details

Algorithm 1 and Algorithm 2 describe the detailed implementation of our two proposed attack algorithms.
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Algorithm 1 Loss-based Attack

Input: A graph G = (V, E)) with a label y, explanatory edges Es outputted by a GNN explainer, perturbation budget &, ratio test
parameter 7 = 0.000157, the explainer loss £, and constant +y.

: Initialize the max1rnum set difference md = 0

. Initialize a mask M for all edgesin &/

. Initialize a filter matrix £© and a bias matrix b” for all edgesin F: fore € Eg, fP =0, b2 = 1; otherwise, f2 =1,b? =0
: Set a loss function for MP € [0,1)/®! as £L(MP @ £P + ~ - bP). Learn M by minimizing £(M )

: Take ¢ edges from E” with the highest £ masked values in M? as deletion candidates Eqe; = ED.topg(MD)

- Initialize a mask M for all edges in E4 = EC U Eg

. Initialize a filter matrix £* and a bias matrix b* for all edges in EA: fore € Es, 4 =0, bA = 1; otherwise, f* = 1, b4 =0
: Set a loss function for M as L(M*) = L(M* @ f4 4~ - bA) Learn M* by maximizing L(MA)

9: Take £ edges from E* with the highest £ masked values in M* as addition candidates Euqq = EA topE(M A)

10: for 0 < €4 <& Ep =& —&ado

11: Addtop 4 edges in Eaqq to E, resulting in Faga

12: Delete top &p edges in Ege; from Eadd, resulting in E

13:  if f(G)! =y or A(G,G(V, E)) > 7 then

14: Continue

15:  endif

16:  Obtain new explanation Es on E via Equations 6 and 7

17 if |[Es — Es N Es| > md then

01N N B W=

18: md = |Es — Es N Eg|
19:  endif
20: end for

21: return md and Es

Algorithm 2 Deduction-based Attack

Input: A graph G = (V, E) with a label y, explanatory edges Es outputted by a GNN explainer, perturbation budget &, ratio test
parameter 7, the explainer loss £, number of samples N, and /3.

. Initialize the max1mum set difference md = 0
: Initialize 3; = §— 1 x (1—-pB)+pBforallie {1,2,--- N}
- Initialize a mask M for all edgesin
- Initialize a filter matrix £° and a bias matrix b” for all edgesin E: fore € Fg, feD =0, beD = 1; otherwise, feD =1, beD =0
: Set aloss function for MP € [0,1]/Fl as L(MP) = SN [L(MP @ £P + 8; - bP) — L(MP @ £P)]. Learn M P by minimizing
L(NIP)
6: Take ¢ edges from E with the highest £ masked values in MP as deletion candidates Fge; = EP -top, (M b )
7: Initialize a mask M4 for all edges in B4 = EC U Eg
8: Initialize a filter matrix £** and a bias matrix b* for all edges in E4: fore € Eg, fA =0, bA = 1; otherwise, f =1, bA 0
9: Seta loss function for M* as L(M*) = "N | [L(M* @ £ + B; - b?) — L(M* ® £*)]. Learn M* by maximizing £(M*)
10: Take £ edges from E“ with the highest £ masked values in M# as addition candidates E,qq = E* topE(M )
11: for0 < &a <& Ep=&—E€ado
12:  Add top {4 edges in Egqq to E, resulting in Faga
13: Delete top {p edges in Eqe; from Eqaa, resulting in £
14: if f(G)! = yor A(G,G(V,E)) > 7 then
15: Continue
16:  endif ~ ~
17:  Obtain new explanation E5 on E via Equations 6 and 7
18: if|Es — EsN Eg| > md then

[ O R N

19: md = |Es — Es N Es|
20:  endif
21: end for

22: return md and Es
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Table 9. Average confidence difference of the most-likely class before and after our attack.
House Community Cycle OGB-P MUTAG REDDIT
GNNExp. 0.0015 0.0575 -0.0495  0.0135 0.0005 -0.0052

PGExp. 0.0165 0.0148 -0.0426  0.0156 0.0036 0.0039
GSAT 0.0235 0.0160 -0.0007  0.0145  -0.0098 0.0051

Table 10. Average number of different explanations edge outputted by GNN explainers in five runs.
House Community Cycle OGB-P MUTAG REDDIT
GNNExp. 0.17/6 3.38/28 0.75/6  1.77/25 0.12/5 1.82/10

PGExp. 0/6 0/28 0/6 0/25 0/5 0/10
GSAT 0/6 0/28 0/6 0/25 0/5 0/10

E. More Discussions

Differences between attacking GNN classifiers and attacking GNN explainers: Both attacks on GNN classifiers and
GNN explainers perturb the graph structure, but their attack goals (and hence attack objectives) are different. The former
attack focuses on altering GNN predictions, and the latter attack altering GNN explanations while retaining GNN predictions.
Specifically, the former attack perturbs the graph structure such that a target GNN classifier produces a wrong (node/graph)
label prediction on the perturbed graph. In contrast, the latter attack perturbs the graph structure such that a target GNN
explainer generates a wrong explanatory subgraph, while maintaining the correct GNN prediction on the perturbed graph.

From the formulation of attack objective, the former attack optimizes the differentiable loss used by a GNN classifiers, while
the later optimizes the non-differentiable edge set outputted by a GNN explainer, under certain constraints (this problem is
proved to be NP-hard). A possible solution is to adapt the idea of existing attacks by relaxing our attack objective with an
approximate differentiable loss (i.e., our loss-based attack), but our results show the attack performance is not promising.
We then design a more accurate deduction-based attack that directly mimics the learning dynamics of the GNN explainer.

Do the proposed attacks affect the GNN prediction confidence? We record the average confidence score difference of
the most likely class before and after our deduction-based attack. Table 9 shows the results, where positive/negative value
means a decrease/increase. We see our attack nearly has no influence on the score of the most confident class.

How consistent are the GNN explanation results, or whether the proposed attack is statistically meaningful? We
tested the explanation consistency on the studied perturbation-based GNN explainers. For every (node/graph) instance,
we first explain it once with a target GNN explainer to obtain £, and then rerun five times of the explainer. We calculate
the average number of different edges (denoted as A) in these explanations compared with edges in F;. The results of
A/|E;| are shown in Table 10. We observe GNNExp. has marginal inconsistency, while PGExp. and GSAT do not have the
inconsistency issue. Hence, our attack results are statistically meaningful.
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