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Abstract

Automated scraping stands out as a common method for collecting data in deep learning models without
the authorization of data owners. Recent studies have begun to tackle the privacy concerns associated with
this data collection method. Notable approaches include Deepconfuse, error-minimizing, error-maximizing
(also known as adversarial poisoning), Neural Tangent Generalization Attack, synthetic, autoregressive,
One-Pixel Shortcut, Self-Ensemble Protection, Entangled Features, Robust Error-Minimizing, Hypocritical,
and TensorClog. The data generated by those approaches, called “unlearnable” examples, are prevented
“learning” by deep learning models. In this research, we investigate and devise an effective nonlinear
transformation framework and conduct extensive experiments to demonstrate that a deep neural network
can effectively learn from the data/examples traditionally considered unlearnable produced by the above
twelve approaches. The resulting approach improves the ability to break unlearnable data compared to the
linear separable technique recently proposed by researchers. Specifically, our extensive experiments show
that the improvement ranges from 0.34% to 249.59% for the unlearnable CIFAR10 datasets generated by
those twelve data protection approaches, except for One-Pixel Shortcut. Moreover, the proposed framework
achieves over 100% improvement of test accuracy for Autoregressive and REM approaches compared to
the linear separable technique. Our findings suggest that these approaches are inadequate in preventing
unauthorized uses of data in machine learning models. There is an urgent need to develop more robust
protection mechanisms that effectively thwart an attacker from accessing data without proper authorization
from the owners.

Keywords: Deep Neural Network, machine learning, generalization attack, unlearnable examples, data
augmentation

1. Introduction
Deep learning typically requires a large dataset

to achieve reliable performance, prompting re-
searchers to make significant efforts in scraping data
from the Internet. However, the owners of datasets
may have a serious concern about the unauthorized
use of the databases, including copyright infringe-
ment and privacy violations, especially in domains
like media streaming and privacy-preserving appli-
cations (Shokri et al., 2017). The infringement and
violations have inspired a variety of research studies
to avoid such a violation of data collection. Among

∗Corresponding author
Email addresses: saumya2@usf.edu (Thushari

Hapuarachchi), jinglin314@gmail.com (Jing Lin),
xiongk@usf.edu (Kaiqi Xiong), mrahouti@fordham.edu
(Mohamed Rahouti), gitteost@usf.edu (Gitte Ost)

these, a generalization attack stands out as a promi-
nent method for impeding a deep neural network
(DNN) model from effectively learning from a pro-
vided dataset. It is a type of data poisoning attack
wherein a specific portion of training data (e.g., a
portion of data the owners aims to safeguard from
unauthorized use) is altered, hindering the learning
process and leading to a deficiency of generaliza-
tion manifested as poor model accuracy on unseen
data. It must be pointed out that the significance
of data perturbation must be minor so that legit-
imate users can still use the dataset. The crafted
data are called unlearnable datasets or unlearnable
examples.

In this research, we investigate twelve well-
known approaches to preventing datasets from
unauthorized uses by deep learning models. They
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are Deepconfuse (Feng et al., 2019), error-
minimizing (Huang et al., 2021), error-maximizing
(also known as adversarial poisoning) (Fowl et al.,
2021), Neural Tangent Generalization Attack
(NTGA) (Yuan and Wu, 2021), synthetic (Yu
et al., 2021), autoregressive (Segura et al., 2022),
One-Pixel Shortcut (OPS) (Wu et al., 2023), Self-
Ensemble Protection (SEP) (Chen et al., 2022), En-
tangled Features (EntF) (Wen et al., 2023), Robust
Error-Minimizing (REM) (Fu et al., 2022), Hypo-
critical (Tao et al., 2021), and TensorClog (Shen
et al., 2019) approaches. These approaches can
be formulated as a bi-level optimization, which is
usually very difficult to be solved efficiently un-
less the learning model is convex (Koh and Liang,
2017; Jagielski et al., 2018). For instance, the error-
minimizing approach makes personal data com-
pletely unusable by solving a min-min optimization
problem, in which an iterative process is developed
to minimize the training loss with respect to the
Lp-norm bounded noise and model weights, respec-
tively.
As pointed out by Yu et al. (2021), unlearnable

perturbations can effectively disrupt DNN training
due to linear separability. However, not all existing
unlearnable perturbations exhibit this characteris-
tic as revealed in Segura et al. (2023). Additionally,
the authors present an attack on unlearnable data
leveraging the linear separability inherent in such
perturbations, referred to as the orthogonal projec-
tion attack (OPA). Nevertheless, their findings sug-
gest that the effectiveness of OPA diminishes when
applied to nonlinear perturbations like autoregres-
sive ones in Segura et al. (2022).
In this paper, we explore twelve advanced data

protection approaches. Our main contributions in-
clude:

• Propose an effective nonlinear transformation
framework designed to circumvent data protec-
tion measures, thereby facilitating the training
of DNNs on augmented, previously deemed un-
learnable data. The proposed framework ap-
plies to any machine learning model and data.

• The proposed nonlinear transformation frame-
work improves the linear separable technique
given in Segura et al. (2023) for all twelve data
protection approaches, except for OPS in Wu
et al. (2023). The improvement is very signifi-
cant for the six approaches: NTGA, Deepcon-
fuse, Error-minimizing, Error-maximizing, Au-
toregressive, and REM. In particular, the pro-

posed framework achieves over 100% improve-
ment in test accuracy for Autoregressive and
REM compared to the linear separable tech-
nique.

• Demonstrate through extensive experiments
that the nonlinear transformation technique
diminishes the efficacy of data protection
strategies, empowering DNNs to acquire
knowledge from previously deemed ’unlearn-
able’ data with an accuracy comparable to
training on pristine data. This underscores the
shortcomings of existing data protection meth-
ods.

• Illustrate experimentally that data protection
methods can be circumvented by incorporat-
ing clean data from external sources (or par-
tially perturbed data). This underscores the
necessity for future data protection strategies
to address and mitigate these vulnerabilities.

2. Preliminaries

Various data poisoning attacks can target ma-
chine learning algorithms, with our specific empha-
sis here on generalization attacks. In the context
of a generalization attack, adversaries endeavor to
manipulate the dataset, disrupting the training pro-
cess of the DNN model. The ultimate goal is to
yield a model with compromised generalizability or
diminished capacity for generalization.

Generalization attacks on machine learning mod-
els is contingent upon the adversary’s ability to ma-
nipulate the training data. They are broadly clas-
sified into two categories: dirty-label attacks and
clean-label attacks. This study primarily focuses on
clean-label-based generalization attacks, as a sub-
stantial portion of web data is typically unlabeled
before the data collection process.

Definition 2.1 (Clean-label generalization at-
tack). Let D = (XD, YD) be a training set, where
XD ∈ Rn×d is a set of training images, n ∈ N is
the number of training images, and d ∈ N is the
dimension of training images; YD ∈ Rn×c is a set
of training outputs and c ∈ N is the dimension of
training labels. Similarly, we denote a validation set
by V = (XV , YV ), where m ∈ N is the number of
validation images, XV ∈ Rm×d is a set of validation
images, and YV ∈ Rm×c is a set of validation labels.
Let f(.; θ) be a machine learning model parameter-
ized by θ. Then, the generalization attack generates
the “unlearnable examples” by solving the follow-
ing bi-level optimization problem (Yuan and Wu,
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2021):

argmax
∥gξ(XD)∥p≤ϵ

LV (f(XV ; θ
∗), YV ) (1)

subject to θ∗ ∈ argmin
θ
LD(f(XD+gξ(XD); θ), YD),

where LV and LD are the loss functions of valida-
tion and training sets, respectively; gξ is a noise
generator characterized by the weight parameter ξ,
and ϵ represents the maximum allowable perturba-
tion or noise specified by a user. Since gξ is only
added to XD in (1) and the label YD is not modi-
fied, it is called a clean-label generalization attack.

A trivial solution to the bi-level optimization
problem (1) is to alternatively update θ∗ over poi-
soned data XD + gξ(XD) by using the gradient
descent method and update gξ over clean valida-
tion data XV by using the gradient ascent method.
However, achieving convergence of both weight pa-
rameters θ∗ and gξ is intractable in practice. Over
the past few years, various data protection ap-
proaches have been introduced to solve this bi-level
optimization problem.
2.1. Data Protection Approaches
We introduce several well-known data protection

approaches.
Deepconfuse: Feng et al. (2019) proposed the

Deepconfuse approach to solving a simpler version
of the bi-level optimization problem (1). They re-
laxed the constraint in (1) by decoupling the alter-
nating update procedure for stability and memory
efficiency to avoid the storage of the gradient up-
date of θi and model gξ as an auto-encoder. Their
objective is to find a noise generator gξ∗ that results
in a classifier, f , with the worst test accuracy.

Error-minimizing: This approach in Huang
et al. (2021) makes data unlearnable for a deep
learning model by minimizing the training loss.
The model can no longer learn anything from these
examples since the training loss is close to zero.
Hence, this approach protects against the unautho-
rized exploitation of the data. The following min-
min bi-level optimization problem generates error-
minimizing noise δ to inject into clean training in-
put D in order to make D unusable for DNNs
(Huang et al., 2021):

min
θ

[
min
δ
LD(f(XD + δ; θ), YD)

]
, (2)

subject to
∥δ∥p ≤ ϵ,

where δ = [δ1, δ2, ..., δn] is the perturbation. Both
the noise δ and the weight parameter θ are found by
minimizing the classification loss LD. x′

i = xi+δi is
the i-th unlearnable example. According to Huang
et al. (2021), this type of noise is called sample-
wise noise since the noise is generated separately
for each example. They also proposed class-wise
noise, where all examples in the same class have
the same noise.

To solve this min-min bi-level optimization prob-
lem (2), they proposed an iterative algorithm by re-
peatedly performing M steps of optimization for θ
(this is the regular model training), followed by cal-
culating δ over D based on the Projected Gradient
Descent (PGD) in Madry et al. (2018). The itera-
tive process stops once the error rate falls below the
threshold defined by the user-specified parameter λ.

Fowl et al. (2021) decided not to solve the general
bi-level problem (1) but instead solved the following
empirical loss maximizing problem:

max
∥δ∥p≤ϵ

[
LD(f(XD + δ; θ∗), YD)

]
, (3)

where θ∗ denotes the parameters of a model trained
on clean data (Fowl et al., 2021). Most attacks in
Fowl et al. (2021) are bounded by l∞-norm with
ϵ = 8/255. The optimization problem (3) is solved
with 250 steps of PGD. Fowl et al. (2021) also used
differentiable data augmentation when crafting the
poisons.

Fowl et al. (2021) further introduced a variant of
(3), called the class targeted adversarial attack:

max
∥δ∥p≤ϵ

[
L2(f(xi + δi; θ

∗), g(yi))
]
, (4)

where g is a permutation on the label space. For
crafting class targeted attacks, they labeled i →
i+ 3 for CIFAR-10 (Fowl et al., 2021).

NTGA: Before describing NTGA, we first re-
view the Neural Tangent Kernel (NTK), which was
introduced by Jacot et al. (2018). NTK is a ker-
nel describing the DNN evolution during the train-
ing by gradient descent. NTK becomes a constant
in the infinite-width limit for most common neu-
ral network models (i.e., architectures) and enables
the examination of neural network models through
kernel methods-based theoretical tools.

Using the Gaussian process f̄ with a determin-
istic kernel to approximate a class of wide neural
networks, Yuan and Wu (2021) simplified the bi-
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level optimization problem in (1) as:

argmax
∥gξ(XD)∥p≤ϵ

LV (f̄(XV , XD, gξ(XD), YD, t), YV ),

(5)
where t is the time step at which an attack takes
effect during training. This eliminates the need to
find the weight parameter θ or know the model ar-
chitecture. This optimization problem can be easily
solved with the projected gradient ascent without
iterating through the training steps, as in Deepcon-
fuse attacks (Feng et al., 2019).
Synthetic: Observing that the advanced tech-

niques described above generate almost linear sep-
arable perturbations, Yu et al. (2021) developed a
two-stage process to protect the data. First, they
randomly generated some normally distributed
noise η, for some integer k such that s2 = k ∗ p2,
where s×s is the image dimension and p×p is patch
dimension (Yu et al., 2021). Then, they cut that
image into k patches, where each element in patch
i has the same value, which is the i-th element of
η. These patches together consist of synthetic noise
for that image.
Autoregressive: Segura et al. (2022) crafted

perturbations using autoregressive (AR) processes,
resulting in unlearnable data resistance to common
defenses such as adversarial training and “strong”
data augmentations; e.g., CutMix, Cutout, and
Mixup (Yun et al., 2019). Unlike error-minimizing
and error-maximizing noise, AR perturbations do
not involve a surrogate model; hence, they are faster
to generate. AR perturbations are crafted by using
the linear dependence on neighboring pixels. Equa-
tion (6) represents an AR process based on p past
observations, denoted by AR(p). It forms a filter
with a size of (p+1) using elements βp, . . . , β1, and
assigns a value of −1 to the (p + 1)th entry of the
filter. Segura et al. (2022) refer to this filter as an
AR filter:

xt = β1xt−1+β2xt−2+· · ·+βp−1xt−p−1+βpxt−p+ϵt
(6)

Other approaches: In addition to these ap-
proaches, there are other ways to generate unlearn-
able data. Notably, Fu et al. (2022) proposed an ex-
tended version of training examples’ error reduction
called robust error-minimizing noise. In contrast
to error-minimizing noise, robust error-minimizing
noise provides defense against adversarial training.
Moreover, Wang et al. (2021) crafted a noise called
ADVersarially Inducing Noise (ADVIN) to make
data unlearnable using robust features resistant

to adversarial training. After showing that error-
maximizing noise is ineffective against unsupervised
contrastive learning models, He et al. (2022) in-
troduced a novel data protection approach against
contrastive learning models. Further, Sadasivan
et al. (2023b) proposed a filter-based poisoning at-
tack using convolutional filters that can craft suc-
cessful unlearnable datasets. Recently, Wu et al.
(2022) studied unlearnable examples and proposed
the One-Pixel Shortcut attack, a model-free tech-
nique to generate unlearnable samples. They mod-
ified a single pixel from every image, which fools
DNN models during training. CUDA in Sadasivan
et al. (2023a) is another recently proposed method
to protect data from unauthorized use. It adds pro-
tection by blurring images using randomly gener-
ated class-wise convolutional filters.
2.2. Orthogonal Projection Attack (OPA)

Segura et al. (2023) proposed an attack against
the data protection approaches discussed in sec-
tion 2.1. They challenged the notion that unlearn-
able perturbations must exhibit linear separability
across classes for effective exploitation in Yu et al.
(2021). They demonstrated it using a counter ex-
ample, autoregressive perturbations, which defy lin-
ear separability. However, OPA relies on linear sep-
arability to break unlearnable perturbations.

Initially, Segura et al. (2023) trained a linear lo-
gistic regression model on the unlearnable dataset
to capture linear features in the data. Then, they
performed QR decomposition on the obtained fea-
ture matrix. The resulting Q matrix can be con-
sidered the orthonormal basis of the captured lin-
ear space. Subsequently, unlearnable images are
orthogonally projected into this space, effectively
removing the linear features from the images. This
results in the recovery of the unlearnable images.

Additionally, they demonstrated that their ap-
proach is more effective against class-wise linearly
separable perturbations, such as OPS in Wu et al.
(2022), and synthetic examples in Yu et al. (2021)
but less effective against nonlinear perturbations,
such as autoregressive. Hence, our study intends
to employ nonlinear transformations to break such
complex unlearnable perturbations.
3. Methodology

Data manipulation has become a pervasive tech-
nique across diverse research problems, yet lever-
aging it effectively to address various challenges
remains a formidable and intricate task. This re-
search meticulously examines the characteristics of
each nonlinear transformation, identifying specific
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methods employed to address challenges of break-
ing unlearnable datasets.
3.1. The Proposed Framework

Nonlinear Transformations
e.g., dilate, Gaussian blur, threshold binary, 

pixel manipulation, rotation, flipping

Select a Pretrained Model
e.g., VGG19, VGG16, ResNet152

Remove FC layers
Decrease # of neurons

Add dropout layers
Increase dropout rate 

Model Training

Model Validation

Accuracy> α

Training 
set

Validation 
set

Add FC layers
Increase # of neurons

Remove dropout layers
Decrease dropout rate

No

Overfitting UnderfittingNeither

Yes

Model TestingTest set

Training phase

Testing phase

Figure 1: The proposed framework consisting of Nonlinear
Transformations, Model Selection, Model Training, Model
Validation, and Model Testing. α is the expected or prede-
fined accuracy.

To examine and identify each nonlinear trans-
formation, we propose a framework that consists
of Nonlinear Transformations, Model Selection,
Model Training, Model Validation, and Model Test-
ing, depicted in Fig. 1. Initially, we apply nonlin-
ear transformations to a given unlearnable training
dataset. Our primary utilization of nonlinear trans-
formations relies on the Open Source Computer Vi-
sion Library (OpenCV), a python package for com-
puter vision. Those nonlinear transformations in-
clude dilate (Gonzalez and Woods, 2008), Gaussian
blur (Chen and Ma, 2009), erode (Haralick et al.,
1987), threshold binary (Komarudin et al., 2015),
threshold binary inverse (Gervasi et al., 2013), and
pixel manipulation (Chaumette et al., 2012). Ad-
ditionally, for rotation, horizontal flipping, and

other transformations, we employ the Keras Image-
DataGenerator (Rahmatullah et al., 2021). These
transformations effectively augment the dataset size
for training purposes. Subsequently, a pretrained
model such as VGG19, VGG16, or ResNet152 is
selected. While using a pretrained model is not
mandatory, it is commonly convenient. In our ex-
periments, a pretrained model is employed in all
cases except for the unlearnable MNIST experi-
ment.

After selecting a pretrained model, we enhance
it by incorporating additional fully connected (FC)
layers and dropout layers (Srivastava et al., 2014),
as required. Subsequently, the modified model un-
dergoes training using the expanded dataset from
the initial augmentation step. Following training,
we assess the model using the provided validation
dataset. In cases where the model exhibits signs of
underfitting or overfitting, corrective measures can
be taken based on the available options outlined in
Fig. 1. With a validation accuracy surpassing a
threshold value α, we proceed to evaluate its per-
formance on the test set. If the validation accuracy
falls below expectations, we may explore alterna-
tive nonlinear transformations on the training set
or consider increasing model complexity (e.g., tran-
sitioning from VGG16 to VGG19) to bolster learn-
ing capabilities. In the presence of underfitting or
overfitting issues, adjustments to the model archi-
tecture, learning rate, batch size, and number of
epochs can be made as necessary. Additionally, ex-
ploring different pretrained models is an alternative
option.

3.2. Breaking Unlearnable Datasets

The pivotal stage in the proposed framework
involves identifying suitable nonlinear transforma-
tions to address unlearnable datasets, a task charac-
terized by its challenges and time-intensive nature.
This endeavor can be conceptualized as solving the
following optimization problem:

argmin
A

max
∥gξ(XD)∥p≤ϵ

LV (f(XV ; θ
∗), YV ) (7)

subject to θ∗ ∈ argmin
θ
LD(f(A(XD+gξ(XD)); θ), YD),

where A represents a set of nonlinear transforma-
tions and A is a vector of those transformations
whose i-th element is ai ∈ A and represents the
data augmentation technique applies to i-th im-
age in XD + gξ(XD). The goal of nonlinear trans-
formations is to expand a training set by using
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Figure 2: Graphical illustration of the proposed procedure for breaking an unlearnable dataset. In each iteration i ranging
from 1 to k, a nonlinear transformation, Ai, is applied to the unlearnable dataset (U) from the collection (A), denoted as
Ai(U). The model is then trained on the augmented dataset, and validation is carried out on a clean validation dataset. If
there’s an improvement in validation accuracy compared to the previous iteration, the augmented dataset is incorporated into
the training set. Here, vi represents the validation accuracy in the ith iteration, with v0 being the validation accuracy of the
model trained on the initial unlearnable dataset.

Algorithm 1 Generating A Learnable Training Set

1: Input: Unlearnable training set (U), Clean
validation set, Pretrained model (M), Number
of iterations (k), Space of nonlinear transforma-
tions: A = {A1, A2, . . . }, and Target accuracy
(α)

2: Output: Augmented learnable training set (L)
3: L← U
4: Train M on L and obtain validation accuracy

v0
5: for i = 1 to k do
6: Ti ← L+Ai(U) {The augmented training set

Ti}
7: TrainM on Ti and obtain validation accuracy

vi
8: if vi > α then
9: L← Ti

10: Break the loop
11: else if vi−1 < vi then
12: L← Ti

13: else
14: L← L
15: end if
16: end for

class-preserving conversions such as threshold bi-
nary (Dao et al., 2019; Qiu et al., 2021).

Solving the optimization problem in (7) is in-
tractable, so we present a heuristic approach (Algo-
rithm 1) to find a set of proper nonlinear transfor-
mations. This algorithm provides a procedure for
discovering nonlinear transformations to break an
unlearnable dataset. Its time complexity is k times
that of the sum of the training and validation times
for the model M . Fig. 2 graphically illustrates this
procedure.

Our initial step involves choosing a nonlinear
transformation from the spectrum available. Then,
we systematically expand the training set by apply-
ing each transformation sequentially. It is pivotal
to visually inspect a sample of augmented data at
each step, as not all techniques yield meaningful
images for every dataset. For instance, Threshold
Binary and Threshold Binary Inverse transforma-
tions may not generate meaningful images for the
CIFAR-10 dataset.

Following the application of each technique, we
assess the model’s performance by obtaining vali-
dation accuracy. The validation data remain un-
perturbed (clean). If there is an improvement in
validation accuracy, we retain the expanded dataset
for the subsequent iteration. The process continues
until the model achieves the target accuracy (α), at
which point we conclude the dataset expansion.

In implementing the aforementioned method,
we predominantly employed conventional nonlin-
ear transformations, encompassing threshold bi-
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nary, threshold binary inverse, color channel manip-
ulation, erode, dilate, and Gaussian blur. Thresh-
old binary and threshold binary inverse are com-
monly applied to grayscale images but can also be
used in color images to delineate the primary object
from its background. Color channel manipulation
is akin to grayscale transformation, involving alter-
ations to the values of one or more color channels
in diverse ways.
3.3. Nonlinear Transformations
Threshold binary: We know that a single num-

ber represents the pixel value for a gray image,
whereas three numbers on the RGB scale represent
the pixel value of a colored image. Although two
different types of pixel values are used in gray and
colored images, respectively, there is no difference
between both types of images when the threshold
binary approach is applied. First, we need to de-
fine a threshold value and the maximum value of a
pixel. When a pixel value is lower than the prede-
fined threshold, the pixel value will be zero. Oth-
erwise, the pixel will be set to the maximum value.
For grey images with a pixel value of a, a thresh-
old value of t, and a maximum value of m, let npv
represent a new pixel value. Then, based on the
threshold binary approach, npv is defined as 0 if
a ≤ t or m if a > t (Harris et al., 2020b).

Similarly, for colored images with a pixel value
of (r, g, b), a threshold value of t, and a maximum
value ofm, npv = (nr, ng, nb) is the new pixel value,
where nr, ng, and nb are the new values of r, g, and
b, respectively. Thus, according to the threshold
binary approach, they are defined as:

nr =

{
0, if r ≤ t

m, if r > t,
ng =

{
0, if g ≤ t

m, if g > t,

nb =

{
0, if b ≤ t

m, if b > t

(8)

We use threshold binary only for normalized
datasets generated by NTGA. The pixel values
for those images range from 0 to 1; therefore,
we used 1 as our maximum value, correspond-
ing to a value of 255 on non-normalized images
1.The cv2.threshold function with the threshold
method argument is set to cv2.THRESH BINARY,

1https://www.geeksforgeeks.org/python-

thresholding-techniques-using-opencv-set-1-simple-

thresholding/

and it is used for the experiment. See Fig. 3 for
an example image based on different data transfor-
mations.

Threshold binary inverse: In OpenCV, the
threshold binary inverse function has the same
principle as the threshold binary function (Har-
ris et al., 2020a). The only difference is that the
pixel will receive a zero value when it is higher
than the threshold value; otherwise, it will re-
ceive a maximum value. The cv2.threshold func-
tion with the threshold method argument is set to
cv2.THRESH BINARY INV, and it is used for the ex-
periment. The first three arguments are the same as
for the threshold binary function. Please see Fig. 3
for an example image based on this data argument
technique.

Color channel manipulation: It is another
technique typically used for pixel manipulation in
our experiment. An image consists of multiple pix-
els that contain information about the color of a
minute area in that image. Each pixel of a colored
image is composed of three values representing the
intensity of blue (b), green (g), and red (r) light
colors, respectively. However, each pixel of a grey
image has only one value representing the light in-
tensity of an image. Color channel manipulation
is about changing the color value of one or more
color channels. In our experiments, we used color
channels to manipulate the pixels based on the code
available for operations on images2. For instance,
when using the cv2.merge((b,b,b)), all three chan-
nels’ values are replaced by the blue channel’s value
b. In the original image shown in Fig. 4, the sky is
blue, indicating that the blue channel value is the
largest among all three values for each pixel in the
sky area. When cv2.merge((b,b,b)) replaces three
channels with that value b, the blue sky in the orig-
inal image looks paler in the last image (as shown
in Fig. 4) because the purer blue it is, the closer
the value is to (255, 255, 255), indicating a white
pixel.

Further, sky pixels have low red and green chan-
nel values. When those values are used for all
three channels shown in the second and third im-
ages of Fig. 4, respectively, pixels will get closer
to black color since the black is indicated by (0, 0,
0). Color channel manipulations efficiently gener-
ate additional images with a negligible computation
overhead effort.

2https://docs.opencv.org/4.x/d3/df2/tutorial_py_

basic_ops.html
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No augmentation Threshold
binary

Threshold
binary inverse

Pixel
manipulation

Erode Dilate Gaussian blur

Figure 3: An illustration of nonlinear transformation techniques.

Figure 4: An illustration of the color channels.

Erode: This is a commonly used image-
processing technique introduced in mathematical
morphology. This technique was initially defined
for binary images (black and white), but it was
later extended to grayscale images. Erosion reduces
bright areas of an image and replaces them with
dark regions (Haralick et al., 1987). Consider A
and B as sets in Z2, where A is considered as the
coordinates of an input image, and B denotes the
structuring element or the shape parameter. Har-
alick et al. (1987) denote the translation of B by
x ∈ Z2 as (B)x as follows:

(B)x = {c ∈ Z2|c = b+ x, ∃b ∈ B}. (9)

Then, Haralick et al. (1987) defined erosion in the
following way.

Definition 3.1. The erosion of A by B (A⊖B) is
defined as:

A⊖B = {x|(B)x ⊆ A}. (10)

The erosion of A by B is the set of points x such
that the translation of B by x is contained in A.
In other words, the erosion of A by B includes the
points that translate B in a way such that trans-
lated B does not have any points outside A (Gon-
zalez and Woods, 2008). In a programming setting,
structuring element B is known as a kernel. Based
on the kernel, we can control the severity of erosion.
We used cv2.erode in OpenCV for the erode trans-
formation, which has three main arguments. The
first argument is a base image (A). The second ar-
gument is a kernel, B. We define the kernel as an
all-ones matrix that slides across A. If all pixels

under the kernel are 1, the original pixel value will
be converted to 1; otherwise, the pixel value is 0. In
that way, the white region of an original image will
be reduced. The third argument in this function
is the number of iterations. It specifies how many
times we want to perform this transformation.

Dilate: Dilate is the dual transform of erode.
Dilation is also mainly introduced to binary images.
As the name reveals, a dilate transformation grows
or expands the bright region of an image into a
black area in the background of an image (Haralick
et al., 1987). Haralick et al. (1987), define dilation
transformation as follows.

Definition 3.2. The dilation of A by B (A⊕B) is
defined by:

A⊕B = {c ∈ Z2|c = a+ b,∃a ∈ A and ∃b ∈ B}.
(11)

In our experiments, we performed a dilate trans-
formation based on cv2.dilate in OpenCV. A di-
late function also has the same arguments as an
erode function, i.e., a base image, a kernel, and the
number of iterations. Like the erode function, the
kernel is specified as an all-ones matrix and slides
cross A. However, it does not perform the same
way as erode. If at least one of the pixels under
the kernel is 1, the original pixel value will be con-
verted to 1; otherwise, the pixel value is 0. This
transformation will expand the white region of an
image.

Gaussian blur: The Gaussian blur transforma-
tion of a pixel value is computed by taking the
weighted average of neighboring pixel values. A
Gaussian blur transformation is carried out by the
convolution that involves a kernel generated using a
Gaussian function. A Gaussian function is defined
as follows:

h(x, y) = K exp
{−(x2 + y2)

2σ2

}
, (12)

where K is a normalization constant, x and y are
distances from the original pixel to its neighbor
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pixel in horizontal and vertical axes, respectively,
and σ denotes the standard deviation of (x, y),
which controls the intensity of the blur. For our
experiments, we conducted a Gaussian blur trans-
formation by using cv2.GaussianBlur in OpenCV.
Similar to dilate and erode, we need to specify the
size of a kernel before applying a Gaussian blur
transformation. For example, based on extensive
experiments, we chose a kernel with length of 55
and width of 5 in this research.
4. Experimental Evaluation
We have empirically demonstrated, through

extensive experiments and analysis, that major
data protection approaches-namely, Deepconfuse
(Feng et al., 2019), error-minimizing noise ap-
proach (Huang et al., 2021), error-maximizing
noise approach (Fowl et al., 2021), NTGA (Yuan
and Wu, 2021), synthetic approach (Yu et al.,
2021), autoregressive noise approach (Segura et al.,
2022), OPS (Wu et al., 2023), SEP Chen et al.
(2022), EntF (Wen et al., 2023), REM (Fu et al.,
2022), Hypocritical (Tao et al., 2021), and Ten-
sorClog (Shen et al., 2019)—can be effectively cir-
cumvented by leveraging the proposed framework
outlined in Section 3. We have extensively inves-
tigated the learnability of the twelve data protec-
tion approaches using the CIFAR-10 (Krizhevsky
et al., 2009) dataset. We selected CIFAR-10 since
it is the standard dataset used by many unlearn-
able example researchers. Additionally, we apply
our framework to two other benchmark datasets:
MNIST (LeCun and Cortes, 2010) and ImageNet
(Deng et al., 2009) generated by NTGA. Those re-
sults are presented in Section 5.
4.1. The Proposed Framework on the Twelve Un-

learnable Approaches
We aim to reveal that the unlearnable CIFAR-

10 datasets created by the twelve popular data
protection approaches, i.e., NTGA (Yuan and
Wu, 2021), Deepconfuse (Feng et al., 2019),
error-minimizing (Huang et al., 2021), error-
maximizing (Fowl et al., 2021), synthetic (Yu
et al., 2021), autoregressive (Segura et al., 2022),
OPS (Wu et al., 2023), SEP (Chen et al.,
2022), EntF (Wen et al., 2023), REM (Fu et al.,
2022), Hypocritical (Tao et al., 2021), and Ten-
sorClog (Shen et al., 2019) are also vulnerable to
our proposed approach. In our work, the datasets
generated by Deepconfuse, error-minimizing, error-
maximizing, and synthetic approaches were ob-
tained from Yu et al. (2021). Yuan and Wu
(2021) publicly released three unlearnable datasets:

MNIST, CIFAR-10, and ImageNet on Kaggle. We
utilized these data to demonstrate the vulnerabil-
ity of NTGA perturbations to our approach. The
datasets created by other approaches- autoregres-
sive, OPS, SEP, EntF, REM, Hypocritical, and
TensorClog were generated using the available code
in their respective GitHub repositories.

For all the datasets, we used Tensorflow’s pre-
trained VGG models initialized with ImageNet
weights. Table 4 explicitly mentions the nonlin-
ear transformations and model specifications used
in each unlearnable dataset based on the proposed
framework, where we conducted extensive exper-
iments for all those twelve data protection ap-
proached studied in this paper. Column 2 gives
the transformations used to expand the training
dataset. In this table, Column 3 includes the
attributes used for Keras ImageDataGenerator to
conduct more transformations during the training
process. Last three columns specify the model spec-
ifications.

Table 1 summarizes our study’s main findings,
with column 2 displaying test accuracies mostly
below 30% for models trained on these data pro-
tection approaches. To demonstrate the ability to
learn from the so-called unlearnable dataset, we em-
ployed our nonlinear transformation approach de-
tailed in Section 3. Its resulting accuracy is given in
Column 4. Column 3 shows the test accuracy of the
models trained on the same unlearnable datasets
using linear transformation technique, specifically
OPA in Segura et al. (2023). We employed the
code provided in their GitHub repositories with de-
fault settings, such as a non-pretrained ResNet18
model under PyTorch platform. Column 5 gives
the difference between the test accuracies of our ap-
proach and the orthangonal projection attack. The
performance difference is shown as a percentage in
Column 6. The last column shows the accuracy af-
ter PGD adversarial training Fu et al. (2022), which
is another widely used method to break unlearnabi-
ilty.

NTGA (Yuan and Wu, 2021): We illus-
trate the effectiveness of our proposed framework
in countering the unlearnable CIFAR-10 data gen-
erated by NTGA Yuan and Wu (2021). As re-
ported in Yuan and Wu (2021), the lowest test ac-
curacy for the unlearnable CIFAR-10 data is ap-
proximately 41%. We aim to demonstrate that the
unlearnable CIFAR-10 crafted by NTGA becomes
learnable applying our proposed framework. We
used the proposed nonlinear transformation based
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(a) MNIST (b) CIFAR-10 (c) ImageNet

Figure 5: The training and validation accuracy of the model trained with unlearnable data created by NTGA.

Data protection
approach

No defense OPA Our
approach

Performance
difference

% Improve-
ment

Adversarial
training

NTGA 40% 61.54% 88.74% 27.20% 44.20% 84.75%

Deepconfuse 29% 75.28% 87.0% 11.72% 15.57% 84.92%

Error-minimizing 20% 69.18% 85.2% 16.02% 23.16% 79.68%

Error-maximizing 6% 75.57% 92.2% 16.63% 22.01% 85.36%

Synthetic 13% 87.90% 88.2% 0.30% 0.34% 86.74%

Autoregressive 11% 25.59% 86.9% 61.31% 239.59% 80.54%

OPS 15% 88.10% 86.71% -1.39% -1.58% 13.01%

SEP 23% 87.28% 88.18% 0.9% 1.03% 87.20%

EntF 71% 85.67% 88.59% 2.92% 3.41% 82.30%

REM 27% 34.78% 85.70% 50.92% 146.41% 49.51%

Hypocritical 19% 86.79% 89.68% 2.89% 3.33% 80.41%

TensorClog 48% 88.05% 88.84% 0.79% 0.90% 85.16%

Table 1: The baseline test accuracy is given in Column 2 whose results are extracted from those papers that presented
their respective approaches given Column 1. Our approach in column 4 performs higher test accuracy than OPA, a linear
transformation technique, given in Column 3 for all the twelve approaches except OPS, where six of them are remarkably better.
Our experimental results in Column 4 also suggest that these twelve data protection approaches remain vulnerable to nonlinear
transformations. While Column 5 gives the performance difference between our nonlinear transformation approach and OPA
(a linear transformation approach) in Segura et al. (2023), Column 6 presents the performance improvement percentages of our
approach compared to OPA. Our research also adopted the adversarial training method in Fu et al. (2022) for model training,
and Column 7 gives resulting test accuracy for the trained models. Columns 6 and 7 clearly demonstrates that our approach
can achieve comparable test accuracy like the adversarial training method, while our approach performs much better for OPS.

framework to increase our training dataset size, en-
hancing the model’s resilience to image transforma-
tions. Notably, color channel manipulation tripled
the training dataset size. Additionally, we utilized
Keras’s built-in ImageDataGenerator on the train-
ing dataset for further augmentation, incorporating
a zoom range of 0.3, a rotation range of 7, a width
shift range of 0.35, a height shift range of 0.35, hor-
izontal flipping, and a shear range of 0.4. For a
baseline model, we conducted experiments based
on a Visual Geometry Group (VGG) in Simonyan
and Zisserman (2015). There are several variants
in VGG models depending on the number of con-
volutional layers. After thorough experiments with

VGG16, VGG19, and ResNet50, we selected the
VGG19 model with ImageNet pretrained weights
from Keras for its superior baseline performance.
We enhanced the model by incorporating four fully
connected (FC) layers and two dropout layers, ran-
domly dropping 30% of the weights after each of
the first two FC layers. The ReLU activation func-
tion (Agarap, 2018) is employed for every FC layer,
except for the output layer, which uses softmax ac-
tivation with ten neurons. Refer to Table 2b for de-
tailed model architecture. The model was trained
for 40 epochs with a learning rate of 0.008, resulting
in a test accuracy of 88.74%, a validation accuracy
of 88.94%, and a training accuracy of 93.50%. Fig.
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Layer Output shape Activation function
Input 28 x 28 x 1

Convolutional 28 x 28 x 32 ReLU
Max pool 14 x 14 x 32

Convolutional 14 x 14 x 64 ReLU
Max pool 7 x 7 x 64

Flatten
FC 1024 ReLU

Dropout (0.25)
FC 10 Softmax

(a) MNIST

Layer Output shape Activation function
Input 32 x 32 x 3

2 x Convolutional 32 x 32 x 64 ReLU
Max pool 16 x 16 x 64

2 x Convolutional 16 x 16 x 128 ReLu
Max pool 8 x 8 x 128

4 x Convolutional 8 x 8 x 256 ReLU
Max pool 4 x 4 x 256

4 x Convolutional 4 x 4 x 512 ReLU
Max pool 2 x 2 x 512

4 x Convolutional 2 x 2 x 512 ReLU
Max pool 1 x 1 x 512

Flatten
FC 1024 ReLU

Dropout (0.3)
FC 512 ReLU

Dropout (0.3)
FC 64 ReLU
FC 10 Softmax

(b) CIFAR-10

Layer Output shape Activation function
Input 224 x 224 x 3

7 x 7, 64, / 2 112 x 112 x 64 ReLU
3 x 3 max pool, / 2 56 x 56 x 64 1 × 1, 64

3 × 3, 64
1 × 1, 256

 x 3 56 x 56 x 64 ReLU

1 × 1, 128
3 × 3, 128
1 × 1, 512

 x 8 28 x 28 x 128 ReLU

 1 × 1, 256
3 × 3, 256
1 × 1, 1024

 x 36 14 x 14 x 256 ReLU

 1 × 1, 512
3 × 3, 512
1 × 1, 2048

 x 3 7 x 7 x 512 ReLU

 1 × 1, 512
3 × 3, 512
1 × 1, 2048

 x 3 1 x 1 x 512 ReLU

Average pool 1 x 1 x 512 Softmax
Flatten

FC 1024 ReLU
Dropout (0.3)

FC 512 ReLU
FC 256 ReLU
FC 128 ReLU
FC 64 ReLU
FC 2 Softmax

(c) ImageNet

Table 2: The model architecture used for training each unlearnable dataset crafted by NTGA.

Layer Output shape Activation function
VGG19
Flatten

FC 2048 ReLU
Dropout (0.3)

FC 1024 ReLU
Dropout (0.3)

FC 512 ReLU
FC 256 ReLU
FC 128 ReLU
FC 64 ReLU
FC 10 Softmax

(a) Deepconfuse

Layer Output shape Activation function
Input 32 x 32 x 3

2 x Convolutional 32 x 32 x 64 ReLU
Max pool 16 x 16 x 64

2 x Convolutional 16 x 16 x 128 ReLu
Max pool 8 x 8 x 128

3 x Convolutional 8 x 8 x 256 ReLU
Max pool 4 x 4 x 256

3 x Convolutional 4 x 4 x 512 ReLU
Max pool 2 x 2 x 512

3 x Convolutional 2 x 2 x 512 ReLU
Max pool 1 x 1 x 512

Flatten
FC 256 ReLU
FC 10 Softmax

(b) Error-minimizing

Layer Output shape Activation function
VGG16
Flatten

FC 2048 ReLU
FC 1024 ReLU
FC 512 ReLU
FC 256 ReLU
FC 180 ReLU
FC 128 ReLU
FC 64 ReLU
FC 10 Softmax

(c) Error-maximizing and REM

Layer Output shape Activation function
VGG19
Flatten

FC 1024 ReLU
FC 512 ReLU
FC 128 ReLU
FC 64 ReLU
FC 10 Softmax

(d) Synthetic, autoregressive, OPS, EnF, Hypocritical, and Ten-
sorClog

Table 3: The model architectures used for training the unlearnable CIFAR-10 images crafted by each approach.

5b illustrates the validation and training accuracy
across epochs. Training the same model without

nonlinear transformations yielded a test accuracy of
39.24%, underscoring the substantial 49% accuracy
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Protection
approach

Nonlinear
Transformations

Attributes for Keras
ImageDataGenerator

Baseline
model

Learning
rate

# of
epochs

NTGA color channel
manipulation (thrice)

otation range of 7, zoom range of
0.3, width and height shift range of
0.35, horizontal flip, shear range of
0.4

VGG19 0.008 40

Deepconfuse dilate, erode, and color
channel manipulation
(twice)

rotation range of 7, width shift
range of 0.3, horizontal flip, zoom
range of 0.1

VGG19 0.007 80

Error-
minimizing

dilate, erode, color
channel manipulation
(twice), and Gaussian
blur

rotation range of 7, height and
width shift range of 0.3, horizontal
flip, zoom range of 0.1

VGG16 0.006 80

Error-
maximizing

dilate, erode, and color
channel manipulation
(twice)

rotation range of 10, shear range of
0.4, height and width shift range of
0.4, horizontal flip, zoom range of
0.4

VGG16 0.008 80

Synthetic dilate, erode, and color
channel manipulation
(twice)

rotation range of 7, width and
height shift range of 0.3, shear
range of 0.4, horizontal flip, zoom
range of 0.4

VGG19 0.007 40

Autoregressive dilate, erode, and color
channel manipulation
(twice)

rotation range of 7, horizontal flip,
zoom range of 0.1

VGG19 0.001 10

OPS dilate, erode, and color
channel manipulation
(twice)

rotation range of 7, width and
height shift range of 0.3, horizontal
flip, zoom range of 0.1

VGG19 0.001 30

SEP color channel
manipulation (twice)

rotation range of 7, width and
height shift range of 0.1, horizontal
flip, zoom range of 0.1

VGG16 0.001 50

EntF erode and color channel
manipulation

rotation range of 7, width and
height shift range of 0.3, horizontal
flip, zoom range of 0.1

VGG19 0.001 30

REM erode and color channel
manipulation (twice)

rotation range of 7, width shift
range of 0.15, and height shift
range of 0.2, horizontal flip, zoom
range of 0.1

VGG16 0.006 80

Hypocritical dilate, erode and color
channel manipulation

rotation range of 7, width and
height shift range of 0.3, horizontal
flip, zoom range of 0.1

VGG19 0.001 30

TensorClog dilate, erode and color
channel manipulation

rotation range of 7, width and
height shift range of 0.3, horizontal
flip, zoom range of 0.1

VGG19 0.001 30

Table 4: Summary of transformations and model specifications used to make these unlearnable CIFAR-10 images learnable.

12



0 10 20 30 40 50 60 70 80
Number of epochs

0.65

0.70

0.75

0.80

0.85

0.90

0.95

1.00

A
cc

u
ra

cy

Training Accuracy
Validation Accuracy

(a) Deepconfuse (b) Error-minimizing

0 10 20 30 40 50 60 70 80
Number of epochs

0.5

0.6

0.7

0.8

0.9

A
cc

u
ra

cy

Training Accuracy
Validation Accuracy

(c) Error-maximizing

(d) Synthetic (e) Autoregressive (f) OPS

(g) SEP (h) EntF (i) REM

(j) HYPO (k) TensorClog

Figure 6: The training and validation accuracies of models trained with unlearnable CIFAR-10 crafted by other approaches.

13



improvement achieved through nonlinear transfor-
mations. Using the linear transformation technique
in Segura et al. (2023) (OPA), we obtained a model
with a test accuracy of 61.54%.
Deepconfuse (Feng et al., 2019): As re-

ported in Feng et al. (2019), models trained on the
CIFAR-10 unlearnable dataset generated by Deep-
confuse exhibit an average test accuracy of 29%.
To improve dataset learnability, we applied nonlin-
ear transformations, such as dilate, erode, and color
channel manipulation (applied twice), using a ker-
nel size of 2 for dilation and erosion in the proposed
framework. We further applied a built-in Image-
DataGenerator from Keras with a rotation range of
7, a width shift range of 0.3, horizontal flip, and a
zoom range of 0.1. The same ImageDataGenerator
settings were used on the validation set. For the
model architecture, we selected the VGG19 model
as the baseline and added seven FC layers and two
dropout layers, randomly dropping 30% of weights
after the first two FC layers. The first FC layer
had 2048 neurons, and subsequent layers halved the
number of neurons until reaching 64. All FC layers
(except the output layer) used ReLU as the acti-
vation function. The output layer, with softmax
activation, comprised ten neurons. Table 3a pro-
vides an explicit display of this model architecture.
The model was trained for 80 epochs with a learning
rate of 0.007, achieving a test accuracy of 86.97%.
Training the same model without nonlinear

transformations yielded a test accuracy of only
30.68%, consistent with the findings in Feng
et al. (2019). Using OPA on the same dataset
achieved a ResNet18 model with test accuracy of
75.28%. Hence, our nonlinear transformation ap-
proach yields a model that has a 15.57% improve-
ment compared to the model trained with OPA.
This result reaffirms that our approach can render
unlearnable data learnable, showcasing the efficacy
of nonlinear transformations.
Error-minimizing (Huang et al., 2021):

To demonstrate the learnability of the unlearn-
able CIFAR-10 dataset generated by the error-
minimizing approach, we augmented the dataset
size to five times its original size using transforma-
tions detailed in Table 4. In addition to the non-
linear transformations applied to the Deepconfuse
dataset, we included the Gaussian Blur transforma-
tion with a kernel size of 5 by 5. We also utilized
the Keras ImageDataGenerator with settings simi-
lar to those for the Deepconfuse dataset, as outlined
in Table 4 (with the addition of a height shift range

of 0.3). It is noteworthy that we exclusively em-
ployed the augmented dataset in this case, not the
original unlearnable dataset. The baseline model
for this experiment was VGG16, and the detailed
model architecture is provided in Table 3b. Train-
ing the model for 80 epochs with a learning rate of
0.006 resulted in a test accuracy of 85.19%. How-
ever, utilizing the same model architecture with-
out nonlinear transformation techniques led to a
test accuracy of only 28.62%, akin to the result re-
ported in Huang et al. (2021). Using OPA code on
the same dataset, we achieved a model with test
accuracy of 69.18%. Therefore, the model resulted
using our approach showed 16.02% improvement in
the test accuracy.

Error-maximizing (Fowl et al., 2021): Ac-
cording to the study Fowl et al. (2021), the low-
est test accuracy of the model trained on the un-
learnable CIFAR-10 data created by the error-
maximizing approach is 6.25%. Our goal is to
demonstrate that this dataset is still learnable by
achieving a test accuracy of 85%. Table 4 shows
that the nonlinear transformations used are simi-
lar to the ones for unlearnable CIFAR-10 images
crafted by Deepconfuse. Table 3c presents the spec-
ifications of the model architecture used in this case.
We chose the VGG16 model with pretrained Ima-
geNet weights from the Keras Applications as the
baseline model. Then, we added eight FC layers
to the model. We trained the model for 80 epochs
with a learning rate of 0.008, resulting in a test ac-
curacy of 92.17%. The linear separable technique
was only able to obtain a model with test accuracy
of 75.57%.

Synthetic (Yu et al., 2021): The model
trained on unlearnable CIFAR-10 examples crafted
by the synthetic approach achieved a test accu-
racy of 13.54% reported in Yu et al. (2021). How-
ever, we demonstrate that these seemingly unlearn-
able CIFAR-10 examples from the synthetic ap-
proach are indeed learnable, achieving an 88% test
accuracy with appropriate nonlinear transforma-
tions. Applying the same transformations used in
the Deepconfuse and error-maximizing approaches,
along with utilizing the built-in ImageDataGener-
ator from Keras on both the training and valida-
tion datasets, we trained the model with similar at-
tributes as the error-minimizing approach (with the
addition of a shear range of 0.4). The model archi-
tecture is detailed in Table 3d. Training the model
for 40 epochs with a learning rate of 0.007 resulted
in an 88.20% test accuracy, a 92.73% validation ac-
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curacy, and a 93.48% training accuracy. Conversely,
training the same model without nonlinear transfor-
mations led to a 42.7% test accuracy. Since the syn-
thetic approach involves class-wise perturbations,
the linear separability technique is reported to be
effective in the breaking synthetic approach Segura
et al. (2023). This fact is confirmed by the test ac-
curacy of 87.9% we obtained after employing OPA.
Autoregressive (Segura et al., 2022): As

per Segura et al. (2023), autoregressive perturba-
tions are not linearly separable, making them dif-
ficult to break using OPA. In our experiments, we
utilized an unlearnable dataset with autoregressive
perturbation of ϵ = 1, reported to have a test ac-
curacy of 11.75%. Employing the same nonlinear
transformations as Deepconfuse, error-maximizing,
and synthetic approaches (summarized in Table 4),
we also utilized the built-in ImageDataGenerator
from Keras on the training and validation datasets
with similar attributes to the error-minimizing ap-
proach, excluding height and width shift shear
range. The model architecture employed is akin
to the synthetic approach, as detailed in Table 3d.
Training the model for ten epochs with a learning
rate of 0.001, we achieved an 86.9% test accuracy, a
97.91% validation accuracy, and a 96.06% training
accuracy. As expected, OPA was able to achieve a
model with a low test accuracy of 25.59%.
OPS (Wu et al., 2023): As reported in Wu

et al. (2023), the ResNet18 model trained on un-
learnable examples generated by OPS perturba-
tions achieved a test accuracy of 15.56%. Similar
to synthetic perturbations, OPS is also a type of
class-wise perturbations that is highly vulnerable
to the linear transformation technique performed
by OPA in Segura et al. (2023). Employing al-
most similar transformations as the autoregressive
dataset, we used the same model architecture out-
lined in Table 3d. The model underwent training
for 30 epochs with a learning rate of 0.001, result-
ing in a test accuracy of 86.71%. The ResNet18
model trained using OPA achieved a slightly bet-
ter test accuracy of 88.10%, indicating that linear
transformations are more appropriate for breaking
OPS perturbations. Table 4 details the nonlinear
transformations applied to this dataset. In addition
to the techniques used for autoregressive perturba-
tions, we introduced a width and height shift range
of 0.3. The model achieved a training accuracy of
95.77% and a validation accuracy of 90.07%.
SEP (Chen et al., 2022): We tested the

SEP data protection approach using our frame-

work. Employing their GitHub code, we gener-
ated the best-protected dataset, SEP-FA-VR, with
a perturbation radius of 2/255. the VGG16 model
(from the PyTorch code in their GitHub repository)
trained on this dataset achieved a test accuracy
of 24.88%, consistent with results in Chen et al.
(2022). However, using TensorFlow’s pretrained
VGG16 model with ImageNet weights on the same
unlearnable dataset, without any transformations,
we achieved a higher test accuracy of 83.81%. This
highlights the enhancing effect of pretrained mod-
els on learning from SEP-protected data. Further
applying our nonlinear transformations approach
boosted the test accuracy to 88.81%. It is worth
noticing that OPA also achieved a model with al-
most the same test accuracy of 87.28%. In this in-
stance, we used color channel manipulation twice to
expand the training dataset, along with the built-
in ImageDataGenerator from Keras, incorporating
a rotation range of 7, width and height shift range
of 0.1, horizontal flip, and a zoom range of 0.1.

EntF (Wen et al., 2023): EntF is a re-
cently proposed data protection approach created
using entangled features. We generated unlean-
able CIFAR-10 dataset perturbed with EntF by
employing their code on GitHub with default set-
tings (perturbation radius of 8/255). As per Wen
et al. (2023), an adversarially trained model on
an unlearnable dataset achieved a test accuracy of
71.57%. Our aim, using the outlined approach, was
to reach a model with an 85% accuracy. Employing
the VGG19 model described in Table 3d initialized
with ImageNet weights, we expanded the training
dataset twice using erode and color channel ma-
nipulation. Additionally, we applied the built-in
ImageDataGenerator from Keras with a rotation
range of 7, width and height shift range of 0.3, hori-
zontal flip, and a zoom range of 0.1. After 30 epochs
of training, the model achieved a test accuracy of
88.59%. The training and validation accuracies of
the model are 87.85% and 95.39%, respectively. Af-
ter applying OPA on the same dataset, we obtained
a model with test accuracy of 85.67%. Hence, our
approach shows 3.41% improvement compared to
OPA.

REM (Fu et al., 2022): The CIFAR-10 dataset
with REM noise is generated using their GitHub
code with default settings (perturbation radius of
4/255). As reported in Fu et al. (2022), the model
trained on this dataset achieved a test accuracy
of 27.09%. To transform the unlearnable dataset,
we applied color channel manipulation twice and
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an erode. Additionally, we utilized Keras Image-
DataGenerator with a zoom range of 0.1, a rotation
range of 7, a width shift range of 0.15, a height shift
range of 0.2, and a horizontal flip. Training with
the same model architecture as presented in Table
3c but excluding the fully connected layer with 180
neurons, we trained for 80 epochs with a learning
rate of 0.006, resulting in a test accuracy of 85.70%.
This demonstrates the model’s ability to learn from
the ostensibly unlearnable data with REM noise.
We then applied OPA on the dataset but obtained
a lower test accuracy of 34.78%, meaning that REM
perturbations are not vulnerable to linear transfor-
mations. This fact is confirmed by the similar re-
sults in Segura et al. (2023). Hence, our nonlinear
approach obtained a model with 50.92% more ac-
curacy than the model obtained using the linear
approach. However, the model exhibits a training
accuracy of 99.47% and a validation accuracy of
93.88%.
Hypocritical (Tao et al., 2021): Hypocriti-

cal perturbations is one of the data protection ap-
proaches discussed in Tao et al. (2021). We gener-
ated the class-wise Hypocritical perturbations since
it is more effective than sample-wise perturbations.
After applying the standard training method pro-
vided in their GitHub repository on the generated
unlearnable CIFAR-10 dataset, the resulting model
achieved a test accuracy of 18.59%, consistent with
the result reported in Tao et al. (2021). However,
using the pretrained model in Table 3d without any
transformations on the same dataset, we obtained
a test accuracy of 79.77%. Employing similar set-
tings, including model specification and transfor-
mations techniques as One-Pixel Shortcut on the
Hypocritical perturbations (Tao et al., 2021), with
the only difference of using color channel manipula-
tion only once, not twice, we achieved a test accu-
racy of 89.68%. The training and validation accu-
racies are 93.89% and 94.38%, respectively, indicat-
ing that Hypocritical perturbations are vulnerable
to our approach. After applying OPA, we obtained
a model with a test accuracy of 86.79%. It is rea-
sonable that this dataset can be broken by the or-
thogonal projection method since it has class-wise
perturbations.
TensorClog (Shen et al., 2019): According

to Shen et al. (2019), TensorClog perturbations
can reduce the test accuracy of a model trained
on CIFAR-10 from 86.05% (based on clean data)
to 48.07%. We generated the CIFAR-10 dataset
with TensorClog perturbations using default set-

tings from their GitHub repository. Training the
model in Table 3d on this dataset without our ap-
proach resulted in a test accuracy of 83.53%. How-
ever, with our approach-expanding the training set
threefold using dilate, erode, and color channel ma-
nipulation, and applying Keras ImageDataGenera-
tor with attributes from Table 4-the model’s test
accuracy notably increased to 89.68%. These find-
ings highlight the effectiveness of our approach in
handling unlearnable data with TensorClog pertur-
bations. However, OPA also resulted in a model
with almost similar test accuracy of 88.05%, show-
ing that TensorClog perturbations are vulnerable
to linear transformations.

4.2. Comparison with Adversarial Training

To demonstrate our approach’s effectiveness, we
compared it with adversarial training, a prominent
defense mechanism (Fu et al., 2022; Tao et al.,
2022). Following Fu et al. (2022)’s approach,
we conducted adversarial training using PGD at-
tack (Madry et al., 2018) with VGG19 and VGG16
as base models, ensuring compatibility with our ar-
chitectures. Perturbation radius and step-size were
set to 4/255 and 0.8/255 (default), respectively,
for all unlearnable noises, except error-minimizing
noise. For the latter, a perturbation radius of 8/255
and step-size of 2/255 were used, resulting in bet-
ter accuracy than a perturbation radius of 4/255.
Default values were maintained for other parame-
ters, such as 10 PGD steps and 40000 training iter-
ations. Test accuracies under adversarial training
are reported in Column 7 in Table 1, showcasing our
approach’s superiority across all considered noises.

4.3. Perturbed 50% of the Training Set

In our experiments, we also consider the case
in which only 50% of the dataset is unlearnable.
Similar to the experiment in Section 4.1, we per-
formed on the CIFAR-10 crafted by Deepconfuse,
error-minimizing, error-maximizing, synthetic, au-
toregressive, OPS, SEP, Entangled Features, REM,
Hypocritical, and TensorClog approaches, respec-
tively. We did not perform any nonlinear trans-
formations for the training set and used similar
models in Table 3a-3d. The models achieved a
test accuracy of 85.65%, 86.28%, 86.49%, 83.8%,
87.56%, 86.69%, 87.81%, 86.72%, 86.73%, 88.53%,
and 86.14%, respectively. This also demonstrates
the limited effectiveness of those data protection ap-
proaches. That is, these approaches are vulnerable
to nonlinear transformations and ineffective when
only half of the dataset is protected.
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4.4. Our Proposed Approach with A Series of
Transformations

In Section 4.1, we only applied each nonlinear
transformation technique directly on the unlearn-
able datasets generated by the aforementioned data
protection approaches without considering the ef-
fectiveness of the series of transformations, e.g., ap-
plying pixel manipulation on a dilated image in-
stead of the original image. In this section, we
present experimental results obtained using a se-
ries of transformations for a single unlearnable in-
put image.
The first four steps of the series of transforma-

tions are the same for all four unlearnable datasets.
(1). We randomly selected an angle between 0 and
22.5 degrees and rotate the input image by the cho-
sen angle. (2). We cropped the image to trim away
the outer edges. The amount trimmed away is ran-
domly determined to be between 0 and 5 pixels from
the edge. (3). Since the model requires a fixed im-
age size, we resized the image to 32x32x3 using cu-
bic interpolation in cv2.resize function. (4). We
flipped the image horizontally with a 50/50 chance.
The next few transformations vary depending on
the data protection approach. However, we always
converted the image to a grayscale at the end of the
series, irrespective of the dataset.
NTGA (Yuan and Wu, 2021): We increased

contrast and brightness by 50%, and saturation by
100% with a probability of 0.5 in order. Then,
we changed the hue with a probability of 0.8 and
converted the image to grayscale with a probabil-
ity of 0.9. We expanded the training dataset five
times by repeating this series of transformations on
each image. Using the expanded training dataset,
we trained the model presented in Table 3c for 80
epochs. Based on the trained model, we obtained a
test accuracy of 83.81%.
Deepconfuse (Feng et al., 2019): For

the Deepconfuse CIFAR-10 dataset, with a
probability of 0.8, we changed the hue using
cv2.COLOR HSV2RGB function. Finally, with a prob-
ability of 0.8, we converted the image into a
grayscale one using cv2.COLOR BGR2GRAY function.
Repeatedly applying this series of transformations
five times to increase the training set size. For the
resulting training set, we made a few changes to
the training model in Table 3a, i.e., changing the
dropout rate to 60% for the first dropout layer and
adding the FC layer with 32 neurons to achieve the
test accuracy of 85.51%. This indicates that the
model can still learn from protected data.

Error-minimizing (Huang et al., 2021): In-
stead of changing hue, we manipulated the bright-
ness and contrast of the error-minimizing CIFAR-
10 dataset. With a probability of 0.2, we increased
the contrast of each image by 50%. Similarly,
with a probability of 0.2, we increased the bright-
ness by 50%. We used ImageEnhance function in
Python Pillow to manipulate brightness and con-
trast. Finally, we converted the image to grayscale
with a probability of 0.95. Repeating this series of
textcolorrednonlinear transformations six times, we
reached 85.34% test accuracy using the same model
architecture as in Table 3b.

Error-maximizing (Fowl et al., 2021): The
transformations series steps we used for the error-
maximizing CIFAR-10 dataset are almost identical
to the one used for the error-minimizing CIFAR-10
dataset but with one extra step, namely, changing
the saturation of the image. However, we applied
each of these techniques with a probability of 0.8.
Using the same model architecture as in Table 3c,
we achieved a test accuracy of 86.18%.

Synthetic (Yu et al., 2021): For the syn-
thetic CIFAR-10 dataset, after common initial steps
of transformation techniques, we increased the im-
age’s brightness by 50% with a applying probabil-
ity of 0.5. Finally, with a probability of 0.9, we
changed the image to grayscale. Then, we repeat-
edly applied this series of transformations five times
to increase the training set size for the subsequence
training and chose the same model architecture as
the one displayed in Table 3d. Furthermore, we
added a dropout layer with a dropout rate of 50%
after the flattened layer. In the end, we achieved a
test accuracy of 83.59%, again indicating that the
model is learning from “unlearnable” data.

Autoregressive (Segura et al., 2022): We
applied the same transformations used in the
error-minimizing approach to the autoregressive-
generated CIFAR-10 dataset. Specifically, we ex-
panded the training set five times as the original
size and used the model in Fig. 3d for training. Af-
ter training the model for five epochs, we achieved
a test accuracy of 85.73%.

SEP (Chen et al., 2022): For the dataset cre-
ated with SEP perturbations, we applied a almost
the same series of transformations used in the error-
minimizing approach. We adjusted contrast and
brightness with probabilities of 0.5 and 0.2, respec-
tively. Then, we used grayscale with a probabil-
ity of 0.8 and expanded the training set four times.
Utilizing VGG16 with an additional fully connected
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layer comprising ten neurons allowed us to integrate
outputs, resulting in a test accuracy of 86.53%.

EntF (Wen et al., 2023): In our experiment,
we replicated the same series of transformations as
SEP on the dataset protected by EntF but adjusted
the grayscale probability to 0.9. Furthermore, our
model architecture was also chosen as the same one
used in the SEP approach, i.e., the VGG16 model
with an one additional layer having ten neurons.
After we applied the series of transformations, the
training set was expanded four times. This setup
resulted in a test accuracy of 86.33%.

REM (Fu et al., 2022): For the unlearnable
dataset created with REM perturbations, we ap-
plied the same series of transformation used on the
unlearnable dataset with EntF noise. Moreover,
we utilized the same model architecture as the one
used in the SEP approach and increased the size of
the training dataset six times before training. The
model was trained for 60 epochs with a learning rate
of 0.006. Our experiment achieved a test accuracy
of 83.19%.

Hypocritical (Tao et al., 2021): For the
CIFAR-10 dataset with Hypocritical perturbations,
we modified contrast, brightness, and saturation in
order with a probability of 0.5, and grayscale with
probability of 0.9. The model architecture for our
experiment was VGG19 with two additional FC lay-
ers of 256 and ten neurons. We expanded the train-
ing set five times incorporating the aforementioned
series of transformations, which results in a model
that achieves a test accuracy of 86.30%.

OPS (Wu et al., 2023): In our experiment,
a series of transformations did not perform well
on the One-Pixel Shortcut dataset initially. After
modifying contrast, brightness, saturation with a
probability of 0.5 and grayscale with a probability
of 0.9. Unlike in other datasets, we used a built-
in Imagedatagenerator with a rotation range of 7,
a width and height shift range of 0.1, a horizontal
flip, and a zoom range of 0.1 to achieve this accu-
racy. Our experiment achieved a test accuracy of
79.32% only.

TensorClog (Shen et al., 2019): In our ex-
periment, the series of transformations used for the
unlearnable CIFAR-10 dataset with tensorClog per-
turbations are contrast, brightness, and grayscale
with a probability of 0.5, 0.2, and 0.9 respectively.
The model architecture used is provided in Ta-
ble 3d, resulting in a model that achieves a test
accuracy of 86.53%.

5. Discussion
Section 4 provides an evaluation of twelve data

protection approaches, revealing their vulnerability
to nonlinear transformations and the subsequent
degradation of protection levels. Figures 5 and 6
illustrate that validation accuracy curves, in con-
trast to their corresponding training curves, exhibit
some degree of overfitting for specific unlearnable
datasets. This suggests that our approach facili-
tates the transformation of unlearnable data into
learnable, albeit with potential disparities in the
distributions of training and validation data.

In this section, we discuss additional experimen-
tal results. To evaluate the effectiveness of our ap-
proach on diverse datasets, we experimented on un-
learnable MNIST and ImageNet datasets crafted by
the NTGA. We also present an experimental eval-
uation for an additional data protection approach,
CUDA (Sadasivan et al., 2023a).Recent studies in
Liu et al. (2023); Qin et al. (2023); Segura et al.
(2023) have delved into approaches for breaking un-
learnable datasets. We provide a comprehensive
discussion outlining the distinctions between our
approach and theirs.

NTGA on MNIST: As shown in Yuan and
Wu (2021), the lowest test accuracy of the model
trained based on unlearnable MNIST dataset is
around 16% for Convolutional Neural Networks
(CNNs). Our objective is to demonstrate that
these so-called “unlearnable data” can achieve a
test accuracy of 98%, matching the performance of
a model trained on clean data. In essence, we el-
evate the test accuracy from 16% to 98% through
image transformation techniques outlined in Sec-
tion 3.3. Initially, we employed image nonlinear
transformation methods to render unlearnable data
learnable, utilizing the Keras ImageDataGenerator
function with attributes like a rotation range of 10
and a zoom range of 0.1. Subsequently, we ap-
plied the threshold binary transformation with a
threshold value of 0.5 and a maximum value of 1 to
the training dataset. Lastly, we utilized the JPEG
Compression transformation. Table 2a shows the
model used for this experiment. The model con-
sists of two convolution layers with ReLU activa-
tion function and two fully connected (FC) layers.
The first FC layer has 1024 units with an ReLU
activation function, and the next one has ten units
with the softmax activation function. In addition,
a dropout layer is added between the two FC lay-
ers that randomly drops 25% of the weights. The
model was trained for ten epochs with a batch size
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of 100. This setup gave a test accuracy of 98.9%,
the same as the accuracy obtained based on clean
data. In contrast, employing the same model archi-
tecture without nonlinear transformations resulted
in a mere test accuracy of 17.50%. This showcases
the vulnerability of the unlearnable MNIST dataset
crafted by NTGA to the effects of data augmenta-
tion. Fig. 5a illustrates the training and validation
accuracy evolution.
NTGA on ImageNet: The test accuracy re-

mains around 70% for most model architectures in
Yuan and Wu’s study on their unlearnable Ima-
geNet dataset (Yuan and Wu, 2021). We performed
the proposed framework using the Keras Image-
DataGenerator by setting the rotation range to 2,
the horizontal flip to True, and the zoom range to
0.1. Moreover, the training dataset was increased
up to three times the original dataset size using
nonlinear transformations in the OpenCV package.
These nonlinear transformations are color channel
manipulation, thresh binary, and thresh binary in-
verse, with a threshold value of 0.5 and a maximum
value of 1.
The baseline model we used for this experiment

is ResNet with 152 convolution layers (ResNet152)
and random initialization of weights. We extended
the model by adding six FC layers and one dropout
layer after a series of convolutional layers from
ResNet152. These FC layers have 1024, 512, 256,
128, and 64 units with an ReLU activation func-
tion. The last layer has two neurons with a soft-
max activation function. Furthermore, we added a
dropout layer after the first layer, which will lead
to a 30% random drop of the model weights. Table
2c provides the details of the specifications of the
model architecture. We trained the model for 100
epochs with a batch size of 10 and a learning rate
of 0.001. This setup yielded a training accuracy
of 99.36%, a validation accuracy of 95.26%, and a
test accuracy of 95.71%. The test accuracy closely
matches models trained on clean data, underscor-
ing the vulnerability of NTGA to our approach.
Fig. 5c depicts the validation and training accu-
racy throughout the model training process. Em-
ploying the same model architecture without our
framework yielded a test accuracy of only 75.71%.
This outcome underscores the significant impact of
nonlinear transformations on the success or failure
of data protection approaches, such as NTGA in
the above experiments.
CUDA (Sadasivan et al., 2023a): As pro-

posed by Sadasivan et al. (2023a), we generated

a Convolution-based Unlearnable Dataset (CUDA)
using the code provided in their Git-Hub repos-
itory. We used a blur parameter of 0.3 to ob-
tain a dataset with enhanced protection. Initially,
when a VGG16 model was trained on these im-
ages, the test accuracy was only 10.56%. How-
ever, by expanding the training dataset through
cropping and dilating techniques and incorporat-
ing the Keras ImageDataGenerator, we achieved
a significantly improved test accuracy of 43.35%.
Unlike other approaches, such as error-minimizing,
error-maximizing, and NTGA, CUDA is not model-
dependent and does not produce additive noises.
CUDA introduces multiplicative noise, resulting in
more noise in the image’s background. As most of
the noise in this dataset is in the background, we
noticed that cropping the background is effective.

Moreover, we applied a series of transformations
to the CUDA dataset. Initially, we cropped 1 pixel
from each side of the borders. Then, we imple-
mented a horizontal flip with a probability of 0.5.
Contrast and brightness were increased by 50%
with a probability of 0.7. Next, we increased sat-
uration and sharpness to twice their existing val-
ues with a probability of 0.7. We further added
a contour filter with a probability of 0.2 and in-
creased the hue channel by 10. For images that did
not have a contour filter added, we used a poster-
ize filter with a probability of 0.7. Finally, we ap-
plied grayscale with a probability of 0.2. Training
these transformed unlearnable images on the model
shown in Table 3c without the first fully connected
layer with 2048 neurons achieved a test accuracy
of 77.36%. However, the model’s training and vali-
dation accuracies were 81.22% and 97.71%, respec-
tively. Additionally, further exploration of more ad-
vanced and specified transformations is necessary to
break the CUDA-protected dataset, especially con-
sidering CUDA’s significant difference in methodol-
ogy from other approaches.

UEraser (Qin et al., 2023) is a recently pro-
posed approach to break unlearnable data. In con-
trast to our approach, they utilized modern image
transformation techniques such as PlasmaTrans-
form and ChannelShuffle. Initially, we replicated
their experiments using the code in their GitHub
repository. UErasor is applied on the unlearn-
able CIFAR-10 dataset with synthetic perturba-
tion, which resulted in a test accuracy of 91.97%.
We executed the code without UErasor, and the
test accuracy is 19.95%. Then, we replaced the
modern image transformation in UEraser with the
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nonlinear transformation techniques we used. They
are rotate, resize, flip, brightness, and grayscale.
This modification led to a test accuracy of 88.97%.
This demonstrates that despite their use of mod-
ern image transformation techniques, our approach
remains almost as effective as UErasor.
Furthermore, the following work is also related to

our research.
Image Shortcut Squeezing (ISS) (Liu et al.,

2023) explored an attack method against unlearn-
able data based on simple compression techniques.
They mainly used grayscale and compression meth-
ods, such as JPEG compression, to mitigate the
effect of unlearnability. Their main focus was
on evaluating the effectiveness of image squeezing
methods against unlearnable data, while our study
concentrates on a broader area, including nonlin-
ear transformations and building a framework to
overcome unlearnability. ISS was able to improve
CIFAR-10 model accuracy to 81.73% for twelve ex-
isting unlearnable methods. We successfully as-
sessed the same eleven approaches, and achieved
a test accuracy exceeding 85%, including the EntF
approach (Wen et al., 2023), which they had not
explored. The ShortcutGen dataset (van Vlijmen
et al., 2022) is the only approach we did not con-
sider because the code is not publicly available.
6. Conclusion
Recent advancements in defense mechanisms,

such as NTGA and Deepconfuse, aim to safe-
guard data against unauthorized deep learning use.
However, our research exposed vulnerabilities in
these approaches, particularly when confronted by
the proposed nonlinear transformation framework.
Testing on CIFAR-10, ImageNet, and MNIST
datasets revealed that data assumed to be un-
learnable could achieve over 85% accuracy through
our proposed nonlinear transformation techniques,
compromising the efficacy of existing data protec-
tion measures. Our approach provides a model with
improved test accuracy than the existing linear sep-
arable approach given in Segura et al. (2023) on
eleven CIFAR10 datasets. This highlights a signif-
icant gap in current defense methods, as even par-
tial clean datasets exhibit high accuracy. Our find-
ings underscore the importance of exploring more
effective data protection approaches and develop-
ing robust data protection approaches capable of
withstanding such techniques. This emphasizes the
necessity of considering nonlinear transformations
in the future development of resilient data protec-
tion approaches.

7. Appendix

7.1. Visualization of Unlearnable Examples

In this study, we have explored twelve well-known
data protection approaches. In this section, we pro-
vide a visualization of examples from each dataset.
Fig. 7 shows the unlearnable examples crafted by
NTGA. Those were acquired from Kaggle, where
the authors publicly released those unlearnable ex-
amples. The unlearnable MNIST training dataset
includes 50,000 images that were classified into ten
classes, as shown in Fig. 7a. The resolution of the
images is 28 x 28 x 1. The test dataset includes
10,000 images, whereas the validation dataset also
contains 10,000 images. The unlearnable CIFAR-
10 dataset crafted by NTGA has 40,000 poisoned
images, the validation set has 10,000 clean images,
and the test dataset has 10,000 unseen clean images.
The images are classified into ten classes, and the
image resolution is 32 x 32 x 3. Fig. 7b illustrate
these unlearnable CIFAR-10 data. ImageNet data
have a higher resolution than CIFAR-10 with 224 x
224 x 3 pixels. Similar to Yuan and Wu (2021), we
only consider the “bulbul” and “jellyfish” classes.
Fig. 7c provides a visualization of these data. The
training dataset has 2,220 unlearnable images, the
validation dataset has 380 images, and the testing
dataset has 100 images.

7.2. A List of GitHub Source Codes

In our research, the datasets generated by Deep-
confuse, error-minimizing, error-maximizing, and
synthetic approaches were obtained from Yu et al.
(2021). The datasets created by other approaches-
autoregressive, OPS, SEP, EntF, REM, Hypocriti-
cal, and TensorClog were generated using the avail-
able code in their respective GitHub repositories.
The links for GitHub repositories are provided in
Table 5.
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(a) Visualization of the unlearnable MNIST images crafted by NTGA.

(b) Visualization of the unlearnable CIFAR-10 images crafted by NTGA.

(c) Visualization of the unlearnable ImageNet images crafted by NTGA.
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(a) Deepconfuse.

(b) Error-minimizing.

(c) Error-maximizing.

(d) Synthetic.

(e) Autoregressive.

(f) OPS.

(g) SEP.

(h) EntF.
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(i) REM.

(j) Hypocritical.

(k) TensorClog.

Figure 8: Visualization of the unlearnable CIFAR-10 images crafted by the other eleven approaches.
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