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Abstract Data-driven Artificial Intelligence (AI) systems
trained using Machine Learning (ML) are shaping an ever-
increasing (in size and importance) portion of our lives, in-
cluding, but not limited to, recommendation systems, au-
tonomous driving technologies, healthcare diagnostics, fi-
nancial services, and personalized marketing. On the one
hand, the outsized influence of these systems imposes a high
standard of quality, particularly in the data used to train them.
On the other hand, establishing and maintaining standards
of Data Quality (DQ) becomes more challenging due to the
proliferation of Edge Computing and Internet of Things de-
vices, along with their increasing adoption for training and
deploying ML models. The nature of the edge environment–
characterized by limited resources, decentralized data stor-
age, and processing–exacerbates data-related issues, making
them more frequent, severe, and difficult to detect and mit-
igate. From these observations, it follows that DQ research
for edge ML is a critical and urgent exploration track for the
safety and robust usefulness of present and future AI sys-
tems. Despite this fact, DQ research for edge ML is still in
its infancy. The literature on this subject remains fragmented
and scattered across different research communities, with no
comprehensive survey to date. Hence, this paper aims to fill
this gap by providing a global view of the existing literature
from multiple disciplines that can be grouped under the um-
brella of DQ for edge ML. Specifically, we present a tenta-
tive definition of data quality in Edge computing, which we
use to establish a set of DQ dimensions. We explore each
dimension in detail, including existing solutions for mitiga-
tion.

Keywords Artificial Intelligence, Machine Learning, Edge
Computing, Data Quality.
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1 Introduction

The recent surge in both the scale and prevalence of Arti-
ficial Intelligence (AI) systems [1] has led to a significant
increase in data and computational demands. Consequently,
the traditional model of solely relying on cloud computing
for training and inference is reaching its limits [2]. Com-
bined with emerging concerns about data privacy and se-
curity, and recent advances in Edge Computing (EC), this
has led to a paradigm shift in the field of Machine Learning
(ML). A new approach has emerged, which advocates for
performing as much of the ML workload as possible close
to the data source (on the so-called edge of the network),
offloading only the most computationally intensive tasks to
the cloud [3].

In doing so, edge ML promises several benefits over cen-
tralized ML. One major such benefit is the reduction of the
volume and frequency of data transfers, thereby reducing la-
tency, network bandwidth consumption, and the risk of data
breaches [2, 3]. Moreover, the distributed nature of the edge
naturally precludes a single point of failure, making the sys-
tem more resilient and fault-tolerant [4].

However, edge ML, at least in its current form, is not
universally superior to centralized ML. While it does ad-
dress many of the latter’s shortcomings, it also introduces
challenges of its own. Chief among these challenges is the
question of Data Quality (DQ). Broadly speaking, DQ refers
to the fitness of data for a given purpose [5, 6]. Already a ma-
jor concern in centralized ML [7], DQ is even more relevant
in the context of edge ML, where resource constraints and
the distributed nature of the system conspire to make data
faults more frequent, more severe, and harder to detect and
correct.

Owing to the critical role DQ plays in the successful
training and deployment of ML models on the edge, many
researchers have begun to investigate the topic, producing a
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large and growing corpus of literature on the subject. How-
ever, due to the multidisciplinary nature of DQ, and the lack
of an established, unified, and widely accepted framework
for studying it, the literature is fragmented, with little com-
munication or collaboration between researchers from rele-
vant but different fields.

Simultaneously a symptom and a partial cause of this
fragmentation, is the lack of a survey of the state of the art on
DQ in edge ML. While a few comprehensive surveys have
been published covering DQ in the general contexts of both
ML [30], and EC [31], to the best of our knowledge, none
exists that addresses it for the edge ML case. Instead, there
is a plethora of surveys, each focusing on a different aspect
of ML data quality, many of which do address the specific
case of edge ML. Table 1 provides a list of such surveys,
along with the aspects of DQ they cover.

In this survey, we aim to provide a broad and compre-
hensive overview of the state of the art on DQ in edge ML,
gathering works from the different ML research areas, such
as noise-resilience, fairness, privacy, and Byzantine fault tol-
erance under the unifying umbrella of DQ. To this end, we
establish a guiding principle for defining DQ based on the
formulation of ML as an optimization problem. We use this
principle, along with theoretical sufficient conditions for the
convergence of ML algorithms, to devise a list of DQ dimen-
sions. For each dimension, we provide a detailed discussion
of existing works, including common definitions, the faults
that can occur and the taxonomy thereof, the proposed solu-
tions, and, where applicable, the ways in which the dimen-
sion has been studied in the context of edge ML.

The remainder of this paper is organized as follows. Sec-
tion 2 provides preliminary background information on edge
ML, including a general discussion of Machine Learning, a
brief overview of the edge environment, and the algorithms
used to perform ML on the edge, with particular focus on
Federated Learning. Section 3 is dedicated to DQ in ML,
its definition, dimensions, and the families of solutions pro-
posed to ensure it. Sections 4 to 9 address one DQ dimen-
sion each, providing definitions, possible faults, proposed
solutions (if any), all in the context of edge ML (where liter-
ature permits). Finally, Section 10 concludes the paper with
a summary of the main findings and a discussion of future
research directions.

2 Background

Straightforwardly, edge ML can be defined as performing
some or all of the computation involved in ML training and
inference on edge devices [2]. Therefore, understanding edge
ML requires understanding Machine Learning, Edge Com-
puting, and the ways in which they interact. This section
discusses these three topics in order, starting with a general

overview of ML, followed by a brief discussion of EC, and
finally, the algorithms used for ML on the edge.

Notations and conventions Throughout this document, we
will make use of the notations presented in Table 2. When
we consider probabilities, expectations, or random variables
on some space, we implicitly assume a suitable σ−algebra
and probability measure on that space.

2.1 General notions of machine learning

The goal of ML is to learn from data algorithmically [32–
34]. This vague goal can be formalized in different ways
for different tasks. For the sake of simplicity, we will focus
on one particularly easy-to-define task, namely, supervised
learning. A more general formulation that covers most ML
tasks is presented in [35].

In supervised learning, the goal is to learn a function,
given a (finite) sample of input-output pairs generated from
it, where the input distribution is unknown, and the output is
possibly noisy [36]. One way to mathematically phrase this
problem is presented in this and the following paragraphs.
Given an input space X , an output space Y , a hypothesis
class H of measurable functions from X to Y , and a random
pair (X, Y ) with values in X × Y , with an unknown joint
distribution P(X,Y ), the goal is to find a function f ∈ H, that
maximized the similarity between the distribution of f(X)
and that of Y .

To make this problem completely unambiguous, we need
to specify a notion of similarity. A common way to do so is
to start with a loss function ℓ : Y2 → R, intuitively thought
of as a measure of dissimilarity between two outputs, and
using the functional

R(f) := E
[
ℓ(f(X), Y )

]
, (1)

known as the risk functional, to measure f ’s deviation from
the true distribution. The problem outlined above can then
be expressed as finding the function f∗ ∈ H (referred to as
the Bayes optimal function) that minimizes R i.e.,

f∗ = argmin
f∈H

R(f). (2)

Solving Equation (2) is often infeasible in practice because
the distribution P(X,Y ) is unknown, making the risk func-
tional Equation (1) uncomputable. This problem can be cir-
cumvented in the presence of a sample

ξ =
{

(X1, Y1), (X2, Y2), . . . , (Xn, Yn)
}

of independent and identically distributed (i.i.d.) random pairs
such that (Xi, Yi) ∼ P(X,Y ), i ∈ [n]. In this case, the weak
law of large numbers gives the following approximation

R̂ξ(f) := 1
n

n∑
i=1

ℓ(f(Xi), Yi), (3)
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Data quality

Survey Year Federated
learning

Edge
computing Independence Attribute skew Label noise Fairness Privacy Trust

Sidi et al. [8] 2012 ✗ ✗ ✗ ✓ ✓ ✗ ✗ ✓
Wang et al. [3] 2020 ✓ ✓ ✗ ✗ ✓ ✓ ✓ ✓
Han et al. [9] 2021 ✗ ✗ ✗ ✗ ✓ ✗ ✗ ✗
Jere et al. [10] 2021 ✓ ✗ ✗ ✗ ✗ ✗ ✓ ✓
Xia et al. [11] 2021 ✓ ✓ ✗ ✓ ✗ ✗ ✓ ✓
Yin et al. [12] 2021 ✓ ✓ ✗ ✗ ✗ ✗ ✓ ✗
Ferraguig et al. [13] 2021 ✓ ✓ ✗ ✗ ✗ ✓ ✗ ✗
Truong et al. [14] 2021 ✓ ✓ ✗ ✗ ✗ ✗ ✓ ✗
Zhu et al. [15] 2021 ✓ ✓ ✗ ✓ ✓ ✗ ✗ ✗
Abreha et al. [16] 2022 ✓ ✓ ✗ ✓ ✗ ✗ ✓ ✓
Liu et al. [17] 2022 ✓ ✗ ✗ ✗ ✗ ✗ ✓ ✓
Mehrabi et al. [18] 2022 ✗ ✗ ✗ ✗ ✗ ✓ ✗ ✗
Murshed et al. [1] 2022 ✓ ✓ ✗ ✗ ✗ ✗ ✓ ✓
Xia et al. [19] 2023 ✓ ✗ ✗ ✗ ✗ ✗ ✗ ✓
Shi et al. [20] 2022 ✓ ✗ ✗ ✗ ✗ ✗ ✗ ✓
Rodríguez-Barroso et al. [21] 2023 ✓ ✗ ✗ ✓ ✗ ✗ ✓ ✓
Abyane et al. [22] 2023 ✓ ✗ ✗ ✗ ✗ ✓ ✓ ✓
Whang et al. [23] 2023 ✗ ✗ ✗ ✗ ✓ ✓ ✗ ✗
Gallegos et al. [24] 2023 ✗ ✗ ✗ ✗ ✗ ✓ ✗ ✗
Lee et al. [25] 2023 ✗ ✗ ✗ ✗ ✗ ✓ ✗ ✗
Gong et al. [26] 2023 ✗ ✗ ✗ ✓ ✓ ✗ ✓ ✗
Wang et al. [27] 2023 ✓ ✗ ✗ ✗ ✗ ✗ ✓ ✓
Rafi et al. [28] 2024 ✓ ✗ ✗ ✗ ✗ ✓ ✓ ✗
Sánchez Sánchez et al. [29] 2024 ✓ ✓ ✗ ✗ ✗ ✓ ✓ ✓
Our survey 2024 ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

Table 1: Comparison of this survey to other surveys.

Notation Significance

X Input space
Y, Ỹ Output space, and noisy output space respectively
H Hypothesis class
Θ Parameter space

R, Ri Global true risk, local true risk of client i

R̂ξ Empirical risk with respect to ξ
θ∗ Bayes-optimal model (minimizer of R)
θ̂ξ Minimizer of R̂ξ

θ(t), θ
(t)
i Global model (resp. ith local model) at round t

A ⊥⊥ B A is independent of B
A ⊥⊥ B | C A is independent of B given C

[n] The set {1, 2, . . . , n}
△n The simplex of Rn, i.e.,

{
α ∈ Rn

+
∣∣ ∥α∥1 = 1

}
Table 2: Notations used in this document.

of the risk functional, where R̂ξ is referred to as the empiri-
cal risk functional (with respect to the sample ξ). By solving
the following Empirical Risk Minimization (ERM) problem

f̂ξ = argmin
f∈H

R̂ξ(f) (4)

with a large enough sample size n, one can hope to obtain a
good approximation of f∗. Put differently, one can hope that
the solution f̂ξ of Equation (4) converges to f∗ as n → +∞.
In this case, we say that ERM is consistent [37, 38].

To further simplify it, and make it computationally fea-
sible, the learning problem is often formulated for a finite-
dimensionally parametrized hypothesis class. For some pa-
rameter dimension P ∈ N, and a parameter space Θ ⊂ RP ,
the hypothesis class is defined as

H = {fθ | θ ∈ Θ} ,

reducing the problems of risk minimization and ERM to

θ∗ = argmin
θ∈Θ

R(θ) (5)

θ̂ξ = argmin
θ∈Θ

R̂ξ(θ) (6)

respectively, where the abuse of notation R(θ) := R(fθ)
and R̂ξ(θ) := R̂ξ(fθ) is used. This form of the problem has
the notable advantage of a finite-dimensional solution space,
allowing the use of standard optimization algorithms. In par-
ticular, if ℓ and H are chosen such that R̂ξ is differentiable,
convex, and bounded below, then Equation (6) can be solved
using gradient-descent. For these reasons, and the fact that
most ML models are of this form (e.g., linear regression, lo-
gistic regression, neural networks), the rest of this work will
refer to Equation (6) as the ERM problem.

2.2 Edge computing

The edge of the network (or simply the edge) can be defined
as the interface between the outer layers of the network, rep-
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resented by user devices commonly referred to as end de-
vices (e.g., sensors, smartphones, and laptops), and its core
of the network (often represented by a cloud server) [2]. This
definition can be vague, as the internet does not come with a
clear predefined hierarchy. As a result, the terminology used
to describe the edge is often ambiguous, particularly when
it comes to the distinction between end devices and edge
nodes [3]. In this work, we adopt the terminology proposed
by Wang et al. [3]:

1. End devices or end nodes, are the bottom layer of the
network. Any mobile device (e.g., Internet of Things
(IoT) device, smartphone, or Autonomous Vehicle (AV))
with some (usually limited) computational power can be
considered an end device. Due to their limited computa-
tional power, end devices are only capable of performing
the most basic ML tasks, such as inference.

2. Edge nodes, edge servers, or edge devices, are the mid-
dle layer of 3-tiered end-edge-cloud architecture. They
are usually more powerful than end devices, and are thus
capable of performing more complex ML tasks, such as
training or orchestration.

A more fine-grained hierarchy for the network graph is
given in Figure 1. Where the core is made up of the 2 inner-
most layers, the edge is the 3rd layer, and end devices occupy
the next layer.

Cloud

WAN
Layer

Cloud
Layer

The Core of
the Network

Base
StationGateway

Edge
Server

Edge
Layer

End
Layer

Sensor
Layer

External
Environment

Fig. 1: Network architecture for edge computing [39].

The difficulty of defining and agreeing on a clear hierar-
chy for the edge is partially behind the emergence of multi-
ple paradigms for EC. These include cloudlet computing and
Mobile Edge Computing (MEC), which rely on a 3-tiered
architecture, and Fog Computing (FC), which organizes the
network into an end-to-cloud continuum rather than a hier-
archy [2].

2.3 Edge machine learning

Having introduced both Machine Learning in Section 2.1
and Edge Computing in Section 2.2, we dedicate this sec-
tion to discussing their combination. We are particularly in-
terested in Deep Learning (DL) on the edge, since ddeep
neural networks (DNNs) are both very popular, and easy to
parallelize. In all generality, the process of training a ML
models on the edge is depicted in Figure 2. End devices col-
lect data from their environment, optionally preprocessing
or temporally storing it, before sending it to an edge node.
The edge node aggregates, processes, and stores the data,
before training its local model on it, possibly invoking the
server for orchestration or heavy computations. The server
manages the training process and performs the computations
delegated to it by the edge nodes. During each step of this
process, edge nodes can respond to client inference requests
using their current local model.

The number of proposed techniques to train ML mod-
els on the edge is beyond what can be covered in a single
section. Therefore, we focus on two of the most popular
techniques: distributed learning and federated learning, di-
recting the reader’s attention to [40] for a review of other
techniques.

2.3.1 Distributed learning

The process of training ML models by solving Equation (6)
is a computationally intensive one, particularly, when n is
large (which needs to be the case for ERM to be viable).
While this is a major inconvenience for cloud-based cen-
tralized ML, it is a complete deal-breaker for performing
ML on resource-constrained edge devices. The naive solu-
tion of designating a single powerful node to perform the
training suffers from the same drawback as all centralized
computing: inefficient use of resources, leading to unneces-
sarily high energy consumption and long training times [3].

The solution for the inadequacies of centralized comput-
ing is already well-known: preform the computation in par-
allel on multiple devices. Applying this solution to ML gives
rise to distributed learning [3]. Four main approaches exist
for splitting the training workload among devices, namely,
(1) data parallelism, in which each device is assigned a chunk
of the dataset, on which it is responsible for training the
model; (2) model parallelism, in which the model is divided
among devices, each of which is responsible for training
a part of it on the entire dataset; (3) hybrid parallelism, a
combination of the previous two; applying one to part of the
model and the other to the rest; and (4) pipeline parallelism,
which performs different stages of the training process con-
currently on different batches of data [3, 41].

Remark. The term distributed learning is ambiguous, used
by some authors [42] as a synonym for Federated Learning,
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Inference Results
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Fig. 2: An end-to-end ML training process on the edge.

or the even more ambiguous collaborative learning. Our use
of the term is taken from [3, 41], where it simply means di-
viding the computational workload among multiple devices
for the sake of efficiency.

From a DQ perspective, distributed learning is indistin-
guishable from centralized learning. In all distributed learn-
ing approaches, the global dataset is public within the net-
work. This makes it easy to at least detect data quality issues.
The same cannot be said for Federated Learning, which we
will discuss in the next section.

2.3.2 Federated learning

Federated Learning (FL) is a collaborative framework for
training ML models using data and computational resources
from different devices without compromising the privacy of
their local data [3, 11]. It allows multiple devices to col-
laborate on the training of a Neural Network (NN) [43].
These devices can be wildly different in terms of hardware
and software, and their datasets are often incomparable in
terms of size, diversity, and distribution [11]. In so-called
centralized Federated Learning (FL) [44], nodes are parti-
tioned into two subsets (see Figure 2): (i) clients, which are
the nodes that contribute their data to the training process
and (ii) servers, which are the nodes that orchestrate the
training process [11].

Formulation of the problem In federated learning, the tar-
get distribution P(X,Y ) is a mixture of distributions. A set
of N clients, which we assimilate to the set of indices [N ] is
given, along with corresponding weights (α1, α2, . . . , αN ) ∈
△N , and datasets ξ1, ξ2, . . . , ξN , where the elements of ξi

are i.i.d. random pairs sampled from the local distribution
P(Xi,Yi). The so-called global distribution P(X,Y ) is then
defined as

P(X,Y ) :=
N∑

i=1
αi P(Xi,Yi) . (7)

Given a common loss function ℓ, the local risk Ri and em-
pirical risk R̂ξi of client i are defined analogously to Equa-
tions (1) and (3), with respect to local distribution P(Xi,Yi)
and sample ξi respectively. The same is true for their global
counterparts R and R̂ξ, but with respect to the global distri-
bution and sample ξ :=

⋃N
i=1 ξi respectively, and one easily

verifies that they can be expressed as convex combinations
of the local versions with coefficients proportional to sam-
ple sizes. Federated learning is simply the problem of min-
imizing the global empirical risk, which we also refer to as
Federated Empirical Risk Minimization (FERM).

The training process Limiting our attention to centralized
FL with a single server, a general algorithm for FL is given
below [3, 11, 43]. In the first stage, the server initializes the
global model θ(0) either randomly or using a pretrained pa-
rameter vector. Next, the server and clients iteratively alter-
nate between local training and global aggregation for multi-
ple rounds until a stopping criterion is met. At the beginning
of round t, the server selects a subset St of clients according
to some selection probability distribution, to whom it broad-
casts the current global model θ(t−1). In the local training
step each client i ∈ St computes a local model θ

(t)
i by solv-

ing ERM locally:

θ
(t)
i = argmin

θ∈Θ
R̂ξi

(θ). (8)

This is usually done by running gradient descent on R̂ξi with
θ(t−1) as initialization

θ
(t)
i = θ(t−1) − ηt∇R̂ξi

(
θ(t−1)

)
, (9)

and a learning rate ηt, assigned by the server. Each client
then sends its local model θ

(t)
i to the server, where aggrega-

tion is performed

θ(t) = A

({
θ

(t)
i

∣∣∣ i ∈ St

})
(10)
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using a Gradient Aggregation Rule (GAR) A, which maps
subsets of Θ to elements of Θ. A simple example of a GAR
is the convex combination i.e.,

θ(t) = 1∑
i∈St

αi

∑
i∈St

αiθ
(t)
i , (11)

in which case the algorithm is called federated averaging
(FedAvg) [43]. The global model θ(T ) of the final round T

is the output of the algorithm.

Discussion Unlike distributed learning, FL is fundamentally
different from centralized learning. One of the starkest dif-
ferences is that FL does not require data sharing, which makes
collaboration easier, but also, and crucially, means that it
does not reveal any information about local data, except for
what can be inferred from the local models (see Section 8.1).
This privacy guarantee is one of the main selling points of
FL, and indeed one of the motivations cited for its introduc-
tion [43]. A second point of contrast is that FL does not rely
on the i.i.d. assumption. As the reader may have noticed, in
formulating the FERM problem, we only assumed locally
i.i.d. data.

These characteristics make FL a very attractive frame-
work for doing ML on the edge, justifying its wide adop-
tion for many edge use cases like healthcare, Internet of
Vehicles (IoV), and recommendation systems [3, 11]. Si-
multaneously, these same characteristics make FL meaning-
fully different from both distributed learning and centralized
learning from a data quality perspective, which creates prob-
lems and opportunities that are unique to distributed envi-
ronments like the edge. For this reason, we will focus on FL
in the rest of this paper, using it interchangeably with edge
ML.

3 Data quality for machine learning

Data Quality (DQ) is the central focus of this survey. It is
an extremely broad topic, not only in ML but also in data
science, data engineering, database management, informa-
tion systems, and multiple other adjacent disciplines, as ev-
idenced by the numerous works on the subject [5, 7, 45–49]
and the equally numerous approaches these works take to
study it. In this section, we explore DQ for ML data as it
is covered in the existing literature, with particular focus on
the questions of: (i) what is data quality? (i.e., how it is de-
fined), (ii) what characterizes a good dataset? (data quality
dimensions), and (iii) how is data quality ensured? (existing
solutions). As such, this section is divided into three parts,
each corresponding to one of the above questions (in order).

3.1 What is data quality?

A great body of research has been dedicated to making sense
of the concept of data quality, producing an equally great
number of views on how to define it. Among the few com-
mon threads between a majority of these works are the fol-
lowing two observations: (1) data quality is context-depen-
dent, i.e., rather than being a function of the dataset alone, it
is a function of the entire context of its use, and (2) data
quality is multidimensional, i.e., multiple aspects of data
must be considered when assessing it. The first observation
is demonstrated by the convergent pragmatic definition of
data quality as “fitness for use” [8], “suitability for business
purposes” [50], or “the degree to which the data of inter-
est fulfills given requirements” [6]. The second is supported
by the overwhelming trend of using multiple properties of a
dataset to assess its quality [5, 8, 51].

For the purpose of this work, we adhere to both of the
above-stated observations. The first one boils down to the
fact that assigning quality to a dataset —or anything else for
that matter— is a normative judgment, and therefore can-
not be done without an underlying objective. In the context
of ML, and particularly for risk minimization, the objective
is to minimize the risk R. Although this is usually approx-
imated by ERM, minimizing R remains the ultimate goal,
and thus the measure of quality. This implies the following
principle, which we will use to guide us to a definition of
data quality.

Principle 1.
A good dataset ξ can be defined as one that (when used for
ERM) produces a good model, which in turn can be defined
as a model θ̂ξ with low true risk R

(
θ̂ξ

)
.

Echoes of this principle can be found in the literature, for
example in [7, 52]. Its main advantage is that it reduces the
nebulous and poorly defined concept of data quality to the
comparatively well-defined concept of model quality, mea-
sured by the completely unambiguous true risk. The second
observation can be captured by the use of multiple proper-
ties, which together imply that R

(
θ̂ξ

)
is small. In the fol-

lowing, we will explore some of these properties.

3.2 Data quality dimensions

It follows from Principle. 1 that the best dataset ξ produces
the best (or Bayes-optimal) model i.e., θ̂ξ = θ∗. More gen-
erally, a good dataset is one that produces a good model i.e.,
θ̂ξ ≈ θ∗. Early works on the theory of ML [37, 38, 53] have
provided theoretical guarantees for this to be the case under
certain fairly general conditions on the hypothesis class H
and the parameter space Θ. More precisely, they have shown
that, with high probability, a large enough dataset ξ, drawn
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i.i.d. from the true distribution P(X,Y ), will produce a good
model (in the sense defined above).

This already gives us three sufficient conditions for a
dataset to be good, namely that it is: (i) large enough, (ii) i.i.d.,
and (iii) drawn from the true distribution. Size is usually not
seen as a data quality issue, so we will not consider it fur-
ther. The other two conditions, however, are of great interest
to us, and can serve as the main axes of our definition of
data quality. Based on the previous analysis, we can tenta-
tively divide DQ concerns into the following categories:

1. Data dependence. Which occurs when the elements of ξ

are not independent.
2. Distribution mismatch. Which occurs when the elements

of ξ do not follow the true distribution P(X,Y ). The joint
distribution P(X,Y ) is characterized by the marginal dis-
tribution PX and the conditional distribution PY |X , which
allows us to distinguish between two types of distribu-
tion mismatch:
(a) Attribute skew. Which happens when the sampling

process is biased towards certain regions of the input
space X .

(b) Label noise. Which happens when the labeling pro-
cess is error-prone.

It is worth noting that the above scenarios are not mutually
exclusive. Distribution mismatch can happen due to a com-
bination of attribute skew and label noise, and data depen-
dence is likely to cause attribute skew.

An easy objection one could raise against the above cat-
egorization, and indeed against Principle. 1 itself, is its re-
liance on the premise that model quality can be reduced to
performance (i.e., true risk). In doing so, it fails to com-
pletely capture the context-dependent nature of DQ. As a
result, all the above considerations are more or less intrinsic
to the data.

To justify the inclusion of extrinsic considerations, we
argue that model performance is not sufficient to capture
model quality. A model can be considered bad while having
excellent performance, if it fails to satisfy certain ethical or
social criteria. For example, a model that has near-optimal
true risk can have arbitrarily high risk on a certain subset
A ⊂ X , if P [X ∈ A] is small enough. Such a model is un-
fair to the elements of A, which can lead to legal and ethical
issues if A is a marginalized group. Similarly, a model that
allows for the reconstruction of ξ, thereby betraying the pri-
vacy of the individuals in the training set is also considered
bad, even if it has excellent performance. Alternatively, the
data could be of low quality due to its source rather than its
content. For example, a dataset that can include deliberately
wrong information. Accounting for these considerations, we
amend Principle. 1 to a more general form.

Principle 2. A good dataset ξ can be defined as one that
(when used for ERM) produces a good model, which in turn

can be defined as a model θ̂ξ that satisfies certain ethical and

social criteria, in addition to having low true risk R
(

θ̂ξ

)
.

An extended version of the above taxonomy to include
these extrinsic considerations in compliance with Principle. 2
is shown in Figure 3.

Data quality
dimensions

Statistical in-
dependence

Attribute skew

Label noise

Label set-based
classification

Dependence-based
classification

Fairness

Social fairness

Group fairness

Individual fairness

Subgroup fairness

Cooperative fairness

Egalitarian fairness

Proportional fairness

Core-stable fairness

Privacy protection

Membership inference

Class represen-
tative inference

Data reconstruction

Property inference

Reputation, trust,
and security

Model poison-
ing attacks

Data poison-
ing attacks

Fig. 3: A taxonomy of data quality dimensions

3.3 Data quality-aware machine learning

Having examined the existing literature on defining data qual-
ity, we now turn our attention to the question of how to en-
sure it ML systems. While the definition and dimensions of
DQ are relatively identical between centralized and feder-
ated learning, many of the solutions to DQ issues are spe-
cific to FL. As such, we will distinguish between the two
cases where necessary.

Broadly speaking, there are three approaches to mitigat-
ing data quality issues in ML, depending on the stage of the
ML pipeline at which they are applied [18, 23] (or equiva-
lently, the component of the ML system they target): (i) pre-
processing, which is applied before training, with the goal
enhancing the data, (ii) in-processing, which is applied dur-
ing training, with the goal of producing a robust model, and
(iii) post-processing, which is applied after training, (i.e.,
during inference), with the goal of correcting the model’s
predictions, or more generally, removing inaccurate, discrim-
inatory, dangerous, or otherwise inadequate predictions. This
distinction is used by [13, 18] as a cross-domain classifica-
tion of AI fairness approaches, but we will adopt it here for
the more general problem of DQ. Within each of these three
broad families, approaches can be further distinguished (see Fig-
ure 4).
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Data quality-aware
machine learning

Preprocessing

Data cleaning

Data augmentation

Data transformation

In-processing

Learning algo-
rithm modification

Objective modification

Hypothesis class
modification

FL protocol
modification

GAR modification

Client selection
modification

Post-processing

Fig. 4: The different approaches to mitigating DQ issues in
ML.

3.3.1 Preprocessing

Preprocessing is a straightforward strategy to addressing DQ
issues. Quite simply, it assumes that data problems should be
addressed on the data level. Generally speaking, a prepro-
cessing technique operates on a possibly low-quality dataset
ξ, and produces a higher-quality dataset ξ′, which can be a
subset, superset, or a more general function of ξ. These cases
are respectively known as data cleaning, data augmentation,
and data transformation [54–56].

3.3.2 In-processing

This family is the richest of the three, because training is
usually the most elaborate part of the ML pipeline. This is
particularly the case when FL is used. It is therefore war-
ranted to consider a subclassification of in-processing meth-
ods, based on what element of the training process they mod-
ify.

An instance of the ERM is given by the risk R and the
hypothesis class H, which in turn, in DL, is determined by a
neural architecture, and a parameter space Θ. Each of these
components can be modified to incorporate DQ considera-
tions. The risk can be modified by changing the loss func-
tion [57], replacing the expectation with a different aggrega-
tion function [58], or adding a DQ-dependent regularization
term [59]. The hypothesis class can be modified by chang-
ing the neural architecture [60] or restricting the parameter
space (typically by adding constraints) [61].

Federated Learning adds another layer of complexity to
the picture by adding two steps to the training process: client
selection and aggregation. Both of these steps can be tar-
geted for modification. The client selection process can be
modified by assigning higher probability to clients with higher-
quality data [4, 62]. The aggregation process can be modi-
fied by using a robust GAR [63].

3.3.3 Post-processing

Post-processing is applied after the model has been trained
(i.e., at inference time). Out of the three families, post-processing

is the only one that is universally applicable. In the black-
box setting, that is when the data and the model are inac-
cessible, unknown, or unmodifiable, preprocessing and in-
processing are not possible. Post-processing, however, can
still be applied [64–66]. We note that to the best of our
knowledge, no edge-specific post-processing techniques have
been proposed in the literature. Therefore, we will not elab-
orate on this family further.

4 Statistical independence

The so-called i.i.d. assumption is the bedrock for much of
the classical theory (and practice) of ML [38, 67]. While
convenient for theoretical analysis, the i.i.d. assumption is
not a realistic model of real-world data [67], an observation
that is even more salient in FL on the edge [11, 68, 69]. In
general, the i.i.d. assumption can fail in two ways, the data
can be either (i) dependent, or (ii) it can fail to be equidis-
tributed according to the true distribution P(X,Y ). In this sec-
tion, we discuss the first of these two issues, leaving the sec-
ond for Sections 5 and 6.

4.1 Machine learning on dependent data

The majority of works in the literature on learning from de-
pendent data [70–73] relies on the theory of stochastic pro-
cesses. The typical approach is to replace the independence
part of the i.i.d. assumption with a weaker condition like
mixing [71]. This is sometimes accompanied by a strength-
ening of the identically distributed part to a stationarity con-
dition [73, 74]. The alternate set of assumptions is then used
to derive generalization bounds analogous to those available
in the i.i.d. case.

Notable deviations from this approach include the work
of Lauer [75] and Dundar et al. [74]. The former presents
derivations of classical generalization bounds such as those
based on the Vapnik-Chervonenkis (VC) dimension [33], or
the Rademacher complexity of the hypothesis class, without
assuming independence, nor replacing it with another con-
dition. The latter on the other hand, takes a more practical
approach, leveraging (actual or assumed) information about
the structure of the dependence to train linear classifiers on
dependent data.

4.2 Dependent data in federated learning

The problem of data dependence in FL on edge devices re-
mains largely unexplored. In our review of the literature, we
could not find any edge or FL-specific works that address
the issue of dependent data. This is not indicative of a gen-
eral lack of interest in the effect of i.i.d. violations on FL,
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which is one of the most active areas of research in the field,
even more so in the case of edge FL [11]. Most of these
works, however, disregard the question of dependence, in
favor of focusing on distribution mismatch [68, 69, 76]. The
absence of works on dependent data in FL, coupled with the
localized nature of the edge environment, which can lead to
strong dependence between the data points of one device or
a set of similar devices, and the difficulty of detecting such
dependence due to privacy constraints, suggests that this is
a promising direction for future research.

5 Attribute skew

The second (and arguably the most important) component
of the i.i.d. assumption is for all random pairs in the sam-
ple to be drawn from the true distribution. If this is not the
case, the empirical risk is not guaranteed to converge to the
true risk, negating guarantees on the consistency of ERM.
This can be due to a mismatch in the marginal distribution
PX or the conditional distribution PY |X . In this section, we
will discuss the first of these two possibilities, discussing the
second in the next section.

When multiple edge devices participate in FL, their lo-
cal datasets are often heterogeneous [16]. For example, two
wearable devices owned by people of different ages and phys-
ical activity levels are extremely unlikely to have similarly
distributed datasets. Therefore, aggregating models trained
on these datasets will not necessarily yield an unbiased esti-
mate of the model trained on their union [77].

Addressing this issue is one of the most active areas of
research in FL. The corpus of literature on the topic is ex-
pansive, diverse, and rapidly growing, covering a wide range
of topics from theoretical guarantees [69, 76] to practical so-
lutions [68, 77], and empirical evaluation thereof [78, 79]. In
this section, we provide a representative sample of the work
in this area, directing the reader’s attention to the surveys
by [15, 80, 81] for a more comprehensive overview.

5.1 Practical solutions and empirical evaluation

Multiple authors have proposed, implemented, and tested
novel algorithms for performing FL on the edge with non-
i.i.d. data. Different surveys of the literature [15, 80, 81] in-
troduced different categorizations of these methods. Two re-
curring categories are data-based and algorithm-based meth-
ods, corresponding roughly to preprocessing and in-processing
methods in our taxonomy. Both categories contain a variety
of methods, a subset of which we will discuss in this section.

5.1.1 Data-based methods

The motivating intuition behind data-based methods is that
modifying the local datasets to make them more homoge-

neous will lead to better performance when training a global
model. Three main approaches to achieving this have been
proposed: data selection, data augmentation, and data selec-
tion [15, 80].

Data sharing Zhao et al. [77] observed that the accuracy of
models trained through FL can decrease by up to 55% if the
data is not i.i.d.. To address this concern, they propose main-
taining a small global shared dataset on the server, a portion
of which is shared with each edge device to augment their
local datasets. They find that a shared dataset as small as
5% of the total data can improve the accuracy by as much
as 30%. Later work by Yoshida et al. [82] combine this ap-
proach with data selection to achieve 13.5% higher accuracy
still. Tian et al. [83] applied this approach to asynchronous
edge FL using a shared dataset size of 5 − 10%, improving
both the accuracy and the convergence speed of the model.

Data augmentation Abay et al. [84] tackle the problem of
non-i.i.d. data by augmenting the local datasets to match the
global distribution. More concretely, the server uses client-
reported statistics on the label distribution which it uses to
coordinate the clients to generate augmentations for rare classes.
Jeong et al. [85] on the other hand, propose an approach
based on a Generative Adversarial Network (GAN) trained
by the server on shared data, which it distributes to the clients
for local data augmentation.

Data selection Rai et al. [86] propose a client selection al-
gorithm based on a single metric called the irrelevance score,
which measures, among other things, deviation from being
i.i.d.. [87] on the other hand, propose a q−learning based
client selection approach to increase convergence speed with
non-i.i.d. data.

5.1.2 Algorithm-based methods

Algorithm-based methods are in-processing methods that amend
the training algorithm to make it more robust to non-i.i.d.
data. Due to the complex and multi-component nature of the
FL training process, these methods are more varied and tech-
nically sophisticated than data-based methods.

Meta-learning Jiang et al. [88] propose a model agnostic
meta-learning approach Finn et al. [89] to simultaneously
improve personalization and convergence speed. Another work
by Li and Wang [90] applies meta-learning to spatial and
temporal data which is innately non-i.i.d.. In a different vein,
Zhang et al. [91] propose a meta-algorithm based on the
primal-dual algorithm. Their method produces strong con-
vergence guarantees even with non-i.i.d. data and non-convex
objectives. Furthermore, it achieves optimal communication
efficiency, requiring only O(1) communication rounds in
the i.i.d. case.
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Multitask learning Personalization can be cast as a multi-
task learning problem [15]. Works that have addressed FL
on the edge with non-i.i.d. data from this perspective in-
clude [92], which considers each edge device as a sepa-
rate task, [93], which treats the edge system as a Bayesian
network, to handle strong i.i.d. violations, and [94], which
leverages the geometry of the loss function to combine sub-
sets of clients into clusters with better overall distributions.

5.2 Theoretical analysis

The majority of literature on theoretical FL with non-i.i.d.
data focuses on convergence. For example, Li et al. [69]
prove convergence theorems and rates for FedAvg with non-
i.i.d. data under certain conditions on the smoothness and
convexity of the loss function, and the boundedness of the
gradients. Lee [76] also provide convergence guarantees for
federated regression assuming similar rather than identical
local distributions.

6 Label noise

Label noise, or labeling error, is a term used to qualify any
situation where the label present in a dataset is different from
the target [95]. This can be due to human error, communi-
cation and storage defects [96] (very common on the edge),
and deliberate mislabeling [95, 97]. It is not difficult to see
how the presence of noise can be problematic, particularly
for highly expressive models such as DNNs, which are sus-
ceptible to overfitting.

6.1 Types of label noise

In order to reason about label noise, it is usually modeled as
a stochastic process acting on the dataset, i.e., instead of a
clean dataset

ξ =
{

(X1, Y1), (X2, Y2), . . . , (Xn, Yn)
}

,

we have a noisy dataset

ξ̃ =
{

(X1, Ỹ1), (X2, Ỹ2), . . . , (Xn, Ỹn)
}

where the observed label Ỹi is a random variable over Ỹ ⊂
Y , which may or may not depend on (Xi, Yi) [9]. The prop-
erties of Ỹi can be used as a basis for classification of label
noise types.

Label set-based classification One property of Ỹi that can
be used to classify label noise is the set of modalities Ỹ .
Depending on whether Ỹ = Y or Ỹ ⊊ Y , we speak of
closed-set (or in-distribution) noise, and open-set (or out-
of-distribution) noise [98, 99]. The former means that we
retain all the classes present in the original dataset, while
the latter means that the noise causes loss of knowledge of
some classes.

Dependence-based classification Another relevant property
for label noise classification is the dependence of Ỹi on (Xi, Yi),
that is, the conditional distribution P

Ỹi|(Xi,Yi). Four cases
are possible for this distribution: (a) it can reduce to P

Ỹi|Yi
,

in which case Ỹi the noise is said to be class-dependent [100],
(b) to P

Ỹi|Xi
, in which case the noise is instance-depen-

dent [9], (c) to P
Ỹi

, in which case the noise is completely
random [95], (d) or it can be irreducible, depending on both
Xi and Yi. Each class of noise can be subdivided further,
and each is modeled and handled differently. For a more de-
tailed discussion of these types of noise, we refer the reader
to [9, 100–102].

6.2 Effects of label noise on machine learning

Several studies have been conducted to confirm and quantify
the effects of label noise on ML models in diverse scenarios,
including deep supervised image classification [100, 103,
104], binary classification using tree-based models [101],
and federated training of support vector machines (SVMs)
on the edge [105].

Most of these studies agree on the intuitive conclusion
that the presence of label noise is detrimental to the perfor-
mance of ML models, and further, that the size of the effect
grows with the amount of noise present in the dataset [100,
101, 103]. Barry et al. [104] even report a decrease in fair-
ness as label noise increases, an observation that they make
for DNNs and SVMs, but not for naive Bayesian classifiers
which they find to be robust to this effect.

However, other studies have found that label noise can
be beneficial to FL. Zeng et al. [105] report that noisy com-
munication channels increase data diversity, thus, prioritiz-
ing clients with noisy channels in the selection process can
outperform random selection when training an SVM on the
MNIST dataset [106]. Jafarigol and Trafalis [107] present
similarly positive results for generalization, stability, and pri-
vacy when training a Convolutional Neural Network (CNN)
on the CIFAR-10 dataset [108] using FL with intentionally
added label noise.
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6.3 Mitigating the effects of noise

Despite the few dissenting voices in the literature [105, 107],
the prevailing consensus remains that label noise is a hin-
drance to the learning process [100, 101, 103, 104]. As such,
many works have been dedicated to the remediation of its ef-
fects. Multiple surveys have been conducted to review these
works in the context of ML [9, 95, 97, 101, 109], but none
have been conducted specifically for FL on the edge. This
is by no means the result of a lack of works in this area,
as the literature on the topic is vast and actively expand-
ing [59, 110–113], but rather the result of the novelty of the
field.

In the remainder of this section, we provide a brief overview
of the state of the art in the field of label noise mitigation,
focusing on the methods that are most relevant to the con-
text of FL on the edge. We adopt a taxonomy similar to the
one we presented in Section 3.3, except for the omission of
the post-processing category, as we found no works that fall
into it.

6.3.1 Preprocessing

The preprocessing of data for noise removal is known as
data cleaning. Yao [109] divides data cleaning methods into
two categories: (i) ad-hoc threshold measures, and (ii) pre-
diction-based methods. In the first category, a heuristic met-
ric is defined and examples that exceed a certain cutoff value
are considered noisy and removed. Gamberger et al. [114]
introduced one such method that uses model complexity as
the metric [109], while Pleiss et al. [115] proposed another
method that uses the area under the curve instead. The sec-
ond category is more diverse and includes methods such as
classifiers [116], voting [117], and partitioning [118]. While
these methods are designed to work with traditional ML
models, Ma et al. [119] proposed a Secure Multiparty Com-
putation (SMC)-based method to privately and collabora-
tively clean the data in an FL system on the edge.

A common point of criticism for all these methods is that
they remove rather than correct the noisy labels. In general,
recovering the true labels is a very challenging (if not im-
possible) task. This can be problematic if the data is scarce
or if the noise is not uniformly distributed [109].

6.3.2 In-processing

In-processing methods for removing label noise are usually
classified according to the element of the learning process
they target. In the context of general ML, This can be the
loss function, the model architecture, or the optimizer [9].
FL on the edge adds two possible targets to this list, namely
the client selection protocol and the GAR. That being said,
we could not find any works that target model architectures

or optimizers in the context of label noise-resilient edge FL,
so we will focus on the other three elements, directing the
reader to referenced surveys for information on their use in
other contexts.

Loss function Loss function modification strategies change
the empirical risk function by adding a regularization term
that depends on the noise level [59, 120, 121], modify-
ing the loss function ℓ [57], or by using a different dis-
tribution when taking the expectation (also known as re-
weighting) [122]. A notable example of the latter is the work
of Chen et al. [123], which applies it to perform noise-robust
FL on the edge. A major strength of loss function modifica-
tion strategies is the existence of formal results establishing
their ability to produce near-optimal predictors under cer-
tain conditions, as Manwani and Sastry [124] showed for
DNNs [97].

Client selection and aggregation The methods discussed in
this paragraph are specific to FL, and have a meaningful
amount of overlap with some defenses against Byzantine at-
tacks (see Section 9.3), as those attacks can be seen as an
intentional form of noise. We discuss them jointly because
they use the same strategies to detect and evaluate noise.
They only differ in the way they handle the noisy clients (or
data points): either by reducing their weight in the aggre-
gation process [125], or by decreasing their probability of
selection [111]. Li et al. [62] took the latter approach, using
the magnitude of the gradient as a thresholding criterion. In
the same vein, Tuor et al. [110] introduced a selection mech-
anism that assesses the quality of a client’s local dataset by
comparing its model to a benchmark model. Almost iden-
tical to this is the work of Taik et al. [4], which evaluates
local models on a validation set instead. Chen et al. [126]
on the other hand, took the former approach, using a cross
entropy-based metric to assign weights to the clients.

7 Fairness

Fairness is a critical ethical consideration in the design of
any decision-making process (automated or otherwise) that
affects humans. In the context of edge FL, we can distin-
guish between two types of fairness [127], broadly corre-
sponding to the traditional notions of outcome fairness and
process fairness [128] from the literature on algorithmic fair-
ness. We refer to them as social fairness and cooperative fair-
ness, respectively. The latter is of particular interest in the
context of FL, given its procedural divergence from tradi-
tional ML. While social fairness is concerned with the model
making fair predictions, cooperative fairness is concerned
with the training process producing a fair model.
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7.1 Social fairness

A prerequisite for ensuring fair predictions is to have a clear
definition of fairness. The literature is teeming with attempts
to formalize our intuitive notion of fairness, leading to a
plethora of definitions and metrics [129]. Mehrabi et al. [18]
provide a comprehensive survey of these notions, dividing
them into the three categories of group, individual, and sub-
group fairness. The first two of these categories directly aim
to capture a common intuition of fairness into a mathemati-
cal definition, while the third aims to combine their strengths.
Group fairness formalizes the idea that certain attributes of
an individual, typically membership to a protected group
(e.g., ethnicity, gender, or religion), should not influence the
output of a fair model. Individual fairness, on the other hand,
formalizes the idea that a fair model should behave simi-
larly given inputs from similar individuals. Within each of
these categories, methods can be grouped in different ways,
producing multiple taxonomies that are very deep and very
wide. The reader is referred to [18, 130, 131] for a more
detailed discussion.

7.1.1 Group fairness

Given a (categorical) sensitive attribute A = g(X), and a
model f ∈ H a group fairness notion can be formulated as
an independence requirement between f(X) and A [130].
The simplest possible such requirement is for f(X) to be
independent of A:

f(X) ⊥⊥ A, (12)

a notion referred to as demographic parity [129, 132], which
is problematic for many reasons, not least of which is that it
forbids the use of the perfect predictor f(X) = Y , if Y and
A are correlated [130, 132]. As such, more practical relax-
ations of it have been proposed. They typically weaken the
independence requirement for example, by conditioning on
a legitimate variable h(X) [133]:

f(X) ⊥⊥ A | h(X), (13)

or by conditioning on the true label Y [65]:

f(X) ⊥⊥ A | Y, (14)

giving rise to the notions of conditional demographic parity
and equalized odds respectively. The latter can be further
relaxed in the binary classification setting (Y = {0, 1}) to
only require equal true positive rates [134], a notion known
as equal opportunity [65].

7.1.2 Individual fairness

Similarity-based individual fairness notions are as diverse
as the underlying definitions of similarity. In the context of
fairness, a reasonable definition of similarity is for two in-
dividuals to be similar if they have identical non-sensitive
attributes. An individually fair model should therefore treat
them identically, as long as the sensitive attributes are not
used in its training [135]. This notion, referred to as fairness
through unawareness [130, 131], is too permissive, as non-
sensitive attributes (like zip codes) can be highly correlated
with sensitive ones (like ethnicity).

The polar opposite of this notion is fairness through aware-
ness, which explicitly constrains the model to treat simi-
lar individuals similarly instead of relying on ignorance. To
achieve this, Dwork et al. [136] first formalize similarity be-
tween individuals by assuming the input space X is equipped
with a metric dX . The similarity between outputs is formal-
ized by considering that a probabilistic model f that maps
X to the set of probability measures over Y (mapping x to
an estimate of PY |X=x) instead of directly to Y . The ad-
vantage of doing this is that probability measures are natu-
rally equipped with multiple metrics (collectively known as
statistical distances), any of which can be used to formal-
ize similarity. Fixing one such metric dY , individual fair-
ness can be defined as a continuity requirement on f . Most
works [66, 136] opt for the (rather strong) Lipschitz conti-
nuity requirement

dY

(
f(x), f(x′)

)
≤ κdX (x, x′), (15)

for some κ ≥ 0.
Yet another approach to individual fairness is to con-

sider that an individual is similar to its counterfactual self,
that is, the individual it would have been if the protected at-
tribute were different. This notion, referred to as counterfac-
tual fairness [137] can be made rigorous using causal mod-
els, and has the straightforward interpretation that sensitive
attributes do not causally influence the output of the model.

7.1.3 Subgroup fairness

The last family of fairness notions we will discuss is sub-
group fairness. This family is a stronger version of group
fairness, where multiple partitions of the population are con-
sidered. For a set G ⊂ P (X ) of protected groups, we say
that a model f satisfies ε−statistical parity with respect to
G [138] if and only if, for all A ∈ G, f satisfies approximate
demographic parity (where the tightness of the approxima-
tion is controlled by ε). Similarly, f satisfies ε−false pos-
itive rate fairness if it has similar false positive rates on A

and its complement for all A ∈ G [138, 139].
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7.2 Cooperative fairness

In addition to the traditional causes, the FL protocol itself
can be a source of unfairness [28]. The decentralized nature
of the edge environment, where data is distributed across
multiple —often very different— devices, with very little
information being shared, makes it extremely difficult to co-
ordinate the learning process in a way that is satisfactory to
all clients. This can in large part be attributed to the lack
of agreed-upon fairness metrics for this scenario [28, 140].
Absent such metrics, defining what fair edge FL means is
necessary. In this section, we will introduce three fairness
criteria proposed in the literature.

7.2.1 Egalitarian fairness

Egalitarianism is one of the most straightforward notions
of fairness to consider in any cooperative setting. Apply-
ing this to edge FL means that all clients benefit equally
from the global model, i.e., the global model must have (ap-
proximately) equal risk on all clients. This notion can be
formalized in multiple ways; several works have explored
egalitarian notions of fairness in FL (see [141, Section 2.1]
and [142, Sections 1 and 2] for a list of references).

One way to formalize egalitarian fairness is to minimize
the maximum risk across all clients. A slight generalization
of this, referred to as good intent fairness, was proposed
by Mohri et al. [143]. Instead of solving FERM with respect
to a single α ∈ △N , they minimize the maximum risk over
all possible coefficients α ∈ Λ for some set Λ ⊂ △N . If
Λ contains the vertices of △N , then the risk of the worst-
performing client is minimized.

An alternative approach to egalitarian fairness aims to
exploit the notions of fairness introduced in Section 7.1. For
instance, applying demographic parity (or any social fair-
ness notion) with the sensitive attribute being the client ID
gives a notion of fairness that is applicable to edge FL. Fol-
lowing this idea, Zhang et al. [144] propose the notion of
unified group fairness which aims to simultaneously mini-
mize accuracy disparity (defined as the standard deviation
of the accuracy) among clients and (potentially) other sensi-
tive groups.

7.2.2 Proportional fairness

A common criticism of egalitarian fairness is that it is agnos-
tic to client contributions. On top of being intuitively unfair,
this framework induces undesirable incentives. If the global
model is dictated by the worst-performing client (which is
likely to have low-quality data), other clients, particularly
those with large amounts of high-quality data, have nothing
to gain by contributing. Worse still, a malicious client (see
Section 9.2) can monopolize the training process by pre-
tending to have low-quality data. It is therefore necessary

to consider other notions of fairness that take into account
the contributions of the clients.

A reasonable approach to this is to start with a notion
of egalitarian fairness and then weigh the clients accord-
ing to their contributions. [141] apply this principle starting
with λ−egalitarian fairness (λ ≥ 1), which is met when the
global model θ satisfies the condition

Ri(θ)
Rj(θ) ≤ λ (16)

for all clients i, j. By multiplying the risk of each client by a
factor that depends on its contribution, a simplistic quantifi-
cation of which is the size of its dataset, we get the notion of
proportional fairness. More concretely, the global model θ

is α−proportionally fair (α > 0) if the following inequality
holds

Ri(θ) ≤ α

∣∣ξj

∣∣
|ξi|

Rj(θ) (17)

for all clients i, j such that
∣∣ξj

∣∣ ≤ |ξi|. Setting α > 1 (resp.
α < 1) favors the clients with more (resp. less) data. While
proportional fairness does account for client contributions,
it is far from satisfactory. On one hand, from a fairness per-
spective, clients with extremely large amounts of data (usu-
ally controlled by large corporations) can dominate the train-
ing process. On the other hand, a malicious client can still
manipulate the training process by inflating the number of
samples they contribute.

To address these shortcomings, more sophisticated no-
tions of fairness are needed. For instance, Xu and Lyu [125],
Lyu et al. [145] propose collaborative fairness, a measure
of the correlation between contributions and rewards. Con-
tribution is measured by the test performance of the model
uploaded by the client, while reward is defined as the per-
formance of the final model the client receives. It should be
noted that all clients are not assigned the same model.

7.2.3 Core-stable fairness

Ray Chaudhury et al. [142] leverage the concept of the core
from cooperative game theory [146] to define a notion of
fairness in FL. The intuition behind this idea is that a model
is fair if no subset of clients can achieve a better outcome1

by forming a coalition among themselves. Formally, if we
denote by ui(θ) the utility of client i under the global model
θ (defined as the complement of Ri(θ)), then θ is in the core
if and only if for all θ′ ∈ Θ and all subsets S ⊂ [N ], the
inequality

|S|
N

ui(θ′) ≤ ui(θ) (18)

1 This is the definition of the core in cooperative game theory [146].
Ray Chaudhury et al. [142] use a slightly weaker definition, where the
outcome is bounded by a factor that depends on the size of the coali-
tion.



14 Mohammed D. Belgoumri et al.

holds for at least one client i ∈ S.
Models that are in the core have several desirable prop-

erties which make them an attractive choice for a fairness
criterion on the edge. For instance, a model θ in the core is
proportional, which means that the utility of all clients is at
least 1/N of their best possible utility:

∀θ′ ∈ Θ, ∀i ∈ [N ], ui(θ) ≥ 1
N

ui(θ′).

Such a model is also Pareto optimal, meaning that no other
model performs better for all clients. Moreover, the core is
scale-invariant, which makes models in it robust to low local
data quality.

Having established the qualities of the core, the question
of feasibility arises. That is, is the core non-empty? And if
so, is it possible to efficiently compute models in it? Both
questions are answered in the affirmative under mild con-
ditions on the continuity and convexity of the utility func-
tions [142]. Furthermore, relaxations of the definition exist
for cases where the utility is non-convex (as is the case for
DNNs) or when the clients are weighted differently.

7.3 Fair edge machine learning

Ensuring fairness in edge ML is a vital and challenging task
that has been the subject of much research in recent years.
These efforts can be categorized according to multiple axes,
including the specific ML task they target, the notion of fair-
ness they aim to enforce, the type of fairness they consider,
and the stage of the learning process at which they intervene.
In this section, we adopt the latter categorization, presenting
examples of solutions that have been proposed in the litera-
ture of fair ML, with a focus on edge FL.

7.3.1 Preprocessing

Data preprocessing is an umbrella term that describes all op-
erations applied to the data before training. For the purposes
of fairness, these can include data cleaning [147], data aug-
mentation [68], and data transformation [148]. In this sec-
tion, we examine a selection of preprocessing techniques for
fair ML. The reader can refer to [55, 149] for a comprehen-
sive and systematic review of data preprocessing techniques
for imbalanced data.

Calmon et al. [148] propose an optimization-based ap-
proach to transform a dataset to ensure demographic parity
with respect to a given sensitive attribute. They formulate
the problem as a constrained quasi-convex program where
the objective is to maximize the similarity between the orig-
inal and transformed distributions, subject to the fairness
constraint, and a bound on the distortion of individual data
points. Brunet et al. [147] on the other hand, propose a data

cleaning approach, where they identify and remove bias-
inducing documents from a corpus for the task of learning
word embeddings.

In the contexts of edge ML and FL, Abay et al. [84] pro-
pose two reweighing schemes. In the first scheme, clients
reweigh their local data independently, while in the second
scheme, the server computes the reweighing factors based
on statistics reported by the clients in a differentially pri-
vate manner (see Section 8.3.2). Both schemes yield en-
couraging results on the Adult and COMPAS datasets. Duan
et al. [150] propose another data preprocessing technique for
edge FL that aims to mitigate the impact of class imbalance.
The proposed method has two components: a global aug-
mentation strategy, and mediation-based rescheduling of the
clients. For data augmentation, the server queries the clients
for their local label distribution, ordering them to augment
classes with below-average frequency. As for the second
component, the server uses mediators which also serve as
intermediate clients. Each mediator runs asynchronous FL
on the clients with the dual aim of (i) including all classes
in the training set, and (ii) minimizing the entropy of the
class distribution. The server runs synchronous FedAvg on
the mediators.

7.3.2 In-processing

In-processing techniques amend the learning algorithm it-
self. As stated in Section 3.3, this family is significantly
larger than the other two (at least in terms of literature). In
fact, all the techniques that deal with cooperative fairness are
in this family, along with many of the techniques that deal
with social fairness.

Social fairness Several works have proposed in-processing
techniques to ensure various notions of social fairness. Kamishima
et al. [151] introduce a regularization term that penalizes the
“prejudice index”, defined as the mutual information be-
tween the classifier’s prediction and the sensitive attribute.
In doing so, they aim to remove what they call “indirect
prejudice”, which corresponds to enforcing demographic par-
ity in our terminology. Ezzeldin et al. [152] opt for a GAR
modification approach to address the problem of group fair-
ness in FL. They propose updating client i’s coefficient αi

based on the difference between local fairness (as measured
by a predetermined metric), and the average fairness across
all clients. Testing against FedAvg yielded better equal op-
portunity with modest accuracy loss. A more detailed dis-
cussion of the literature on in-processing techniques for so-
cial fairness can be found in [13, 18].

Cooperative fairness Cooperative fairness strategies for FL
are as diverse as the definitions themselves. To achieve good
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intent fairness, Mohri et al. [143] devise agnostic FL, an ob-
jective modification which tries to solve a min − max prob-
lem by running gradient descent-ascent on the parameters
θ and the coefficients α. Ray Chaudhury et al. [142] pro-
pose a GAR modification which converges provably to a
model in the core. They do so by assigning greater coeffi-
cients to clients with lower (relative) utility (normalized by
the maximum utility). Similarly, Xu and Lyu [125] propose
a reputation-based GAR modification wherein clients with
higher reputation get more weight. On the theoretical side,
Donahue and Kleinberg [141] establish bounds on both egal-
itarian and proportional fairness for certain games. A thor-
ough review of fair FL techniques can be found in [42, 153].

7.3.3 Post-processing

Examples of post-processing techniques for fair ML include
Bolukbasi et al. [64], which aims to produce fair word em-
beddings by finding the dimensions that encode sensitive at-
tributes and neutralizing them, Hardt et al. [65], which seeks
to enforce group fairness using the notion of a “derived pre-
dictor”, and Petersen et al. [66], which targets individual
fairness using graph Laplacian regularization. None of these
works are designed for the edge or FL settings. In fact, to
the best of our knowledge, no edge-specific post-processing
techniques have been proposed in the literature [13].

8 Privacy protection

Privacy is one of the main selling points of FL. By abol-
ishing the need to share data, conventional wisdom says,
FL guarantees data privacy. However, this guarantee rings
hollow in the face of numerous privacy attacks [154–157].
While it is true that FL blocks traditional avenues of data
theft that rely on compromising a central server or intercept-
ing data in transit, it leaves open other attack angles that rely
on what is shared: model updates, the final model parame-
ters, or, failing that, the model’s predictions [154, 158]. This
state of affairs jeopardizes the privacy of individuals whose
data is used in edge FL systems, and poses significant ethical
and legal risks to the organizations that deploy them [14]. In
this section, we explore privacy threats to edge FL, proposed
defenses, and their limitations.

8.1 What models reveal about their training data

The thesis that FL guarantees privacy is based on the sim-
plistic assumption that data is private unless explicitly shared,
a consequence of which is that sharing a model trained on
data does not compromise its privacy. This assumption is
patently false, as the model’s parameters contain —at the
very least— information on the data distribution, otherwise

the model would not be useful. The relevant question is there-
fore not whether the model contains private information, but
rather (a) how much information it contains, (b) and how
much of that information can be extracted.

Even this view, however, underestimates models’ infor-
mation leakage. While classical ML wisdom, embodied by
the bias-variance trade-off, dictates that NNs must have as
many parameters as necessary to fit training data, but no
more to avoid overfitting, recent research has shown that
they can be largely overparameterized, yet have excellent
generalization performance. In fact, a neural network with
zero empirical risk (i.e., one that interpolates training data)
can have lower risk than one that slightly underfits the data [159,
160]. Due to this phenomenon, usually referred to as double
descent, large modern DNNs tend to operate in the so-called
interpolation regime. That is to say, not only do NNs con-
tain information about the training data, in many cases, they
contain all the information about it. This implies a worst-
case answer to question (a), leaving question (b) as the only
hope for defending the privacy of FL. Unfortunately, the an-
swer to this question is also pessimistic. As we demonstrate
in Section 8.2, it is possible to extract a significant amount
of information about the training data from surprisingly lit-
tle information about the model [10, 21]. Vanilla FL is in
this sense no more private than centralized ML. As such,
modifications to FL are necessary to ensure privacy.

8.2 Privacy attacks

Privacy attacks against FL are numerous and diverse. Instead
of providing an exhaustive list of all known attacks, it is
more instructive to categorize them based on some relevant
criteria, and then discuss representative examples from each
category, as well as potential defenses. Many works in the
literature have already provided such taxonomies [12, 28,
161]. Yin et al. [12] in particular, proposed 5 classifications
of privacy attacks, based on the attacker’s status (internal
or external), approach (passive or active), timing (training
or inference), target (parameter updates, gradients, or the fi-
nal model), and goal (reconstruction, membership inference,
etc.). For our purposes, we will adopt the goal-based classi-
fication, as do many other works [11, 28].

8.2.1 Membership inference

A membership inference attack (MIA) aims to determine
whether a specific data point is part of a particular client’s
dataset [11, 162]. This can be done in multiple ways, a no-
table one being the binary classification-based MIA, where
the attacker trains a binary classifier to decide whether a
given data point is part of the training set of a target model.
Shokri et al. [158] introduced an effective technique for do-
ing so, which they named shadow training. It works by train-
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ing several shadow models on shadow datasets, then train-
ing an attack model to predict whether a given data point was
part of some shadow dataset, by using information about the
corresponding shadow model [158].

Depending on whether the attack model’s input contains
information about the shadow models’ final predictions or
their intermediate representations, shadow training-based MIAs
can be performed both in the so-called white-box setting,
where the attacker has full knowledge of the target model’s
parameters [163], and in the black-box setting, where the at-
tacker’s knowledge is restricted to the model’s input-output
behavior (through queries) [158]. The latter fact is devastat-
ing to the claim of FL’s privacy, since it’s completely ag-
nostic to the training process. It is also worth noting that
Shokri et al. [158] demonstrated the feasibility of a black-
box MIA against several ML-as-a-service platforms, includ-
ing Google and Amazon, on a hospital discharge dataset, for
which membership is sensitive information.

It should be noted that not all MIAs are classification-
based. An alternative family of so-called metric-based MIAs
has been proposed, which is based on the assumption that
the target model performs better on data it was trained on,
so if its performance on a given data point (as measured
by some metric) is above a certain threshold, then that data
point is likely to be part of the training set. These methods
are much simpler and computationally cheaper than classification-
based MIAs. The reader can refer to [163] for a comprehen-
sive survey of the existing literature on MIAs.

8.2.2 Property inference

The goal of a Property Inference Attack (PIA) is to learn
properties of the training data that are not directly relevant
to the model’s task [164]. For example, an attacker might
seek information about the race distribution from a model
trained for gender recognition [12]. PIAs against FL can be
performed either actively or passively [165, 166].

In the passive case, the attacker simply observes model
updates and uses them to infer the desired property. This
can be done by training a batch property classifier to predict
whether a given gradient was produced from a batch with
the property of interest. This classifier needs to be trained
on an auxiliary dataset, distributed similarly to the victim’s
training data, The classifier is then used to map intercepted
gradients to the probability of the batch having the target
property, which can be extended to the entire dataset by av-
eraging the probabilities [165]. In the active case, the adver-
sary is a participant in the FL process. This opens the door
for a simple yet more effective attack based on multitask
learning. By simply participating in the training process us-
ing a local risk that combines performance on the main task
and the property of interest, a discriminative representation
(for the property) can be learned [165].

We note that both passive and active PIAs assume “honest-
but-curious” adversaries, since neither requires the attacker
to deviate from the training protocol [165]. It stands to rea-
son that even more powerful attacks can be mounted by
stronger adversaries. This is demonstrated by attacks like
property inference from poisoning [167], and poisoning-assisted
property inference [164], both of which are based on data
poisoning (see Section 9.2.2). Mahloujifar et al. [167] show
that an attacker can force a near Bayes-optimal training al-
gorithm to leak a property, by poisoning its local data to in-
troduce correlation between the label and the property. Wang
et al. [164] on the other hand, present an attack that changes
the labels to distort the global model’s decision boundary,
thereby forcing clients to divulge additional information about
the target property. The increased power and danger of these
attacks is validated both theoretically and empirically [164,
167].

8.2.3 Class representative inference

A class representative inference attack (CRIA) seeks to draw
samples from the training distribution that correspond to a
specific target label, without them necessarily being actual
training data points [12, 17]. Hitaj et al. [168] propose one
such attack based on GANs, which they prove resilient to
traditional privacy-preserving mechanisms like differential
privacy. Wang et al. [169] take this further, attacking specific
clients by compromising the server. It should be noted that,
as highlighted by [165], the danger of CRIAs is far from
being obvious, nor is the fact that they are even preventable.
On the contrary, Hitaj et al. [168] argue that they are not.

8.2.4 Data reconstruction

Also known as model inversion attacks2, Data Recoverabil-
ity Attacks (DRAs) aim directly at reconstructing elements
(features, labels, or both) of the training dataset. A success-
ful DRA is the most catastrophic form of privacy leakage,
providing perfect knowledge of a subset of the training dataset,
making it equivalent to a data breach [17]. The theoretical
feasibility of such attacks is a natural consequence of large
NNs operating in the interpolation regime [159] (making
them essentially mangled copies of the training data), com-
bined with previous work on reconstructing databases from
aggregate statistics [172].

One of the earliest successful attempts at devising a DRA
is Deep Leakage from Gradients (DLG), wherein the at-
tacker (server or client) uses gradients to reconstruct a spe-
cific client’s local dataset. This is done by solving an op-
timization problem that to find the batch that produces the
closest possible gradient to the target client’s [173, 174].

2 The term model inversion is sometimes used to refer to
CRIAs [170], or privacy attacks in general [171].
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Testing on a variety of image classification and language
modeling datasets, Zhu and Han [173] found that DLG can
reconstruct images to the pixel and sentences to the token.
Haim et al. [175] propose another optimization-based method
for reconstructing data from ReLU −activated MultiLayer
Perceptron (MLP) binary classifiers by relying on the “im-
plicit bias” of gradient-based optimization algorithms. This
was later extended by [176] to work in other scenarios, in-
cluding multi-class classification and other activation func-
tions.

Both theoretical and empirical evidence suggest that DRAs
are a real threat. On the theoretical side, Wang et al. [177]
present a tensor-decomposition-based attack that provably
reconstructs data from a single gradient. On the empirical
side, multiple mainstream models have been shown to be
vulnerable to black-box DRAs. These include generative lan-
guage models like GPT-2 [154], diffusion models like Stable-
diffusion and Imagen [178], and text embeddings models [179].
The latter work is particularly concerning, as it only requires
API access to the target model.

8.3 Defending against privacy attacks on the edge

The number, scale, and success of the enumerated privacy
attacks against FL systems, particularly one considers the
exacerbating effect of the edge environment, calls into ques-
tion the supposed privacy guarantees of edge FL. It is there-
fore imperative, for ethical and legal reasons [14], to aug-
ment edge FL systems with privacy-preserving mechanisms,
the effectiveness of which must be provable (theoretical guar-
antees) and verifiable (empirical evaluation). In this section,
we review state-of-the-art privacy defenses for FL systems.
To facilitate our review, we categorize the defenses into two
broad categories: (1) encryption-based defenses, and (2) per-
turbation-based defenses (differential privacy). By necessity,
our review is not exhaustive. We refer the reader to [10–12]
for a more comprehensive survey of privacy-preserving FL,
and to [14] for a survey of privacy-preserving FL in the con-
text of GDPR compliance.

8.3.1 Encryption-based defenses

The most straightforward way to protect the confidentiality
of data is to encrypt it. Decades of research in cryptogra-
phy have produced a variety of encryption schemes that can
provide an arbitrary level of security. However, it is not im-
mediately clear how encryption can be used to protect the
privacy of data in FL (or in ML in general) [180]

Homomorphic encryption Homomorphic encryption (HE)
allows computations to be performed on encrypted data. An
encryption scheme is homomorphic with respect to a set

of operations if it commutes with those operations, mean-
ing that applying an operation to cipher data yields the en-
crypted result of applying the operation to the plaintext data [181].
This eliminates the need to decrypt the data before process-
ing it, and prevents the party performing the computation
from learning the result, which is desirable in cases where
the server is curious. Early works on HE in the context of
FL used additively homomorphic encryption to allow the ag-
gregation of encrypted model updates, preventing a curious
server (or an eavesdropper) from using successive gradients
for an inference attack [182, 183]. Later works extended this
idea using fully homomorphic encryption [184], and fast ho-
momorphic encryption schemes [185].

Secure multi-party computation Secure Multiparty Compu-
tation (SMC) refers to a family of cryptographic protocols
that allow multiple parties to perform a computation that re-
quires input from all of them, without revealing any infor-
mation about the input of any participant to any other (ex-
cept for what can be inferred from the output of the com-
putation) [186]. In the context of FL, SMC can be used to
aggregate model updates. In this direction, Bonawitz et al.
[187] proposed secure aggregation, a protocol that is prov-
ably secure against honest-but-curious and active adversaries,
at the cost of a quadratic increase in computation, commu-
nication, and storage.

8.3.2 Differential privacy

Unlike encryption-based defenses, which aim to preserve
privacy (by encrypting updates) while keeping the data in-
tact, perturbation-based defenses allow small, deliberate cor-
ruptions to the data in order to provide a formal notion of
privacy known as differential privacy (DP) [11]. Several no-
tions of DP exist, ε−DP and ε, δ−DP being the most com-
mon, but they all share the same basic idea: adding or re-
moving a single data point from the dataset should not affect
the output distribution too much [188, 189].

The standard approach to DP in edge FL is to add noise
to the model updates [189]. The distribution of the noise de-
pends on the privacy budget ε, δ, the sensitivity of model up-
dates, and the mechanism used to add the noise (e.g., Lapla-
cian, Gaussian [188, 189], or Skellam [190]). A full survey
of DP in the context of FL is provided by [189].

8.3.3 Limitations of encryption-based defenses

Perturbation-based privacy-preserving edge FL suffers from
an inherent trade-off between privacy and accuracy [191].
Encryption-based defenses, on the other hand, appear to have
no such trade-off because they preserve 100% of the trans-
mitted information. From this observation, two conclusions
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can be drawn. Either (1) encryption-based defenses are in-
herently superior to perturbation-based defenses, or (2) en-
cryption-based defenses are not as effective as they appear.

In the case of HE, the latter conclusion is more likely. As
a matter of fact, the model learned by the server under HE
is theoretically identical to the one learned under vanilla FL.
The only difference is that individual updates are not shared.
This implies that all the black-box attacks enumerated in
Section 8.2, as well as the attacks on the final model param-
eters, are still possible against an edge FL system secured
with HE. As for SMC, successful attacks against secure ag-
gregation have been demonstrated in the literature [155],
supporting the second conclusion in this case as well. This
pessimistic analysis is made rigorous by [192], where the
authors prove the existence of a trade-off between model
accuracy and differential privacy, which becomes less favor-
able as the heterogeneity of the data increases. As a result,
the only way to ensure DP, is to sacrifice model accuracy.

9 Reputation, trust, and security

As established in Section 3, rather than being an intrinsic
property of the data, DQ is strongly dependent on extrinsic
and contextual factors. Having introduced two such factors,
namely fairness and privacy in Sections 7 and 8, we now
turn our attention to a third one: trustworthiness. Instead of
being a property of the data, trustworthiness is a property of
the data source, it allows for different treatments of identical
data points depending on their provenance. Despite the ex-
trinsic nature of trustworthiness, it is a ubiquitous dimension
in the DQ literature [6, 8, 193, 194]. It is even more salient
for FL on the edge, where the data is private, and the clients
are potentially anonymous. This section is dedicated to the
study of untrusted clients in FL (also known as Byzantine
clients for reasons that will become clear), and the defenses
that can be deployed against them.

9.1 The Byzantine generals’ problem

The main reason trust is so important in FL is its distributed
nature. All distributed computing schemes suffer from a fun-
damental obstacle: it is often impossible to detect a prob-
lem that exhibits different symptoms to different nodes. This
limitation, infamous in the literature as the Byzantine gen-
erals’ problem, was introduced by Lamport et al. [195] in
1982.

The problem is usually stated abstractly using a military
analogy of a group of Byzantine generals who must coor-
dinate their attack on a city (hence the name). The generals
must agree on whether to attack only by exchanging mes-
sengers. Each general has an initial opinion, and the goal is
to reach a consensus. However, a certain (unknown) number

of generals are traitors, who may send false messages to pre-
vent consensus. Crucially, they can send different messages
to different generals. The problem is to design a protocol
that allows the honest generals to agree on a plan (no matter
which one).

If at least one third of the generals are traitors, the Byzan-
tine generals’ problem is impossible to solve [195]. It is
worth noting that this is not a technical challenge, it is an
impossibility result. Lamport et al. [195] proved that no dis-
tributed algorithm can defeat more than n traitors in a 3n+1
general network. This is important to keep in mind when ex-
amining Byzantine defenses in FL, which can be extremely
effective, but are still subject to this fundamental threshold.

9.2 Byzantine attacks against federated learning

Being a distributed system, FL suffers from the Byzantine
general problem. This was first3 pointed out by Blanchard
et al. [197] in 2017, who noted that the possibility of acci-
dental or malicious misbehavior by clients should be consid-
ered when designing FL systems. Many subsequent works [20,
22, 192, 198–203] have since explored the problem and po-
tential solutions in depth, resulting in a plethora of attacks
and corresponding defenses. This section provides an overview
of Byzantine attacks, while Section 9.3 discusses defense
strategies.

Byzantine attacks can be classified according to various
criteria [10, 11, 19, 21], a common subset of which is (i) the
attack level (model or data), (ii) the goal (degrading perfor-
mance or inducing specific behavior), and (iii) the method
(the specific type of poison). Figure 5 illustrates two such
taxonomies which include the three criteria listed above,
among others. This section is structured according to the
first criterion, discussing model poisoning attacks in Sec-
tion 9.2.1, and data poisoning attacks in Section 9.2.2.

9.2.1 Model poisoning attacks

In a model poisoning attack (or a gradient poisoning attack),
a Byzantine client generates its update by either modify-
ing the honest update, or crafting a malicious update from
scratch. In their seminal paper, Blanchard et al. [197] de-
scribe one such attack against FedAvg. Assuming the GAR
of Equation (11) is used, a Byzantine client j with a desired
(arbitrary) model θ̃, can send the update

θ
(t)
j = 1

αj
θ̃ −

∑
i ̸=j

αi

αj
θ

(t)
i (19)

to ensure that the global model θ(t) of the next round is θ̃.
A single attacker can thus hijack the global model under Fe-
dAvg. This can be used in a targeted manner (to induce a

3 Previous works [196] highlight the problem in ML–adjacent con-
texts, but Blanchard et al. [197] are credited for introducing it to FL.
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(a) According to level, goal, frequency, and time

(b) According to level and method

Fig. 5: Taxonomy of Byzantine attacks [21]

specific behavior), or in an untargeted manner (to degrade
the model’s performance).

Subsequent works have explored other methods of im-
plementing model poisoning attacks. Xie et al. [204] show-
case a Gaussian attack, where a Byzantine client samples
its update from a normal distribution. Li et al. [205] on the
other hand, propose a sign flipping attack, where the attacker
submits a large negative multiple of the honest update. Both
of these attacks are untargeted. Another untargeted attack in-
troduced by Fang et al. [201] is more refined by virtue of its
reliance on optimization techniques. In this local model poi-
soning attack, multiple Byzantine clients collude to produce
an update maximizing deviation from the honest gradient.

In contrast to these untargeted attacks, other authors have
explored targeted ones (also referred to as backdoor attacks).
Bagdasaryan et al. [206] introduce a backdoor attack where
the attacker trains a local model on a mixture of correctly
labeled and mislabeled data to induce a backdoor, and then
uses an attack similar to the one demonstrated by Blanchard

et al. [197] to replace the global model with its own. Testing
against FedAvg was successful on both image classification
and language modeling tasks.

9.2.2 Data poisoning attacks

Data poisoning attacks are not specific to the edge. Chen
et al. [207] proposed a targeted data poisoning attack against
DL in 2017. Despite this lack of specificity, data poisoning
attacks are particularly relevant in the context of edge FL,
due to the strong privacy requirements which usually pre-
vent data inspection. This family of attacks relies on the
intuitive assumption that compromising training data will
compromise the model, (inline with Principle. 2). To mount
a data poisoning attack, a Byzantine client can either modify
its features or its labels. These two types of attacks are re-
spectively known as clean-label and dirty-label attacks [19].

The most common form of dirty-label attack is the label-
flipping attack [19], in which the attacker applies some per-
mutation to the labels of its data [208]. This action is equiv-
alent to applying a fixed, class-dependent label noise (see
Section 6.1). If this permutation is independent of the fea-
tures (or equivalently, if the noise is instance-independent),
the label-flipping is said to be static, otherwise it is dynamic [19].
Attacks of this type can be targeted or untargeted, depending
on the structure of the permutation [11].

Clean-label attacks keep the labels intact, opting instead
to craft the features in a way that will mislead the model [19].
This can be achieved in a multitude of ways. An untargeted
attacker may simply add random noise to the features [21],
while a targeted one may use a more sophisticated approach,
such as optimization techniques [209] or GANs [210, 211].

9.2.3 Equivalence between data and model poisoning

A reasonably intuitive assumption on Byzantine attacks is
that model poisoning attacks are more effective than data
poisoning attacks. This can be rigorously justified by noting
that data poisoning attacks are trivially reducible to model
poisoning attacks (by simply training on the poisoned data).
An equally valid observation is that data poisoning attacks
are easier to mount, and harder to detect (even in a central-
ized setting). It is therefore reasonable to conclude that, by
virtue of their respective limitations, Byzantine attacks are
not as dangerous as they may seem at first glance [212].

Farhadkhani et al. [202] refute this claim by proving
that these two types of attacks are in fact equivalent. Their
proof is entirely constructive, meaning that they provide an
algorithm to construct an equivalent data poisoning attack
from any model poisoning attack. This is done by essentially
working backward, generating a dataset by creating random
instances and labeling them according to the desired model.
Empirical evaluation yielded successful attacks against fed-
erated linear regression and classification.
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9.3 Defense strategies

Given the potentially catastrophic impact of malicious clients,
defending against them is a critical concern in edge FL. The
literature on Byzantine-robust FL is vast and varied, with a
wide range of defense strategies. In this section, we divide
these strategies into two categories, namely, (1) robust ag-
gregation, which aims to mitigate the impact of malicious
clients by making the GAR less sensitive to manipulation,
and (2) client selection, which focuses on detecting mali-
cious clients to either exclude them or reduce their selection
probability.

9.3.1 Robust aggregation

Robust aggregation functions are historically the first de-
fense against Byzantine clients, one having already been
proposed in the seminal work [197]. Since then, many other
robust GARs have been proposed. Many attacks specifically
targeting them have also appeared in what has become an
arms race. In this section, we provide a brief overview of
robust GARs. Following [11], we divide them into three
categories: (1) score-based, (2) median-based, and (3) dis-
tance-based. The reader can refer to [20, 201, 212, 213] for
a more comprehensive overview of robust aggregation.

Score-based aggregation This type of robust GAR assigns
a score to each update and chooses the update with the high-
est (or lowest) score as the final aggregation. Krum, the first
robust GAR [197], is an example of a score-based aggre-
gation function. It scores each update vector based on the
sum of squared distances to a set of its closest neighbors
(the number of neighbors depends on the fraction of Byzan-
tine clients) and selects the vector with the lowest score. In
this way, Krum is able to tolerate ∼ 1/2 Byzantine clients.
However, Krum’s inability to combine updates from differ-
ent clients is a significant limitation. To address it, multi-
Krum [197] interpolates between the Krum and FedAvg,
preserving robustness against ∼ 1/2 Byzantine clients. Kar-
dam [214] and Bulyan [215] are two other score-based GARs.
The former applies “filters” to either accept or reject updates
in an asynchronous setting, achieving robustness against ∼
1/3 Byzantine clients. The latter can be applied to any ex-
isting GAR to increase its robustness. It is able to tolerate
∼ 1/4 Byzantine clients.

Median-based aggregation Median-based aggregation func-
tions rely on the fact that the median is robust to outliers,
which makes it a better location indicator than the mean
for extreme distributions [216]. Computing the median of
a set of vectors is not trivial, as the univariate median can
be extended to the multivariate case in many ways, the most
straightforward of which is coordinate-wise median [217].

Other approaches include the geometric median [216], which
is provably (approximately) strategy-proof [63], the mean
around median, and marginal median [204].

Distance-based aggregation GARs in this category rely on
the Euclidean (ℓ2) distance to detect and exclude outliers.
Examples of such GARs include FABA [218], which iter-
atively removes the update with the largest distance to the
mean, Iterative Outlier Scissor (IOS) [219], an extension of
FABA that works in a decentralized setting, FoolsGold [220],
which relies on cosine similarity to detect outliers in an asyn-
chronous setting, trimmed mean [217], which removes the
tails of the distribution before computing the mean, and Sniper [221],
which relies on the distance graph to detect outliers.

9.3.2 Client selection

In contrast to robust aggregation, which aims to tolerate
Byzantine clients, client selection strategies aim to detect
them (for total or partial exclusion). This is implemented
by allowing selection probabilities to depend on the history
of client behaviors, assigning higher probabilities [86] or
weights [126] to clients with a better track record. The most
common approach is to use a trust score or reputation value
to quantify the reliability of each client [222, 223]. Com-
puting this score requires the ability to detect malicious be-
havior, which is a challenging problem in and of itself. The
remainder of this section is dedicated to the discussion of
Byzantine behavior detection strategies.

Centralized testing These strategies compare each client against
the behavior of the rest, giving lower scores to clients with
significantly detrimental behavior. In this vein, Taik et al. [4]
propose a reputation-based client selection scheme where
reputation scores are computed by comparing self-reported
local accuracies with the average accuracy on one hand (to
detect data quality issues), and the accuracy of the proposed
model on a common validation set on the other hand (to
detect dishonest clients). The server then selects clients by
solving an instance of the KNAPSACK problem to maxi-
mize the total reputation score within a communication bud-
get.

Similarly, Xu and Lyu [125] propose to assign reputa-
tion scores to clients based on comparison with the global
model. More precisely, the reputation of a client at round t

is computed as an exponential moving average of the cosine
similarity between its update and the aggregated update at
round t. Instead of being used for client selection, reputa-
tion scores are used as aggregation coefficients in the next
round.

Alternatively, Li et al. [62] present a client selection strat-
egy based on DQ (assuming honest-but-curious clients). Clients
are assigned an “importance” score based on the ℓ2−norm
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of their update (or the magnitude of their local loss). A client
is then selected with a probability proportional to its impor-
tance score. This is almost diametrically opposed to previ-
ously discussed strategies [4, 125], in that it favors rather
than penalizes outliers. The rationale is that local datasets
on which the global model performs poorly, are precisely
the ones it needs to be trained on to improve its true risk.
That being said, the authors do acknowledge that abnor-
mally large updates are likely to be the result of low data
quality, which we note can be intentional (Byzantine) as
well as unintentional (noise). To address this, they propose
a threshold on the importance score, beyond which a data
point is discarded as noise.

Proof of learning In 2021, Jia et al. [224] introduced the
concept of a proof of Learning (PoL), a mechanism for a
party to prove that it has trained a model. This can be used
to claim ownership of said model, or, crucially for edge FL,
to allow the server to verify an update is the result of a legiti-
mate training process. This is done by periodically providing
the server with a PoL, consisting of a model update and the
data point used to produce it, signed, timestamped, and en-
crypted to prevent spoofing and replay attacks. Recent work
has extended this concept using zero-knowledge proofs to
allow for the verification of the update without revealing any
information about the data [225].

9.3.3 Impossibility results

Despite the plethora of defense strategies we have enumer-
ated (which represent a vanishingly small fraction of the
literature), the problem of ensuring Byzantine fault toler-
ance on the edge is far from solved. El-Mhamdi et al. [192]
have shown that securing FL against poisoning attacks is im-
possible if the datasets of honest clients are heterogeneous.
They manage this by leveraging an equivalence result be-
tween robust mean estimation and robust FL [203], which
they combine with a proof of impossibility for robust mean
estimation to conclude. Given existing results on the pos-
sibility of Byzantine-robust FL with homogeneous honest
clients [203, 226], El-Mhamdi et al. [192] conclude that het-
erogeneity is the key obstacle.

10 Conclusion and future research directions

In this survey, we discussed the problems data can pose for
ML on the edge. Starting with a general formulation of the
learning problem in terms of ERM and FERM, we intro-
duced a characterization of data quality in terms of six di-
mensions justified by the statistical properties of the learn-
ing problem and social/ethical considerations. For each of
these dimensions, we discussed, to the extent literature per-
mits, the challenges they pose, the methods to address them,

and the limitations of these methods. In doing this, we re-
mained focused on the specific challenges that arise in the
context of FL on the edge and the solutions that are tailored
to this context. We conclude by discussing some open prob-
lems and potential avenues for future exploration.

10.1 Directions for further research

Multiple DQ-related questions remain unanswered, even more
so in the context of FL. These include:

(1) Other data quality considerations. The list of dimen-
sions discussed in this survey is not exhaustive. This
is particularly true of extrinsic dimensions but is also
true of intrinsic dimensions, which can be subdivided
into more specific categories. Examples of subtleties that
have not been discussed include:
(a) Shortcuts [227, 228], a special form of bias in the

conditional distribution.
(b) Temporal and spatial dependencies [90, 229], which

often lead to dependent and attribute skewed data.
(c) Missing data [56, 230], which can reduce the effec-

tive sample size and introduce bias.
(d) The interplay between DQ dimensions. The dimen-

sions discussed in this survey are not orthogonal.
Many of them are correlated, while others are in con-
flict, and it is not always clear which is the case. For
example, some works suggest that differential pri-
vacy and social fairness are equivalent [136], while
others find a trade-off between them [28]. Other di-
mensions that can be related include: cooperative fair-
ness, noise resilience, and Byzantine fault tolerance.

(2) Understanding the effect of data quality on the learn-
ing process. While DQ’s influence on the learning pro-
cess is both intuitive and empirically validated, it is not
yet well understood. Despite attempts to rigorously study
it both theoretically [231] and experimentally [232], a
unified theory of data quality does not yet exist for ML,
let alone for FL. Characterizing the relationship between
data and different aspects of the learning process such as
the loss landscape, convergence and convergence rate,
quality of the local minima, and generalization error, as
well as the changes this relationship undergoes in the
distributed setting, is an important, fertile, and largely
underexplored area of research. If pursued, this line of
research has the potential to facilitate the establishment
of universally accepted definitions of data quality, and
motivate sound practices for its assessment and improve-
ment.

(3) DQ-robust learning algorithms. Most existing meth-
ods for addressing DQ issues rely on in-processing. This
trend is likely to continue in the future, as learning algo-
rithms are the most complex, sophisticated, and flexible
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components of the ML pipeline. While researchers ex-
ert very little control over the data collection process,
the learning algorithm is completely under their con-
trol. Focusing on this component is also motivated by
our observation of biological learning, which can ex-
tract useful models from noisy, biased, dependent, and
untrusted data. Problems that lie in this space include
Out Of Distribution (OOD), where methods like Dis-
tributionally Robust Optimization (DRO) and Invariant
Risk Minimization (IRM) have already been proposed
[233], algorithmic robustness, and algorithmic stability.
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