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VOICE: Variance of Induced Contrastive
Explanations to quantify Uncertainty 1n
Neural Network Interpretability

Mohit Prabhushankar, Member, IEEE, Ghassan AlRegib, Fellow, IEEE

Abstract—In this paper, we visualize and quantify the predic-
tive uncertainty of gradient-based post hoc visual explanations for
neural networks. Predictive uncertainty refers to the variability
in the network predictions under perturbations to the input.
Visual post hoc explainability techniques highlight features within
an image to justify a network’s prediction. We theoretically
show that existing evaluation strategies of visual explanatory
techniques partially reduce the predictive uncertainty of neural
networks. This analysis allows us to construct a plug in approach
to visualize and quantify the remaining predictive uncertainty of
any gradient-based explanatory technique. We show that every
image, network, prediction, and explanatory technique has a
unique uncertainty. The proposed uncertainty visualization and
quantification yields two key observations. Firstly, oftentimes
under incorrect predictions, explanatory techniques are uncertain
about the same features that they are attributing the predictions
to, thereby reducing the trustworthiness of the explanation.
Secondly, objective metrics of an explanation’s uncertainty,
empirically behave similarly to epistemic uncertainty. We support
these observations on two datasets, four explanatory techniques,
and six neural network architectures. The code is available at
https://github.com/olivesgatech/VOICE-Uncertainty

Index Terms—Predictive Uncertainty, Gradients, Contrastive
explanations, Counterfactual explanations, Neural Networks,
Deep Learning

I. INTRODUCTION

ISUAL explanations provide rationales that justify a
V neural network’s prediction at inference by highlighting
features in an image [!]. These explanations are a popular
and intuitive methodology for researchers, engineers, policy-
makers, and users to interpret systems that use deep neural
networks. The complexity of visual tasks tackled by neural
networks range from microscopic textures [2] to earth’s sub-
surface [3]. They are used in sensitive tasks like detecting
cardiovascular [4] and diabetic [5] risk factors in humans
through retinal images. Hence, the utility of neural networks
in such wide-ranging and sensitive applications call for ex-
plainability regarding their decisions. Explainability is a core
tenet of neural network deployment, and is a critical field
of study. A number of techniques have been proposed to
explain neural network decisions at inference [0]-[13]. All
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these methods provide visual heatmaps that attribute regions
or features within an image that explain the neural network’s
decision. The authors in [I] provide an overview of these
methods by categorizing them based on design choices. One
such design choice is the utility of gradients as features.

Loss gradients are used in training to update network
parameters towards a global minima. Gradients provide an
intelligent and intuitive search direction to stochastically up-
date the network parameters towards the minima. Recently,
loss gradients have been utilized at inference to character-
ize data [16]-[20]. Specific to explanations, a number of
gradient-based methods have been proposed including Grad-
CAM [6], GradCAM++ [21], Guided Backpropagation [9],
and SmoothGrad [10] among others. Gradient-based explana-
tory techniques are generally both non-explicit and non-
interventionist [1]. Explicit explanatory techniques either re-
quire a change to the network architecture [12], or use an
approximation of the architecture [13], or require additional
information to create explanations [I1]. Interventionist ex-
planatory techniques require changes within data to create
explanations [8]. Being non-explicit and non-interventionist al-
lows gradient-based techniques to induce alternative paradigms
of explanations. The authors in [22] postulate one such alter-
native paradigm to propose ContrastCAM. While GradCAM
backpropagates the logits of the predicted class P to highlight
regions that answer the question ‘Why P?’, ContrastCAM
backpropagates the loss between the predicted class P and
some contrast class ) to highlight ‘Why P, rather than
Q?’. This paradigm of questioning is contrastive in nature.
ContrastCAM induces contrastive explanations using the same
methodology as the original GradCAM, but by backprop-
agating a loss quantity rather than the prediction. In this
paper, we draw inspiration from these induced contrastive
explanations to construct the uncertainty map of the base
explanation. We provide a plug-in framework that works on
any gradient-based neural network and explanatory technique.
We further examine explainability methods and show that each
explainability heatmap has an inherent uncertainty associated
with it and this uncertainty is unique to the network, the image,
and the technique that generated it.

In broad terms, uncertainty is the lack of knowledge within
a neural network that leads to mismatched confidence at
inference. For instance, neural networks are vulnerable to
engineered adversarial noise [23] where the networks predict
the wrong class with high confidence. Even under pristine
conditions, there is a significant gap between a network’s
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Fig. 1. GradCAM [6] explanations and the proposed uncertainty visualization. Top row are results obtained on VGG-16 [14] while bottom row are results
obtained on Swin Transformer [15]. Figs. (a), (b), (e), and (f) are obtained on a clean image where both VGG-16 and Swin Transformer predict correctly
while Figs. (c), (d), (g), and (h) are results on noisy image where both networks predict incorrectly.

prediction accuracy and its confidence [24]. Hence, a neural
network does not know when to trust itself. Research in neu-
ral network uncertainty generally decomposes it into source
factors [25]. A number of techniques have been proposed to
quantify uncertainties in neural networks [26]-[28] and reduce
them [29]. Note that all these methods quantify the uncertainty
of the neural network’s inference. In this paper, we visualize
and quantify uncertainties of explanatory techniques that act
on the model after inference. We show one such explanatory
technique, GradCAM [6], in Fig. 1. In Fig. 1(a), GradCAM
explains VGG-16’s [14] decision of bull-mastiff by highlight-
ing the face of the dog. The proposed uncertainty method in
Fig. 1(b) highlights the region above and below GradCAM’s
explanation with an emphasis on the snout of the dog. Hence,
GradCAM is uncertain of VGG-16’s feature attributions based
on the dog’s snout and the dog’s upper body. Next, Grad-
CAM'’s explanation and uncertainty of Swin Transformer [15]
is visualized in Figs. 1(e) and (f) respectively. Notice that,
similar to Fig. 1(b), Fig. 1(f) also curls around its explanation.
However, unlike VGG-16, Swin Transformer is not uncertain
about the dog’s snout since the snout forms an important
attribute within its original explanation. We further complicate
this analysis by adding Additive White Gaussian Noise to
the image so that both the networks predict incorrectly. The
results are shown in Figs. 1(c), (d), (g), and (h). In contrast
to the results on pristine images, we make the two following

observations. Firstly, both the explanation and its associated
uncertainty are more dispersed across the image. Secondly,
there is a larger overlap between the explanation and its
uncertainty. The second observation indicates that GradCAM
is uncertain about the region it is attributing the decision to,
thereby reducing the trustworthiness of the method. While the
goal of the paper is to visualize the uncertainties in Figs. 1(b),
(d), (f), and (h), we also provide two metrics based on the
above observations to quantify these visualizations.

In Section II, we take a deeper look into existing uncer-
tainty quantification techniques to establish the novelty of the
proposed algorithm. We theoretically motivate the need for
uncertainty in explainability in Section III. The methodology
of obtaining uncertainty visualizations as well as quantifying
them is described in Section IV. The results from the proposed
framework are discussed in Section V. The key contributions
of the paper include,

« We propose a rigorous framework for quantifying predic-
tive uncertainty of gradient-based visual explanations.

o The proposed framework is a plug-in on top of any
existing gradient-based visualization technique.

« We provide two quantitative metrics to characterize the
proposed uncertainty.

o The proposed framework allows us to conduct exten-
sive evaluations of existing visual explanatory techniques
when differentiating between correct and incorrect pre-
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dictions as well as in the presence of perturbations.

II. RELATED WORK
A. Explanations and Uncertainty in Neural Networks

Neural networks reason inductively, i.e. they make decisions
with uncertainty which then allows speculation regarding
cause [30]. This is opposed to deductive reasoning where the
exact nature of the cause is ascertained before making deci-
sions. Hence, induction-based neural network reasoning allows
a statistical inference that is equipped with uncertainty [31].
Explanations are a post hoc function that attempt to justify
the intractable inference of neural networks to humans. Post
hoc refers to explanation functions acting on the network after
the network’s decision is made. Computational explanation
models that attempt this justification are a function of the
neural network’s decision and hence the decision’s uncertainty.

B. Uncertainty Quantification in neural networks

The science of uncertainty quantification (UQ) deals with
assigning probabilities regarding decisions made under some
unknown states of the system. When the system is a deep
neural network, the primary research direction in UQ examines
the uncertainty associated with the neural network itself. This
research can be summarized by considering the sources of
uncertainties, namely the data and model [27] uncertainties. A
secondary research direction in UQ applies estimated uncer-
tainty to select additional data for training [32], interpreting ex-
isting results [33], estimating image quality [34], and detecting
out-of-distribution and adversarial samples [35]. In all cases,
the statistical uncertainty of the decision is quantified. In this
work, we do not estimate the network or the data uncertainty.
Rather, we quantify the uncertainty of the post hoc explanation
method that acts on the network.

Uncertainty in explainability is less researched in literature.
This is partly because the goal of explainability is post
hoc, i.e. explanatory techniques act after a decision is made.
On the other hand, UQ deals with estimating and reducing
uncertainty of the decision itself. The authors in [36] incor-
porate uncertainty estimation during the training process to
improve visual explanations at inference for the task of visual
question answering. In [37], causal metrics of necessity and
sufficiency are used to evaluate the uncertainty of explanations
in tabular data. The authors in [38] propose an uncertainty
framework using explanations. They propose BayesLIME and
BayesSHARP by measuring the changes in the disagreement
between explanations with slight perturbation. The idea of
disagreement as a measure of uncertainty has been explored
in multiple domains [34], [39]. In this paper we show that
each individual perturbation itself creates uncertainty within
an explanatory framework and that the explanatory technique
has its own uncertainty. To do so, we consider a combination
of the data and model uncertainties, which is termed as the
predictive uncertainty [40].

Predictive uncertainty is measured as the variance of the
model outputs [41]. The authors in [42] discuss three methods
to estimate predictive uncertainty estimates: Deep Ensembles

[26], MonteCarlo dropout (MC-dropout [43]), and a combina-
tion of both [28]. The variance for a prediction is calculated
across multiple model outputs to obtain uncertainty. Predictive
uncertainty techniques are generally evaluated against log-
likelihood and brier score. In this paper, we utilize the def-
inition of predictive uncertainty to estimate the uncertainty of
explanation techniques.

C. Visual Explanations

A popular means of visual explanations are attribution
masks as shown in Fig. 1. These masks highlight features
that led a neural network to make its decision. The authors
in [1] provide a taxonomy of explanatory techniques based
on the design choices of the explanatory techniques and
expand on the advantages of gradient based explanatory meth-
ods. Popular gradient-based methods including GradCAM [6],
GradCAM++ [21], Guided Backpropagation [9], and Smooth-
Grad [10] all function by backpropagating the prediction logit
and either directly visualizing some processed gradients [9],
[10] or using gradients as a weighing function on other fea-
tures [6], [21]. Furthermore, the authors in [22] posit a psycho-
logical definition to explanations whereby all the above feature
attribution methods answer ‘Why P?’ questions where P is
the prediction. This leads to other paradigms of explanations
namely contrastive and counterfactual explanations. Specifi-
cally, contrastive methods answer the question ‘Why P, rather
than Q?’. In this explanatory paradigm, the network highlights
features that separate the prediction P from a contrast class
Q. [22] propose ContrastCAM by backpropagating a loss func-
tion between P and (), instead of the prediction logit through
any gradient-based ‘Why P?’ framework. However, a number
of recent works have questioned the validity of these gradient-
based visual explanations. The authors in [44] suggest that all
gradient-based visualization techniques partially recover the
input image. In this paper, we show that it is the evaluation
of any gradient-based visual explanation that lends itself to
reducing the predictive uncertainty in a neural network. In
other words, explanations highlight features that reduce the
predictive uncertainty of the neural network. We describe the
evaluation of explanations in literature before discussing its
implications on predictive uncertainty in Section III.

D. Evaluation of visual explanations

A number of techniques have been proposed for evaluating
visual explanations. Specifically, the authors in [I] provide a
taxonomy of explanatory evaluation. The first evaluation strat-
egy, utilized in multiple explanation methods, is direct human
evaluation. Qualitative results from explanatory techniques
M and M are shown to humans in controlled scenarios and
their preferences between the methods are noted. However,
large scale experiments involving humans is expensive and
time consuming. Hence, an indirect and targeted class of
strategies is utilized to evaluate explanations.

Indirect and targeted evaluation techniques involve masking
a given image using an explanatory map and checking for
accuracy of the masked image on the model. If the decision
is unchanged, then the explanation has captured the essential
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features, hence fulfilling the requirements of being a post hoc
explanation. A number of works propose different methodolo-
gies of masking. For instance, the authors in [8] mask pixel
by pixel, by using the explanatory heatmap as a probability
map. They mask the pixels in the original image based on
descending order of probability. The authors in [45] disagree
with the assumption of pixelwise masking and instead mask
structure-wise, since the human vision system is attuned to
structures rather than pixels. They use Huffman encoding as
a proxy for structures and mask the unimportant structures
based on explanations. The authors in [21] directly threshold
the mask and only pass those regions in the input image which
are above the threshold value. In Section III, we show that
this masking creates a subset of selected features, which when
passed through the network, creates its own unique uncertainty.

E. Gradients as uncertainty features

Gradients provide a measurable change to the network
parameters. During training, a loss function is backpropagated
across the network and the network parameters are updated
until a local minima is reached [46]. Recently, a number of
works have used gradients as features to characterize data
as a function of network weights. This characterizations has
shown promising results in a number of disparate applica-
tions including novelty [18], anomaly [17], and adversarial
image detection [35], severity detection [20], image quality
assessment [16], and human visual saliency detection [47]. A
number of theories as to their efficacy has been put forward
including neurobiological [48], behavioral [29], and reasoning-
based [30]. In this paper, we adopt the interpretation of gradi-
ents as encoding the uncertainty of a loss function [19], [49].
This uncertainty is reflected in all explanatory techniques that
backpropagate loss, i.e. gradient-based explanatory methods.

III. THEORY
A. Visual Explanations

In mathematical notations, given a trained neural network
f: X — Y and an input x € X, a post hoc explanation
M(-) highlights features Tp that lead to a decision P € ).
This is a probabilistic definition of observed correlation
explanation as provided in [l]. Observed correlation
explanations answer the question ‘Why P?’. The explanatory
technique M(+) is a function of the prediction P, the input
x, the network f(-), and the methodology used to derive
the explanation, denoted by m. Hence, an explanation
is represented as M,,(f,z,P). Fig. 1(a) represents
Meradcam (VGG, cat-dog, bull mastiff), Fig. 1(e) is
MGradcan (Swin Transformer, cat-dog, bull mastiff),

Fig. 1(c) depicts Mgraacanm (VGG, cat-dog, coral reef) and
Fig. 1(g) is Mgradacanm (Swin, cat-dog, Border terrier). Note
that the difference in y in Fig. 1(c) and (g) is because VGG and
Swin predicted = as coral reef and border terrier respectively.
Similarly, Fig. 4 shows the results when varying m between
GradCAM, GradCAM++, Guided Backpropagation, and
SmoothGrad and = between random images from ImageNet.

Alternative to observed correlation explanations are ob-

served contrastive explanations [1]. Contrastive explanations

are ‘Why P, rather than Q?° explanatory techniques that
provide contextual explanations that highlight features for why
the network predicted class P rather than some other class ().
The authors in [22] provide a plug-in approach that induces
gradient-based correlation explanations to produce contrastive
explanations. They backpropagate a loss J(P, Q) instead of
the logit yp within M, (f,z, P). Hence, these explanations
can be represented as M, (f, z, Jp,g). In this paper, we make
use of these plug-in methods to derive uncertainty of the base
correlation explanatory maps M., (f,z, P).

B. Predictive Uncertainty Decomposition

Under the assumption of a fixed model, predictive uncer-
tainty is defined as the variability in the model prediction
associated with changing the input values [41]. In a neural
network, predictive uncertainty is the variance in the proba-
bility distribution of the outputs of the network given by f(x).
Hence, the predictive uncertainty is given by V[f(z)] where
V[-] is the variance of the predicted logit probabilities. For
ease of notation, we refer to f(z) as the output y. The author
in [41] decomposes the variance of logit probabilities as,

Vly] = VIE(y|Sz)] + E[V (y|S2)]- (1)

where S, is some perturbation of the input x. In this paper,
Sy is the explanation-masked input image given by S, =
M (f, 2, P) ® z. © is the element-wise Hadamard product.
The first term of the RHS in Eq. 1 is the variance in the
expectation of y under explanation masked image S,. Note
that current explanatory techniques use V[E(y|S; )] as a means
of evaluating their methods. The explanations, M; and M,
mask (or perturb) the image and are passed back in the network
to show that the prediction y does not change in one of the
methods. Mathematically, this equals F(y|S.1) > E(y|Sz2),
where S;1 = Mi(f,z,y) ®x and S,2 = Mso(f,z,y) ® x.
Hence this leads to our first observation.

Observation IIl.1. Visual explanations are evaluated to (par-
tially) reduce the predictive uncertainty in a neural network.

We say partially since from Eq. 1, only the first term
E(y|Sz) is used for evaluation and its variance is reduced.
The second term is the residual between the chosen S, and
all other possible S!, where x = S, U S.. In other words,
the features nor chosen by the explanation M(-) that are
present in S’ are responsible for the predictive uncertainty
V]y]. A demonstration of this is in the results of uncertainty in
Fig. 1(b). The network is uncertain regarding its classification
based on the snout of the dog since it shares this feature with
other dog breeds in the dataset. However, GradCAM m(-)
does not consider the snout as salient as the jowls of the
dog for its decision. In our proposed method, we consider the
second residual term given by E[V(y|S,)] to calculate this
uncertainty. This leads to our second observation.

Observation IIL.2. Uncertainty in explainability occurs due
to all combinations of features that the explanation did not
attribute to the network’s decision.

The simple methodology for evaluating V' (y|S,) is by
changing S, randomly to obtain S, in a Monte-Carlo fashion.
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R contrast classes in Step 2. R is the number of class probabilities that exceed a threshold p;. In Step 3, variance across vertically stacked explanations is
calculated pixelwise and normalized to produce VOICE uncertainty. The red boxes are plug-in frameworks. Green p¢ is a hyperparameter.

However, all combination of features on complex data like im-
ages are long and impractical [50]. We propose a methodology
that effectively computes this term.

C. VOICE Theory

The second variance term in Eq. 1 V(y|S;)] is the vari-
ability in y under the presence of residual S’. For a large
majority of changes in S, there is no change in y, leading
to V(y|S,) = 0. Hence, Monte-Carlo sampling of S) can
be ineffective for a well trained network. Instead, we use
contrastive explanations that target changes within x that
lead to change in prediction from P to (). In other words,
contrastive explanations highlight those feature Sp g that
differentiate prediction P from (). The prediction y changes
when the features Sp g are deleted from S;. Mathematically
the changed probability v’ is given by,

y = f(S) 2
S! =8, — Spg 3)

Therefore, we induce changes in y by obtaining contrastive
explanations and taking a variance across the features S’, that
lead to a change in outputs y. We term this methodology
as VOICE: Variance Of Induced Contrastive Explanations.
The exact procedure for generation of VOICE uncertainty is
described in Section IV.

IV. METHODOLOGY

In this section, we describe the methodology for obtaining
VOICE along with some objective metrics to characterize
VOICE uncertainty.

A. VOICE: Variance Of Induced Contrastive Explanations

The block diagram for obtaining VOICE uncertainty is
shown in Fig. 2. Step 1 in Fig. 2 involves a forward pass of an
image x to obtain a prediction P from a trained network f(-).
Existing explanatory techniques m,, (f, x, P) where m is any
gradient-based method acts on P to answer the question ‘Why
P?’ by highlighting visual features that led to the decision
P. Note that any explanatory method that backpropagates the
logit yp of the prediction P is a necessary requirement for our
method. This is because in Step 2, a contrastive explanation

is induced by backpropagating a loss function J(-) between a
prediction P and some contrast class (). In this paper, we use
cross entropy loss since it is commonly used in training the
network. Note that there are IV possible contrast classes to cre-
ate contrastive explanations where NV is the number of classes
the network is trained to discriminate against. In ImageNet, N
is 1000. Qualitatively, each contrastive explanation answers the
question 'Why P, rather than Q?’. For a well trained network,
the softmax probabilities of only a subset of the 1000 classes
are above a threshold p;. Let R denote these classes. In step
2, we backpropagate a loss J(P, Q) through the explanatory
methods m,,, (f, z, Jp,g) where the loss replaces the prediction
logit yp similar to Contrast-CAM from [22]. We do this for
R classes to obtain R contrastive explanations. In Step 3, the
R induced contrastive explanations are vertically stacked, and
their variance is taken across each pixel to obtain a single
heatmap. This heatmap is normalized to obtain the Variance Of
Induced Contrastive Explanations (VOICE) uncertainty map
Um, that is a function of the network f(-), the image x, the
decision P and the explanatory technique m(-).

Choice of R: In Fig. 3, we show VOICE uncertainties on the
cat-dog image from ImageNet when it is passed through VGG-
16 and explained using GradCAM at different probability
thresholds p;. Fig. 3(a) with p; = 0.001 represents the case
when only those contrastive maps whose class probabilities
have a greater than random chance (+) are induced and
used, where N = 1000 is the number of classes in ImageNet
dataset. Progressively increasing the threshold leads to a better
uncertainty heatmap until p, = 0.00001 in Fig. 3(c), after
which there is no visual difference. In this paper, we use
p = 0.00001 for all visualizations.

B. Quantitative Measures on VOICE

Variance across the contrastive explanations provides a
heatmap that can be visualized. This is shown in Fig. 1. In
this subsection, we provide objective measures to quantify the
uncertainty map. We provide two measures, one of which
is a full reference metric, i.e. needing access to the base
explanatory map m to quantify u,,, and another is a no-
reference metric, i.e. does not require access to m to quantify
Uy,. The terminologies of full-reference and no-reference are
derived from the image quality assessment literature [51].
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Fig. 3. Proposed VOICE uncertainty on GradCAM [6] explanation with multiple threshold probabilities p; with (a) p+ = 0.001, (b) p¢ = 0.0001, (c)

pt = 0.00001, (d) p+ = 0.000001, (e) p+ = 0.0000001.

a) Intersection over Union (IoU): The explanatory map
m are the feature attributions that lead to a decision P. If
the explanation-specific uncertainty map wu,, overlaps with
the explanation m, then the overlap can be interpreted as the
network being uncertain about the regions in the image that
it is using to make its decision. Hence, with a high overlap,
networks do not trust their own decisions. We quantify this
overlap using Intersection over Union (IoU) metric, calculated
as,
ToU, = [tm 0l )
[t U
where the LHS is the intersection over union given a threshold
t. The numerator of the RHS denotes the number of pixels
where u,, and m overlap and the denominator signifies the
number of pixels which forms the union of wu,, and m.
Higher IoUy, less trust can be placed on the attributions made
by the explanatory map. We show this in Section V where
wrong predictions made by networks generally have higher
IoU compared to correct predictions. Additionally, since both
m and u,, are required in Eq. 4, it is a full-reference metric.
b) Signal to Noise Ratio (SNR): Signal-to-Noise Ratio
is a metric in image processing that is used to compare the
intensity of a desired signal to the intensity of background
noise. SNR is generally calculated as,

SNR = ,U'(um), (5)
o(um)

where u.,,, is the uncertainty map, p is the expected value or
mean of the uncertainty map and o is the standard deviation of
the uncertainty map. SNR expressed as Eq. 5 is the inverse of
the coefficient of variation (CV). CV is a standardised measure
of the dispersion of a probability distribution. Hence, in the
context of uncertainty quantification, SNR measures the ratio
of the mean intensity of w,, against the dispersion of the
intensity of w,, across the pixels. Higher the SNR of w,,,, more
is the uncertainty. Therefore, for a good explanatory map, SNR
of its uncertainty must be low. Note that unlike IoU, SNR is
calculated using w,, only without needing access to m and

hence, is a no-reference metric.
In literature, log-likelihood and brier score are used as
a proxy to quantify uncertainty [27]. The authors in [34]
note that both brier score and log-likelihood metrics require
ground truth annotations for their calculation. However, under

label uncertainty in practical scenarios of biomedical diag-
nosis, these annotations are sometimes unavailable. Hence,
the proposed methodology provides a means to approximate
uncertainty without requiring ground truth. In Section V, we
show that both SNR and IoU are correlated with log-likelihood
measure since they measure the residual term of predictive
uncertainty from Eq. 1.

V. RESULTS

In this section, we show both qualitative and quan-
titative results for VOICE uncertainty for the applica-
tion of image recognition. We use four popular gradient
based explanatory techniques including GradCAM [6], Grad-
CAM++ [21], Guided Backpropagation [9], and Smooth-
Grad [10]. Five commonly used neural network architec-
tures including AlexNet [52], VGG-16 [14], ResNet-18 [54],
DenseNet-169 [55], and SqueezeNet [53] and a state-of-the-art
Swin Transformer model [15] are used to showcase VOICE
uncertainty. All models are pretrained and are publicly avail-
able from the PyTorch Torchvision library. The qualitative and
quantitative results on clean data are presented in Sections V-A
and V-B respectively while the results on challenging noisy
data are presented in Sections V-C and V-D respectively.

A. Qualitative results on clean data

We show qualitative results in Fig. 4 for a pretrained VGG-
16 architecture [14]. GradCAM [6] and GradCAM++ [21]
explanations are extracted from the last convolution layer to
maximize the semantic content within the activations while
preserving spatial locality. Guided Backpropagation [9] and
SmoothGrad [10] are extracted by backpropagating the gra-
dients to the input pixel space. Hence, GradCAM and Grad-
CAM-++ highlight semantic structures directly while Guided
Backpropagation and SmoothGrad highlight pixels that col-
lectively form the structure. In this paper, we choose these
two classes of semantic and pixel explanations to illustrate
our proposed uncertainty quantification.

Similar to Fig. 1, we differentiate between whether the
network classified an image correctly or incorrectly. Note that
all four considered explanations are post hoc and hence, we
have access to their classifications. We randomly choose three
correctly classified images in the ImageNet [56] validation set.
These are a mosque, a bald eagle, and a motor scooter in
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Fig. 4. Visualization of GradCAM, GradCAM++, Guided Backpropagation, and SmoothGrad explanations and their corresponding uncertainties on three
correctly classified and two incorrectly classified randomly selected images from ImageNet validation set. Guided Backpropagation uncertainty is not easily

visible and red boxes are used to show highlights.

Figs. 4(a), (b), and (c) respectively. In Fig. 4(a), the explana-
tions provided by GradCAM and GradCAM-++ both highlight
the minaret. Additionally, GradCAM++ highlights the dome.
The uncertainties of both GradCAM and GradCAM++ centre
around their explanations with minor overlaps. This is more
apparent in Fig. 4(b), where the base of the beak of the bald
eagle is a strong indicator of its class according to GradCAM.
The uncertainty in GradCAM is noticeably centred around the
base of the beak. This shows that GradCAM is certain in its
explanation. However, this is not true for GradCAM++. A
similar analysis holds for Fig. 4(c) where the overlap between
the explanation and its uncertainty is higher for GradCAM++
than GradCAM. In Section V-B, we show that this observation
can be generalized across multiple images. The results for
Guided Backpropagation and SmoothGrad are less clear than
their semantic counterparts due to the nature of pixelwise
explanations. Guided backpropagation provides only a limited
number of pixel highlights that make variance across that index
across multiple contrastive explanations low. The uncertainties
are highlighted in red. While the uncertainties are visible in
SmoothGrad, it is more diffused compared to the uncertainties
in GradCAM and GradCAM++. Also, more emphasis is placed
on edges, which is a natural artifact of obtaining gradients
from the input layer. Hence, by qualitatively observing visual-
izations of the uncertainties for Guided Backpropagation and
SmoothGrad, no conclusions regarding the overlap between
explanations and their uncertainties can be drawn. Quantitative

evaluation in Section V-B provides better results.

In Figs. 4(d) and (e), we show explanations and their
uncertainties when the network prediction is incorrect. The
network predicts dogsled for Fig. 4(d) and barbershop for
Fig. 4(e). In Fig. 4(d), there is a noticeable large overlap
between the explanations and uncertainties of GradCAM and
GradCAM++. This indicates that the region that the network
uses for classification is the same region it is uncertain about.
This observation holds for SmoothGrad as well. Moreover, the
uncertainties are dispersed in Figs. 4(d) and (e), compared to
the correctly classified images.

B. Quantitative results on clean data

In this section, we present a quantitative analysis to validate
the overlap and dispersion hypotheses. We randomly select
500 images from the ImageNet [56] validation dataset and
pass them through 6 pretrained neural network architectures.
The resulting predictions are analyzed based on being correct
or incorrect in Table I. IoU and SNR metrics, differentiated
between correct and incorrect predictions are shown. The third
column in both ToU and SNR metrics titled % Difference
in Table I is calculated as W x 100. Hence,
it shows the % increase of IoU on wrong predictions from the
correct predictions. This varies between different networks.
For all networks except Swin Transformer, the IoU between
each prediction’s explanation and the uncertainty associated
with that explanation is greater when the network is incorrect.
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TABLE I
COMPARISON AMONG 4 EXPLANATORY TECHNIQUES AND 6 ARCHITECTURES ON IMAGENET DATASET. TOP-1 ACCURACY IS SHOWN. IDEALLY, THE %
DIFFERENCE BETWEEN IOU AND SNR MUST BE HIGHER. THE HIGHLIGHTS IN RED ARE LOWER AND EXPLAINED IN TABLE II.

ARCHITECTURE ACCURACY EXPLANATION loU SNR
(%) CORRECT WRONG % DIFFERENCE CORRECT WRONG % DIFFERENCE
GRADCAM [6] 05329  0.6242 17.13 1.0445  1.2952 24.00
GRADCAM:++[21] 0.5469  0.6732 23.09 10933 1.2620 15.44
ALEXNET [52] 3122 GUIDED BACKPROP [9]  0.0469  0.0761 62.41 0.4686  0.4964 5.93
SMOOTHGRAD [10] 0.4507  0.5904 30.99 1.0267 12010 16.97
GRADCAM [6] 07163  0.7878 9.98 0.7869  0.9268 17.77
SQUEBZENET [+-] 17 GRADCAM++[21] 07535  0.8210 8.96 0.8455  0.9634 13.94
Q : GUIDED BACKPROP [9] 0.1593 0.2166 35.98 0.3989 0.4280 7.29
SMOOTHGRAD [ 10] 0.8556  0.9169 7.16 12719 1.4645 15.14
GRADCAM [6] 07232 0.8300 14.77 14019 1.7366 26.51
GRADCAM++ [21] 07110  0.8189 15.18 12482 14113 13.07
RESNET-18 [54] 65.23 GUIDED BACKPROP [9]  0.0322  0.0446 38.28 0.4056  0.4309 6.26
SMOOTHGRAD [ 10] 03626  0.4620 27.43 0.9306  1.0755 15.57
GRADCAM [6] 03939  0.5234 32.89 0.7877  0.9536 21.06
GRADCAM:++ [21] 03905  0.5474 40.17 0.7923  0.9653 21.83
VGG-16 [14] 63.57 GUIDED BACKPROP [9]  0.0328  0.0493 50.31 0.3683  0.4004 8.73
SMOOTHGRAD [ 10] 03083 0.4493 45.73 0.8736  1.0961 25.47
GRADCAM [6] 05892  0.7860 33.39 11521 1.4572 26.48
GRADCAM:++ [21] 0.5950  0.7645 28.48 11551 1.3261 14.8
DENSENET-169 67.83 GUIDED BACKPROP [9]  0.031  0.0522 68.54 0.3959  0.4305 8.74
SMOOTHGRAD [10] 02735  0.3962 44.87 0.7937  0.9870 24.35
GRADCAM [6] 07151  0.7524 5.22 0.8655  1.0123 16.96
GRADCAM:++ [21] 02111  0.1806 -14.44 0.9608  1.0809 12.50
SWIN BASE [15] 80.61 GUIDED BACKPROP [9]  0.0606  0.0524 -13.49 0.2556  0.2708 5.93
SMOOTHGRAD [10] 03394 03723 9.69 11868 1.2606 6.22

Given that the network predicts incorrectly, it is more uncertain TABLE II

about the regions it is using to predict than if it were to
have predicted correctly. This shows that the trust placed by
the explanatory technique in its explanation is lesser since it
is using the same features to explain its decision that it is
uncertain about. Similarly, the SNR or dispersion metric is
higher when the network predictions are incorrect across all
networks and explanatory techniques.

Effect of threshold ¢ on Swin transformer In Table II, we
analyze the effect of ¢ on the IoU metric on Swin Transformer.
In Table I, ¢ is kept consistent at 0.1 among all the networks.
Increasing the value of ¢ increases the % difference in overlap
between the correct and wrong predictions. This behavior is
seen among both GradCAM and GradCAM++. Note that even
at 0.1, all CNN architectures in Table I show a positive %
difference. On the other hand, Swin transformer has —14.44%
difference indicating that the overlap on the correct predictions
is higher than the incorrect predictions. This is because the
explanations for GradCAM and GradCAM++ are extracted
from a 7 x 7 kernel which is interpolated to create a 224 x 224
image. This adds spurious overlaps between the explanations
and uncertainties. Increasing threshold ¢ eliminates the spuri-
ous overlaps, thereby increasing the % difference as depicted
in Table II.

C. Qualitative results on challenging data

In this subsection, we analyze the qualitative and quantita-
tive results on a single image of a spoonbill (ImageNet class

RESULTS OF IoU ON SWIN TRANSFORMER WITH A CHANGE IN
THRESHOLD ¢.

THRESHOLD
t CORRECT

GRADCAM
‘WRONG

GRADCAM++

% DIFFERENCE CORRECT WRONG % DIFFERENCE

-14.44
-1.55
3.90
24.52
53.15
73.04

0.1 0.7151
0.3 0.3604
0.4 0.1970
0.5 0.0930
0.6 0.0384
0.7 0.0830

0.7524
0.3756
0.2103
0.1055
0.0485
0.1206

5.22
4.21
6.77
13.44
26.29
45.34

0.2111
0.1472
0.0994
0.0592
0.0347
0.0210

0.1806
0.1361
0.1033
0.0737
0.0531
0.0364

129) across 15 increasing levels of zero-mean Additive White
Gaussian Noise (AWGN). Level 0 indicates the original image.
Increasing levels indicate increase in noise power levels with
Level 15 being the maximum considered noise. Note that after
level 7, we increase the power level from 450 to 7000 so as
to depict the trends between correct and incorrect predictions.
We present these results for VGG-16 [14] in Fig. 5.

Figs. 5(a), (b), and (c) show the explanations from Grad-
CAM, GradCAM++, and SmoothGrad along with their VOICE
uncertainties respectively. Row (a) in Fig. 5 are results on
the original spoonbill image, row (b) are results on level 7
AWGN spoonbill, and row (c) are results on level 15 AWGN
spoonbill. Row (d) in Fig. 5 shows the normalized quantitative
metrics on IoU and SNR along with normalized log-likelihood
on the y—axis, across the noise levels on the x—axis. Rows
(a) and (b) spoonbills are correctly predicted as spoonbill by
the VGG-16 network while the level 15 AWGN spoonbill in
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Fig. 5. Explanations and uncertainty of a Spoonbill perturbed with AWGN at

noise power levels of (a) 0, (b) 450, and (c) 11000, respectively. At 11000,

the network incorrectly predicts a coral reef. (d) provides normalized log-likelihood, IoU and SNR metrics across 15 noise levels. Shading indicates variance
across three runs. Background green indicates correct prediction and red indicates incorrect prediction.

Row (c) is incorrectly predicted as coral reef. In row (d),
the green background indicates that the network predicts the
class correctly across levels 0 - 7, while levels 8 - 15 are
incorrectly predicted and are represented by a red background.
To obtain row (d) in Fig. 5, we run 3 separate runs of the exper-
iment at every noise level for each explanation of GradCAM,
GradCAM++, and SmoothGrad. The epistemic uncertainty,
represented by log-likelihood, follows the expected trajectory
of gradual decrease with increase in noise levels. The steep
fall between levels 7 and 8 is due to a large increase in noise
power from 450 to 7000. Note that at lower levels of noise,
the SNR and IoU of VOICE among all three explanations is
lower. In SmoothGrad, the increase in IoU can be explained by
looking at the VOICE explanations themselves. In row (b), the
SmoothGrad VOICE is more prominent than row (a). Hence
there is more overlap with the SmoothGrad explanation. In
GradCAM++, the explanation and VOICE overlap remains
consistent between rows (a) and (b). However, in GradCAM,

the uncertainty decreases with an increase in noise levels. This
is reflected in a gradual decline in IoU in GradCAM row (d)
when the background is green. Moreover, the variance across
the 3 runs is higher in IoU and SNR as compared to log-
likelihood. This is because during each of the 3 experiments
at every noise level, the added AWGN is random so that the
predictions P from the network are different across the 3 runs.
Hence, the VOICE uncertainty is asking 'Why P,, rather than
Q?’ where P, is the prediction at run r with Py # P, # Ps.
Hence, the explanations and their corresponding uncertainties
are different across the 3 runs which is reflected in the
higher variance. Note that in row (d) of Fig 5, the values
are normalized between O and 1.

D. Quantitative results on challenging data

We use CIFAR-10C [57] as the challenging dataset to
benchmark the VOICE uncertainty metrics. CIFAR-10C pro-
vides 19 environmental, acquisition, and noise challenges
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Fig. 6. Quantitative results on three challenges from CIFAR-10C data on five progressively increasing challenge levels on the x-axis. First two columns
are derived using GradCAM explanations and last two are derived from GradCAM++.

on CIFAR-10 data. The 10000 images from CIFAR-10 test-
set are perturbed using 5 progressively increasing levels of
perturbations. Hence, each challenge has 50000 images to
benchmark VOICE uncertainty metrics. We obtain results on
all 19 challenges but show only three challenges in Fig. 6
due to space constraints. These three challenges including
gaussian blur, contrast, and JPEG compression are chosen to
showcase the diverse behaviors between IoU, SNR and log-
likelihood. Fig. 6 consists of plots where x—axis depicts the
challenge levels and y—axis plots normalized log-likelihood
and VOICE metrics. The metrics are plotted for GradCAM
and GradCAM++ explanations. Plots from each challenge and
each explanation are divided based on correct or incorrect
predictions. On contrast and gaussian blur challenges, the
SNR and IoU VOICE metrics exhibit similar behavior as
log-likelihood among both GradCAM and GradCAM++ ex-
planations. However, in JPEG compression the behavior on
challenge levels 3 and 4 between the three metrics deviates un-
der incorrect predictions. This is observed in both GradCAM
and GradCAM++ explanations. Among all 19 challenges on
CIFAR-10C, JPEG compression shows the largest deviation.
Note that log-likelihood requires ground truth to quantify
uncertainty while the proposed metrics do not.

E. Comparing explanatory techniques

Table I provides IoU and SNR quantification of VOICE
that validates the overlap and dispersion hypotheses. How-

TABLE III
COMPARING EXPLANATORY TECHNIQUES USING AUC SCORES ON
CIFAR-10C DATASET. THE BEST PERFORMING EXPLANATION FOR EVERY
CHALLENGE AND METRIC IS BOLDED.

CHALLENGES EXPLANATION ToU SNR
GRADCAM 0.24 0.31

GAUSSIAN BLUR GRADCAM++ 0.27 0.29
GUIDED BACKPROP  0.46 0.19

SMOOTHGRAD 0.32 0.49

GRADCAM 0.17 0.17

CONTRAST GRADCAM++ 0.19 0.16
GUIDED BACKkPrROP  0.22  0.29

SMOOTHGRAD 0.42 0.23

GRADCAM 0.30 0.33

GRADCAM++ 0.31 0.39

JPEG COMPRESSION GUIDED BACKPROP  0.27 0.41
SMOOTHGRAD 0.27 0.47

ever, these results are insufficient to compare between ex-
planations. For instance, Guided Backpropagation has the
highest difference between correct and incorrect prediction
IoU across all architectures, except Swin transformer. An
incorrect conclusion from the preceding statement is that
guided backpropagation is the best method (as compared
against GradCAM, GradCAM++, and SmoothGrad) since it
has less overlap between the explanation and its uncertainty.
This is an incorrect conclusion since the values of IoU is not
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comparable between explanatory methodologies. On AlexNet,
the IoU of Guided Backpropagation is 0.047 while on the
other explanations, IoU is around 0.5. Visually, the low IoU
value of Guided Backpropagation uncertainty manifests itself
as mostly black regions in Fig. 4 with the uncertain regions
highlighted within the red box to make them apparent.

Note that the variability in metric range is a common issue
within uncertainty quantification literature. For instance, log-
likelihood measure is unbounded and differs based on network,
data, and predictions. Since there is no ground truth, uncer-
tainty evaluation strategies utilize a set of samples rather than
individual predictions for a pseudo-classification task. In [58],
the authors utilize their proposed uncertainty metric to classify
between in-distribution and out-of-distribution data. Higher the
classification accuracy, better the uncertainty metric. In [19],
the authors use Area Under Accuracy Curve (AUAC) on
CIFAR-10C dataset to showcase that their uncertainty metric is
robust against increasing level of challenges. Ideally, AUAC
must remain high, even when a network is presented with
challenging data. We follow the same procedure as [19] and
provide the Area Under IoU and Area Under SNR Curves
for each of the four explanations on three challenges used
in Section V-D. From Fig. 6, the IoU and SNR VOICE
quantification must ideally be zero across increasing level
of challenges. An explanation with its AUC closer to zero
is a better explanation. We calculate the area under both
IoU and SNR measures and present them in Table III. The
best performing explanation for every challenge and metric
is bolded. Note that on average, GradCAM has both IoU and
SNR values closer to zero compared to the other explanations.
Our proposed explanation overcomes the masking limitations
in existing explanatory evaluation techniques to objectively
quantify subjective explanations.

VI. DISCUSSION
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Fig. 7. Visualization of explanations and their corresponding uncertainties
under (a) normal, (b) out-of-distribution, and (c) adversarial data.

A. Takeaways

a) Non-gradient based explanation uncertainty: The cur-
rent work of obtaining uncertainty of explanations is applicable
to only gradient-based attribution methods. The proposed
VOICE methodology is a white-box method, i.e. it requires
access to all the network parameters and its gradients to
induce uncertainty. While gradient-based methods are a pop-
ular means of visualizing feature attributions, there are other
methods that provide explanations. These include TCAV [11],
LIME [13], and Graph-CNN [59] among others. Future work
on obtaining method-based uncertainty must focus on non-
gradient explanatory techniques as well.

b) Objective measures for subjective explanations: The
theoretical analysis of predictive uncertainty shows that the
current methodology of objectively evaluating explanations
only, partly, reduces uncertainty. Masking images and decreas-
ing the V[E(y|S;)] term ignores the second term E[V (y|S;)]
in Eq. 1. A simple way of decreasing V[E(y|S;)| is by
having bigger masks. But this invariably leads to a larger area
of uncertainty and hence larger E[V (y|S;)]. Any objective
evaluation methodology that relies on masking suffers from
the same issue. Hence, either uncertainty must also be reported
along with accuracy evaluations or the proposed area under
SNR and IoU curves must be reported.

¢) VOICE uncertainty on network-targeted challenges:
In this paper, we used challenging data from CIFAR-10C
dataset where perturbations are obtained based on acquisition
challenges like contrast, shot noise, motion blur, environmental
challenges like snow, rain, fog, as well as noise characteristics.
These are natural challenges that have shown to affect the
recognition performance of neural networks. However, neural
network specific challenges like adversarial images and out-of-
distribution images that are not present in the training domain
also affect the network performance. We show two such
examples in Fig. 7. VGG-16 architecture is used to obtain all
explanations and uncertainties. The out-of-distribution (OOD)
image in Fig. 7(b) is correctly classified despite not being a
part of ImageNet. There is a larger overlap between the expla-
nations and uncertainties among both explanations in Fig. 7(b)
compared to Fig. 7(a). Note that the prediction is correct for
the OOD image unlike in Section V-B where a larger overlap
is observed when the prediction is incorrect. The adversarial
image in Fig. 7(c) is derived using I-FGSM method [23]. In
Fig. 7(a), the image is recognized correctly as a bull-mastiff.
In Fig. 7(c), the image is recognized incorrectly as a boxer.
However, both GradCAM and GradCAM++ highlight the fea-
tures of the dog in Fig. 7(a) and Fig. 7(c) to explain different
predictions. In contrast, the uncertainties of GradCAM and
GradCAM++ in Fig. 7(c) highlight the face of the cat while
the uncertainties of GradCAM and GradCAM++ in Fig. 7(a)
highlight the features around the explanation. Hence, there is
a spatial difference in occurrence of uncertainties while there
is no change in the explanations themselves. This indicates
that while explanations by themselves may not be sufficient to
detect adversarial images, VOICE uncertainty may be capable.
However, the overlap metric is insufficient here and future
work must focus on new VOICE measures on adversarial and
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OOD image detection.

B. Conclusion

In this paper, we show that all visual explanatory techniques
have some inherent uncertainty associated with them. We pro-
vide a theoretical analysis based on predictive uncertainty and
observe that existing evaluation techniques for explanations
only partially reduce predictive uncertainty. We propose a
methodology based on contrastive explanations to visualize
the remaining predictive uncertainty. In doing so, we observe
that under incorrect predictions, neural networks are often
uncertain about the same features that they use to make
predictions. Moreover, the dispersion of uncertainty as well as
the overlap of an explanation and its uncertainty can be used to
quantify the explanation’s uncertainty. These quantities exhibit
similar behavior as log-likelihood, a measure of epistemic
uncertainty.
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