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ABSTRACT

As the field of Web3 continues its rapid expansion, the security of
Web3 authentication, often the gateway to various Web3 applica-
tions, becomes increasingly crucial. Despite its widespread use as a
login method by numerous Web3 applications, the security risks
of Web3 authentication have not received much attention. This
paper investigates the vulnerabilities in the Web3 authentication
process and proposes a new type of attack. In attacks, attackers
trick users into blindly signing messages from target applications by
exploiting users’ inability to verify the source of messages, thereby
achieving unauthorized access to the target application. We have de-
veloped Web3AuthChecker, a dynamic detection tool that interacts
with Web3 authentication-related APIs to identify vulnerabilities.
Our evaluation of real-world Web3 applications shows that a stag-
gering 75.8% (22/29) of Web3 authentication deployments are at
risk of attacks. In response to this alarming situation, we imple-
mented Web3AuthGuard on the open-source wallet MetaMask to
alert users of potential attacks. Our evaluation results show that
Web3AuthGuard can successfully raise alerts in 80% of the tested
Web3 authentications. We have responsibly reported our findings
to vulnerable websites and have been assigned two CVE IDs.
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1 INTRODUCTION

Blockchain technology has been evolving rapidly since its first in-
troduction by Satoshi Nakamoto in 2008 [24]. Web3 applications,
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taking advantage of the decentralized nature of blockchain tech-
nology, have garnered significant attention from both investors
and users [21]. Decentralized Finance, or DeFi, is a prominent ex-
ample of the Web3 application, and its Total Value Locked (TVL)
was around 52 billion USD as of December 2023 [34]. The total
value of the Non-Fungible Token (NFT) marketplaces has exceeded
two billion USD [9]. In January 2024, the total value of assets in
the Web3 game Midas Miner was over one billion USD [11]. The
considerable financial activities underscore the enormous potential
of the Web3 ecosystem.

Web3 applications need to perform user authentication to grant
the correct permissions for end users to access off-chain resources.
Web3 authentication is a challenge-response protocol where the
user is identified by a public key (wallet address): the Web3 appli-
cation sends a specific message to the crypto wallet, signed by the
user, and sent back to the application. The application verifies the
signature and authenticates the user if it is valid [37]. This decentral-
ized approach differs markedly from the traditional authentication
protocols of Web2. The most common way to perform Web3 authen-
tication is through MetaMask [2], a famous Web3 wallet for users
to manage their digital assets and perform DeFi transactions. As per
statistics, MetaMask had 30 million monthly active users [13]. Since
the Web3 application is fundamentally a website, in this paper, we
use the terms application and website interchangeably.

Due to the popularity of Web3 and the large amount of money in-
volved, the security of Web3 is paramount. Existing research mainly
focuses on the security risks associated with Web3 applications.
These include vulnerabilities in smart contracts [6, 8, 14, 17, 28,
29, 31-33, 40], malicious DeFi attacks [4, 5, 10, 22, 27, 36, 41, 42],
and the security of NFT marketplaces [12, 38]. The security and
anonymity of crypto wallets [30, 35, 39], as well as cryptocurrency
scams [16, 20] have also raised concerns. However, to the best of
our knowledge, almost no work has paid attention to the security
of Web3 authentication.

To bridge the gap, this paper takes the first step toward under-
standing the security risks of Web3 authentication. We find that
during the Web3 authentication process, there needs to be a proper
way for the user to identify the origin of the message to be signed.
Also, users use crypto wallets to manage key pairs, and one key
pair is often used across multiple applications [7]. As a result, a
malicious application A can present a valid signing message from
application B for the user to sign (assuming the user uses the same
key pair on both applications, which is very common [7]). The user
blindly signs the message, unwittingly granting application A the
authorization to access application B. We call such attacks Message
Attacks. We have systematically analyzed the attack surfaces during
the Web3 authentication process, which leads to the identification
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of several categories of potential vulnerabilities in the message
design and server verification.

WEB3AUTHCHECKER. To detect attacks, we have designed and
implemented WEB3AUTHCHECKER, a dynamic detection tool that
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to the CVE program. Currently, two CVE IDs (CVE-2023-50053 and
CVE-2023-50059) have been assigned.

Demos. The PoC demos of Message Attacks and mitigation are
available at https://sites.google.com/view/web3auth.

examines the security of the Web3 authentication process. WEB3AUTHCHEGXER tributions. Our contributions are as follows:

bypasses the web page (front-end) and directly tests the API (back-
end). It requests Web3 authentication-related APIs and checks the
responses to find vulnerabilities. The tool consists of two mod-
ules: 1) Checker, which defines a set of general attack payloads and
rules for testing APIs to find potential vulnerabilities, and 2) FlexRe-
quest, an HTTP library designed to streamline testing identical
APIs on different websites. Specifically, to test a website, we load
the authentication-related APIs of the website to Checker. Checker
then instructs FlexRequest to make a series of requests to these
APIs. Finally, Checker examines the data returned by FlexRequest
to determine the potential presence of this vulnerability.

To evaluate the impact of Message Attacks, we collected 29 real-
world cases of Web3 authentication, including 25 cases of using
Web3 authentication for user login and 4 cases for profile update.
The 29 cases are from 27 websites, with some encompassing both
types. The websites we studied, which span marketplaces, games,
and services, were sourced from DappRadar and Google searches.
In January 2024 alone, these sites reported a total transaction vol-
ume exceeding 592 million US dollars and over 1.29 million unique
active wallets (UAW), underscoring the widespread nature of these
vulnerabilities. By testing the APIs of 29 cases, WEB3AUTHCHECKER
reports that 75.8% (22/29) of Web3 authentications belonging to
20 websites are vulnerable to attacks. We manually checked all 29
cases and confirmed that the results were accurate. Building upon
the foundation of the attack, we have developed more advanced
attacks: the Replay Attack renders the session mechanism ineffec-
tive, while the Multi-Message Attack allows attackers to acquire user
identities across multiple websites in a single attack. In our study
of 29 cases, we identified 11 instances of the Replay Attacks and 7 of
the Multi-Message Attacks.

WEB3AUTHGUARD. To address these vulnerabilities, websites and
crypto wallets must implement a complete Web3 authentication
update, but this is difficult to implement immediately. Therefore, we
proposed a user-side mitigation solution, WEB3AUTHGUARD, to help
users immediately mitigate attacks in crypto wallets. When a user
logs into a website B, the wallet equipped with WEB3AUTHGUARD
will extract a message template from B’s message. Later, when
the user attempts to log into a new website A, the wallet will per-
form a regex match between the message from A and the message
template from B. If a match is successful, the wallet will alert the
user about the potential attack on that website. We implement
WEB3AUTHGUARD in MetaMask’s open-source code. We tested 25
user logins, and WEB3AUTHGUARD successfully addressed 20 of
them. WEB3AUTHGUARD is unable to handle the remaining five
cases because their vulnerabilities allow an attacker to modify the
message body at will.

Responsible Disclosure. Following the responsible disclosure pol-
icy, we reported the vulnerabilities we discovered to the correspond-
ing websites. One of them (LearnBlockchain) has acknowledged and
fixed the vulnerability. Additionally, since some vendors did not
respond to our security reports, we submitted our findings directly

e New Vulnerabilities and Attacks. We conducted an in-depth
investigation of the vulnerabilities in Web3 authentication and
identified a new type of attack, called Message Attacks, and two
advanced attacks — Replay Attacks and Multi-Message Attacks (Sec-
tion ??).

o New Detection Tool (WEB3AUTHCHECKER). We implemented

a dynamic detection tool, WEB3AUTHCHECKER, to detect such

vulnerabilities. It sends requests to Web3 backends and checks

the responses to identify vulnerabilities (Section ??).

Empirical Analysis. We performed detection on 29 Web3 au-

thentication cases using WEB3AUTHCHECKER, and found that

75.8% of them are at risk of Message Attacks. We also conducted

two case studies (Section ??).

User-side Mitigation (WEB3AUTHGUARD). We designed and

implemented a user-side mitigation solution, WEB3AUTHGUARD,

which helps to alert users about a potential Message Attack when
the user attempts to log into a new website (Section ??).

e Open-source Release. To benefit the Web3 community, we
will open-source our code on GitHub, including the detection
tool WEB3AUTHCHECKER! and a MetaMask-based crypto wallet

with built-in WEB3AUTHGUARD?.

2 BACKGROUND

This section introduces the background of Web3, Web3 authenti-
cation, and crypto wallets, then explores the potential impacts of
unauthorized access in Web3 applications.

2.1 Web3

Web3, also known as Web 3.0, signifies the upcoming evolution of
the Internet. It will move away from centralized servers and data
centers owned by a few large corporations and instead use a dis-
tributed network, blockchain, to host the data [21]. Blockchains are
decentralized ledgers that record transactions across many nodes
(miners). This ensures that the data cannot be altered without the
consensus of the network.

Web3 Application. Applications built on the blockchain network
are called Web3 applications or decentralized applications (DApps).
Web3 applications cover a broad scope, including NFT marketplaces
(NFTM), which allow creators and buyers to trade digital assets
efficiently and securely; decentralized exchanges (DEX), which en-
able trading of digital currencies without a central authority; and
decentralized finance (DeFi) platforms provide financial services
such as lending and borrowing. Each Web3 application typically
consists of a smart contract and a website. Smart contracts automate
operations (transactions) and store critical data on the blockchain,
enhancing transparency and security. Websites serve as the user
interface and manage off-chain data. While some Web3 applica-
tions are embedded within mobile apps like crypto wallets, they

Uhttps://github.com/d0scoo1/Web3AuthChecker
Zhttps://github.com/d0scool/Web3AuthGuard
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Figure 1: Web3 Authentication Process.

fundamentally function as websites. This paper focuses on websites
of Web3 applications and uses the terms application and website
interchangeably.

Web3 Authentication. Web3 authentication is a decentralized
off-chain authentication technology based on cryptography. Web3
authentication offers benefits such as anonymity, security, and de-
centralization and is widely used in Web3 applications [25]. In these
applications, users can employ their public keys as identifiers to
manage their off-chain data. Specifically, it uses asymmetric en-
cryption, where the client (crypto wallet) signs a specific message
with their private key, and the server (Web3 application) verifies
the message and its signature to authenticate the user’s identity
(public key) [19]. Compared to Web2 authentication technologies,
Web3 employs elliptic curve algorithms, which provide enhanced
security. Moreover, in the Web3 ecosystem, public keys serve as
identifiers, offering better anonymity. In contrast, Web2 authen-
tication methods [15, 18, 23, 26] often require users to provide
personally identifiable information (PII), such as phone numbers
and email addresses. These are stored on centralized servers, ex-
posing users to risks like privacy breaches. Furthermore, Web3
authentication allows users to maintain a unified identity (public
key) across multiple applications and services. Users no longer
need to manage accounts and passwords for each website, which
simplifies the user experience and reduces security risks.

Crypto Wallet. Crypto wallets are a crucial component of the
Web3 ecosystem, allowing users to securely store and manage their
digital assets (key pairs) using hardware or software [35]. Most
Web3 applications (websites) are compatible with popular crypto
wallets and interact with them through APIs such as Web3.js [3] or
ethers.js [1]. When a user accesses a website, the website examines
the browser for the presence of a Web3 provider, which is the API

interface for crypto wallets. If the Web3 provider is detected, the
website establishes a connection to it and prompts the user to con-
nect their wallet. After user approval, the wallet shares the account
addresses (public keys) with the website. This facilitates subsequent
interactions, including transactions, smart contract operations, and
Web3 authentication.

2.2 Impacts of Unauthorized Access in Web3

Asset Loss. Web3 authentication only grants users access to off-
chain data, and on-chain transactions usually require additional
signatures so that Web3 authentication will not impact users’ on-
chain assets. However, attackers can still profit from unauthorized
access to user accounts. Here, we highlight two significant asset
losses: Unlocked Content and Unfair Trading.

Unlocked Content. In NFT marketplaces, some items are valued
from unlocked content. If attackers gain unauthorized access to these
accounts, they can directly access the locked content without any
cost. Moreover, most Web3 websites do not have abnormal login
detection, meaning that the owners may never be notified when
their locked content is leaked or stolen.

Unfair Trading. An NFT’s characteristics directly influence its
value, with rarer traits often commanding higher prices [12]. For
instance, in a popular game, CryptoKitties, the cost of each cat
is determined by 13 distinct properties. While an attacker gen-
erally cannot manipulate the price of an item without signature
authorization, they could alter the properties without restrictions
in collections that support lazy minting. This could allow an at-
tacker to change the properties of a low-value item to a rare one
and then purchase it, resulting in an unfair trade. Even if the owner
detects the attack afterward, they cannot reverse the transaction.
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Lazy minting allows creators to produce NFTs without upfront gas
costs, significantly reducing the barriers to selling NFTs.

Compromised Anonymity and Reputation. The key pair in
the crypto wallet is randomly generated, so the user’s public key
(address) has good anonymity, but an attacker who gains access to
a user’s account can link the user’s address to personal information
such as email, effectively breaking the anonymity. Moreover, unau-
thorized access can damage users’ reputations, as attackers may
use the user’s account for illegal activities. NFT marketplaces allow
users to link their social media accounts, such as Twitter or Face-
book. These social media accounts represent important channels
for artists to strengthen their connections with users and promote
their artworks [38], which attackers can exploit to encourage illegal
activities, causing reputational damage.

REFERENCES

1]
]
]
]

SN

(5

=

[10]

(11

[12]

[13

[14]

[16

[17]

(18]

[19]

2023. Ethers.js. https://docs.ethers.org/v6/. (Accessed on 01/27/2024).

2024. Metamask. https://metamask.io/. (Accessed on 01/27/2024).

2024. Web3js. https://web3js.org/. (Accessed on 01/27/2024).

Kushal Babel, Philip Daian, Mahimna Kelkar, and Ari Juels. 2023. Clockwork
Finance: Automated Analysis of Economic Security in Smart Contracts. In Proc.
of the 44th IEEE Symposium on Security and Privacy (S&P 2023).

Kushal Babel, Mojan Javaheripi, Yan Ji, Mahimna Kelkar, Farinaz Koushanfar,
and Ari Juels. 2023. Lanturn: Measuring Economic Security of Smart Contracts
Through Adaptive Learning. In Proc. of the ACM SIGSAC Conference on Computer
and Communications Security (CCS 2023).

Priyanka Bose, Dipanjan Das, Yanju Chen, Yu Feng, Christopher Kruegel, and
Giovanni Vigna. 2022. SAILFISH: Vetting Smart Contract State-Inconsistency
Bugs in Seconds. In Proc. of the 43rd IEEE Symposium on Security and Privacy,
(S&P 2022).

Ting Chen, Zihao Li, Yuxiao Zhu, Jiachi Chen, Xiapu Luo, John Chi-Shing Lui,
Xiaodong Lin, and Xiaosong Zhang. 2020. Understanding Ethereum via Graph
Analysis. ACM Trans. Internet Techn. (2020).

Ting Chen, Yufei Zhang, Zihao Li, Xiapu Luo, Ting Wang, Rong Cao, Xiuzhuo
Xiao, and Xiaosong Zhang. 2019. TokenScope: Automatically Detecting Incon-
sistent Behaviors of Cryptocurrency Tokens in Ethereum. In Proc. of the ACM
SIGSAC Conference on Computer and Communications Security (CCS 2019).
Coinmarketcap. 2024. Highest Price NFT Stats. https://coinmarketcap.com/.
(Accessed on 01/27/2024).

Philip Daian, Steven Goldfeder, Tyler Kell, Yunqi Li, Xueyuan Zhao, Iddo Bentov,
Lorenz Breidenbach, and Ari Juels. 2020. Flash Boys 2.0: Frontrunning in Decen-
tralized Exchanges, Miner Extractable Value, and Consensus Instability. In Proc.
of the 41th IEEE Symposium on Security and Privacy (S&P 2020).

DappRadar. 2024. Midas Miner. https://dappradar.com/dapp/midas-miner. (Ac-
cessed on 01/27/2024).

Dipanjan Das, Priyanka Bose, Nicola Ruaro, Christopher Kruegel, and Giovanni
Vigna. 2022. Understanding Security Issues in the NFT Ecosystem. In Proc. of the
ACM SIGSAC Conference on Computer and Communications Security (CCS 2022).
EarthWeb. 2022. Ethereum Wallet MetaMask Passes 30M Users, Plans DAO
and Token. https://decrypt.co/95039/metamask-consensys-30-million-users.
(Accessed on 01/27/2024).

Joel Frank, Cornelius Aschermann, and Thorsten Holz. 2020. ETHBMC: A
Bounded Model Checker for Smart Contracts. In Proc. of 29th USENIX Security
Symposium (USENIX Security 2020).

Maximilian Golla, Grant Ho, Marika Lohmus, Monica Pulluri, and Elissa M.
Redmiles. 2021. Driving 2FA Adoption at Scale: Optimizing Two-Factor Au-
thentication Notification Design Patterns. In Proc. of the 30th USENIX Security
Symposium (USENIX Security 2021).

Bowen He, Yuan Chen, Zhuo Chen, Xiaohui Hu, Yufeng Hu, Lei Wu, Rui Chang,
Haoyu Wang, and Yajin Zhou. 2023. TxPhishScope: Towards Detecting and
Understanding Transaction-based Phishing on Ethereum. In Proc. of the ACM
Conference on Computer and Communications Security (CCS 2023).

Ningyu He, Ruiyi Zhang, Haoyu Wang, Lei Wu, Xiapu Luo, Yao Guo, Ting Yu,
and Xuxian Jiang. 2021. EOSAFE: Security Analysis of EOSIO Smart Contracts.
In Proc. of the 30th USENIX Security Symposium (USENIX Security 2021).

Louis Jannett, Vladislav Mladenov, Christian Mainka, and Jérg Schwenk. 2022.
DISTINCT: Identity Theft using In-Browser Communications in Dual-Window
Single Sign-On. In Proc. of the ACM SIGSAC Conference on Computer and Com-
munications Security (CCS 2022).

Don Johnson, Alfred Menezes, and Scott A. Vanstone. 2001. The Elliptic Curve

Digital Signature Algorithm (ECDSA). Int. J. Inf. Sec. 1, 1 (2001), 36-63. https:
//doi.org/10.1007/S102070100002

Kailun et al.

Xigao Li, Anurag Yepuri, and Nick Nikiforakis. 2023. Double and Nothing:
Understanding and Detecting Cryptocurrency Giveaway Scams. In Proc. of the
30th Annual Network and Distributed System Security Symposium (NDSS 2023).
Zhuotao Liu, Yangxi Xiang, Jian Shi, Peng Gao, Haoyu Wang, Xusheng Xiao,
Bihan Wen, Qi Li, and Yih-Chun Hu. 2022. Make Web3.0 Connected. IEEE Trans.
Dependable Secur. Comput. (2022).

Robert McLaughlin, Christopher Kruegel, and Giovanni Vigna. 2023. A Large
Scale Study of the Ethereum Arbitrage Ecosystem. In Proc. of the 32nd USENIX
Security Symposium (USENIX Security 2023).

Collins W. Munyendo, Philipp Markert, Alexandra Nisenoff, Miles Grant, Elena
Korkes, Blase Ur, and Adam J. Aviv. 2022. "The Same PIN, Just Longer": On the
(In)Security of Upgrading PINs from 4 to 6 Digits. In Proc. of the 31st USENIX
Security Symposium (USENIX Security 2022).

Satoshi Nakamoto. 2008. Bitcoin: A Peer-to-Peer Electronic Cash System. https:
//bitcoin.org/bitcoin.pdf. (Accessed on 01/27/2024).

Williams Peter. 2023. Web3 Authentication: What is it? What Use Can It
Have? https://medium.com/coinmonks/web3-authentication-what-is-it-what-
use-can-it-have-71bca4a70895. (Accessed on 04/17/2024).

Pieter Philippaerts, Davy Preuveneers, and Wouter Joosen. 2022. OAuch: Ex-
ploring Security Compliance in the OAuth 2.0 Ecosystem. In Proc. of the 25th
International Symposium on Research in Attacks, Intrusions and Defenses (RAID
2022).

Kaihua Qin, Liyi Zhou, Benjamin Livshits, and Arthur Gervais. 2021. Attacking
the DeFi Ecosystem with Flash Loans for Fun and Profit. In Proc. of the 25th
Financial Cryptography and Data Security (FC 2021).

Michael Rodler, Wenting Li, Ghassan O. Karame, and Lucas Davi. 2019. Sereum:
Protecting Existing Smart Contracts Against Re-Entrancy Attacks. In Proc. of the
26th Annual Network and Distributed System Security Symposium (NDSS 2019).
Christoph Sendner, Huili Chen, Hossein Fereidooni, Lukas Petzi, Jan Konig, Jasper
Stang, Alexandra Dmitrienko, Ahmad-Reza Sadeghi, and Farinaz Koushanfar.
2023. Smarter Contracts: Detecting Vulnerabilities in Smart Contracts with Deep
Transfer Learning. In Proc. of the 30th Annual Network and Distributed System
Security Symposium (NDSS 2023).

I Wayan Budi Sentana, Muhammad Ikram, and Mohamed Ali Kaafar. 2023. An
Empirical Analysis of Security and Privacy Risks in Android Cryptocurrency
Wallet Apps. In Proc. of the 21st Applied Cryptography and Network Security (ACNS
2023).

Sven Smolka, Jens-Rene Giesen, Pascal Winkler, Oussama Draissi, Lucas Davi,
Ghassan Karame, and Klaus Pohl. 2023. Fuzz on the Beach: Fuzzing Solana Smart
Contracts. In Proc. of the ACM SIGSAC Conference on Computer and Communica-
tions Security (CCS 2023).

Sunbeom So, Seongjoon Hong, and Hakjoo Oh. 2021. SmarTest: Effectively
Hunting Vulnerable Transaction Sequences in Smart Contracts through Lan-
guage Model-Guided Symbolic Execution. In Proc. of the 30th USENIX Security
Symposium (USENIX Security 2021).

Sunbeom So, Myungho Lee, Jisu Park, Heejo Lee, and Hakjoo Oh. 2020. VERIS-
MART: A Highly Precise Safety Verifier for Ethereum Smart Contracts. In Proc.
of the IEEE Symposium on Security and Privacy (S&P 2020).

theblock.co. 2024. Total value locked across DeFi protocols has surged to levels
last seen before the collapse of FTX. https://www.theblock.co/post/269669/total-
value-locked-across-defi-protocols-has- surged- to-levels-last-seen-before- the-
collapse-of-ftx. (Accessed on 01/27/2024).

Md Shahab Uddin, Mohammad Mannan, and Amr M. Youssef. 2021. Horus: A
Security Assessment Framework for Android Crypto Wallets. In Proc. of the 17th
Security and Privacy in Communication Networks (SecureComm 2021).

Friedhelm Victor and Andrea Marie Weintraud. 2021. Detecting and Quantifying
Wash Trading on Decentralized Cryptocurrency Exchanges. In Proc. of the ACM
Web Conference (WWW 2021).

Shicheng Wan, Hong Lin, Wensheng Gan, Jiahui Chen, and Philip S. Yu.
2023. Web3: The Next Internet Revolution. CoRR abs/2304.06111 (2023).
arXiv:2304.06111

Bryan White, Aniket Mahanti, and Kalpdrum Passi. 2022. Characterizing the
OpenSea NFT Marketplace. In Proc. of the Companion of The Web Conference
(WWW Companion 2022).

Kailun Yan, Jilian Zhang, Xiangyu Liu, Wenrui Diao, and Shanqing Guo. 2023. Bad
Apples: Understanding the Centralized Security Risks in Decentralized Ecosys-
tems. In Proc. of the ACM Web Conference (WWW 2023).

Mengya Zhang, Xiaokuan Zhang, Yinqian Zhang, and Zhigiang Lin. 2020.
TXSPECTOR: Uncovering Attacks in Ethereum from Transactions. In Proc. of the
29th USENIX Security Symposium (USENIX Security 2020).

Liyi Zhou, Kaihua Qin, Antoine Cully, Benjamin Livshits, and Arthur Gervais.
2021. On the Just-In-Time Discovery of Profit-Generating Transactions in DeFi
Protocols. In Proc. of the 42nd IEEE Symposium on Security and Privacy (S&P
2021).

Liyi Zhou, Xihan Xiong, Jens Ernstberger, Stefanos Chaliasos, Zhipeng Wang, Ye
Wang, Kaihua Qin, Roger Wattenhofer, Dawn Song, and Arthur Gervais. 2023.
SoK: Decentralized Finance (DeFi) Attacks. In Proc. of the 44th IEEE Symposium
on Security and Privacy (S&P 2023).


https://docs.ethers.org/v6/
https://metamask.io/
https://web3js.org/
https://coinmarketcap.com/
https://dappradar.com/dapp/midas-miner
https://decrypt.co/95039/metamask-consensys-30-million-users
https://doi.org/10.1007/S102070100002
https://doi.org/10.1007/S102070100002
https://bitcoin.org/bitcoin.pdf
https://bitcoin.org/bitcoin.pdf
https://medium.com/coinmonks/web3-authentication-what-is-it-what-use-can-it-have-71bca4a70895
https://medium.com/coinmonks/web3-authentication-what-is-it-what-use-can-it-have-71bca4a70895
https://www.theblock.co/post/269669/total-value-locked-across-defi-protocols-has-surged-to-levels-last-seen-before-the-collapse-of-ftx
https://www.theblock.co/post/269669/total-value-locked-across-defi-protocols-has-surged-to-levels-last-seen-before-the-collapse-of-ftx
https://www.theblock.co/post/269669/total-value-locked-across-defi-protocols-has-surged-to-levels-last-seen-before-the-collapse-of-ftx
https://arxiv.org/abs/2304.06111

	Abstract
	1 Introduction
	2 Background
	2.1 Web3
	2.2 Impacts of Unauthorized Access in Web3 

	References

