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Abstract—The fifth generation (5G) of cellular networks starts
a paradigm shift from the traditional monolithic system design
to a Service Based Architecture, that fits modern perfor-
mance requirements and scales efficiently to new services.
This paradigm will be the foundation of future cellular core
networks beyond 5G. The new architecture splits network
functionalities into smaller logical entities that can be disag-
gregated logically, physically, and geographically. This affords
interoperability between the mobile network operators and
commercial software and hardware vendors or cloud providers.
By making use of commodity services and products, this system
construct inherits the vulnerabilities in those underlying tech-
nologies, thereby increasing its attack surface and requiring
a rigorous security analysis. In this work, we review the
security implications introduced in B5G networks, and the
security mechanisms that are supported by the 5G standard.
We emphasize on the support of Zero Trust Architecture in 5G
and its relevance in decentralized deployments. We revisit the
definition of frust in modern enterprise network operations and
identify important Zero Trust properties that are weakened by
the nature of cloud deployments. To that end, we propose a
vertical extension of Zero Trust, namely, Zero Trust Execution,
to model untrusted execution environments, and we provide an
analysis on how to establish trust in Beyond-5G network archi-
tectures using Trusted Execution Environments. Our analysis
shows how our model architecture handles the increased attack
surface and reinforces the Zero Trust Architecture principles
in the 5G Core, without any changes to the 5G standard.
Finally, we provide experimental results over a 5G testbed
using Open5GS and UERANSIM that demonstrate minimal
performance overhead, and a monetary cost evaluation.

1. Introduction

Cellular networks are constantly evolving, and consti-
tute the cornerstone of global communications for social,
entertainment, and critical operation purposes alike. Thanks
to technological advancements, every network generation
provides significant quality of service improvements, new
features, and improved security and privacy mechanisms.
The upcoming generations promise to revolutionize the way
we communicate and access services, within society or busi-
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ness, industry or even medical care. Their use cases include
smart factories for Industry 4.0 [1], [2], monitoring devices
for Health IoT [3], autonomous-vehicle communications [4],
and holographic communications. Such disparate use cases
require drastically different performance guarantees, e.g.
high throughput, low latency or ultra-high reliability. To
address this challenge, 5G introduces a major architectural
change, redesigning the mobile core. This change constitutes
the foundation for Beyond-5G (B5G) networks, such as the
6G and 7G, which mainly improve on the Radio Access
Network (RAN) [5]-[9].

The 5G Core (5GC) adapts to diverse use cases by
substantially increasing the flexibility of the network. To ac-
complish that, SGC transitions from the traditional, physical-
entity based cellular architecture to a Service Based Ar-
chitecture (SBA). This architecture splits the functionalities
previously provided by physical entities into multiple virtual
Network Functions (NFs), and deploys them in a highly
modular infrastructure, where each NF is now deployed
as software running on decentralized hardware. Such an
adaptive and flexible architecture can be efficiently deployed
thanks to recent advances in technologies such as Software
Defined Networks (SDN) and Network Function Virtualiza-
tion (NFV) [10].

The advantages of an SBA are manifold. First, the Core
Network (CN) can be deployed in various configurations,
providing flexibility and cost-efficiency from an operational
perspective [11]. Secondly, it simplifies the seamless inte-
gration of vendor NFs into the architecture using standard-
ized APIs. Moreover, it enables the configuration of logical
networks running on top of the physical infrastructure, a
paradigm termed Network Slicing [12]. This new approach
effectively allows on-demand delivery of services like Ultra-
Reliable Low-Latency Communications (URLLC), massive
Machine Type Communications (mMTC), or enhanced Mo-
bile Broadband (eMBB), by a common infrastructure. Last
but not least, an SBA enables the SGC to serve as the back-
bone for the computationally demanding features expected
in 6G and 7G.

Although the virtualization-based paradigm creates a
vast range of opportunities, it also expands the attack sur-
face of modern cellular networks. It forces the decentralized
deployment of network components, on a variety of plat-



TABLE 1. GLOSSARY OF ACRONYMS.

5GC 5G Core Network

AMF Access and Mobility Management Function
ARM CCA  ARM Confidential Compute Architecture
AUSF Authentication Server Function

B5G Beyond-5G

CN Core Network

DN Data Network

FDE Full Disk Encryption

IBM PEF IBM Protected Execution Facility
MANO Management and Network Orchestration
MNO Mobile Network Operator

NEF Network Exposure Function

NF Network Function

NFV Network Function Virtualization
NFVI Network Function Virtualization Infrastructure
NRF Network Function Repository Function

NS Network Slice

NSSF Network Slice Selection Function

OSS/BSS Operations Support Systems/Business Support Systems
PCF Policy Control Function

RAN Radio Access Network

SBA Service Based Architecture

SBI Service Based Interface
SDN Software Defined Networks

forms that may not be owned or managed by the operator.
Such modern heterogeneous systems resolve to Zero Trust
(ZT) approaches to complement the traditional perimeter-
based security defenses.

In this paper, we extend the notion of ZT and define
Zero Trust Execution (ZTE) that models untrusted execution
environments. We examine how trust in B5G cellular net-
works is reinforced using Trusted Execution Environments
(TEEs) in the CN deployment, such that it adheres to the
ZTE principles. Finally, we benchmark the performance
of our design and find that secure computation can be
achieved with minimal overhead, acceptable for the control
functionalities of the 5GC, and at a reasonable monetary
cost.

The rest of the paper is structured as follows: In sec-
tion 2 we provide background on modern cellular networks,
including the revised core architecture in 5G and the path
toward 6G and 7G. In section 3 we describe the security
challenges, provide background on ZT pillars and define
our extended notion of vertical ZT. In section 5 we provide
background on TEEs and a comparison of the state of the art.
Section 6 describes our proposed model architecture along
with a detailed security analysis, followed by our experimen-
tal results in section 7, and our conclusions in section 8.
We also provide a glossary table with the acronyms used
throughout the paper in Table 1.

2. Modern Cellular Networks

The latest cellular standard, 5G, introduces a major ar-
chitectural shift in the CN, which is the foundation for
B5G networks. At the time of writing, 4G has been de-
ployed at the biggest part of the globe and 5G coverage is
rapidly expanding in standalone (5G SA) or non-standalone
(5G NSA) configurations [13]. For the foreseeable future,

SEAF Security Anchor Function

SEV Secure Encrypted Virtualization
SEV-ES SEV-Encrypted State

SEV-SNP  SEV-Secure Nested Paging
SGX Software Guard Extensions
SME Secure Memory Encryption
SMF Session Management Function
SP Secure Processor

SUCI Subscription Concealed Identifier
SUPI Subscription Permanent Identifier
SVM Secure Virtual Machine

TCB Trusted Computing Base

TDX Trust Domain Extensions

TEE Trusted Execution Environment
TME Total Memory Encryption
UDM Unified Data Management

UE User Equipment

UPF User Plane Function

VM Virtual Machine

VNF Virtualized Network Function
7T Zero Trust

ZTA Zero Trust Architecture

ZTE Zero Trust Execution

these technologies will likely coexist, each one serving a
different purpose. In the future, BSG networks will focus
on advanced connectivity and higher spectrum frequencies,
making them ideal for Al-enhanced cellular services and
bandwidth-intensive workloads.

Naturally, there are no extensive details or standardiza-
tion for 6G and 7G beyond technology blogs and experts’
discussions, while 8G features are based on speculations.
The sixth generation is predicted to unroll by 2030, and its
standardization project to complete sometime in 2025 [14].
Expert discussions for both 6G and 7G suggest that these
generations will leverage the CN architecture introduced by
5@, and improve on the RAN by adding new features and
technologies, as well as expanding the use of virtualization
to the RAN [15], [16]. On the other hand, 5G has been
largely standardized and there are multiple closed and open
source software for both the CN and RAN that support
research experiments [17]-[21]. In this section we provide a
detailed background on the new architecture of the SGC and
continue on to describe B5G networks and their relationship
with 5G networks.

2.1. 5G Core Network System: Network Functions

The 5G system architecture is modernized to provide
flexibility and versatility, required by the new services envi-
sioned in next-generation cellular communications. Previous
generations implement network functionalities using physi-
cal network entities, which are rigid and do not scale easily.
Instead, 5G rearranges these functionalities into multiple
virtual entities that can be deployed using container tech-
nologies, such as Kubernetes or AWS ECS, and cloud-based
platforms. As an example, the 4G Mobility Management
Entity (MME), which handles user mobility, session man-
agement, and user authentication, is decomposed in separate



5G NFs that offer equivalent services. The Access and Mo-
bility Management Function (AMF) handles mobility man-
agement, the Session Management Function (SMF) manages
the User Equipment (UE) session, and the Authentication
Server Function (AUSF) provides authentication functions
for UE authentication.

This split provides scalability, operational flexibility,
and the ability to create new services in an agile manner,
by simply deploying additional functions in a cloud-native
infrastructure. The 5G system architecture is standardized
by the 3GPP organization, and the key network functions
in the 5G system as of 3GPP Release 17 are depicted in
Figure 1. The system architecture includes 5G CN, RAN
and UE. In this work we focus on the 5G CN and briefly
describe the functionalities of the main NFs that are crucial
for the basic network operation.

Access and Mobility Function (AMF) and Security
Anchor Function (SEAF). The AMF is the UE entry point
to the CN for control messages. As such, AMF is involved
in UE registration, paging of idle UEs, and mobility man-
agement. Control messages are protected through encryption
and integrity protection, and the AMF stores the UE secu-
rity context and decides which security algorithms the UE
should use. Additionally, the SEAF is commonly collocated
with the AMF, and acts as an intermediary between the UE
and the CN in authentication procedures.

Session Management Function (SMF) and User
Plane Function (UPF). 5G follows a Control and User Plane
Separation (CUPS) architecture, decoupling the UE control
and data planes in two different NFs: the SMF and UPF
respectively. The SMF provides session management for the
UEs, and is responsible for establishing the PDU session
between the UE and a given Data Network (DN), tunnelled
through the UPF. Hence, the UPF is the interconnection
point between UEs and other DNs outside of the cellular
infrastructure and is in charge of encapsulation and decap-
sulation of UE traffic, packet routing and forwarding and
QoS handling.

Unified Data Management (UDM) and Authentica-
tion Server Function (AUSF). The UDM is a centralized
database that stores UE information and credentials. The
UDM retrieves subscription data upon request, e.g. an SMF
might request UE allowed services when configuring a PDU
session. The AUSF plays an important role in the UE
authentication process. When a UE triggers a registration
request, the AUSF requests the authentication vectors from
the UDM, performs mutual authentication with the UE, and
notifies the UDM of the outcome. As a reference, AUSF and
UDM functions together cover most of the functionalities
of the Home Subscriber Server (HSS) of previous network
generations.

Network Function Repository Function (NRF) and
Network Exposure Function (NEF). The NRF is the repos-
itory of all the NFs and services currently available in
the operator’s network. As such, NRF is in charge of: a)
NF registration, b) authorization and authentication between
NFs, and c) service discovery, i.e. exposing which services
an NF offers to the rest of the network. The NEF exposes
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Figure 1. 5G System Architecture [17]
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5G CN services and capabilities to third parties. NRF and
NEF can be used together to provide a platform for 3rd
party developers to create new services.

Network Slice Selection Function (NSSF) and Net-
work Slice Specific Authentication and Authorization Func-
tion (NSSAAF). Network slicing is a technique that enables
the multiplexing of NFs and network interfaces to create an
isolated end-to-end network that fulfils certain requirements,
e.g. URLLC and eMBB. During initial access, the UE ac-
cessing the network requests a set of slices. This information
is forwarded to the NSSF, which confirms the selected slices,
or assigns a default slice if the UE did not specify any.
The lack of slicing access control procedures in the initial
Release 15 lead to unauthorized slice access by a UE. This
was addressed by the inclusion of the NSSAAF in Release
16. The NSSAAF performs slice-specific authentication and
authorization after initial registration to the CN. [22].

For brevity, we direct the reader to the 3GPP docu-
ments [17] for details about the remaining NFs.

2.2. Service-Based Architecture in the 5G Control
Plane

In order to enable versatile and agile network config-
urations (e.g. relocate NFs to other servers) the control-
plane NF interfaces need to evolve. The traditional model of
point-to-point connections between physical entities is inef-
ficient for dynamically reconfigurable Virtualized Network
Functions (VNFs). 5G adapts to the new paradigm with a
Service-Based Architecture for the control-plane interfaces.

This architecture follows an NF Service Framework,
where network functionalities are exposed as on-demand
web services by an authorized NF (NF Service Producer) to
an authorized NF (NF Service Consumer) through a Service
Based Interface (SBI). The interfaces exposed by NFs can
be seen in Figure 1, where for instance Namf is the interface
exposed by the AMF to other service consumers. This way,
different vendors can deploy NFs that adhere to the SBA
without modifications to the existing system. Moreover, the
5GC control-plane uses modern software frameworks, i.e.
RESTful design of APIs, JSON and HTTP/2 over TCP for
the SBI.



2.3. Management, Orchestration, and Automation

Management and Orchestration of a cellular network
entails a diverse set of functions that include service provi-
sioning, network configuration and planning, monitoring and
fault management, billing and subscriptions, revenue man-
agement, product marketing, and more. Traditional com-
munication networks managed these activities with two
separate IT systems, Operations Support Systems (OSS)
and Business Support Systems (BSS). OSS and BSS were
distinguished by a separation of concerns between network
operations and the business plan around which the network
is built. With an increasing number of services provided
by cellular networks, OSS/BSS are now commonly referred
to as one system, and are connected by simple interfaces.
To support the VNF infrastructure and automated 5G core
deployment, ETSI introduced the NFV Management and
Network Orchestration (MANO) [23] layer, which was sub-
sequently adopted by 3GPP [24].

OSS/BSS and NFV MANO are closely interconnected
to support static allocation and dynamic reconfiguration of
network functions and slices, based on the requirements
of the network. Substantial work in industry and academia
seeks the optimal management and orchestration model, and
which layers should be responsible for static or dynamic
allocation of NFs and Network Slices (NSs) [25]-[32].
The OSS/BSS and MANO architecture details are beyond
the scope of this work, however their role in automated
deployment of the core is taken into consideration in our
proposed model and security analysis.

2.4. Beyond 5G (B5G) Networks

The 5GC architecture was designed with future cellular
networks in mind, commonly referred to as BSG networks.
6G and 7G are predicted to benefit significantly from the ef-
ficiency, flexibility, and automated-reconfiguration potential,
as most of the changes they introduce affect the RAN. In
the rest of this section we provide some details on various
improvements and changes expected in B5SG networks.

The sixth generation of cellular networks is proposed to
integrate advanced features in the existing 5G technologies.
6G will build on the 5G infrastructure in order to expand on
land, air, sea, and space [33]. Some of the 6G milestones in
communications are holographic communications, artificial
intelligence, high precision manufacturing, new technologies
such as sub-THz or VLC (Visible Light Communications),
3D coverage framework, terrestrial and aerial radio Access
Points. To this end, 6G is planned to transform the RAN
architecture into a cell-less model, where the UEs connect
to the RAN and not to a single cell [5], and take advantage of
higher frequencies than the ones used in 5G. Moreover, 6G
is planned to virtualize additional components of the PHY
and MAC protocol layers. Currently, PHY and MAC require
dedicated hardware implementations as was the case for
the core network before 5G, but operators and vendors are
already moving toward virtualized components [34], [35].
6G is expected to standardize this in a model architecture,

similarly to the 5G CN. This virtualization will decrease the
costs of networking equipment and make massively dense
deployment in 6G economically feasible. For the time being,
6G is merely a symbol, with a single definition or standard
not existent, and an expected launch date by 2030 [36].

Subsequent technologies like 7G are expected to add
even more features on top of existing versions, such as
satellite functionalities, intelligent radios, higher frequen-
cies, and extensive use cases such as crime control, health
monitoring, disaster preparedness, and more [6], [16]. One
important observation is that modern and future cellular
networks follow an architectural paradigm set by 5G, with
most of the expected advancements happening in the RAN,
and the mobile core being extended as needed. It is therefore
even more critical to invest in future-proofing the mobile
core security in response to the very recent architectural
paradigm shifts from 4G to 5G.

3. Security in BSG Networks

In this section we provide an overview of the security
mechanisms utilized at different layers of 5G networks.
We analyze the security implications of the transition to a
service-based, decentralized architecture, and describe our
problem statement.

3.1. Security overview in 5G Core

The increasing importance of security in cellular networks is
embodied by 3GPP in the new set of security requirements
defined for 5G in Technical Specification 33.501 [37]. The
evolution of the 5G CN, now fully virtualized and built on
top of web services deployed on cloud-based architectures,
requires a completely new security approach. Furthermore,
the incorporation of an SBA approach requires careful ac-
cess control management, as now NF communications are
no longer point-to-point but service-based, i.e. available to
everyone, and any NF can request services on-demand.
Hence, the SGC follows a multi-level security approach for
the control plane.

At the transport layer, 3GPP mandates that direct com-
munication between NFs supports mutual authentication and
data confidentiality and integrity, which is addressed by the
use of TLS v1.2 or v1.3. In addition, access authorization
for NF services at the application layer is achieved using
OAuth2.0, with the NRF performing the role of the authen-
ticator. TLS and OAuth2.0 are supported by a Public-Key
Infrastructure (PKI) for the client and server certificates,
which requires provisioning of keys, a Certification Author-
ity (CA), and secure storage of certificates in NFs. This
aspect is not defined by the 3GPP standard, and a solution
is up to operators and manufacturers.

Security in 5G roaming scenarios is enhanced by the
addition of an edge function between mobile networks, the
Security Edge Protection Proxy (SEPP). The use of SEPP
adds end-to-end application level security, which was not
provided by the Diameter Edge Agent (DEA) deployed in
4G roaming scenarios. The interface between the SEPP of



a Visited PLMN (VPLMN) and that of a Home PLMN
(HPLMN), and uses HTTP2 protected by TLS in the control
plane. The SEPP serves as a Proxy for the Network Func-
tions between Service-Based Interfaces of separate PLMNss,
enabling the SBA across PLMNs while preserving the de-
sired security guarantees.

3.2. 5G Architecture Security Challenges

The transition to a virtualized 5G architecture increases
the network’s attack surface, mainly by shifting from ded-
icated, isolated hardware to general-purpose servers and
cloud deployment. Compromised execution elements, such
as the virtualization hypervisor and the host Operating Sys-
tem (OS), implicitly weaken the trust on the confidentiality
and integrity of data, code, and the general-purpose soft-
ware and hardware stacks running on the network device.
Private clouds, hosting other, untrusted services, may also
be affected by security compromises, such as a bug in the
hypervisor, and the implications for the host and guests
are still being studied [38], [39]. T-Mobile and Verizon
expressed concerns in trusting public clouds, whereas AT&T
relies on Microsoft Azure Cloud [40], [41]. In the following,
we identify some newly introduced threats to the 5G Core
Network.

Shared memory. Securely storing sensitive data in
the memory of NFs during processing raises increasing
concerns, because the physical memory is shared with the
host and other guest services. For example, the host has
direct access to the public-private key pairs, which are used
in the TLS handshake, or the long-term key pairs which are
stored in the UDM virtual memory [42].

Cloud-related security challenges. Cloud computing
is possible because of virtualization in storage, networking,
and computing. These software-based solutions allow for
multiple Virtual Machines (VMs) to reside on the same
physical infrastructure. However, this raises security issues
with the host OS, hypervisor, VM management, and vir-
tual networking [43], [44]. Multiple cross-VM and mem-
ory deduplication attacks have been experimentally demon-
strated when VMs share physical resources [45]-[47].

Homogeneous software solutions. The adverse effect
of Zero-Day exploits is greatly amplified when NFs share
the same building blocks and libraries (e.g. OpenStacks
framework). As a result, a single zero-day exploit would
affect large part of the NF infrastructure [42].

Compromised virtualization layer. A compromised
VM hypervisor can inspect and edit the memory of guest
VMs, access secret keys, and modify data or their func-
tionality. It may tamper with the virtual clock in order to
affect certain cryptographic operations in the VMs, such as
pseudo-randomness generation. Finally, a hypervisor break-
out attack can lead to the compromise of other NFs running
on the same virtualization layer [42]. In [48], the authors
perform an empirical study and discover multiple vulnera-
bilities in the presence of a compromised virtualization layer
against all tested VMs.

MANO framework. The NFV MANO combined
with OSS/BSS control all NFs deployment and life cycle
management. A compromised MANO effectively compro-
mises all network deployment: NFs can be arbitrarily in-
stantiated, terminated, or migrated. Additionally, depending
on the deployment strategy, MANO may hold NF creden-
tials and access privileges in order to deploy, manage, and
migrate the NFs. This could lead to unauthorized lateral
movements by compromising critical entities, such as the
NRF, and to unauthorized access of NF data.

Secure storage of sensitive data. The above examples
focus on the security of data while in-use by the NFs, and
temporarily exposed in the host memory. Similar issues arise
when sensitive data need to be stored in remote storage for
longer periods of time. This includes customer or network
related data, credentials, temporary and long-term secret
keys, certificates, and more.

Secure handling of permanent 5G identifiers. In an
attempt to reduce the exposure of permanent device identi-
fiers and mitigate tracking attacks, 5G introduces concealed
versions of RAN permanent identifiers (e.g. Subscription
Concealed Identifier (SUCI) replacing Subscription Perma-
nent Identifier (SUPI)). However, after being de-concealed
in the 5G CN, the permanent user identifiers are stored in the
NF memory. This is very reminiscent of a perimeter-based
approach and suffers from several disadvantages presented
in section 4.1.

3.3. Problem Statement

The above security analysis demonstrates the need to
define a specific adversarial model.
Adversarial Model. In the context of 5G SBA and
B5G networks, where NFs are virtually deployed in remote
servers or cloud infrastructure, we consider the case that the
infrastructure is untrusted, or the operator is not fully trusted
(e.g. during roaming). An adversary may be able to achieve
a combination of:

o compromise the virtualization layer of one or more
NFs (e.g., using zero-day exploits)

e access and modify virtual resources

o gain access to the hardware infrastructure

To compensate for the fact that physical, specialized
hardware, is replaced by off-the-shelf, shared resources on
the cloud, we must consider the execution environment
untrusted, which includes the remote hardware and software
stack, excluding the NF code.

Problem Statement. Current 5G security mechanisms
achieve secure communications between mutually trusted
network components, but are not sufficient to create an
attestable environment, trusted to securely handle the data
during execution.

There is a need for new mechanisms to ensure secure
computation by mutually untrusted components of B5G net-
works, built on limited root-of-trust points.



4. Zero Trust Architecture

In the following, we discuss the relevance of a Zero
Trust Architecture (ZTA) design in the context of modern
cellular networks. We point out the existing support for ZTA
principles in the 5G standard, and motivate the need to tie
these principles with the underlying execution environment.
To that end, we introduce Zero Trust Execution, a set of
ZT tenets to model computation on untrusted execution
environments.

4.1. From perimeter-based security to the Zero
Trust model

Traditional systems relied upon perimeter-based secu-
rity: a strong perimeter around the on-premises network
is established using network firewalls or Virtual Private
Networks, and activities within this perimeter are considered
“safe”. Modern systems include service endpoints in public
or private clouds, as well as partners’ private infrastruc-
ture, forming a hybrid cloud architecture [49]. The security
perimeter expands to include not only the organization’s
local networks, but every access point that hosts, stores,
or accesses corporate assets. Maintaining a strong network
perimeter that includes these diverse computation environ-
ments proves to be complicated, expensive, and vulnerable;
overall insufficient. [50], [51] There is a need for a security
model that does not assume a threat-free environment, and
handles the complexity of mobile, cloud, or distributed
workloads, with strict verification policies and automated
security controls. A recently revived security approach that
aims to mitigate such threat models is Zero Trust (ZT) [52],
[53]. The ZT model replaces perimeter-based, one-time
authentication, with a “never trust, always verify” mindset
to tackle this challenge.

However, it is hard to derive a universally accepted
security definition of Zero Trust; different use cases such
as cloud computing [54] or international banking [55] have
different security and business requirements, and adopt ZT
in different ways. Zero Trust is not a tool or an action,
rather a concept [56], and its adoption is a phased, step-
by-step process, that depends on the goals and requirements
of each and every organization, and its ZT maturity [57].
ZT approaches generally suggest that certain assets must
be secure in a setting where every connection, and every
endpoint are considered a threat. This is particularly chal-
lenging in cloud and multi-vendor situations [58] where new
entities try to access corporate assets from unrecognized
locations, and context is essential in order to classify the
action as suspicious or safe [59]. In the recent years, security
organizations are trying to identify the requirements of ZT,
ZTA, and related principles [58], [60], [61], with proposed
solutions in network, data, and cloud security [51].

4.2. Zero Trust in B5SG Networks

Manufacturers like Ericsson have already reviewed the
support for ZT in the 5G standard, in network access
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Figure 2. Zero Trust principles in 5G networks: secure digital identities,
secure transport, resource management

security, network domain security, and SBA domain secu-
rity [62]. The four key ZT-enabling security features are
secure digital identities, secure transport, policy frameworks,
and secure monitoring. Some examples are shown in Fig-
ure 2, and include SIM cards and X.509 certificates for
secure digital identities and access management, TLS for
secure transport, and OAuth2 tokens for resource manage-
ment. The 5G standard additionally suggests and specifies
constant monitoring and policy frameworks enforcement.

However, ZT principles alone are not sufficient to rein-
force trust in the network, because they crucially depend on
the execution environment of the deployment. In previous
generations, the use of dedicated, audited software and
hardware components, and the monitoring of physical access
to resources, attested to a trusted execution environment. In
contrast, in the new 5G architecture, the underlying exe-
cution environment is considered part of the threat model,
which jeopardizes the correct evaluation of 5G ZT prin-
ciples. For instance, the ZT principle of secure identities
(e.g. digital certificates) offers lower trust value, because
the augmented threat model makes it more vulnerable to
compromise (e.g. direct memory access by a malicious
hypervisor).

To address this, we aim to restore trust to the execution
environment, and formalize the principles that can attest to
it. Confidential computing technologies will be critical in
this effort [62], [63], with hardware-based roots of trust
forming the basis for security assurance in our work. We
discuss confidential computing solutions in more detail in a
following section.

4.3. Vertical Zero Trust

In this work, we extrapolate the basic tenets of ZT
“vertically”, from the network enterprise layer to the lower
software and hardware layers of the execution stack. By
following those tenets we strengthen the trust in the execu-
tion environment, achieving ZTE. The tenets are designed
from the perspective of what should be followed, rather
than what should be avoided. Even though adhering to all
ZTE tenets is the ideal goal, any subset of them can be
independently adopted alongside perimeter-based defenses
in hybrid models, depending on the deployment needs. Fur-
ther, they are technology-agnostic, and can be realized using
various potentially orthogonal techniques. The following



tenets are a natural extension of the ZT tenets defined by
NIST in [60], and both sets can complement one-another in
order to achieve a robust ZTA.

A Zero Trust Execution (ZTE) is deployed with adher-
ence to the following zero trust basic tenets:

¢ All code, data, and computation sources in the ex-
ecution are considered (execution) resources. The
execution may involve parts of code from different
vendors, specialized or off-the-shelf hardware com-
ponents, and enterprise, client, or third-party data.
The execution deployment may comprise private
or enterprise-owned infrastructure, public or private
cloud platforms, or a hybrid of the above.

o All executions must be secured regardless of
deployment platform: on-premises network alone
does not imply trust. Execution performed on
privately owned infrastructure must meet the same
security requirements as executions deployed on
public cloud or similar. Trust should not be automat-
ically granted based on the execution being deployed
on enterprise components. The complete execution
stack must be protected in the most secure manner
available, protect data and code confidentiality and
integrity, and provide data and code source authen-
tication.

o Execution on individual enterprise execution re-
sources is granted on a per-session basis. Trust
in the execution resources is evaluated before the
access is granted. Execution should proceed using
the least amount of computational (software and
hardware modules) and informational (personalized
or control data) resources required to complete the
task. This can mean only “sometime recently” in-
stead of directly before execution for this particular
resource. However, access to one resource does not
automatically grant access to a different resource.

e Access to execution resources is determined by
dynamic policy — including the observable state
of code identity, application/service, and the ex-
ecution task — and may include other behav-
ioral and environmental attributes. An organiza-
tion protects resources by defining what resources
it has, who its members are, and what access to
resources those members need. For zero trust exe-
cution resources, members can be entities that need
access to execution resources to complete a cer-
tain functionality. Policy is the set of access rules
based on attributes that an organization assigns to
a subject, data asset, or application. Policy related
attributes can include member characteristics such as
software versions installed, execution platform, pre-
viously observed executions, code source credentials
and remote attestation. Behavioral attributes include
automated analytics, execution history logs, mea-
sured deviations from observed execution patterns,
and more. These rules and attributes are based on
the needs of the business process and acceptable

level of risk. Resource access and action permission
policies can vary based on the sensitivity of the
resource/data. Least privilege principles are applied
to restrict both visibility and accessibility.

The enterprise monitors and attests the security
posture of all owned and associated assets. No
asset is inherently trusted. The enterprise evaluates
the security posture of the asset when evaluating
an execution request. An enterprise implementing
a ZTE should establish a continuous diagnostics
and mitigation (CDM) or similar system to monitor
the state of execution resources and should apply
patches/fixes as needed. Assets that are discovered
to be subverted, have known vulnerabilities, and/or
are not managed by the enterprise may be treated
differently (including denial of all connections to
enterprise resources) than resources owned by or
associated with the enterprise that are deemed to be
in their most secure state. This may also apply to
associated resources (e.g., remote cloud instances)
that may be allowed to access some resources but
not others. This, too, requires a robust monitoring
and reporting system in place to provide actionable
data about the current state of enterprise resources.
All resource authentication and integrity are dy-
namic and strictly enforced before execution is
performed. This is a constant cycle of obtaining
access, scanning and assessing threats, adapting, and
continually reevaluating trust in ongoing execution.
An enterprise implementing a ZTE would be ex-
pected to have code integrity, data confidentiality
and integrity, and resource management systems in
place. Continual monitoring with possible reevalu-
ation occurs throughout execution, as defined and
enforced by policy (e.g., time-based, new resource
requested, resource modification, anomalous subject
activity detected) that strives to achieve a balance of
security, availability, usability, and cost-efficiency.
The enterprise collects as much information as
possible about the current state of assets, and
deployment infrastructure and uses it to improve
its security posture. An enterprise should collect
data about execution security posture, execution re-
quests, and data access, process that data, and use
any insight gained to improve policy creation and
enforcement. This data can also be used to provide
context for execution requests from subjects. Attest-
ing the environment facilitates these capabilities.

An enterprise implementing ZTE should follow the
above tenets and a set of assumptions, that depend on the
design of the execution deployment, and the assets involved.
We present an example set of assumptions that, along with
the ZTE tenets, provides a view of a ZTE in the context of
the 5GC:

The entire enterprise-owned deployment stack
is not considered an implicit trust zone. Assets
should always act as if any component of the execu-



tion stack is compromised, and execution should be
performed in the most secure manner available. This
entails actions such as enforcing data confidentiality
and integrity in-use, in-flight, and at-rest.

Parts of the execution stack may not be owned or
configurable by the enterprise. Execution compo-
nents may be COTS hardware or third party libraries
and OS may be configured by a cloud provider. BSG
NFs may be developed and maintained by different
vendors and application auditing services may be
outsourced to third parties.

No resource is inherently trusted: Every asset in
the execution is evaluated before participating in
the execution. Every asset must have its security
posture evaluated via a Policy Enforcement Point
before a request is granted to an enterprise-owned
resource (similar to tenet 6 above for assets as well
as subjects). This evaluation should be continual for
as long as the session lasts. Resources may have ar-
tifacts that provide a confidence level higher than the
same request coming from other resources. This can
include security evaluation certificates, confidential
computing attestations, and more.

Not all resources are deployed on enterprise-
owned infrastructure. Execution may be performed
on remote enterprise deployments as well as cloud
services. Enterprise assets may need to utilize the
local (i.e., non-enterprise) components to complete a
functionality such as computation resources, storage
devices, or network interfaces. A B5G related func-
tionality may need to utilize a local or foreign opera-
tor or cloud resources, for example virtual operators
using another operator’s physical infrastructure, or
during roaming.

Remote enterprise assets cannot fully trust their
deployment stack. Remote assets should assume
that the local (i.e., non-enterprise-owned) execution
stack is hostile. Assets should assume that all exe-
cution resources can be accessed by the adversary.
All processing requests should be authenticated and
authorized, and all executions should be done in
the most secure manner possible (i.e., provide data
and code security, integrity protection, and source
authentication).

Assets and workflows between enterprise and
non-enterprise infrastructure should have a con-
sistent security policy and posture. NFs are highly
interconnected to achieve core functionality, for in-
stance AMF requesting data from UDM and for-
warding data to SMF. These NFs may not all be
deployed in similar infrastructure; assets and work-
loads should retain their security posture when mov-
ing from one type of infrastructure to another, like in
the roaming deployment. This security model can be
applied to handover as well, even though the critical
assets are moved within the MNQO’s infrastructure.
This includes workloads migrating from on-premises
data centers to non-enterprise cloud instances.

5. Trusted Execution Environments

Confidential computing relies on hardware-rooted security
and attestation to produce an isolated execution environ-
ment, known as TEE. Major chip manufacturers like Intel,
AMD, ARM, or IBM, deploy their own TEE solutions [64]—
[68], and have proposed extensions that build secure compu-
tation platforms around their TEEs. Based on our adversarial
model we consider only hardware-based TEEs, that is, TEEs
that are built using hardware modules called enclaves, rather
than software-emulated solutions. An enclave is a physically
isolated piece of hardware, usually part of a larger chip
like a CPU, that is designed to perform specific operations.
Enclaves usually have their own instruction set architecture,
access to specified parts of the memory, and the ability to
execute application code. During the past years, enclaves
have been an important primitive for hardware-based iso-
lated execution environments for computation on critical
data, with applications in banking mobile apps, biometric
authentication, protecting secret keys, Point-of-Sale (POS),
and Digital Rights Management (DRM).

The TEE threat model considers as trusted only the
application code, the enclave, and its manufacturer, which
eliminates any trust placed in the intermediate layers during
computation. As a consequence, the computation is con-
sidered secure in the presence of an untrusted hypervisor,
operating system, virtualization layer, kernel, and hardware
other than the enclave. Specifically, TEEs guarantee the
security of code and data in-use from the moment they
are loaded in the enclave-protected system memory, while
processed by the enclave, and up to their release. They pro-
vide a secure input/output (I/O) channel between the enclave
and the rest of the system, and perform the critical parts
of the computation inside the physically isolated enclave,
only exposing the final output to the rest of the system.
Other techniques can be used to protect data in-rest or in-
flight, such as Full Disk Encryption (FDE) or transport layer
security. Nevertheless, TEEs have been used as a means to
strengthen the security of data in-rest by exposing the FDE
key only inside the enclave [69], [70]. Finally, while some
TEEs present an extra layer of security against side-channel
attacks [71], certain cases such as architectural side channel
attacks are not currently included in their adversarial model,
and good-practice programming techniques are advised [71],
[72] to counter these attacks.

A vital property of any TEE is attestation, i.e. the ability
of the TEE to provide proof of secure computation, upon
request from a requesting entity. Attestation returns a report
of the complete system description, such as hardware config-
uration and software versions. The requesting entity verifies
the system status before loading any sensitive information
into the enclave and initiating secure computation. TEEs
usually achieve that by an attestation mechanism that sends
an intermediate report to the chip manufacturer infrastruc-
ture that plays the part of the verifying entity. The report is
verified, signed, and sent back to the enclave, that forwards
it to the requesting entity. Usually, the report is accompanied
by a secret key for a secure channel between the user and the



enclave. The attestation can be either local, if the requesting
entity needs to be located in the same server as the enclave,
or remote, if there is no such restriction.

An in-depth comparison between available TEEs is be-
yond the scope of this work, and the latest state of affairs
is constantly evolving due to technological advancements
and company marketing strategies. We direct the reader
to the literature for a history of TEEs, comparisons, and
benchmarks [68], [71], [73], [74]. However, we examine the
two main categories of TEEs in order to determine which
is more suited to the use-case of the 5G CN. Depending
on the size of the isolated computation environment they
provide, called Trusted Computing Base (TCB), TEEs can
be classified into application-based TEEs and VM-based
TEEs. The former provide a small TCB consisting of a
few hundred lines of code and libraries, that result in a
smaller attack surface for the execution. This is tailored
for use in embedded devices where a small part of an
application requires very strict security guarantees, such as
protection of long-term secret keys, credentials, or biometric
data. The latter, provide a truly isolated Secure Virtual
Machine (SVM) with its own guest OS and libraries, that can
accommodate larger applications. This creates a large TCB
that includes tens of thousands of lines of code for the guest
OS, packages, libraries, and applications, that increases the
attack surface.

However, VM-based TEEs have significant deploy-
ment advantages over application-based TEEs, making them
preferable for deployment in cloud computing, and large-
scale and decentralized applications running on data centers.
For instance, they provide the ability to encapsulate an
entire large application in an SVM with a simple BIOS
configuration and no application code refactoring. On the
contrary, application-based TEEs require major refactoring
in the application code, which makes it highly non-trivial
to achieve, especially for legacy applications [74]. Further,
because of their limited physical memory access, protected
memory must be released before loading subsequent parts
of the code inside the enclave. Finally, some application-
based TEEs such as Intel SGX, prevent the enclave from
executing system calls, and interrupt the enclave execution
flow every time a system call is required. Even though
there are frameworks that facilitate the translation from
application code to enclave instructions, and amortize the
system calls overhead [75], the impact on performance is
still significant. This makes application-based TEEs overall
inefficient for larger applications with many system calls.

Figure 3 shows a side by side comparison of a 5G NF
deployment using application-based TEEs, and VM-based
TEEs. The trusted and untrusted parts are highlighted in blue
and red respectively. In the case of application-based TEEs
the NF application code is split in two parts. The security-
sensitive part is executed in the enclave, and the execution
flow moves between the CPU and the enclave whenever
necessary. In the case of VM-based TEEs, the entire NF
application is encapsulated inside an SVM, with no changes
to the code or execution flow. The SVM may be managed
by a Type I (bare-metal) hypervisor or a Type II (hosted)
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hypervisor on a host OS. In both cases, the hypervisor and
the optional host OS are considered untrusted.

In the context of distributed, virtualized NFs,
application-based TEEs would require major code
refactoring, would incur serious performance overhead, and
would not fit the scale of the functionality inside small
enclaves. VM-based TEEs are better suited for this purpose;
we expand on that in Section 7, where we evaluate how the
above solutions address different use case scenarios within
the new 5G architecture.

5.1. AMD Infinity Guard

Because of its maturity and wide deployment, the AMD
Secure Encrypted Virtualization (SEV) [66] of the AMD
Infinity Guard family of products, is of particular interest.
AMD has partnered with multiple cloud providers [76],
and is the first VM-based TEE to provide many desired
features such as data and code confidentiality and integrity,
and remote attestation.

The basic building block for AMD SEV is Secure
Memory Encryption (SME) [77], a mechanism that encrypts
parts of the system memory, creating the AMD enclave,
called Secure Processor (SP). AMD SEV encrypts the whole
memory image of every SVM, and supports multiple SVMs
with different encryption keys each. Recent SEV extensions,
SEV-Encrypted State (ES) [78] and SEV-Secure Nested
Paging (SNP) [71] provide additional security guarantees
such as encrypted CPU registers, better protection against
side-channel attacks, improved remote attestation, and cru-
cially, data integrity for the SVMs. AMD Infinity Guard
tools are deployed in the AMD EPYC line of processors for
data center use, with the EPYC 3rd generation supporting
up to the latest SEV extension.

AMD has published general-purpose benchmarks for
AMD SEV [79] that demonstrate very low performance



overhead over the execution outside the TEE. AMD attribute
this to an extremely fast, hardware-accelerated, 128-bit AES
encryption module that is embedded in the memory con-
troller and is used for memory encryption by AMD SEV.

5.2. Alternative TEE solutions

Alternatives to AMD SEV are not mature enough to be
included in our benchmarks. However, as these platforms
evolve, they may prove viable for deployment in the context
of B5G networks in the near-term future.

Intel Platforms. Intel was the first manufacturer to
introduce secure enclaves in their processors with the Intel
Software Guard Extensions (SGX) [64] in 2015. SGX is
an application-based TEE that supports multiple enclaves
at the same time with up to 128 MB total physical enclave
memory, a limitation lifted in SGX2.0 at the expense of data
integrity. Intel SGX was recently deprecated from consumer
CPUs 11th generation or newer, but is still included in data
center solutions such as the Intel Xeon processors. Intel
proposed the Trust Domain Extensions (TDX) in 2019 [65],
[73], a VM-based TEE that uses SGX to achieve Total
Memory Encryption (TME), similar to AMD’s VM-based
solutions. This move continues the trend toward VM-based
TEEs that offer flexible deployment, and use enclaves as
their basic primitives. Intel TDX is planned for deployment
on Intel Xeon 4th generation processors.

ARM TrustZone and Confidential Compute Archi-
tecture (CCA). ARM offers their own secure computation
solution in their Cortex-based processors [80], [81], an
application-based TEE that creates two separate environ-
ments that run on the same CPU core. The trusted world and
the untrusted world are connected with a secure I/O channel,
i.e. a TrustZone software instruction, the Secure Monitor
Call (SMC). Essentially, ARM TrustZone provides two vir-
tual processors with their own dedicated memory, backed by
hardware-based access control. Applications can then switch
to the trusted world to perform small, security sensitive
tasks, and use the untrusted world for the main functionality.
TrustZone is deployed in many processors [67], [82], but
their proprietary implementation and non-disclosed imple-
mentation details complicate their security evaluation.

ARM expanded to the VM-based TEE domain with
CCA [83] in ARMYVY, a set of hardware and software
solutions that enable the creation of dynamic and attestable
TEE:s, called Realms. ARM CCA is an isolation technology
that builds on the existing TrustZone technology, but is
optimized for large, compute-intensive workloads, expected
to reach production in 2024 [84].

IBM Protected Execution Facility (PEF). IBM
PEF [68] recently joined the VM-based confidential com-
puting solutions in 2021, supporting multiple SVMs, sim-
ilarly to the AMD and Intel VM-based TEEs. IBM PEF
partitions the TEE between hardware and firmware in a
novel way: it achieves SVM isolation by hardware-based
access control only, and uses existing cryptographic tools
like the Trusted Platform Module (TPM) for data confiden-
tiality and integrity. Further, PEF omits remote attestation

TABLE 2. VIABILITY ANALYSIS OF DEPLOYING NFS ON INTEL SGX.

AMF | SMF | AUSF | UDM | NRF | UPF | PCF | NSSF
MI v v v 7 XV v
M2 | v v v X v v X v
M3 | X v v v o vV v
M | X X v v < v Y v
Res. | X X v X v X X v

to simplify the SVM life cycle management, and leverages
local attestation to achieve security. This is achieved via
a new entity, the Protected Execution Ultravisor that has
higher privileges than the hypervisor, and is responsible for
managing the hardware-based cryptographic operations and
access-control. If a step of the VM verification fails during
initiation, local attestation fails and the SVM is rejected.

The lack of memory encryption in IBM PEF leaves it
vulnerable against attacks like boot-time memory probing,
but leads to minimal impact on computation. However,
SVMs in PEF are heavily impacted by small message
exchanges in terms of throughput, leading to nearly 45%
degradation [85]. This is probably due to the overhead in
the secure I/O path, and the context switching between the
SVM and the host. Even though this degradation drops to
10% as the message size grows, IBM PEF might not be an
ideal solution for the small-size control messages exchanged
in the 5G CN until this limitation is lifted. IBM PEF is
deployed in the latest generation of POWERY processors,
but is scarcely available by cloud providers.

5.3. NF-to-TEE Migration Challenges

We acknowledge that AMD SEV is only supported
by specific AMD processors, and a complete migration
to different infrastructure might be costly for a network
operator. In this section, we determine the viability of
securing NFs using SGX enclaves. To achieves this, our
threat model requires the complete implementation of an
NF to be executed inside an enclave. This way, existing
Intel-based infrastructure can be leveraged in our system
design alongside AMD SEV. We analyze the functionalities
of 5G NFs as described in the standard, as well as current
open-source implementations, to evaluate their candidacy for
efficient deployment on Intel SGX. We define the following
metrics that describe various SGX limitations:

e Metric 1 (M1): The NF does not require constant
transfer of high amounts of data.

e Metric 2 (M2): The NF does not manage a large
database.

e Metric 3 (M3): The NF does not perform latency-
critical operations.

e Metric 4 (M4): The NF does not require complex
code refactoring.

Table 2 contains a summary of our analysis for the most
relevant 5G NFs that we introduced in Section 2.1. For M1,
we determine that signalling and control messages do not
constitute a bottleneck because they generate a low volume




of data. On the other hand, user-plane functions need to
process all the data coming from/to the UE and analyze
QoS metrics. These tasks require a considerable amount
of data to be processed inside the enclave. For M2, we
observe that certain NFs manage databases that scale in size
with the number of users in the network, and deploying
these NFs on SGX would be inefficient and cumbersome.
For instance, UDM contains important information such as
user credentials, and PCF manages the charging policies for
each UE. Databases that do not scale with the number of
users are more suitable candidates for SGX deployment. For
instance, the NRF contains NF information and keeps track
of registered services and NFs, which scales with the number
of NFs and services. Regarding M3 and M4, we analyze
the number and complexity of functionalities offered by
each NF, from three perspectives: a) as defined in the 3GPP
standard, b) as defined in the documentation of industry core
network solutions [86], and c) as coded in open-source SGC
implementations [18]. We observe a large disparity in the
code complexity and length of various NFs, which is aligned
with the functionality each one performs. For instance, the
AMF and SMF implementations span more than 20000
lines of code each, and involve communication with the
UE and gNB, i.e. NAS and NGAP protocol management
respectively. This makes code refactoring complicated for
these NFs. Other NFs have less than 5000 lines each, such
as the NSSF, which is used to retrieve and update slice in-
formation, a limited and fairly simple task. Finally, the AMF
performs latency-critical procedures like UE authentication
or handover handled by the AMF, which would be affected
by the SGX overhead.

6. System Design and Analysis

In this section we discuss our proposed model architecture
for the 5G CN using AMD SEV as a TEE. The same design
principles apply to future iterations of B5G networks, which
adopt a similar SBA and security model. They also naturally
adapt to virtualized RAN architectures, which are expected
in BSG networks and will likely follow a similar security
model. We note that different TEE solutions can be used
with minimal changes to our design.

6.1. Model Architecture

Our 5GC model architecture treats the COTS hardware
and software, cloud provider, and hypervisor, as untrusted.
Their identities and validity are backed by digital identities
and security practices such as penetration testing, auditing,
and formal methods of verification, but they are considered
prone to arbitrary security vulnerabilities at any point in the
deployment timeline. To enhance 5GC security we propose
the following deployment architecture with no changes to
the 5G standard by 3GPP, which is displayed in Figure 4.

o The 5GC operator deploys CN components on in-
frastructure that may not be operator-owned, on-
premises, private cloud, public cloud, or a hybrid

of the above. We refer to this platform as host
infrastructure.

e The CN components comprise the VNFs, the Net-
work Function Virtualization Infrastructure (NFVI)
and the NFV MANO and OSS/BSS layers.

o The host infrastructure supports AMD SEV-SNP,
i.e. a bare-metal environment equipped with AMD
EPYC 7xx3 (Milan) processor.

e The CN components adhere to the paradigms of
NFV and SBA as introduced by the 5G standard.
They may be developed and maintained by the SGC
operator or a third-party vendor.

The life cycle of an NF in our architecture follows the
3GPP standard, with few modifications to take advantage
of AMD SEV. We present a flow of a NF deployment in
Figure 5 as detailed in the following.

Core Network Orchestration. The 3GPP standard
suggests automated mechanisms that manage dynamic de-
ployment of VNFs, through frameworks such as NFV-
MANQO [23]. During the network operation NFs may need
to be deployed, reconfigured, or terminated. This decision is
made by the VNF Manager (VNFM), a key component of
the NFV-MANO framework. Since the VNFM is responsible
for deploying NFs, a trusted deployment of NFs requires
a trusted deployment of the VNFM. The simplest way to
achieve this in our threat model is to use on-premises,
dedicated hardware and software stacks, following similar
practices as in generations prior to 5G. This deployment
does not present any performance trade-offs, as the VNFM’s
responsibility to orchestrate the network does not benefit
from decentralized deployment or commodity hardware and
software. In case that a decentralized VNFM deployment
is desired, we propose that it is deployed as any other CN
component in our model architecture. However, this proce-
dure must originate from operator-maintained, on-premises
infrastructure, and must be initiated either manually, or by
operator-managed deployment pipelines. This ensures strict
remote attestation and monitoring, and provides a starting
point in the chain of trust that is not exposed to the increased
surface of the virtualized deployment.

Secure VM Configuration and Initialization. The Se-
cure Boot, SEV-ES, and SEN-SNP features of the host in-
frastructure need to be enabled in the BIOS (or cloud BIOS)
before booting the VM. This configuration can be automated
in a VM template that is used every time a new NF needs to
be deployed by the VNFM. Before a new NF initialization,
the VNFM submits the VM template request and verifies
the initial remote attestation of the SVM. After validating
the signed hardware and software measurements, the VNFM
uses the secret key obtained from the remote attestation
procedure to establish a secure communication channel with
the SVM, and proceed with the NF provisioning.

NF Provisioning, Operation and Termination. Once
the initial remote attestation is validated the VM is con-
sidered trusted. The VNFM provisions the VM with the
required NF data and code through the secure communi-
cation channel. The NF operation proceeds normally, and
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the data in-use are protected by the TEE. The VNFM
can periodically request remote attestation reports from the
SVM, to validate the health of the execution environment
throughout operation. This feature is supported by AMD
SEV but may not be supported by alternative TEEs. In this
case, the SVM would need to be re-deployed to trigger a
fresh attestation report.

It is crucial that data in-flight and at rest are also
protected. This can be achieved by mechanisms like secure
transport and Full Disk Encryption (FDE) that are beyond
the scope of our threat model. We note that these mech-
anisms benefit from our proposed architecture on a TEE
because the secret keys that enable them are not exposed to
the rest of the system during execution.

When the NF is no longer needed, the VNFM retrieves
all desired data (e.g. logs) and terminates the VM. Since
data and code on persistent storage are stored in encrypted
form, their security is guaranteed by FDE mechanisms.

6.2. Model Analysis

In this section we provide an analysis of how our pro-
posed model architecture reinforces trust in the presence
of untrusted execution environments, and how it improves
the 5G CN security against our expanded threat model.
Finally, we provide important notes and considerations for
the deployment of our model architecture.

Vertical Zero Trust. In the previous sections we
discussed how the transition to virtualized deployment and
heterogeneous execution environments has created interest
for ZTA in 5G. We also demonstrated the paradox that
ZTA principles are vulnerable to exploits originating from
an environment they are designed to protect against. Our
model 5G CN architecture reinforces the basic principles of
ZTA by eliminating the host infrastructure from the attack
surface. This provides confidentiality and integrity to critical
parts, such as digital identities and network monitoring logs,
while in-use. Further, it adopts a ZTE approach by adhering
to the ZTE tenets we define in 4.3:

1)  As per the first ZTE tenet, we treat all code, data,
and computation sources, as execution resources.

2)  Our model architecture does not treat on-premises
execution as trusted, and suggests confidential com-
puting throughout the whole deployment environ-
ment. This can be relaxed up to a degree depending
on the demands of every use case.

3) According to the third ZTE tenet, trust in the exe-
cution resources is granted on a per-session basis:
Our root of trust lies in the hardware and is proven
via remote attestation from the TEE. Requesting a
fresh remote attestation from the TEE represents a
session renewal.

4) Confidential computing extends the metrics for dy-
namic policies with crucial information: the observ-
able state of the enclave, the elapsed time since the
latest remote attestation, and attested properties of
the software and hardware.

5) We stress the importance of constant monitoring,
which also benefits from the data confidentiality
guaranteed by the TEE.

6) Finally, we emphasize how confidential computing
strictly enforces authentication and integrity mech-
anisms before any execution is performed, as per
the sixth tenet. These mechanisms are the memory
encryption and integrity protection provided by the
TEE during the computation, complemented by
orthogonal techniques such as FDE and TLS for
secure data storage and transport.

Our architecture, along with the assumptions derived by
the ZTE tenets, provides a Zero Trust view of an execution
deployment as described at the end of Section 3.

Towards a secure 5G SBA. Our model architecture
defends against the 5G SBA security threats described in
Section 3.

e Shared memory: The VM memory is encrypted and
integrity protected by SEV, mitigating all threats
arising from this exposure.
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o Homogeneous software solutions: SEV remote at-
testation provides measurements for all applications
running in the VM, ensuring secure versions are
running. We expand on this later in this section.

o Compromised Virtualization Layer: SEV places the
virtualization layer in the adversary model, that is,
all SEV security measures protect against a compro-
mised hypervisor.

e  MANO Framework: We propose deployment of the
VNEM on operator-owned infrastructure or SEV
encrypted VMs to mitigate the expanded attack sur-
face. This presents a TCB equivalent to that of a
privately-owned infrastructure, establishing a strong
initial root of trust point in deploying NFs.

e Secure handling of sensitive data: Techniques like
secure transport and FDE protect data in-flight and
at-rest respectively. By invoking these measures in
SEV encrypted VMs we add extra layers against
leaking secret keys to untrusted parts of the system.

6.3. Other considerations and caveats

VM TCB. Our adversarial model considers the host
software and hardware untrusted but does not provide guar-
antees about the software inside the VM. This is specially
important when VM-based TEEs are used because of their
increased TCB compared to application-based TEEs. We
note that the attack vector on the NF software, OS, and
libraries already existed in previous generations and are not
a byproduct of the transition to the virtualized architecture.
Instead, research shows that the most common cause of soft-
ware exploits is human error [87] and traditional practices
such as formal verification, penetration testing, or auditing
should be applied to mitigate these threats. Nonetheless, our
model provides additional layers against such threats, even
when operator-owned infrastructure is used:

1) Remote attestation measures all software executed
in the SVM and guarantees that secure versions are

running, i.e. versions that have been audited and
patched against known threats. This simplifies the
security evaluation of NFs developed by third party
vendors which may use general purpose libraries.
In case of a security upgrade in a single library,
the remote attestation can be updated to ensure the
secure version is being executed, instead of auditing
all software that may use this library.

2) Code integrity protection by SEV ensures that ex-
ternal sources cannot inject malicious code in the
SVM that would trigger potential exploits. Simi-
larly, data confidentiality by SEV ensures that even
if sensitive data were leaked through an exploit,
they would not be accessible by the rest of the
system.

3) Remote attestation and constant network monitor-
ing provide additional means to detect the exploit,
and find and prosecute the threat agent.

Recent advances in micro-virtualization enable efficient
clusters of microVMs [88], which are VMs with a minimal
software stack and kernel libraries, restricted only to what
is absolutely necessary for the application. This largely
diminishes the TCB for a VM-based TEE such as AMD
SEV.

Side-channels. As discussed in Section 3 side chan-
nel attacks are not included in the TEE threat model, and
are not handled by our proposed architecture. We consider
the platform provider responsible to provide the necessary
physical security and anti-tampering countermeasures to
protect their data center servers. Application developers
should also apply the necessary security practices discussed
in Section 3. This is in line with the assumption that the
platform provider is a certified, non-malicious actor and does
not further increase the attack surface of the architecture, as
is the case with operator-owned deployments of previous
generations of cellular networks. Finally, certain TEEs such
as the AMD SEV provide increased protection against side-
channel attacks.



Deployment trade-offs. Using the AMD SEV tech-
nology to enhance security and risk tolerance involves sys-
tem design decisions that present trade-offs in the manage-
ment and flexibility of the deployment:

1) Availability: AMD SEV is a proprietary technology,
dependent on AMD EPYC processors. Most cloud
providers offer these processors for computation
purposes regardless of their AMD SEV support,
and their pricing point is comparable to other data
center oriented compute machines such as the In-
tel Xeon series of processors. SEV also requires
compatibility support by the hypervisor and guest
OS, but this is increasingly integrated in the latest
versions of popular kernel and OS releases. Finally,
AMD SEV is rapidly deployed on cloud provider
platforms in beta or general access instances at a
similar price-point as a non-confidential machine
of the same computational power. We provide a
cost evaluation of our deployment in Section 7.
Overall, SEV has been deployed since 2016 and is
an increasingly available and affordable solution.
As the VM-based TEE ecosystem evolves, with
more manufacturers joining the market and cloud
providers offering more confidential computing so-
Iutions, the availability of those technologies is
becoming a minor concern.

2) VM features: The design of SEV explicitly removes
the hypervisor from the attack surface by encrypt-
ing the SVM memory. Naturally, the hypervisor
loses the ability to perform certain functionalities
like VM memory snapshots, hot-add devices, sus-
pend & resume, hot clones, live migration, PCI-
passthrough and vMotion. It is likely that many
of these limitations will be removed by future
hardware, firmware, and software features [89], and
AMD SEV already added support for live migra-
tion of encrypted VMs. Additionally, with clever
application design a service can be resilient to the
absence of many of these features. Specifically in
the context of the 5G CN, the NFs are designed
to provide a continuous and dynamic service to
connected devices that does not benefit from VM
memory snapshots, hot clones, and suspend & re-
sume operations: by the time a NF is resumed, the
status of the rest of the network most likely changed
and must be reassessed. Hot-add devices and PCI-
passthrough are not frequent or critical in decentral-
ized deployments of a Service-Based Architecture.
Finally, migration procedures are ideally handled
internally by the 5G CN so that connected NFs
and served UEs are reassigned to other network
components before an NF is migrated to another
host.

7. Experimental evaluation

In order to assess the viability of our model architecture
for B5SG networks we set up a testbed using 5G open-
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Figure 6. Average time elapsed for UE database creation in the 5G Core.

source software, and perform experiments to determine the
performance overhead of 5GC-specific operations. We de-
ploy an end-to-end 5G cellular network testbed, including
the CN, RAN, and UE, on both cloud and private in-
frastructure. Cloud platforms represent a more realistic 5G
SBA deployment, whereas our private infrastructure benefits
from a controlled environment, and provides more accurate
performance benchmarks, by eliminating factors like multi-
tenancy effects observed in the cloud [90]. We use the
OpenSGS [18] framework for the CN, UERANSIM [19] for
RAN and UE simulation, and Microsoft Azure Cloud and
Google Cloud as cloud providers. The Azure cloud VMs
support AMD SEV-SNP in general access on AMD EPYC
7763 3rd gen. (Milan) processors, and the Google cloud
VMs support AMD SEV-ES in a beta release on AMD
EPYC 7B12 2nd gen. (Rome) processors. On our private
infrastructure, we deploy VMs on a server equipped with
an AMD EPYC 7443P 24-Core CPU and SEV-SNP support.
All VMs (both cloud, and privately hosted) are allocated 4-
core CPUs and 16GB of RAM. Each setup consists of 6
VMs that host the 5G Control Plane, 5G User Plane, RAN,
and UE, with the first two being deployed on both SEV-
enabled and SEV-disabled VMs. By isolating the computa-
tion load of the RAN and UE and separating the control
plane and user plane we are able to accurately measure the
performance difference of confidential machines in different
situations such as low-traffic control signals and database
operations, and high-traffic user data. In order to simulate
UE traffic we generate iPerf3 traffic of varying throughput
from every UE, to an external Data Network (i.e. Internet)
through the Open5GS UPF.

We benchmark the performance of 5G-specific func-
tionalities: a) creating the UE database in the 5G core, b)
registering a NF to the NRF, and c) connecting new UEs
to the network, by measuring the average elapsed time in
every case. All experiments were conducted both on cloud
and our private infrastructure to provide a view of the impact
of AMD SEV in different deployment scenarios.

We first set up the 5G CN in confidential and standard
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VMs, without connecting the RAN or UE. Figure 6 depicts
the elapsed time for the creation of UE databases of variable
sizes in the CN, averaged over 100 executions. We observe
a small overhead for the cloud confidential VMs which is
not present in our private server. We attribute this to load
balancing and resource sharing effects in cloud VMs that
are not present in the controlled environment of our private
server. In Figure 7 we show the averaged elapsed time
over 100 executions for the AMF registration to the NRF,
and observe a similar pattern. Finally, Figure 8 shows the
average elapsed time for the registration and connectivity
establishment of a UE with the CN. The use of confidential
VMs increases the elapsed time by at most 7ms compared
to the standard VM, which is an acceptable overhead for
the UE registration functionality, and much smaller than
the limitations defined in the 5G standard. In Figures 7, 8
the performance of our private server in confidential mode
is slightly better than in standard mode. The difference is
within fractions of a millisecond and falls into margins
of error due to CPU scheduling and logging timing, and
we consider them almost equivalent. All benchmarks show
that the system scales linearly with the workload increase,
making it viable for large-scale deployments such as the 5G
CN. We find that our measurements align with the general-
purpose benchmarks provided by AMD, which show a 2-
8% performance overhead when using AMD SEV on Azure
Confidential Cloud.

Finally, we discuss the monetary cost overhead that
comes with the AMD SEV deployment, using publicly
available pricing data by manufacturers and cloud providers
at the time of writing. AMD SEV is a feature incorpo-
rated in the EPYC series of AMD data center oriented
processors. EPYC processors have been widely leveraged
for high performance computing. Their cost is comparable
to the equivalent Intel Xeon processor, at 90% for cloud
deployment. Enabling the extra feature of AMD SEV on an
EPYC processor comes almost for free in terms of monetary
cost. In the case of private servers, AMD SEV requires a
single TPM module which costs less than 2% of the cost of
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the least powerful 3rd gen. EPYC CPU (AMD EPYC 7443P
24-Core Processor). In the case of cloud provided VMs, a
confidential CPU core has a cost overhead of less than 10%
compared to its non-confidential counterpart, being around
$0.01 per core per hour more expensive.

8. Conclusion

In this work, we provide a study on design, practical issues,
and trade-offs for establishing trust in the Beyond-5G cel-
lular Core Network using Trusted Execution Environments.
This analysis will help the community to better understand
the augmented attack surface in BSG cellular networks and
the importance of zero trust principles. We analyze the
security implications of the 5G Service Based Architecture
with respect to the execution environment. Specifically, we
extrapolate the Zero Trust principles already supported by
5GC to the execution layer, and define Zero Trust Execution,
a set of principles that formalize trust establishment in the
execution stack. We propose the use of Trusted Execution
Environments to reinforce those principles. We propose a
5GC System Architecture leveraging the VM-based AMD
SEV as our TEE platform, because of its security guarantees,
efficient deployment, and maturity. We set up a testbed to
measure the impact of AMD SEV on the 5G CN operation,
and benchmark the elapsed time of functionalities such as
UE database creation, NF registration and UE registration.
We show that the additional latency is minimal, and well
within the requirements of the 5G standard. We conclude
that the 5G CN confidential deployment comes with minimal
impact to the overall performance, and provides valuable
security guarantees. This, combined with the affordable
monetary cost overhead, makes our proposed 5G Confiden-
tial Core Network a very viable addition to the security and
trust mechanisms in the 5G Core Network.
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