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Abstract—Many real-world interconnections among entities can be characterized as graphs. Collecting local graph information with
balanced privacy and data utility has garnered notable interest recently. This paper delves into the problem of identifying and protecting
critical information of entity connections for individual participants in a graph based on cohesive subgraph searches. This problem has
not been addressed in the literature. To address the problem, we propose to extract the critical connections of a queried vertex using a

fortress-like cohesive subgraph model known as p-cohesion. A user’s connections within a fortress are obfuscated when being
released, to protect critical information about the user. Novel merit and penalty score functions are designed to measure each
participant’s critical connections in the minimal p-cohesion, facilitating effective identification of the connections. We further propose to
preserve the privacy of a vertex enquired by only protecting its critical connections when responding to queries raised by data
collectors. We prove that, under the decentralized differential privacy (DDP) mechanism, one’s response satisfies (¢, 4)-DDP when its
critical connections are protected while the rest remains unperturbed. The effectiveness of our proposed method is demonstrated

through extensive experiments on real-life graph datasets.

Index Terms—Differential privacy, query release, critical connections, p-cohesion.

1 INTRODUCTION

RAPHS have been widely used to model relationships
G among entities, e.g., social networks and protein inter-
actions. Connections among entities in graphs might reveal
individual participants” private information [1], [2]. A se-
rious privacy concern arises when graphs are probed and
queried; e.g., queries, such as subgraph counting [3], may
be raised. Replies to these queries can adversely affect the
privacy of individuals on the graphs, especially in the face
of powerful graph analytic tools, e.g., graph neural networks
and graph convolutional networks, that can be misused to
recover the structures of graphs and excavate private infor-
mation based on queries, e.g., subgraph counting queries.
Several mechanisms have been proposed to enhance the
privacy of entities involved in a graph and their associated
vertices and edges [4]. For example, specific noises can be
added to perturb the replies for such graph analytics [5],
with limited success because of several unresolved issues.

One of the key challenges in privacy-enhanced graph
analytics is correctly identifying critical connections of a
vertex that are vulnerable to privacy leakage, and effectively
obfuscating such sensitive information. In many cases, a
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cohesive subgraph regarding a vertex captures noteworthy
transactional interactions among the vertex and its peers
that are particularly important to it. A variety of cohesive
subgraph models has been developed in the literature to
find core connections from a whole graph, such as k-core [6],
[7], k-truss [8], [9], clique [10], [11], and p-cohesion [12],
[13], [14], [15]. Among these, p-cohesion provides a fortress-
like cohesive subgraph, which has been shown effective in
applications such as modelling the epidemic’s spread into
the finite user group [14], [16], [17]. Given a graph G and
a critical number p € (0,1), the p-cohesion refers to a
connected subgraph, in which every vertex has at least a
fraction p of its neighbors within the subgraph [12]. These
connections, identified by the critical number p, are called
critical connections and can disclose sensitive information
about a user, such as infection status [14], and therefore,
should not be released without proper obfuscation. Users
outside the fortress contain less sensitive information and
can be disclosed without compromising the users within the
fortress. The minimal p-cohesion of a vertex, an elementary
unit of a p-cohesion, is not only cohesive but dense as
well, containing the most critical information/relationship
regarding the vertex in the graph.

However, there are no existing solutions specifically
designed to protect the privacy of critical connections. In [5],
Extended Local View (ELV) was proposed as an elementary
unit for graph data protection, which only focuses on the
proximity of a vertex enquired and does not capture the
critical connections of the vertex. This technique cannot be
directly applied to protect the privacy of the critical connec-
tion. Rigorous qualification and validation are required.

In this paper, we propose to protect the privacy of a
vertex by giving priority to protecting its critical connec-
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Fig. 1: Motivating Example

tions. The critical connections of a vertex collect the edges
forming a dense subgraph centered around the vertex, and
can capture essential interactions between the vertex and
others, potentially containing sensitive information about
the vertex. We propose to identify the critical connections
of a vertex as a dense minimal p-cohesion that includes
the vertex enquired. To achieve this, we propose new merit
and penalty score functions to identify the minimal p-
cohesion, i.e., critical connections, for each vertex. The func-
tions find p-cohesions with higher densities and stronger
cohesiveness. To protect the privacy of the identified critical
connections, we formulate a differentially private query
release problem (k-clique counting) under the Decentralized
Differential Privacy (DDP) mechanism, where a two-phase
framework [5] is applied. We qualify the use of the (¢, d)-
DDP for preserving the privacy of targeted vertices upon
query releases on the minimal p-cohesions.

Example 1. Suppose that we have a small social network G with
17 users, which is illustrated in Fig. (I} For each user u; € G,
the number of neighbors required in a p-cohesion is shown with a
grey-filled dotted line square, when p = 0.5. User ug’s p-cohesion
C)y is enclosed in a dashed oval, encompassing all relationships. By
contrast, ug’s critical relationships (a minimal p-cohesion MCp)
are marked within a grey-filled dashed circle—these connections
are heavily interconnected. Applying the DDP mechanism to
protect ug’s all connections would introduce excessive noise and
deteriorate the data utility. By contrast, protecting ug’s connec-
tions with a focus on those critical, i.e., M C),, under the same
mechanism can balance data utility and privacy.

Contributions. The main contributions are as follows:

o Identify critical connections. To identify the critical con-
nections, we propose new score functions to effectively
extract minimal p-cohesions (i.e., critical connections)
from a graph with different scales. Those score func-
tions are proposed based on graph density, which is
conducive to finding minimal p-cohesions with higher
densities and strong cohesiveness.

e Privacy preservation for critical connections in response to
queries. To protect the identified critical connections of
a vertex in response to a query (i.e., k-clique counting),
we adopt the DDP mechanism and prove that (e, d)-
DDP can be satisfied by only protecting the information
of those identified critical connections.

o Experimental Verification. We conduct comprehensive
experiments on real-life graph datasets. For k-clique
counting, we demonstrate our proposed framework
provides (e,0)-DDP guarantee to protect the critical
connections of vertices and achieves higher data utility

TABLE 1: Summary of Notations

[ Notation | Definition
G An unweighted and undirected graph
V(G), E(G) | The vertex set and the edge set of the graph G
u (v) A vertex in the graph
n, m Numbers of vertices and edges in G
N, G) The set of adjacent vertices (neighbors) of v in G

F A subgraph model

N1, (G) The set of 1-hop neighbors of v in G, i.e., N(v,G)
deg(v,G) The degree of v in G, i.e., deg(v, G) = [N (v, G)]
Cp(v,G) A p-cohesion containing v in G
MC,(v,G) | A minimal p-cohesion containing v in G
d(G) The density of graph G
T's(v) The count of shape S containing v in graph G
Ts,, (v) The count of shape S containing v that entirely in MC, (v, G)
T's,., (v) The count of shape S containing v that are partially or entirely
Lout

outside MCy(v,G),ie,T's,,, (v) =Ts(v) = Ts,, (v)

than the ELV-based solution [5].

The remainder of this paper is as follows. In Section[2} we
present the preliminary knowledge for this paper, followed
by problem formulation and high-level solution in Section 3}
The procedure for identifying critical connections is shown
in Section[d, which is the foundation of the differentially pri-
vate query release proposed in Section [5| The performance
of the model is evaluated in Section [fl Related studies are
reviewed in Section[7l A conclusion is reached in Section

2 PRELIMINARY

Given an undirected and unweighted graph G = (V, E),
where V' (resp. E) is the set of vertices (resp. edges), we use
n = |V] and m = |E| to denote the number of vertices
and edges, respectively. Suppose N (v, G) is the neighbor of
v in G, we use deg(v, @) to denote the degree of v in G,
where |N (v, G)| = deg(v,G). Let S denote a subgraph of
G. We use V(S) to represent the vertices of S. When the
context is clear, we may omit the target graph in notations,
e.g., using N(v) (resp., S) instead of N(v,G) (resp., V(95)).
Table[l| summarizes the notations.

p-Cohesion. In [15], it is shown that p-cohesion is a fortress-
like cohesive subgraph, in which, every vertex has at least
a fraction p of its neighbors in the subgraph, i.e., at most a
fraction (1 — p) of its neighbors outside. In other words, a
p-cohesion can ensure inner cohesiveness.

Definition 1. (p-Cohesion). Given a graph G, a real value p €
(0,1), and a connected subgraph S, if for any vertex v € S with
deg(v,S) > [p x deg(v, G)], we say S is a p-cohesion, denoted
by Cp(G).

Let Cp(v,G) be the p-cohesion containing v. We use
Cp(v) instead of C) (v, G) when the context is clear.

Minimal p-cohesion. A subgraph S is a minimal p-cohesion
if no proper subgraph S’ C S that qualifies as a p-cohesion.
For example, irrespective of the chosen p value, for every
vertex in graph G, the whole graph G is a p-cohesion but not
minimal. Since minimal p-cohesion is the elementary unit of
a p-cohesion, we concentrate on determining the minimal
p-cohesion that includes a specific vertex v. For a p-cohesion
C,(v), by deleting every redundant vertex in C,(v) except
v, we can obtain the minimal p-cohesion that includes v,
denoted by M C, (v, G). In the following, when we say “the
p-cohesion containing v”, we mean the minimal one.



Definition 2. (Critical Connection). Given a graph G and a
vertex v, we say the connections identified by the minimal p-
cohesion containing v are v’s critical connections.

Differential Privacy. Differential Privacy (DP) was first
introduced by Dwork et al. [18], and has been widely used
in the privacy-enhanced release and analysis of data.

Definition 3. (DP). A randomization mechanism M is (g,0)-
differentially private if, for any two neighboring datasets D and
D’ that differs by one record and for all S C Range(M),

Pr[M(D) € S] < Pr[M(D’) € 8] - ¢° + 4, 1)

where ¢ is the privacy budget that controls the strength
of privacy protection, and 6 € [0,1] denotes a failure
probability. When 6 = 0, M is e-differentially private.

Neighboring Graph. Given a graph G = (V,FE) with
vertex (resp. edge) set is V' (resp. E), its neighboring graph
G’ = (V', E’) can be generated by either adding/removing
an isolated vertex in V or by adding/removing an edge
in E [5], [19]]. In this paper, we focus on the edge privacy
model, ie, V=V"and |E| - |[ENE'||=1.

Neighboring Subgraph. Given a graph G = (V, E), its
neighboring graph G’ = (V, E’) and a subgraph model F
(e.g., p-cohesion). For a vertex v € V, under model F, its
subgraph on G is denoted by S = F(v, G). The neighboring
subgraph S’ of S on G’ is §' = F(v,G’), which may be
different in both edges and vertices.

Decentralized Differential Privacy (DDP). In a graph, each
vertex can release its own information to non-trusted parties
using DDP.

Definition 4. (DDP). Given a vertex set V. = {v1,va,...,0,}
with n nodes, a subgraph model F, a set of randomization
mechanisms {M;,1 < i < n} satisfy (¢,0)-DDP, if

PriMi(F(v1,G)) € S1,..., Mn(F(vn,G)) € Sp] < )
PrMy (F(or,G) € Sty ... Mo (F(on, &) € Sl - 546, @
for any two neighboring graphs G = (V, E) and G' = (V, E')
and for all subsets {S; C Range(M),1 <i < n}.

Definition 5. (Local Sensitivity under DDP [5]). Given a
graph G = (V, E) with n nodes, its arbitrary neighboring graph
is G' = (V, E’), where V- = {v1, va, ..., v}, a subgraph model
F, and a function f, the local sensitivity of f is defined as:

LS(f) = max ¥ _|f(F(vi, G)) = f(F(vi, &) ®)

where F(v;, G) and F(v;, G')(1 < i < n) are the neighbor-
ing subgraphs with respect to G and G’, respectively.

3 PROBLEM AND APPROACH OVERVIEW

We study the differentially private critical connection pro-
tection problem in a graph under the client-server model.
Specifically, under the DDP mechanism, we aim to protect
a vertex’s critical connections when responding to queries
(i.e., subgraph counting) raised by data analysts. The sub-
graph counting is to count the occurrences of a user-
specified shape (or subgraph) S (e.g., triangle) containing
a target vertex v in graph G.
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Problem Statement. Given an undirected unweighted
graph G = (V,E), a critical number p € (0,1), a privacy
budget ¢, an invalidation probability §, a set of randomiza-
tion mechanisms {M;, 1 <i<n}, and a user-specified shape
S; for each vertex v; € V, subgraphs counting under DDP
for critical connections protection is to
o identify v;’s critical connections from the minimal p-
cohesion containing v;. MC,(v;,G) denotes the induced
subgraph of v;’s critical connections from G
e count the occurrences of S shapes containing v; in
MCy(v;,G).T'g,, (v;) denotes the count;
o perturb the count T'g,, (v;) using M;. The perturbed
count is denoted by I's, | (vi);
 count the occurrences of S shapes containing v; in the
complementary part of MC,(v;,G) in G. The count is
denoted by I's,, (v;); and
« report the total count I's(v;) = T's, (v;) + T's,,, (vi) to
the data analyst, which ensures (g, 9)-DDP.

3.1 Overview of Our Approach

We propose the following techniques to solve the problem.
o Identifying critical connections using minimal p-
cohesions. As mentioned earlier, p-cohesion is an im-
portant cohesive subgraph model [15], which can be
used to identify one’s critical connections. The p-
cohesion forms a fortress; i.e., the vertices inside a
p-cohesion are more connected than those outside.
Considering the elegant fortress property of minimal
p-cohesion, for a vertex v;, we use v;'s minimal p-
cohesion to identify its critical connections that need
to be protected. We prove that our solution can protect
the privacy of the target and its critical connections,
and as a result, can provide better data utilities than
the existing ELV-based solution developed in [5]. More
details are shown in Section 4
« Protecting critical connections identified by minimal
p-cohesions. We propose a tailored (e, §)-DDP mecha-
nism, which reduces the amount of injected noises and
improves the data utility by only perturbing the query
results generated from one’s minimal p-cohesion and
keeping the following response as it is. For the sub-
graph counting query problem, the function f counts
the occurrence of such shapes (or subgraphs) S contain-
ing a vertex v;. Let M C,(v;) be a minimal p-cohesion
of vertex v;, which contains its critical connections
and the corresponding vertices. Let I's, (v;) denote
the number of occurrences of S shape containing v;
within M C,(v;). This implies that both the vertices and
the connections that form S shape are entirely within
MCy(v;). Let T'g,,, (v;) denote the number of S shape
that are partially or entirely outside M C)(v;), and let
T's(v;) denote the total count of S shape within the
entire graph G, we have 's(v;) =g, (v;) +Ts, ., (vi)-
We only perturb I'g, (v;) in response to the query re-
garding v;, i.e., reporting I'g(v;) = T's, (vi) + s, (vi)

n

to the data analyst, where I'y (v;) gives the perturbed
counts of the user-given shape S in the minimal p-
cohesion, ie, I's (v;)) = I's,, (v;) + Lap(\). In Sec-
tion 5, we prove that perturbed response I'(v;) from

v, still satisfies (e, §)-DDP for given € and ¢.



4 CRITICAL CONNECTION IDENTIFICATION

We identify critical connections with minimal p-cohesion.
According to Definition [I} any connected component is a p-
cohesion, which could be large. We devise an expand-shrink
framework: Given a vertex, we repeatedly expand it into a
p-cohesion and then shrink it to its minimal form.

4.1 Expand Procedure

Starting from a queried vertex ¢, this procedure finds a p-
cohesion subgraph for ¢ in a bottom-up manner. Suppose V},
is the vertex set of a partial p-cohesion that includes ¢, we
repeatedly expand the vertices in V), to form a p-cohesion.

Algorithm 1 Expand (G, ¢, p)

Input :G:agraph, ¢ : a queried vertex,
p : a real number in (0, 1)

Output : a p-cohesive subgraph containing g

1: Vp:={q};, Q:=0; > Q: maximal priority queue
2: putall v € V, to Q with key on deg(v, G(V}))
3: s(u) < calculate a score for each vertex u within G
4: while Q # 0 do
u <+ Q.pop(); N :=0; > N: maximal priority queue
putall w € N(u,G) — V, to N with key on s(w)
b:= maX( fdeg(u, G) X p] - deg(u, G(Vp))7 0)
T «+ top belements in NV; Vp :=Vp UT
forw € T do
1 if deg(w, G(V,)) < [deg(w, G) x p] then Q.push(w)
11: update score s(v) for each v € V(G)
12: Return G(V})

@YX T

Algorithm [Tjoutlines the Expand procedure for finding a
p-cohesion containing query vertex g. The set V), records the
vertices included to form a p-cohesion, starting initially with
Vp, = {q} (Line[l). For each vertex u € V,,, it’s necessary to
add |[deg(u, G) x p| — deg(u, G(V},))| additional vertices to
V}, to ensure u’s inclusion in a p-cohesion. Here, deg(u, G)
and deg(u, G(V,)) represent the number of v’s neighbors in
V(@) and V,, respectively. A priority queue Q represents
vertices within V}, that do not yet meet p constraint (Line 1)),
ordered by deg(v, G(V,)) in a descending order (Line [2) If
two vertices have the same degree, the one with the smaller
identifier is prioritized in Q. For each vertex u, we calculate
a score s(u) (Line ).

In each iteration (Lines [4{I1), the vertex u € Q with
the maximum deg(u, G(V})) is removed from the queue at
Line 5] At Lines we generate a maximal priority queue
N to store the candidates that can help u to reach the p
constraint, i.e., u’s neighbors outside V), (i.e., N(u, G) — V}).
For each w € N, its key is the score s(w) in descending
order (Line @ For two vertices with the same score s, the
vertex with a smaller identifier will be placed at the top
of the queue. For the chosen u, we add its additional b
neighbors to V},, where b is the number of u’s neighbors that
u needs to meet the p constraint (Line [7). Let T' be the top
b vertices in N with the largest scores (Line [§). At Line
all vertices in T' are added to V),. For any w € T that do
not satisfy p constraint, we add it to Q for further expansion
(LinesOfI0). All vertices’ scores are updated after one-round
processing at Line[11} The algorithm will return at Line [12]if
Q is empty. In other words, G(V},) is a p-cohesion.
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Time complexity. For G(V,), let 7 and m represent the
number of its vertices and edges, respectively. The number
of to-expand vertices pushed into Q is 72 (Line[d). To retrieve
value b for each vertex, we need to visit its neighbors, which
requires O(m + n). Meanwhile, updating scores s(-) for
the neighbors of u requires O(deg(u, G) x log(deg(u, Q))).
Algorithm Ifs time complexity is O(7(m + n)).

Space complexity. Sets V,,, Q, N, s(-), and deg(-) each
require O(n) space. Similarly, G and N (-) require O(m+n)
space each. Algorithm|Ifs space complexity is O(m-+n).

Score Function. In Algorithm [} at Lines[6}{8} we add b of u’s
neighbors with the largest scores to V,,. We define two new
scores: merit and penalty, since adding one vertex w ¢ V),
to V,, may need to include more of w’s neighbors to help
w stay in a p-cohesion. A vertex that can better balance the
trade-off between merit and penalty should be added to V.

Density. As mentioned in Section 3.1} for a queried vertex ¢,
we search for a subgraph containing ¢ with higher density.
We first define the concept of graph density. Given an
undirected graph G = (V, E), the density is defined as:

d(G) = 2[El/(VI(IV] = 1)), )

where |V (resp. | E|) is the number of vertices (resp. edges)
in G, and 0 < d(G) < 1. d(G) = 1 means the graph G is
fully connected, i.e., the graph is the densest.

Given the partial vertex set V), of a p-cohesion that
includes queried vertex ¢, let G(V,) and E(G(V,)) be its
induced subgraph and the corresponding edge set, respec-
tively. We have E(G(V,)) = {(u,v)|(u,v) € E,u € V,,v €
Vp}. Based on Eq. @), the density of G(V},) is given by:

Vol /(IVal (IVa] = 1)) ®)
When adding a vertex w ¢ V,, to V,, the density is:

2(|E(G(Vp))| + deg(w, G(V3)))
A U w)) (CERIZ .
By adding a candidate w with larger deg(w, G(
density of the resulting subgraph can be increased.
Furthermore, we may need to include additional neigh-
bors of w into V}, to maintain p-cohesion. Let [ be the number
of neighbors required for w to maintain a p-cohesion. We
have | = max([deg(w,G) x p| — deg(w, G(V})),0). Let
N.(w) = {01,02,...,0.} (0; € N(w,G — G(V, ))}) be w’s
neighbors (outside V) chosen to be expanded to V,, and
V, =V, U{w} U N (w). The potential density of G(Vp) is

d(G(Vp)) = 2|E(G(

(6)
Vp)), the

—~ 2
A2 R (AN ) (AR

x(|E(G(V; (Vo)) 4D (L + deg(oi, G(Vp))))-

i=1
Generally speaking, the potential density depends pri-
l
deg(w,G(Vp ))""21 1 1+deg(0i,G(Vp)) A hlgher d

(7)
)| +deg(w, G(V,

marily ond’ = T
value will result in a higher subgraph density: the vertex w
with larger deg(w, G(V,)) and more neighbors in common
with ¢ in V}, should be chosen. In light of this, we propose
the following merit score.

Merit. The inclusion of a vertex w ¢ V,, should (i) increase
the density of G(V},) and (ii) contribute to the decrease of
the number of w’s neighbors u in V,, with deg(u, G(V})) <
[deg(u, G) x p|. We define the merit score of w as follows:




s(w) = 2e9WAVD) | [Nen(wgGV))| | [Newri (wGV3)|
deg(wQ) deg(w,Q) deg(wG)

®)

where N, (w,q,G(V})) is the common neighbors between w
and ¢ in V,, and N, (w, ¢, G(V,)) ={ulue N(q,G(V,))u €
N(w,G(Vp)),w ¢ V,}. Similarly, Neips(w, G(V},)) is the set
of w’s neighbor u in V,, that do not satisfy the p constraint,
ie., Negri(w, G(Vp)) = {ulu € N(w,G(V})),deg(u,G(V,)) <
[deg(u,G) x p|}. The first two parts of sT(w) account for
the influence on the G(V,) density when adding w to V.
The third part of s*(w) is w’s contribution to the increase
in the degrees of some vertices within V},. To eliminate the
influence of dimension between indicators, we normalize
each part of s*(w) by deg(w, G) in Eq. (8).
Penalty. To expand a vertex u € V,,, adding its neighbor w ¢
Vp will have A penalty effect: (i) w may need more neighbors
to meet p constraint, and (ii) d(G(V,)) may be no larger than
d(G(V})) if adding both w and its outside neighbors N.(w).
To quantify this effect, we propose the penalty score:
() = Fe9(w, G(V)) | 5~ degl01, G(V3))
s (w) = deg(w, G) /(z deg(w, Q) ) ©)

where deg(1,G(V;)) = max(0, [deg(w, G)xpl—deg(w, G(V})))
is the number of w’s neighbors that is required to meet
the p constraint, and [ = deg(w, G(V})). 0; is w’s neighbor
outside V,, (ie., 0; € N(w,G—G(V,))). Adding w may
need more vertices to be added to V), which may decrease
the density. To lessen this effect, we place deg(w,G(V}))
at the numerator. Besides, as shown in Eq. , including a
vertex o; with larger deg(o;, G(V,)) could result in a larger
density. To enlarge o;’s effect, we place deg(o;, G(V},)) at the
denominator. We also normalize each part by deg(w, G).
Considering both merit and penalty, we propose the
overall score for each vertex outside V,, as follows:
s(w) = s ( (10)
The score s(-) can help to decide which vertex should be
added to V,, in Line[6] of Algorithm

w) —s (w).

Example 2. For the graph G in Fig. |1} suppose ¢ = wug, in
Algorithm (1} ug will be popped in the first iteration, i.e., u = ug
(Line [5). The candidates will be N = {uy,u2,us,us,us,u6}
(Line @), and b = 3. We may first choose w1, us, and ug to V),
in Lines i.e., V, = {uo,u1,us,ue}. uy will be pushed into Q
in Lines |910| since it does not satisfy p constraint. In the second
iteration, uy will be popped for further process, i.e., w=wuy. The
candidates for uy are N' = {ug,uq,uz,usg}, from which, uy and
uy will be expanded, i.e., V,, = {uo,u1,us,ug,uz,ur}. Since uq’s
b=max(3—1,0) =2 and, ua, uz are with the top two largest score

in N, ie., s(uz)=s"(uz)—s" (up)=2— % =—2,s(ur)=13,
s(ug)=—2, s(us) =—2. up will be pushed into Q for further ex-
pernsion in Lines In the next two iterations, us and u, will
be expanded respectively, i.e., Vi, = {uo,u1,us,ue,ug,u7,us,uq }.
Then Q will be empty. Algorithm [I]returns the subgraph induced
by Vp ={uo,u1,us,ue,u2,u7,u3,uU4 }.

4.2 Shrink Procedure

The expanded p-cohesion containing g returned by Algo-
rithm [I| may include redundant vertices. To further mini-
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mize the vertices number in p-cohesion and identify ¢’s close
connections, redundancies need to be removed.

Algorithm 2 Shrink (Cp(q, G), q, D)

Input: Cy,(¢q, G) : a p-cohesion of graph G containing g,
q : a queried vertex, p : a real value within (0, 1)
Output : a minimal p-cohesive subgraph containing ¢

1: S+ Cpo(G);My :={q} > My a mustincluded vertex set
2: Tag < [0] = |[V(9)]; Taglg] := 2;

3: while 0 € Tag do

4 forv € S do

5: if Tag[v] > 0 then continue

6: S« S; Tag + Tag

7 S+ S—{vUE(v)}; Tag[v] =1

8: while Ju € S with deg(u, S) < [deg(u, G) x p] do
9: S+ S—{uUE(u,S)}; Taglu] :=1

10: if Ju € M, & u ¢ S then

11: S« S'; Tag«Tag ;My <+ My U {v}; Tag[v] := 2
12: Return S

Algorithm [2| shows the pseudo-code of Shrink proce-
dure, which finds a minimal p-cohesion that includes the
queried vertex g. Here, Cp(q, G) represents a p-cohesion
containing g, which is obtained from the output of Algo-
rithm [T} We use M to record vertices that must be included
in a minimal p-cohesion that includes ¢. Initially M, = {q}
(Line . S is a back-up of Cy(gq,G) (Line . The set Tag
ensures the deletion of each selected vertex only once.
Initially, all vertices in S have Tag[i] = 0 (1 <14 < |[V(5)]),
except for the queried vertex ¢ (T'aglq] = 2). Tag[i] = 0
means the vertex ¢ has not been proceeded, Tag[i] = 1
means vertex 7 has been deleted, and Tag[i] = 2 (Line
means vertex ¢ must be included in the minimal p-cohesion.

We proceed to delete vertex v € S with Tag[v] = 0
(Lines . Sets S’ and T'ag’ are used for recovering, since
v’s removal may result in the removal of vertices in M,
(Lines[10TI). After removing v, its corresponding edges will
be removed and its tag will be set as Tag[v] = 1 (Line 7).
The removal of v may cause the p-cohesion violation for
some vertices in S, we remove those vertices and their
corresponding edges at Lines If v’s removal will result
in the deletion of any vertex in M,, we will roll back S, T'ag
and put v into M,, which means v cannot be removed and
must be included in the minimal p-cohesion that includes
q (Lines [IOIT). After trying each vertex’s removal, the
algorithm returns the minimal p-cohesion that includes g.

Time complexity. We use 1 and 1 to represent the number
of vertices and edges in S, respectively. Visiting every vertex
in S and Tag takes O(7t) (Lines B{fg). In then case when a
vertex v is removed in Line [/ or Line [} its neighbors may
breach the p constraint (Line[8). Consequently, each vertex in
S is visited once for removal and each edge is traversed once
for degree updating, which needs O(m + 7). The recovery
of S and Tag requires O(m + n) (Line [LT). Algorithm PIs
time complexity is O(i? (1 + 72)).

Space complexity. Sets My, Tag, and deg(-) require O(n)
space each, while G and S require O(m + n) space each.
Algorithm s space complexity is O(m + n).



5 DIFFERENTIALLY PRIVATE QUERY RELEASE
OVER CRITICAL CONNECTIONS

5.1 Qualification of DDP on Critical Connections

In this section, we prove that by only protecting each
participant’s close connections (identified by the minimal
p-cohesion), the query response satisfies (¢,0)-DDP. In the
following, we focus on the fundamental problem of DP-
based graph data release, i.e., subgraph counting. Based
on the description of p-cohesion and minimal p-cohesion,
not all connections of a participant are included. We only
perturb the subgraph count within the minimal p-cohesions.
It is prudent to qualify the validity of DDP for the subgraph
count obtained on minimal p-cohesion.

Given graph G, let N{; (G) be the one-hop neighbors of
v; in G. Given a vertex v; € (G, and its minimal p-cohesion
MC)(vi, G), we have Nyj(MCy(v;)) € Nyj(G). Given a
query function f and a noise scale A, v; reports its perturbed
response I'§(v;) =g (v;)+Ts,,,(v;) to the data collector,
where the response generated from its critical connections
in MCy(v;) is Tg, (v;) = Ts,, (vi) + Lap(A), Ts,, @) =
f(MCyp(vy)), and the response generated from the the com-
plementary part of MC,,(v;,G) in G is I'g,,,. We show that
applying a randomization mechanism M;(MC,(v;, G)) to
the query response I's (v;) satisfies DDP.

Theorem 1. Given a graph G, a vertex v;, its minimal p-cohesion
MCy(v;), and a noise scale \, we can assert that T'§(v;) =
Ts,, (vi) + Lap(A) + T's,,, (v;) ensures W—DDP, where
LS(Ts,,) is the maximum local sensitivity of all T's, (v;),1 <

1 <n.

Proof. Haipei et al. [5] proved that when considering all
connections of v; to generate a query response, the per-
turbed response I't(v;) satisfies L3S) DDP. In this case,
I's(v;) =T, (v;) + Lap(A) + 0and LS(I's) = LS(T's;,, ).

For a vertex v; € G, we identify critical connections to
be protected using the minimal p-cohesion (i.e., M Cy(v;)),
rather than all connections. According to Definition
deg(vi, MCp(v;)) > [deg(vi,G) x p]. We can show that,
for different p values, our results satisfy LS(FS“”) -DDP, as
follows.

When p is large enough, i.e., Nyj (MCy(v;)) =Nyj (G),
all connections of v; are in its minimal p-cohesion M C),(v;),
ie., deg(vi, MCp(v;)) = deg(v;,G). The query response
from the complementary part of the minimal p-cohesion
is T'g,,,(v;) = 0 since all connections of v; are critical
with larger p values. Thus, I';(v;) = Tg,, (vi) + Lap(X),
satrsfymg )\ £5@si) ppp.

When p is small, i.e., Ny (MCp(v;)) C N{j(G), not all
adjacent vertices of v; are included in M C »(vi). Accord-
ing to Definition (1} deg(v;, MC,(v;)) < deg(v,»,G), and
Ny (MCp(v;)) C Nyj(G). In this case, the targeted query
subgraphs containing v; that situate outside MC),(v;) may
not be empty; i.e., I's,,(v;) > 0. The final query response
reported by vertex v; is I'§(v;) = Tg,, (v;) + Lap(N\) +
I's,..(vi). Since we do not perturb the response I'g, ,, the
response ['§(v;) is a post-processed version of I'g (v;).
According to the post-processing composition property of
DP [20], T%(v;) satisfies Z>55) pDP. O
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In practice, the local sensitivity of the graph G may
not be available and needs to be estimated based on the
feedback of all participants, v;,Vi. We adopt a two-phase
framework as in [5] to estimate local sensitivity, decide
noise scale, and perturb responses to subgraph count-
ing queries. Specifically, Phase-1 requires each participant
v; to obfuscate its local sensitivity LS(I's,, (v;)), and re-

ports the obfuscated local sensitivity LS(I's,, (v;)) to the
data collector using (g1, 61)-DDP. Then, the data collector
can evaluate the local sensitivity of the entire graph G
with LS(T'g,, ) =max]_, LS(I's,, (v;)), which also satisfies
(€1,01)-DDP. Here, ¢, is the privacy budget, and d; is the
violation probability, i.e., the probability of privacy protec-
tion being violated. In the case of the Laplace mechanism, d;
is the probability of LS(T's,, (v;)) > LS(FSM( i)), ie., the
estimated local sensitivity of vertex v; is smaller than the
ground truth LS(Tg,, (v;)).

In Phase-2, the data collector can decide the noise scale
A based on LS(T's;, ), and send A to the participants. Then,
each participant obfuscates its subgraph count by injecting
Laplace noise Lap(\) to satisfy (€2, d2)-DDP, and reports
the obfuscated subgraph count in response to the subgraph
counting queries of the data collector. The Laplace mecha-
nism [20] is adopted. By definition, A = M
LS(Ts,, ).

,and 05 is

the probability of A > —_===;i.e., the estlmated noise scale
of G is smaller than the ground truth, ), and consequently,
privacy is violated [5, Lemma 4.1].

Theorem 2. Under the two-phase framework, the response to
subgraph counting queries, with critical connections protected,
satisfies (€1 + €2, 01 + 62)-DDP.

Proof. For illustration convenience, this proof is based on tri-
angle counting. The key step of counting triangles is to count
common neighbors between two endpoints of a connection.
Let p(v;) (resp., win(vi)) be v;'s maximum common neigh-
bors with others in graph G (resp., M Cp(v;)). Let Y; be the
random variables drawn from Lap(-) for v;. In Phase-1, we
have ¢}, (v;) = win(v;) +Y;, based on which the noise scale
for Phase-2 can be identified, i.e., A = max,,cq ¢}, (vi)/€2.
With at least (1 — d2) probability, we have A > LS(T's,, )/e2,
since LS(T's,,) < maxy,ec ¢, (Vi)-

We verify that, for any neighboring graphs G and G’ and
for any subgraph counts set I', we have

Pr[['s € Srg, A € SA|G] < e°-Pr[['s € Srg, A € Sy|G']+4. (11)
where S (resp., Srg) is an arbitrary set of outputs from
Phase-1 (resp., Phase-2).

We use S to denote the subset of Sy that satisfies

Sy\={MA€ S\ & N> LS(Ts,,)/e2}. (12)

We have
Pr[Fg S SFS7 A€ 8)\|G]
= Pr[l'§ € Srg, A € SA|G]+Pr[['s € Srg, A € Sy \ SAIG] (13)
< Pr[l's € Srg, A € Sy|G] + 62,
since Phase-1 ensures A > LS(T'g,, )/e2 with at least 1 —
d2 probability. That is, in Phase-1, A is estimated using an
(€1,91)-DDP. Thus, we have

Pr[\ € S4|G] < €' - Pr[A € Si|G'] + 61 (14)



Combining with Eq. (14), we have
Pr[['s € Sry, A € S)|G]
= Pr[l's € Srg|\ € Sy, G] - Pr[) € S3|G]
< Pr[l's € Srg|X € Sy, G - (65 - Pr[A € 84|G] + d1)
< et -Pr[l's € Srg|A € Sy, G| - Pr[\ € S{|G] + 61.

(15)

Next, we show: for any A > LS(T's,, )/e2 and any noisy
subgraph count set ¥,

Pr{Is = X|G] < 2 - Pr[[ = x|G), (16)
which leads to
Pr[Ts € Srg|\ € S, G] <2 - Pr[T's € Srg|) € Sy, G'). (17)

For vertex v;, let I's(v;) and I'g(v;) be its triangle num-
bers in G and (&, respectively; where I's(v;) =T's,, (v;)+
Ls,,, (vi) and T'g(v;) =T, (vi)+Ts,,, (vi). We have,

Pr(T's = x|\, G)
Pr(T' = x|A, G")
3 exp(—3 20
axexp(—x i
_ Sxexp(— AZZ {(ITs(vi) = (Ts;,, (vi) +Ts,,, (vi)]))
) )

e E i (500~ (s, (0) 15,0, (o))
<exp(5 0 T, (00)+ T (01) = (T, (00)+ D (0))])

<exp(LS(Ts,, )/A) <e2.

Eq. is proved, and the two-phase framework under
our setting ensures (€1 + €2, 91 + J2)-DDP. O

out

(s (vi) —
1 (1T (vi) =

Us(vi)]))
I (vi)l))

(18)

Sin

5.2 Differentially Private Query Release

In this section, we investigate the differentially private
query release problem for a graph: k-clique counting. To
protect critical connections when releasing responses, for
each vertex, the minimal p-cohesion is used to detect those
relationships that need to be protected. In the following, we
show how to protect the critical connections identified by
minimal p-cohesion when releasing local k-clique counts.
In Theorem 2} we have proved that the two-phase frame-
work for subgraph counting ensures (e, 5)-9_]?& whenever

g1 +e2 < e and 6 + 9 < 6. Let LS(Tg,,) be the
estimation of the local sensitivity under the edge privacy
model [19], which should be lafge/r than the true local

sensitivity LS(T's,,, ). The A = LS( :S w) > LS(;S 2) would
be a possible noise scale. In Phase-2, each vertex would
report the subgraph number by injecting Laplace noise.

We proceed to estimate LS(I'g,, ), i.e., the local sensitiv-
ity for counting k-cliques inside the minimal p-cohesions.

k-Clique. k-Clique is a subgraph with exact k vertices, and
any two distinct vertices in the subgraph are adjacent.

For k-cliques counting, under the edge privacy
model [19], estimating the local sensitivity LS(T'g,, ) is to
estimate the common neighbors that inside a minimal p-
cohesion between the two endpoints of a connection. For a
vertex v;, to estimate its LS(T'g,, (v;)), it should be one of
the endpoints of the updating edge. Updating edge (v;, v;)
will only affect the k-cliques containing both v; and v;. We

use Ny, (vj,v;, MCpy(v;)) to denote the common neighbors
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between v; and v; in v;’s minimal p-cohesion. The common
neighbor set is defined as N, (v;,v;, MCy(v;)) = {ulu €
N(Ui,MCp(’Ui),U S N(Uj,MCp(Ui)),’Uj € Mcp(l}z)}
When updating edge (v;,v;), the affected number of k-
cliques containing v; and v; should be no more than

Nen (v; N 1\2/10 (”l))), since those k-cliques consist of v;, v,
and k — 2 of their common neighbors. Each k-clique will be
reported k times (by each of the vertices in the k-clique),
and the estimated local sensitivity should be

—~

LS(Ts, ) =

in

vT
k- (Ncn,(v_j‘:i_’]gcp(

vi)))7 (19)

max
v; €Gv; EMCp(v4),v57#v;

where N7 (v;,v;, MCp(v;)) is the probabilistic upper
bound ( [5, Lemma 4.1]) of N, (v;, v;, MCp(v;)). For each
v; € G with some noise scale A\, and ., we have

Nen (v, vi, MCp(v3))) = Nen (vj, 03, MGy (v3))

T Lap(r) + A log(s0). &)

log(% )-

Counting common neighbors of two vertices is
time-consuming. For any vertex v; € G, we have
deg(vi, MCy(v;)) = maxy enmc,(v;) Nen(vj, vi, MCp(vi)).
The degree of a vertex can be treated as a loose upper
bound for its maximum common neighbors with others.
However, the local sensitivity based on the degree can be
too large, leading to adding excessive noises. Replacing
maXy,; e MCyp(vs) Ncn(vj; Uiy MCp (vi)) with deg(v;, Mcp(vz))
for some v; can balance the efficiency and effectiveness [5].
For v; € G with some \;j and d4, we have
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deg” (v, MCyfvy)) = deg(vaMCyfv) HLap(Na) FAdlog(55-). (21)
For vertices with the top h largest deg’ values,
they would report “min(max NZ (-), deg” (-))” [5]. Let Vp
(resp. V) be the set of vertices reporting deg” (resp.
max N1 ). We have ug = max,,cv, deg’ (vi, MCy(v;)) and

Up = MaXy, eV ,v;EMCy(v;),05£v; NT (U],U7, MC, (Uz)) and
LS(Ts,,) = k- (maxliiid’“")) As proved in [5, Lemma 4.2],
with Ay = 52—, Ae = g, and 64 = 0. = 505, the
following algorithm satisfies (51, 0)-DDP and the returned

noise scale \ = % for Phase-2 satisfies \ > %j")

The pseudo-code of Phase-1 on k-clique counting is
given in Algorithm B] We use set U (Line ) to denote the
upper bounds for each vertex’s maximum common neigh-
bors with all others in its minimal p-cohesion M C,(v;). By
running Algorithm [1] and Algorithm [} for each vertex v,
we identify the minimal p-cohesion R containing its critical
connections, and then store it in a family set R (Lines .
In Line [7} we compute the loose upper bound based on its
degree in R. Vertices in G with the first h largest upper
bounds, denoted by T, report their tight upper bounds
(Lines . For each v € T, we compute its maximum
common neighbors with vertices in its R, denoted by cn
(Line . Its upper bound is the minimal Value between
cn* and its loose upper bound U(v) (Lines 4). Finally,
the local sensitivity LS and noise scale A are generated for
Phase-2 based on set U (Lines [15]]16).



Algorithm 3 Phase-1 on k-clique (G, p, €1, €2, 0, h, k)

Input :G:agraph, p: areal valuein (0, 1),
e1 : privacy budget for Phase-1,
€2 : privacy budget for Phase-2,
¢ : invalidation probability, h : an int value,
k : the vertices constraint for k-clique

Output : noise scale X

L Mg = 5o 551 ;6 = %ﬂ; A 1= ﬁ > Server
22U+ 0GR+ 0; > R: a family of R
3: forv e G do
4 R’ := Expand (G, v, p) > Algorithm 1} Client
5: R := Shrink (R, v, p) > Algorithm [2} Client
6: R.push(R)
7: U(v) := deg(v, R) + Lap(Aq) + Aq - log(55) > Client
8: put all v € G into a maximal priority queue Q with key
U(v) > Server
9: T < the top h elements in Q > Server
10: forv € T do
11: R:=R(v);en:=0
12: foru € Rdocn:= max(N (u, v, R),cn) > Client
13: en” == cn + Lap(Ae) + log(%) > Client
14: U(v) := min(en®, U(v )) > Server
15: LS :=k - ("‘a"“ke_%U(”)) > Server
16: Return A = £2 > Server

€2

6 EVALUATION
6.1 Experimental Setting

Datasets. We used 9 real-life graph datasets, as described
in Table 2 The Celegans and WIKIVote datasets are
from [21] and the remaining ones are from [22]. The
Celegans and Yeast are two biological graphs. Celegans
(resp. Yeast) contains the metabolic reactions (resp. inter-
actions) between two substrates (resp. proteins). WIKIVote
contains all the Wikipedia voting data from the inception
of Wikipedia. USAirport contains the flights between two
US airports. Bitcoin is a user—user trust/distrust network
from the Bitcoin Alpha platform. Gnutella08 contains the
connections between two Gnutella hosts from August 08,
2022. HepTh (resp. HepPh) is a co-authorship graph from
arXiv, which contains the collaborations between authors
who submit their papers to High Energy Physics - Theory
(resp. Phenomenology). SisterCity contains the “Sister
City” relationships between two cities of the world. Directed
edges are transferred to undirected edges.

TABLE 2: Statistics of Datasets

[ Dataset [ Nodes [ Edges [ davy | dmaz |
Celegans [21] 453 2,025 8.94 237
WIKIVote [21] 889 2,914 6.56 102
Ushirport [22] | 1,574 | 17215 | 21.87 | 314
Yeast [22] 1,876 2,203 2.39 56
Bitcoin [22] 3,783 14,214 7.47 511
Gnutella08 [22] | 6,301 20,777 6.59 97
HepTh [22] 9,875 25,973 5.26 65
SisterCity [22] | 14,274 | 20,573 2.88 99
HepPh [22] 34,546 420,877 24.37 | 846

Algorithms. To the best of our knowledge, no existing work
has attempted to protect the privacy of critical connections
of a vertex in a graph. We implement our algorithms for
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p-cohesion and minimal p-cohesion computation with new
score functions and evaluate the effectiveness for privacy
preservation under DDP.

Settings. For p-cohesion computation, in our experiments,
p ranges from 0.1 to 0.8 with the default value of 0.1. For
privacy protection of critical connections, we count k-cliques
under (e, §)-DDP, utilizing the two-phase framework. Each
result is averaged over 100 runs. The privacy budget ¢
ranges from 1 to 12. The default value of privacy budget
€1 (resp. €2) for Phase-1 (resp. Phase-2) is ¢; = 0.1le (resp.
€2 = 0.9¢). The h (Line 9 of Algorithm [3) varies from 1 to
12. Following the setting in [5]], [23], the default value for
§ is 1, where n is the vertices number of the graph. All
programs are implemented in Python on a Linux machine.

6.2 Statistical Evaluation for Minimal p-Cohesions
6.2.1 Minimal p-Cohesions with Different Score Functions

For each vertex v, we identify its minimal p-cohesion
with Algorithms [1] and ] Different score functions (Line
of Algorithm [1) result in different p-cohesions and min-
imal p-cohesions. In the following, we show the perfor-
mance of Algorithms [1] and [2| in both density and size.
p-Cohesion denotes Algorithm [I|running (10) followed by
Algorithm 2] p-Cohesion* replaces in p-Cohesion
with [15} Eq. ( )]

Density. Fig. [2] reports the graph density distribution
of minimal p—coheswns with different score functions.
p-Cohesion uses Eq. (§) and Eq. (9), and p-Cohesion®

uses [15, Egs. (5) & (6)]. Fig. 2| displays the result over 9
datasets at p = 0.3. As expected, the p—Cohesion outper-
forms p-Cohesion™, because both the merit and penalty
consider the advantage and disadvantage when including
a new vertex w to V. For example, on Yeast and HepTh,
all minimal p-cohesions returned by p-Cohesion are with
larger density than the minimal p-cohesions returned by
p-Cohesion®. Figs. 2b| and d report the result of two
different score functions, with varying values of p ranging
from 0.1 to 0.8 for Gnutella08 and HepPh, respectively. Both
figures illustrate the density distributions of the minimal
p-cohesions returned by p-Cohesion and p-Cohesion®
become similar as p increases, since higher values of p
inherently entail a greater number of vertices within a p-
cohesion subgraph. Consequently, both p-Cohesion and
p-Cohesion™ tend to yield comparable vertex sets. As p
reaches large magnitudes, the results exhibit similarity due
to the near-complete inclusion of the connected component.

Size. We show size distributions of all minimal p-cohesions
returned by p-Cohesion and p-Cohesion® in Fig.
Fig. Ba| represents the result for 9 datasets at p = 0.3. On
most of the datasets, the minimal p-cohesions returned by
p—Cohesion have similar sizes to p—Cohesion®. On some
graphs, i.e., Yeast and HepTh, our methods can find much
smaller sizes minimal p-cohesions. Figs. Bb] and Bq report
the size distributions with the two different score functions
on Gnutella08 and HepPh, respectively. Both figures show
that the sizes of minimal p-cohesions returned by the two
methods increase as p grows. This is because a larger value
D necessitates a greater number of vertices in a p-cohesion.
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6.2.2 Minimal p-Cohesion v.s. Extended Loccal View

Haipei et al. used ELV as the local view for subgraph
counting. But they could not capture critical connections. We
denote the connections identified by their two-hop ELV
Definition 2.2] as ELV. From the distributions of density
and size, we compare the difference between minimal p-
cohesion and ELV. Here, p-Cohesion denotes the Algo-

rithm [T] equipped with Eq. (10), followed by Algorithm [2}

Density. Fig. |4 reports the density distributions comparison
between p-Cohesion and ELV. Fig. [a] displays the result
across 9 datasets at p 0.3. The p-Cohesion signifi-
cantly outperforms ELV in the subgraph density because
the p-Cohesion can identify a subgraph induced by the
critical connections of a vertex. For example, on USAirport,



all vertices” subgraphs returned by p-Cohesion have larger
densities than ELV. Figs. [4b| and [Ad depict the result of
distinct methods, showcasing variations in p values ranging
from 0.1 to 0.8 for USAirport and SisterCity, respectively.
Both figures illustrate that when 0.1 < p < 0.7, many
vertices’ minimal p-cohesions are with larger density than
ELV. The density of p-Cohesion decreases as p increases, as
a larger value of p inherently necessitates a greater number
of vertices in a p-cohesion. However, when p > 0.7, the
minimal p-cohesions of most vertices exhibit lower densities
compared to their ELVs. This is because a large p value
results in the retrieval of nearly the entire graph.

Size. In Fig. we report the size distributions of
p-Cohesion and ELV. Fig. [pa| reports the result over 9
datasets with p = 0.3. On all datasets and all vertices,
all minimal p-cohesions returned by p-Cohesion are with
smaller sizes than ELV. Figs. and [Bd report the size
distributions of the two methods on WIKIVote and Yeast, as
p increases from 0.1 to 0.8. Similarly, within both figures,
the sizes of minimal p-cohesions yielded by p-Cohesion
exhibit growth as p increases. This phenomenon arises due
to the greater number of vertices required for a larger p
in a p-cohesion. When p is large enough, ie, p > 0.5
(resp. p > 0.6) on WIKIVote (resp. Yeast), the p—Cohesion
will return larger subgraphs than ELV since the minimal p-
cohesion needs more vertices to meet the p constraint.

6.3 k-Clique Counting Under DDP

In this section, we focus on the influence of h, p, €, and &
over k-clique counting. We use Mean Relative Error (MRE) to
evaluate the performance when releasing responses, based
on two different connection groups, for subgraphs count-
ing queries. We use p-Cohesion (resp. ELV) to denote
the method for counting subgraphs, under the (e, §)-DDF,
based on the minimal p-cohesions (ELVs). For subgraph .S
counting, we have MRE = IF%SFS‘, where I'g is the real
subgraph number and I'§ is the perturbed value regarding
I's. Each MRE reported is averaged over 100 runs.

6.3.1 3-Clique Counting
We evaluate our algorithms for 3-clique counting.

p Selection. Fig. [6| shows the average MRE under the (g, 0)-
DDP for 3-clique counting based on the subgraphs returned
by p-Cohesion and ELV on HepTh when p varies from
0.1 to 0.8. We show the results with h = 1,3,10 and
e = 3.0,10.0 for all p values. As expected, when p < 0.7,
the p-Cohesion outperforms ELV. The average MRE of
p-Cohesion increases when p becomes larger. When p >
0.4, the MRE grows slowly because, for almost all the ver-
tices, p is large enough to include their connections within
their corresponding minimal p-cohesions. When p > 0.7,
the ELVs will be subsets of the corresponding minimal p-
cohesions. It implies a reasonable p can balance the data
utility and privacy protection.

h Selection. In Algorithm [3} to balance the efficiency and
effectiveness for noise scale \ estimation, h vertices need to
report their common neighbors, instead of degree (Lines [9}
[14). Fig. [/ reports the upper bound of the local sensitivity
generated by p-Cohesion and ELV on Celegans when h
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Fig. 8: € Selection for 3-Clique Counting on USAirport, p = 0.1

varies from 1 to 12 with a step size of 1. We choose p = 0.1
for the minimal p-cohesions computation. For Phase-1, the
privacy budget is chosen as ;1 = 0.1¢ for different ¢ values.
For different privacy budgets ¢, the upper bounds returned
by p—Cohesion show similar trends as ELV. When h = 2, 3,
the upper bounds are optimal for almost all € values. Com-
pared to ELV, with the increase of €, our p-Cohesion can
find more optimal upper bounds for LS(I's).

¢ Selection. Fig. reports the average MRE returned by
p—Cohesion and ELV on all datasets with p = 0.1, h = 3,
and € = 10 (i.e., €1 = 1.0). On all datasets, p—Cohesion out-
performs ELV. For example, on SisterCity, the p-Cohesion
is two orders of magnitude smaller than ELV in terms of the
average MRE. That is because our approach injects less noise
into the real response and estimates tighter local sensitivity.
Fig. [Bb| - Fig. [8e| report the average MRE over p-Cohesion
and ELV on USAirport when ¢ varies from 1 to 12 with a
step size of 1. We choose p = 0.1 for minimal p-cohesions
computation. For all ¢, the privacy budget €; for Phase-1
is chosen as €1 = 0.le. Our p-Cohesion shows similar
trends as ELV under all h but reports increasingly better
performance in terms of MRE with € growing.

0 2 4 0 2 4
&1 &1

(dh=7Te=5 (e)h=10,e =5

Fig. 9: e, Selection for 3-Clique Counting on Celegans, p = 0.1

€1 Selection. Fig. |§| depicts the influence of privacy budget
€1 of Phase-1 on MRE. For all ¢;, the total privacy budget
is ¢ = 5.0, and we choose p = 0.1 for the minimal
p-cohesion computation. The MREs represent the average
values obtained from 100 independent tests. Fig. (9a| shows
the average MRE returned by p-Cohesion and ELV on all
datasets with p = 0.1, h = 3, ¢ = 0.5, and ¢ = 5.0.
Under the current setting, on all datasets, our p-Cohesion
outperforms ELV. Consistent with the previous result, on
SisterCity, the p—Cohesion is two orders of magnitude
smaller than ELV in the average MRE. Fig. [9b|- Fig. [O¢|report
the average MRE over p—Cohesion and ELV on Celegans
when ¢ varies from 0.1 to 4.9 with a step size of 0.1. For
all €1, our p-Cohesion outperforms ELV in terms of the
average MRE. When ¢; < 1.5, the average MRE decreases
with the growth of ¢; since a larger €; results in a smaller
upper bound for the local sensitivity LS(I's). The average
MRE reaches the bottom (¢; = 1.5), €1 and &5 reach the
balance point, where e = e—¢1. When e; > 1.5, the average
MRE increases as €; grows since the balance is broken and
more noises are injected.
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Fig. 10: p Selection for 4-Clique Counting on Bitcoin

6.3.2 4-Clique Counting

Under DDP, we study the influence of p, and € over 4-clique
counting. In Algorithm [3] at Line the estimated local
sensitivity is controlled by the k£ value. We use & = 3 as
the building block for 4-clique counting, i.e., the A4 (resp )\3)
returned by Algorlthmfor k=4 (resp. k =3)is \4

We do not regenerate A for 4-clique by Algorithm El

p Selection. Fig. reports the average MRE results for
p—Cohesion and ELV over 100 runs on Bitcoin when p
varies from 0.1 to 0.8. We show results with h=1, 3, 10 and
€=3.0, 10.0 for all p values. When p < 0.8, the p—Cohesion
outperforms ELV. The average MRE of p-Cohesion in-
creases when p becomes larger since more noises are injected
into the response. Similar to the result for 3-clique, when
p > 0.4, the MRE grows slowly. This is because, for almost
all vertices, p is large enough to include all their connections
to the minimal p-cohesions. When p > 0.8, ELVs will be
subsets of the corresponding minimal p-cohesions.

€ Selection. Fig. reports average MRE returned by
p—Cohesion and ELV on all datasets with p = 0.1, h = 3,
and € = 10 (i.e., 1 = 1.0). On all datasets, our p—Cohesion
outperforms ELV. Figs. to report the average MRE
over p—Cohesion and ELV on USAirport when ¢ varies
from 1 to 12. We choose p = 0.1 for the minimal p-cohesion
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Fig. 11: ¢ Selection for 4-Clique Counting on USAirport, p = 0.1

computation. For all ¢, the privacy budget of Phase-1 is
€1 = 0.1e. Our p—Cohesion shows similar trends as ELV
under all h values, but better MRE for all ¢ values.

7 BACKGROUND AND RELATED WORK

We present related work from perspectives of cohesive
subgraph search and graph analysis with DP.

Cohesive subgraph search. A cohesive subgraph search
aims to identify subgraphs that contain a specific query for
a given scenario. Several cohesive subgraph models have
been proposed. A clique is a subgraph with the highest
density, where every pair of vertices is connected [24],
[25]. However, due to the restrictive nature of cliques,
some relaxed models have been introduced. These include
the k-core model [6], [26], [27], k-truss model [28], [29],
k-ecc model [30], [31], p-cohesive model [12[], [15], and
others [32], [33[, [34]. In [15], minimal p-cohesions were
detected through an expand-shrink structure and two rel-
atively intuitive score functions. When including one vertex
in a partial p-cohesion, the merit score considers the contri-
bution of a vertex to increasing the degrees of some vertices
in the partial p-cohesion. The penalty score captures the
need for extra neighbors outside the partial p-cohesion to



meet the p constraint. Using these score functions, minimal
p-cohesions captured may not be dense; i.e., more vertices
with fewer mutually connected edges are often captured.

We design new criteria (including a new merit function
and a new penalty function) to effectively identify minimal
p-cohesions with increased densities. While adopting the
generic expand-shrink framework as in [15], our new score
functions help find minimal p-cohesions with much higher
density than the method developed in [15].

Graph analysis with DP. Many recent contributions pro-
posed DP-based solutions for the release and/or the anal-
ysis of graph data [4]. They were based either on central-
ized DP (CDP) [35], [36], local DP (LDP) [37], [38], [39],
DDP [5]], or relationship local DP (RLDP) [40]. Traditional
DP techniques were primarily designed for centralized set-
tings, where a trusted central entity collects and analyzes
data. However, graph analysis under CDP requires the data
holder to have full information about the graph. Answering
questions related to graphs under LDP requires to collect
information from individuals [41], which may ruin the
property (lower the data utility) of the raw graph [38].

To solve this problem, Haipei et al. [5] proposed privacy
preservation in the context of DDP using the ELV. Their ap-
proach ensures each participant’s privacy concerning their
connections in its ELV. Yuhan et al. [40] tried to solve the
problem under the RLDP mechanism and using the ELV.
However, these approaches solely focused on the proximity
of a queried vertex and did not capture the critical connec-
tions of the vertex within the subgraph. While adopting the
two-phase framework as in [5]], our algorithm is different
in the sense that we identify the critical conditions of ver-
tices, which are denser and more cohesive and often part
of the ELVs. We also prioritize the critical conditions for
privacy protection by dedicating the privacy budget to those
connections. As demonstrated experimentally, our approach
can offer better data utility than the existing work with all
connections obfuscated, e.g., [5].

8 CONCLUSION

In this paper, we investigated the problem of identifying and
protecting critical connections” information for individual
participants on graphs, using minimal p-cohesion. New
score functions were proposed to help effectively search the
critical connections. We also analytically qualified the use
of the (¢,0)-DDP to protect the privacy of the identified
critical connections. Extensive experiments confirmed the
effectiveness of the new score functions, as well as the
better trade-off between utility and privacy compared to the
existing ELV-based methods.
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