arXiv:2405.11608v1 [quant-ph] 19 May 2024

Full private delegated quantum computing tailored from user to industry

Alejandro Mata Al{7]
18B Ayesa, Quantum Development Department, Paseo Mikeletegi 5, 20009 Donostia, Spain

Adriano Mauricio Lussdﬂ and Edgar Menciaﬂ
Quantum Information and Quantum Computing Group,
QuantumQuipu, National University of San Marcos,

Av.  Germdn Amézaga s/n.

Ciudad Universitaria, Lima, Pert

(Dated: May 21, 2024)

In this paper, we present a set of private and secure delegated quantum computing protocols
and techniques tailored to user-level and industry-level use cases, depending on the computational
resources available to the client, the specific privacy needs required, and the type of algorithm. Our
protocols are presented at a high level as they are independent of the particular algorithm used for
such encryption and decryption processes. Additionally, we propose a method to verify the correct

execution of operations by the external server.
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I. INTRODUCTION

Quantum computing has advanced from a purely theo-
retical idea to a field with great interest and investment,
due to its great properties and applicability to different
academic and industrial contexts. However, a major lim-
itation to the enjoyment of such technology is the acces-
sibility of quantum computers, both for individual users
and companies, as such devices are extremely expensive
even in their smallest versions.

One of the most reasonable proposals to solve this
problem is delegated quantum computing. Delegated
quantum computing consists of a client with little or no
quantum computational resources delegating the quan-
tum operations he needs to perform to an external server
with the necessary resources. This would be a quantum
analog to the use of classical cloud servers.

However, in several industrial cases it is essential to
preserve the privacy of the input data to the calculation,
the outputs of the calculation, and even the calculation
itself. A clear example could be a company attempt-
ing to solve a combinatorial optimization problem, such
as the Quadratic knapsack problem, using a Quadratic
Unconstrained Binary Optimization (QUBO) formula-
tion [I] adapted to the characteristics of its problem and
solved using the Quantum Approximate Optimization
Algorithm (QAOA) [2]. In this case, the values of the
coefficients would reveal private information about the
problem to the external server, potentially related to an
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economic, telecommunications or transportation project,
where this information would be sensitive. This can also
become important in certain contexts at user level.

But as we can see, not all operations involve sensitive
information. For example, in the QAOA discussed, the
information is given in the RZ and RZZ gates, those of
the Hamiltonian of the problem. However, no informa-
tion appears in the RX gates. Moreover, the RZZ gates,
when decomposed into two CNOT and one RZ as in the
Fig. [1 we can see that the CNOT part does not con-
tain any information either. Therefore, in a QAOA the
only part to protect is the RZ part. In general, the gates
we are interested in can be efficiently decomposed in this
way [3]. In other cases, such as Grover’s algorithm, the
information is not contained in rotation angles, but in
the circuit structure itself. Because of this, we differen-
tiate between two types of information to be protected
in the operations: angle information and structure infor-
mation. In this way, we can also divide the types of op-
erations into public operations, which can be performed
by the external server without receiving private informa-
tion, and private operations, which contain confidential
information.
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FIG. 1. RZZ gate decomposition

Another interesting case could be to try to perform
distributed quantum computing, to perform a computa-
tion using several simultaneous servers, so that only one
(or none) has information about the process or the data.
This is particularly useful in distributed quantum ma-
chine learning [4], where protocols already exist [5l [6].
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FIG. 2. General communication scheme between the client de-
vice and the external server device. a) MBQC: the client sends
the qubits to the server and the server performs all quantum
operations, which are classically controlled. b) CBQC: the
client and the server exchange qubits and perform operations
according to the client’s instructions. c¢) Distributed comput-
ing: the client controls several servers with a common node,
not communicating with each other directly.

Classically, the use of homomorphic encryption [7] is
usually chosen to encrypt the input data, operate on
them and obtain an encrypted output, which can only
be retrieved by the client who has the key. To hide the
operations, the most effective way is to split the calcu-
lation between different servers, so that only part of the
operations of the overall process are known to them.

However, in the quantum case we can take advantage
of various quantum properties to hide both data and op-
erations by means of quantum properties such as the non-
cloning theorem.

Precisely, from these ideas arise two of the main ap-
proaches of realizing this private delegated quantum com-
puting [8]. The first is measurement-based blind quan-
tum computation (MBQC) [9,[10], which consists of using
measurements and corrections on a graph state to per-
form a certain quantum computation, and the second is
circuit-based blind quantum computation (CBQC) [1I-
13], which consists of encrypting the data with a one-time
pad as in BB84 [14], to compute and then decrypt it. En-
cryption can be performed using X and Z gates [13], or
even just Z gates [15]. In addition, there is an extension
of this second approach, called Full-blind delegating pri-
vate quantum computation (FDQC) [16], in which it is
also possible to hide the operations performed, achieving
complete secrecy. It is important to note that in all these
methodologies, the client must be able to generate cer-
tain quantum states and perform a minimum number of
quantum operations, and in some of them being able to
store all the qubits of the process. The communication
shall be carried out as shown in Fig. [2]

Some of these protocols have been successfully demon-
strated experimentally [I7, [I8], both for simple cases
and for algorithms such as Grover’s algorithm [I9] or
Deustch’s algorithm [20]. In addition, they have also
been adapted for some academic problems, such as solv-

ing Mahalanobis distance [2I], and some industrial ap-
plication problems, such as Variational Quantum Algo-
rithms [22], the QAOA [23] or the Quantum Neural Net-
works (QNN) [24]. In addition, various equivalences be-
tween different protocols have been studied [25].

However, in all these methods very extreme situations
are assumed, which can be relaxed in order to get closer
to a possible future where the user has quantum devices
with certain capabilities. For example, in CBQC cases
we have to be able to create the state of the input qubit.
But the fact that we can generate that state, in case it
is a general one, brings us closer to the idea that we can
apply a general one-qubit quantum gate, or at least one
general enough to apply to various cases that we will
study.

To get closer to such a realistic situation, we will con-
sider a client with a device capable of

e Generate a qubit in a controlled state.
e Receive a qubit.
e Send a qubit.

e Apply a series of one-qubit (or multi-qubit) gates
to the qubits stored in it.

In addition, we will assume that the quantum server
is unreliable, so we will want to hide as much informa-
tion as possible from it for certain given conditions. This
server will be able to perform as many quantum opera-
tions as we want and will have the capacity to work with
as many qubits as we require. In the worst case, if we
need more qubits than a server has, we can use several
of them connected by a quantum channel to exchange
qubits. In addition, we will assume that it has no quan-
tum errors and is able to send and receive as many qubits
as it wants on demand. Furthermore, we will assume that
the communications take some time to complete, but do
not generate quantum errors in the qubits.

The structure of this paper is as follows. First in Sec.
[T we will begin by explaining briefly how the main tech-
niques known in the field work, and then we will propose
combinations and modifications of these techniques to
adapt them to the needs and requirements of the client,
which may be a company in Sec. [[ITlor a user with fewer
resources in Sec. [[V] Finally, in Sec. [VI] we will give 3
examples of how such protocols would be realized in a
particular algorithm.

II. DELEGATED QUANTUM COMPUTING
TECHNIQUES

In this first section we will quickly explain the basics of
each delegated calculation technique, so that the reader
can keep in mind the various techniques available to per-
form the subsequent protocols. Each of these techniques
can be adapted directly, in whole or in part, to try to
carry out the protocols that we will introduce.



FIG. 3. Generic graph state and graph state for the method
[10].

A. MBQC

Measurement-based quantum computing consists of
preparing an entangled quantum state, called a graph
state, and performing a sequence of conditional qubit
measurements. This method allows performing the same
calculations as in the quantum circuit formalism, but
performing entanglement only in the state construction.
Moreover, since the results of each measurement step are
random, we will have to apply a ‘correction’ to subse-
quent measurements based on the results of the previous
ones.

The graph state gets its name from the fact that it can
be expressed as a graph, where each node is a qubit and
each edge is an entangling operation between the qubits it
links. In the graph state we will have the ancilla qubits
and the state qubits. The ancilla qubits are the ones
that we will measure to form the desired state in the
state qubits, since the entanglement will make the modi-
fications in the ancilla qubits translate into modifications
in the state qubits. All ancilla qubits are prepared in a
uniform superposition, and entanglement is achieved by
applying C'Z gates.

The key to the method is that measuring a uniform
superposition state in one direction of the X —Y plane is
equivalent to projecting it in that direction. This is sim-
ilar to applying a gate to the state. This measurement-
related gate [26] is the gate
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which is achieved by measuring at the 6 angle and cor-
recting the state. Furthermore, we know that any quan-
tum circuit can be constructed from C'Z and J(0) gates.
Now, we can see that in this case, once the graph state
is generated, there is no need to apply more complex op-
erations to it. Moreover, the only multi-qubit operations
applied are those we applied at the beginning of the pro-
cess, and do not contain circuit information by itself.
Given these characteristics, in [10] they study the pos-
sibility of using this technique for secure delegated com-
puting. This works as follows: the client sequentially
generates the qubits to be sent to an untrusted external
server, and the server applies the rest of the operations.
However, instead of generating states in uniform superpo-
sition, the client generates them randomly from a specific
set of possible states to encode the state. In this way, the
client can simply communicate to the server which mea-
surements and corrections to perform, making his own

decryption. Thus, without having to receive the qubits
back, the client can perform the entire calculation, with-
out revealing its state. Furthermore, this protocol can
be adapted to the case of distributed quantum comput-
ing [27], in which we have several external servers that
store and measure the global graph state.

This protocol allows us to verify whether the server is
being honest and performing the calculations we ask it
to perform [2§]. For this purpose, a set of trap qubits
will be set, which will give deterministic results known
only to the client. If we obtain an unexpected result, we
will know that the external server is not performing the
designated operations.

However, it requires an enormous amount of resources
that can be limiting, because we need a number of ancilla
qubits dependent on the depth of the algorithm to be
executed.

B. CBQC

Circuit-based blind quantum computation techniques
are based on the execution of a quantum circuit, so that
the quantum state is encrypted with a one-time key. Con-
ceptually, it can be viewed as a realization of the BB84
protocol, where the sender and the receiver of the state
are both the client, while the eavesdropper is the external
server. In this context, the client can only perform X,
Z and SW AP operations, in addition to generating ar-
bitrary one-qubit states and being able to store them, so
it cannot perform universal quantum computation. Each
time the client wants to perform a quantum gate that
it cannot apply on the qubits by itself, it will encrypt
the qubits to be operated and send them to the external
server to be performed. This encryption is performed by
applying an X *Z? operation to the qubit to be encrypted,
with the pair (a,b) being the random binary key to be
stored by the client. After receiving the qubits back, the
client will have to decrypt them with the rules presented
in [I1) 12].

The main limitation of this scheme is that we need to
be able to store all the qubits of the circuit. Also, we need
a high number of qubit sends and show our operations
to the external server, which can be a problem in cases
such as the QAOA.

C. FBQC

Full-blind delegating private quantum computation al-
lows hiding all the information of the circuit we are exe-
cuting, both the quantum state itself through the encryp-
tion of the one-time pad, as well as the operations [16].
The operations are hidden through the use of 9 qubits,
so that each subset of them is associated with a specific
operation. In this way, instead of applying an operation,
we will apply all the basic operations at the same time.
However, only the client will know which qubits are of



interest, and therefore, which operation is applied. In
fact, part of the key decryption protocol is performed by
the external server itself, hiding the decryption as part
of the original operations. The main limitation of this
technique is the need to multiply the number of qubits
to be used, and also the number of qubit sends, as in

CBQC.

III. PROTOCOLS ADAPTED TO INDUSTRY
NEEDS

In this section we are going to analyze the different
cases that can occur in the context of a company as a
client, with larger quantum resources and problem sizes.
First, in Ssec. [ITA] we will study the unconstrained case,
only with a memory size problem, which will serve as an
initial scheme to understand the basis of the protocols we
will introduce. After that, in Ssec. [[IIB] we will address
the case of having a constraint on the possible client oper-
ations. Specifically, the client will not be able to perform
multi-qubit operations, in other words, instead of having
one quantum computer of many qubits, the client will
have many quantum computers of one qubit.

A. M qubits total computer

As a simple initial case, we will start by studying the
case in which a company wants to perform a certain quan-
tum computation, has a M qubit quantum computer that
can perform all available quantum operations (including
multi-qubit and measurements), but needs to perform a
computation with N qubits, such that N > M. In this
case, the main limitation faced by this client is not be-
ing able to store so many qubits at the same time, so it
would need an external quantum memory. This is not as
such a case of delegated computing, but a similar need
that can be addressed in a similar way, and will allow us
to build the basis of all specific protocols for subsequent
cases.

To do this, we will only have to use the external quan-
tum computer as memory, so we will send to it the qubits
with which we are not operating at that moment, while
we will keep in the client’s device the qubits to which we
have to perform operations.

However, we want the data embedded in the states
we send back to be completely hidden from the external
server, so we perform one-time pad encryption like ex-
plained in Ssec. [[TB] This way, when we are going to
send a qubit to the external server, we will only have to
apply an X®Z% operation to the qubit in question with
the key (a,b) and then undo it when we receive it back,
using the methods of [T} 15, [16, 29]. For the generation
of the random keys for encryption, one option is dedicate
a qubit to generate the a and b. Other one is to gener-
ate all the necessary keys prior to the execution of the
algorithm and thus be able to perform the protocol with

all the qubits. However, this is not possible in all algo-
rithms, such as in an HHL algorithm [30], since we do
not know in advance how many repetitions of the circuit
we will have to perform, and therefore, the length of the
final circuit. The third option is to use an external clas-
sical random number generator, which may compromise
the randomness of the keys. The fourth option, and best
one, will consist of the Protocol [[]every time we have free
slots in our computer after sending a round of qubits to
the external server.

Protocol 1
Output: Random key for encryption.

1. The client generates a qubit in uniform superpo-
sition in each free slot it has and measures it to
obtain a list of keys.

2. Repeat step 1 until the client has all the keys he
needs.

Also, as our quantum computer has more possible op-
erations, we can encrypt in different ways, including with
multi-qubit gates in the case of sending several qubits at
once. However, let us restrict them to the X and Z be-
cause of the following. Since the external server is also a
quantum computer that can perform operations, it will
be a good idea to take advantage of it to perform opera-
tions in parallel to the client. However, when introducing
operations with encrypted states, the decryption proto-
cols become more complicated. We restrict to X — Z en-
cription because it gives us the security we need and the
decryption protocols already exist for these gates. How-
ever, we cannot simply apply any operation that can be
done in parallel, as we have to keep some of them private.
In this way, we must choose that the external server only
performs the public operations, while the client performs
all the private operations.

Therefore, the Protocol 2] will consist of several steps.
A first step in which the client iteratively generates Q)
groups of M qubits in @ rounds, being @ = [N/M],
each one being a qubit of the circuit to be executed. Each
round, the client applies all the quantum operations of
the circuit it can until one of those qubits has to interact
with a qubit of another group, at which point the client
will send the group of qubits to the server. Before sending
these qubits, the client will encrypt them with the one-
time pad, applying the encription X Z% to qubit i, so
that its key is (a;, b;). Obviously, we will make the best
possible use of those operations that commute with each
other, so we will only stop when strictly necessary. The
client will repeat this until he has generated (Q — 1)M
qubits. In each round, if the external server can perform
public operations on the qubits it is storing, it can do so,
lightening the client’s future operations load.

When the client reachs the last group, of N —(Q—1)M
qubits, from the previous group the client will not send to
the server the P qubits that are going to have interaction
with this last group of qubits, with a maximum P such
that the total number of qubits in the client are M. After



that, the client will generate the qubits of this group and
he will ask the server for QM — N — P qubits that it
has stored that have to perform operations with any of
the qubits that the client has. In this way, we optimize
the number of future requests. The client applies all the
corresponding operations on these qubits that he has.

The second step will be for the client to determine
which are the next qubits he needs to continue with the
circuit process and which are the ones he no longer needs
from among those he has. After that, the client encrypts
the qubits he does not need with the one-time pad and
sends them to the server, asking it in exchange for the
qubits he does need, and decrypting them. After de-
crypting them, the client operates with them as far as he
can and repeats this second step until the whole circuit is
finished. During this whole process, the server performs
the public operations it can with the qubits it has.

It is important to emphasize that the whole process of
coordination of what operations it can and cannot do is
given by the client, since the client only communicates
the public operations to be performed when it is the mo-
ment when he needs to perform them. In addition, it
must be taken into account that these operations, ap-
plied on the encrypted qubits, require a different decryp-
tion process afterwards, so this can limit the amount and
types of operations that the external server can perform.

The third and last step will be to make the necessary
measurements of the circuit, for which the client will ask
for the groups of qubits he needs and will measure them
himself. He can also ask the external server for help, since
the qubits are encrypted, so it cannot obtain information
about their measurements. The client and the server can
start measuring the qubits that are no longer going to be
operated after the last associated operation, so that we
mix measurement steps with operation steps, thus saving
extra requests.

Therefore, the proposal is the following protocol.

Protocol 2

Input: Quantum circuit, private/public operations
list, N (qubits needed) and M (qubits of the client).
Output: Result of the circuit execution.

1. Fori in range(Q — 1):
(a) Generate a group of M qubits, from qubit iM
to qubit (i +1)M — 1.

(b) Apply circuit gates until other qubits are
needed.

(c) Encrypt the qubits applying X% Z% to the
qubit j, with aj,b; € {0,1} random keys.

(d) Send the group of qubits to the server.

(e) (Parallel) Check if the server can execute any
public operation with the qubits it has. If so,
the server is instructed to perform it.

2. Last round:

(a) In the previous round, do not send qubits that
may have operations with the ones we are go-
ing to generate.

(b) Generate the last qubits, from qubit (Q —1)M
to qubit N — 1.

(c) If there are M’ qubits in the client, being
M' < M, the server is asked for M—M' qubits
that have operations with those of the client.
The client decrypts the qubits it receives with
the key (aj,b;) of the corresponding j qubit
and the corresponding Tules according to the
operation that the qubit has undergone.

(d) Apply circuit gates wuntil other qubits are
needed.

(e) (Parallel) Check if the server can execute any
public operation with the qubits it has. If so,
the server is instructed to perform it.

3. As long as there are still circuit operations to be
ezecuted:

(a) The client determines which are the next
qubits needed to perform operations.

(b) The client sends encrypted with a new key the
qubits it does not need and requests the qubits
it needs from the server.

(c) The client decrypts the qubits it receives with
the key (aj,b;) of the corresponding j qubit
and the corresponding rules according to the
operation that the qubit has undergone.

(d) Apply circuit gates wuntil other qubits are
needed.

(e) If a qubit completes its last circuit operation,
it is measured (if it has to be measured). If it
is measured by the server, the server commu-
nicates the result to the client and the client
decrypts it. If it is not necessary to measure
it, it will be sent encrypted to the server so as
not to take up space on the client.

(f) (Parallel) Check if the server can execute any
public operation with the qubits it has. If so,
the server is instructed to perform it.

We can also observe that, even if we impose that the
client does not have the ability to measure the qubits,
the server can read those encrypted qubits in such a way
that it does not obtain any information. For this reason,
in all the cases that we will analyze from this point on,
we will not consider the case of not being able to measure
as an isolated case, since in all of them the problem is
solved in the same way.

Obviously, we would also have the possibility of execut-
ing the MBQC method, sending packets of M qubits each
time on initialization and delegating all operations to the
external quantum computer. However, this presents us
with the limitation that we would need a huge number of



qubits to perform such operations, which may limit the
circuits to be performed. If there is no limitation on the
number of qubits, one possibility would be to send the
qubits to the external server, which would entangle them
and send them back to the client so that the client could
measure them.

B. M one-qubit total computers

In this case, we will further restrict the capabilities of
the client quantum computer, where instead of being an
M qubits quantum computer, it will be a set of M single
qubit quantum computers without the ability to perform
multi-qubit operations.

This will mean that we will have to change Protocol 2]
so that all multi-qubit operations are performed by the
external server. In advance, this could mean a compro-
mise of privacy in the multiqubit operations. This is due
to the parameter containing the gate, for example the
angles of the RZZs, or because of the structure of the
target operation, for example the shape of a Grover’s or-
acle. However, we can see that this is not the case from
both approaches. The first one is simple to eliminate be-
cause, as we commented at the beginning, these gates can
be decomposed in a gate sequence such that the angle is
isolated in one or several one-qubit gates, which we can
execute on the client computer.

The second requires the addition of redundant multi-
qubit gates in the middle of the circuit. That is, we will
add extra gates that all applied together form the iden-
tity, for example, two CNOT's in a row, and that cannot
be distinguished from the original circuit gates. In this
way, we will cover the structure underneath our circuits.
However, this can be easily overcome by having the server
optimizing the circuit it has received, so as to cancel these
gate pairs. To avoid this, we will add requests from the
server qubits after each of the server operations (trap or
private). In this way, the server will not know in which
of these requests we have applied an intermediate gate,
making it unable to optimize the circuit. An example
would be to apply CNOT on the server, request one of
the qubits and apply a gate (RZ or Identity), and send
it back to apply another CNOT as well. The server will
not know if there have been two trap gates or if we have
applied a RZZ.

However, if we do not have to apply one-qubit gates in
most of the circuit it will be impractical to hide the traps
in this way. To deal with such cases, we can request such
qubits and simply apply a SW AP gate between any two
qubits, so that when we resend them, the server never
really knows what the original positions of those qubits
are, so it will not be able to optimize the circuit. This
SW AP gate can always be performed, since it would
only consist of exchanging the output ports of the client
quantum computers. In order for making impossible to
the server to detect which ports are disconnected, for
example by sending light pulses or other signals, or by

the associated delay times, all the client ports will have
to be disconnected and reconnected at the same time. We
will consider both these STW APs and these intermediate
gates to be private operations.

There is another alternative to all this. This consists
of including several auxiliary qubits, whose state will be
0 or 1, to include the trap gates, which in this case will
not have to cancel each other. The qubits in 0 will con-
trol the trap gates, while the qubits in 1 will control the
true gates. However, this method is not safe because of
the following. The first thing is that, in case it is done
for gates that contain a data in its angle, we will still be
giving that data to the server, even if we give it more
different ones to mislead. The second thing is that, in
case we want to hide the structure, it will not be useful
either, since these qubits will always be in an eigenvec-
tor of Z, so they can be measured without altering the
system, allowing the server to measure them without us
noticing. In this way, the server can obtain the circuit
in case it can somehow determine what these auxiliary
qubits are.

Therefore, after making these changes, the protocol
would be as follows.

Protocol 3 Input: Quantum circuit, private/public op-
erations list, N (qubits needed) and M (qubits of the
client).

Output: Result of the circuit execution.

1. For i in range(Q — 1):

(a) Generate a group of M qubits, from qubit iM
to qubit (i+1)M — 1.

(b) Apply circuit one-qubit gates until multi-qubit
gates are needed.

(c) Encrypt the qubits applying X% Z% to the
qubit j, with aj,b; € {0,1} random keys.

(d) Send the group of qubits to the server.

(e) (Parallel) Check if the server can execute any
public operation with the qubits it has. If so,
the server is instructed to perform it.

2. Last round:

(a) Generate the last qubits, from qubit (Q — 1)M
to qubit N — 1.

(b) If there are M’ qubits in the client, being
M' < M, the server is asked for M — M’
qubits that need private operations with those
of the client. The client decrypts the qubits
it receives with the key (a;,b;) of the corre-
sponding j qubit and the corresponding rules
according to the operation that the qubit has
undergone.

(c) Apply circuit one-qubit gates until multi-qubit
gates are needed.

(d) (Parallel) Check if the server can execute any
public operation with the qubits it has. If so,
the server is instructed to perform it.



3. As long as there are still circuit operations to be
evecuted:

(a) The client determines which are the next
qubits needed to perform operations.

(b) The client performs a random SW AP process
the qubits it does not need, sends it encrypted
with a new key and requests the qubits it needs
from the server.

(c) The client decrypts the qubits it receives with
the key (aj,bj) of the corresponding j qubit
and the corresponding rules according to the
operation that the qubit has undergone.

(d) Apply circuit gates until multi-qubit gates are
needed.

(e) If a qubit completes its last circuit opera-
tion, it is measured. If it is measured by the
server, the server communicates the result to
the client and the client decrypts it.

(f) (Parallel) Check if the server can execute any
public operation with the qubits it has. If so,
the server is instructed to perform it.

As we can see, this protocol protects both client states,
through one-time pad encryption, and client operations,
through the use of trap gates, intermediate S APs and
local gates in the client device.

IV. PROTOCOLS ADAPTED TO USER
REQUIREMENTS

Now let us assume a situation in which the client can
be a private user. Here, the user will have few quantum
computational resources, which will imply having 1 or 2
qubits, either on an own device or by contracting a cloud
service to an external company he trusts.

A. 2 qubits total computer

The case of a 2-qubit device that can perform all possi-
ble operations with them is a particular case of the prob-
lem with M qubits of Sec. [[ITA] so the only modification
to be made is to impose that M = 2.

As we mentioned in the first situation, there are several
options to deal with the problem of key generation, but
in this case, having only 2 qubits, we cannot dedicate one
completely to key generation, so the other options take
on a different role.

B. 2 one-qubit total computers

This is, again, a particular case of a prior situation.
The requirement can be thought as the M one-qubit com-
puter problem, but for M = 2. No extra considerations
are necessary.

C. 1 qubit total computer

This is one of the most extreme cases, since the client
would only be able to store one qubit at a time. This
already implies that he will not be able to dedicate a
qubit exclusively to key generation. Apart from that, the
case of M one-qubit computers with M = 1 so Protocol
still applies.

However, a very important problem arises: we cannot
use the SW APs method to disguise the structure of the
client’s operations. Therefore, in cases where we need
to cover up the structure of the operations, we will have
to rely only on being able to introduce unknown gates
for the server or use an MBQC method, with the cost
in server resources that this implies. We can also try to
combine the Ssec. [V E]technique with the client qubit to
deal with the SW APs problem by making it an external
node.

D. M one-qubit partial computers

Let us assume the case of having M one-qubit com-
puters that cannot perform all the operations we want.
Suppose they can only perform X and Z, which is the
minimum for our encryption. In this case, although we
can hide the structure of the circuit (as we already in-
dicated with SWAPs), we cannot hide a qubit gates
angles, since we cannot perform them ourselves. To
hide this information, we can use SW APs so that in-
stead of applying RZ(f) on a single gate, we apply
RZ(01)RZ(02) ... RZ(0,) on several gates, being 6§ =
>16;, performing intermediate SWAPs so that the
server cannot know which angles to add to reconstruct
the original 6. The rest will be the Protocol

However, this cannot be done in the case of having
a single qubit, since we will not be able to do SW AP,
resulting in having to disclose this information.

E. 0 qubits case

The most extreme case we can find is the one where the
client does not have any quantum resource. In this case,
we will need two untrusted servers that can communicate
through a quantum channel, but not classically. This can
be achieved by having them send the qubits to a common
node that can go to any other set of servers, so that they
do not know which server they are going to or from which
server they are receiving the qubits. The common node
performs the SW APs of the communication, informing
to the client what the new qubit labels are. We will
assume that each server has the capacity to perform all
calculations. In this case, the following protocol will be[d]
All private operations from structure are taken as public
because we have added trap gates as explained in the
Protocol |3] following the same logics.



Protocol 4 Quantum circuit, private/public operations
list and N (qubits needed).

1. Server 1 generates the N qubits and use them to
perform all the public operations it can until it needs
to perform a private operation.

2. Server 1 applies the private operation with an angle
01. If it can perform more than one private opera-
tion on the set in this way, it performs it.

3. Server 1 sends its qubits to the common node, who
applies the SW APs and sends the qubits to server
2.

4. Server 2 applies the private operation with 0 such
that 0 = 01 + 02, thus completing the private oper-
ation.

5. Server 2 performs steps 1 and 2 with the following
parts of the circuit.

6. Server 2 sends its qubits to the common node, who
applies the SW APs and sends the qubits to server
1.

7. All of these steps are repeated until the circuit is
completed at server k.

8. Server k encrypts the qubits with the one-time pad
and sends them to server k& 1.

9. Server k ® 1 measures the encrypted qubits and the
client decrypts the result.

As we can see, in this method the operations are com-
pletely protected, but the states are not protected until
they are going to be measured. However, the qubits are
combined randomly, by the common node, so they are
relatively secure. To improve the level of protection, it is
recommended to unable to the server which perform the
final encryption to measure the qubits. Another way is
that neither of the two servers involved in the calculation
has the capacity to measure, delegating the measurement
to a third server that will measure the already encrypted
state. In addition, the keys for encryption on the & server
will be generated on the measurement server or exter-
nally, not in the encryption server. Before encryption, it
will be necessary to check that the keys follow a distribu-
tion that does not allow the measurement server to obtain
information. This case, if a larger number of servers are
used, could be modified for the realization of federated
quantum machine learning.

V. VERIFICATION ALGORITHM

An important issue is to verify whether the external
server is actually applying the quantum operations we
are asking it to perform. There is a possibility that the
server, despite not being able to obtain information, is
dishonest and simply returns erroneous results.

This is a difficult problem to tackle, because in cases
of a large number of qubits, we cannot simply simulate
the system classically or use properties of the problem
to verify the solution. However, and although there are
other verification methods we can address [3I], for our
protocols the verification process is remarkably simple,
due to the use of SW AP gates.

We are going to couple a classically simulatable verifier
circuit to the original circuit we want to run, without
them being connected to each other. This verifier circuit
has to be similar to the original one, so that if we mix the
qubits of both circuits, the circuit will be homogeneous.
With this, we will execute the corresponding protocol
with the unified circuit, mixing in each send the original
qubits and the verifiers, so that the external server does
not know which are of each group. In this way, it will
not be able to deliberately omit only operations in the
original circuit. Finally, we will get the results of the
original circuit and the verifier. As the verifier circuit
is classically simulatable, if the server has omitted any
operation of the verifier circuit, the obtained result will
not coincide with the simulated one. Obviously, this will
mean that Protocol [2[ will have to execute the extra step
before each qubit is sent, a SW AP is performed between
them.

The verification will consist of the following.

1. We prepare the original circuit we want to run with
N qubits.

2. We add the verifier circuit of N’ qubits, which is
classically simulatable and structurally similar to
the original. This second circuit will not be en-
tangled with any of the N qubits of the original
circuit.

3. We run the corresponding protocol for the set of
the two circuits, with a total of N + N’ qubits,
performing SW AP on each qubit send.

4. We obtain the qubits results of the verifier circuit.

5. If the verifier circuit results match those of the sim-
ulation, that means that the external server has
performed the circuit well. If not, the external
server is not performing the operations we com-
manded it to perform.

This method allows us, in case we find a discrepancy
between the simulation result and the server result, to
determine that the external server is not doing what we
indicated. However, there may be the possibility that we
cannot detect it, which is the case in which the server only
chooses qubits from the original circuit to not perform
the operations. Therefore, the verifier circuit would not
be altered and, thus, we would not be able to detect
this attack. However, in this case, for N original circuit
qubits and N’ verifier circuit qubits, the probability that
the server chooses randomly a operation from the original

circuit will be O (ﬁ . Therefore, for n attempts, the
~



probability that all attempts choose gates that are from
the original circuit will be O [ —2++ ). If we choose
: ()
N

a sufficiently high N’ with respect to N, we can greatly
reduce the probability that all modified operations are
from the original circuit, and therefore, we do not detect
the attack.

Due to the constraint that the verifier quantum circuit
has to be classically simulatable, instead of creating a
single verifier circuit with N’ qubits, we can create K
verifier circuits of P qubits each, so that the total number
of verifier qubits is N’ = K P. In this way, each verifier
circuit will be fully simulatable, while the ensemble will
allow the verification to be performed.

As a numerical example, in the case of performing 103
shots, a reasonable amount, we will have a probability

of non-detection of ﬁ in case the server only de-
1+

cides to remove a single gate. If we have as many verifier
qubits as original ones, we will have a chance of non-
detection of the attack of 21% If we use a more modest
number of verifier qubits, N’ = N/10, we will have a

non-detection probability of nﬁ = 4 x 107*2. Even

with N’ = N/100, the probability is still 4.8 x 107°. So
we see that the method is extremely sensitive to attacks,
even when relatively few verifier qubits are used.

In addition, this verification process can be performed
while we are running our original circuit, so we will be
getting in real time this verification along with the circuit
we want to run.

VI. EXAMPLES WITH QUANTUM
ALGORITHMS

In this section we will exemplify how to configure the
application of the Protocol [2| and [3| for three completely
different quantum algorithms: Grover’s algorithm, the
QAOA and a QNN. For simplicity, we will not include
the verification method.

A. Grover’s algorithm

Grover’s algorithm [I9] is a quantum search algorithm,
which consists of the consecutive repetition of two oper-
ators in a circuit so that we max the probability of mea-
suring the data we are looking for. The two operators
that we will have to repeat will be the Grover’s diffusion
operator Us, in charge of applying an inversion with re-
spect to the mean, and the search oracle U,,, which will
mark with a negative sign the state we are looking for.
We can see in Fig. 4] the Grover’s circuit that searches
for the states |101) and |110).

In this way, the information that we want to protect in
this circuit will be the oracle U, that marks the desired
state. As this operator is mainly structural, since the
information of the problem is not included in continuous

U, Us

o—{7] i -
o—{TH+—HIE H-
o] z =

FIG. 4. Grover’s circuit that searches for the states |101) and
|110).

e

FIG. 5. Applied Grover’s circuit that searches for the states
|101) and |110). The blue parts are executed by the client
and the red parts by the server. The divisors indicate the
qubi‘g exchange and whether it is encrypted (K) or decrypted
(K™).

angles, it will be necessary to protect this structure. The
process for a 2 qubit total computer in this case will be
as follows, represented in Fig.

1. The client creates the first two qubits and applies
H gates to each one. We also apply the X gate to
the second qubit.

2. Encrypts the qubits and sends them.

3. The client creates the third qubit and applies an H
gate to it.

4. Encrypts the qubit and send it.
5. The server applies a CC'Z gate.

6. The client receives back the last two qubits, de-
crypts them, applies a X gate to each one, encrypts
them and exchanges the two qubits before return-
ing them to the server.

7. The server applies CZ between the first two qubits
and sends them to the client.

8. The client does nothing and returns the qubits.

9. The server applies CZ between the last two qubits
and sends them to the client.



10. The client receives back the first two qubits and ex-
changes them before returning them to the server.

11. The server applies two C'Z (which eliminate the
two recent operations), a CCZ and sends the first
two qubits to the client.

12. The client decrypts the qubits, applies a X gate to
the first one, encrypts them and send them to the
server.

13. The server applies the Grover’s diffusion operator.

14. We repeat the process until we finally measure.

B. QAOA

In the case of the QAOA, the circuit also consists of
repeating 2 operators until the desired state is obtained.
The first operator is a cost Hamiltonian operator Ugy,
which for a QUBO problem consists of applying RZ and
RZZ gates. The second operator is the mixing operator
Ux, which consists of several RX gates. Thus, the circuit
will be one like the one in Fig. [0}

Un Ux
o H H [ - —]
RZZ(64)
RZZ (05
o—{rH{rze - pH{me - —A]
RZZ(65)
lo)—{z H{ Rz (6s) — HH 7X (00) H—-— 4]

FIG. 6. QAOA circuit with 3 qubits.

In this case, since the circuit structure will always be
the same, we will have to protect only the 6 and ¢ angles
of rotation. To do so, we will make use of the decompo-
sition I} The process for a 2 qubit total computer in this
case will be as follows, represented in Figs. [7| (original)
and [8] (optimized):

1. The client creates the first two qubits and applies
the corresponding H and RZ gates to them, then
encrypts and sends them to the server.

2. The client creates the third qubit and applies the
corresponding H and RZ gates to it while the
server in parallel applies the C NOT gate to the first
two qubits. The client encrypts its qubit, sends it
and asks for the second qubit.

3. The client decrypts the third qubit and applies the
RZ gate, while the server applies the CNOT gate.
After that, the client encrypts, and sends the qubit.

4. The server applies the CNOT gate.

5. The client asks for the first qubit, decrypts it and
applies the RX gate, while the server applies the
CNOT gate. The client encrypts its qubit, sends
it and asks for the third qubit.

10

6. The client decrypts the third qubit and applies the
RZ gate. After that, the client encrypts, and sends
the qubit.

7. The server applies the CNOT gate and sends the
two last qubits to the client.

8. The client decrypts the qubits and applies the RX
gates.

9. The process is repeated for each layer of the algo-
rithm, until finally measure.

K~! K 9 K' K K'

.
| | i i I 1| I

10— RZ(6) }i‘} 1l\ : : — RX(01) - !
| | | i i 1| I I

o EHEw e e He— il G- =
= ‘ ‘ ‘ {1 |

o R Jf— ] :% R205) % © :% RZ00) H': : -

FIG. 7. QAOA applied circuit with 3 qubits. The blue parts
are executed by the client and the red parts by the server.

\m«—{ RZ(60)H l l\ I RX (1)
o rzeH &—H reon Hi—e l Lol —=
) % RZ(0s)H % % RZ(05) % & {@-@ RX (¢2) H— — ]

FIG. 8. QAOA applied circuit with 3 qubits optimized to take
advantage of the parallelization of operations. The blue parts
are executed by the client and the red parts by the server.

C. QNN

In the case of a standard quantum neural network, we
would normally want to protect the input data for each
training step. This data is exclusively the initial encoding
data of each qubit, so all the rest of the circuit can be
executed by the server. However, if we want to hide the
weights of the model as well, we can do so by applying
the gates of one qubit by the client. The process for a
2 qubit total computer in this case will be as follows,
represented in Fig. [0

1. The client generates 2 qubits and applies RX and
RY gates to them to encode the data and the first
layer of weights. It encrypts them and sends them
to the server.

2. The client generates a third qubit and applies the
corresponding RX and RY gates to it, while the
server applies the CNOT gate. The client encrypts
and sends its qubit, while requesting the first one.

3. The client applies the RY gate to the first qubit,
while the server applies the CNOT gate. The client
encrypts and sends its qubit, while requesting the
last two qubits.



4. The client applies the RY gate to the last two
qubits. The client encrypts and sends its qubits.

5. The server applies the last two CNOT gates.

6. We repeat adding layers until we finally measure.

[0)—H RX (1) RY (w1) RY (ws) A
H H

10} —H BX (a2) [ RY (w2) RY () —=
—

0y RX (23) H RY (ws) i { RY (ws)

FIG. 9. QNN circuit with 3 qubits.

VII. CONCLUSIONS

In this work we have seen several protocols and tech-
niques to achieve a private delegated quantum computa-
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tion adapted to the client’s resources and to the needs
of securing both data and quantum operations. One of
the possible future lines of research may be to reduce
the number of qubit sends while maintaining privacy lev-
els, since these increase the execution time of the circuits
and in reality have a cost. Another line of research could
be to try to modify the protocol to improve both the
complexity of the protocol and to try to adapt it to be
fault-tolerant.
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