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Abstract

Federated learning (FL) is a novel collaborative ma-
chine learning framework designed to preserve privacy
while enabling the creation of robust models.  This
paradigm addresses a growing need for data security by
allowing multiple participants to contribute to a model
without exposing their individual datasets. A pivotal issue
within this framework, however, concerns the fair and accu-
rate attribution of contributions from various participants
to the creation of the joint global model. Incorrect con-
tribution distribution can erode trust among participants,
result in inequitable compensation, and ultimately diminish
the willingness of parties to engage or actively contribute
to the federation. While several methods for remunerating
participants have been proposed, little attention was given
to the analysis of the stability of these methods when evalu-
ating contributions, which is critical to ensure the long-term
viability and fairness of FL systems.

In this paper, we analyse this stability through the cal-
culation of contributions by gradient-based model recon-
struction techniques with Shapley values. Our investiga-
tion reveals that Shapley values fail to reflect baseline con-
tributions, especially when employing different aggregation
techniques.

To address this issue, we extend on established aggregation
techniques by introducing FEDRANDOM, which is designed
to sample contributions in a more equitable and distributed
manner. We demonstrate that this approach not only serves
as a viable aggregation technique but also significantly im-
proves the accuracy of contribution assessment compared to
traditional methods. Our results suggest that FEDRANDOM
enhances the overall fairness and stability of the federated
learning system, making it a superior choice for federations
with limited number of participants.
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1. Introduction

Federated Learning has gained a lot of traction in recent
years as a prevalent form of collaborative learning. It has
seen adoption in a vast array of domains, ranging from
financial corporations and medical institutions to IoT de-
vices, with major industry players such as Google and
Nvidia offering in-house platforms and solutions.

In Federated Learning, a strategy defines the approach
in which the central server handles a federation. Since the
inception of Federated Learning, numerous strategies have
been introduced to manage specific problems, among which
are poor performance on heterogeneous datasets, attacks by
malicious clients, and the convergence speed of the global
model.

There are two primary categories of Federated Learning:
cross-device and cross-silo. In the cross-device approach,
a large number of distributed clients, usually with small
volumes of data, collaborate to construct a robust model.
On the other hand, cross-silo involves a few participants
with larger amounts of data working together to create a
model that incorporates the specific knowledge of each en-
tity. In an environment comprised of profit-driven entities,
correctly assessing contributions is of utmost importance, as
participants may invest money in infrastructure and compli-
ance in hopes of receiving their equitable part of the payout.

In the following sections, we delve into the analysis of
a cross-silo FL scenario and the stability of contribution
evaluation. Specifically, this use case portrays a federation
whose clients may need an incentive to join and stay in the
federation (i.e. participants leave if they are not adequately
compensated).

By shedding light on the inherent instability of contribu-
tion evaluation between some of the most popular strategies
and how this can be mitigated, we hope to provide a foun-
dation for future aggregation strategies to self-evaluate not
only their performance under traditional metrics, but also
the contribution evaluation stability. In summary, we pro-
vide the following contributions:

1. Illustrate the inherent instability of contribution evalua-



tion of popular aggregation strategies, and how to miti-
gate it.

2. Propose FEDRANDOM, a contribution evaluation ap-
proach to reduce the contribution disparity.

3. Show that FEDRANDOM allows for more stable calcula-
tion of contributions.

4. Demonstrate that FEDRANDOM significantly outper-
forms all other strategies in approximating the baseline
centralized data valuation approach.

The remainder of this paper is structured as follows: In
section 2 we present a summary of the current state of the art
on contribution evaluation methods in Federated Learning.
Section 3 includes detailed explanations of the aggregation
strategies used in this paper and of Shapley values in Fed-
erated Learning. In section 4.1, we detail the experimental
setup. We present our method, FEDRANDOM, as well as an
extensive analysis of its capabilities in section 4. Finally, we
discuss the implications of FEDRANDOM and future work
in section 5.

2. Related Work

Several approaches have been devised for the evaluation of
participants’ contribution during global model creation in
Federated Learning. We give a brief overview of the most
common approaches, which can be based on either numeric
computations or self-disclosed information and estimations
by the central server.

Self-reported

The most direct approach seen in previous work is to
have the participants perform their own reporting, provid-
ing information regarding their local model training process
[20, 28] . The information provided may encompass aspects
such as the quality and quantity of data provided by the par-
ticipant; costs associated with data collection, processing
and communication in the federation. The aggregator then
utilizes this data to assign contribution ratings to the clients.
A limitation of these approaches is that the assumption of
honesty and the ability of clients to evaluate their own con-
ditions.

Shapley values

Similarly to their usage in game theory to evaluate the con-
tribution of players to a common task, Shapley values are
the most common approach to numerically assess individ-
ual clients’ contribution to the shared model in FL.
Although it has been proposed to calculate Shapley val-
ues in FL by evaluating the performance of fully-trained
federated models [24], a more common approach is to use
gradient-based model reconstruction [22] or Monte Carlo
methods [25], which assess contributions at each federation

round. This is of particular interest in continuous learning
tasks, where data and thus contribution distributions might
change. In these settings, payouts may occur periodically
instead of just once. To assess Shapley values, the evaluat-
ing entity does need a validation dataset.

Influence

Another approach for quantifying the contribution of partic-
ipants is through the use of influence based methods. These
apply a systematic method for quantifying the impact of in-
dividual data points on the global model [10]. Influence
can be computed by assessing the disparity in models when
trained with and without the specific data points. This ap-
proach was used in [18] to provide incentives for clients to
provide high-quality data during the training process. Al-
though the influence metric offers detailed insights, its com-
putation can be challenging due to the expensive nature of
re-training models, often exacerbated by the fact that access
to the clients’ individual data points might be limited due to
privacy constraints.

Auctions

In diverse areas of Federated Learning, auctions serve as
a fundamental economic mechanism to allocate resources
such as training data and computational power, setting
prices through bidding [23]. The primary stakeholders in-
volved are the bidders (model owners or FL service re-
questers), sellers (data owners or clients), and auctioneers
(intermediaries facilitating the auction), aiming to optimise
resource distribution and establish fair pricing. While con-
tribution estimation is an important aspect, other key con-
cepts in auction theory include valuation, utility, and social
welfare, with the ultimate goal being to enhance the effi-
ciency and effectiveness of resource allocation in FL envi-
ronments. An example is [27], the multi-dimensional pro-
curement auction model FMore is proposed to incentivize
clients with more data quality in Mobile Edge Computing
(MEC) to participate.

While the field of contribution estimation in Federated
Learning is active, to the best of our knowledge no previous
work has focused on the evaluation of the stability of these
contribution estimations.

3. Methodology
3.1. Federated Learning

A basic Federated Learning architecture consists of a group
of participants, or clients, who each own a private local
dataset Dy, along with a central server or aggregator. After
a model architecture and hyperparameters such as aggre-
gation strategy and local epoch numbers have been agreed



upon, the central server starts the federation by initializ-
ing and distributing the global model. At the onset of each
round, the aggregator selects a subset of clients and trans-
mits them the current global model. Each user trains a new
local model for e local epochs on their respective data, and
uploads their model updates to the server. The server uses
the agreed-upon aggregation strategy to compute the new
global model. This allows the collaborating entities to gain
a model incorporating knowledge of all clients which has
been shown to outperform locally trained models [14].

3.2. Aggregation strategies

In Federated Learning, different aggregation strategies may
be employed based on the specific circumstances and ob-
jectives of the participants. It is important to note that all of
the strategies used in this paper have been widely adopted

across their respective application domains. Assuming a

federation consisting of K participants, each possessing ny,

of a total of n data points, we detail these strategies in the
following section.

While our investigation includes aggregation strategies
aimed at enhancing defenses against model attacks, we do
not include adversarial participants. The performance met-
rics of the strategies, whether related to model accuracy or
defense against attacks, are not the primary focus of this
paper. We emphasize that each strategy achieves acceptable
convergence (Figure 2), justifying their inclusion in our ex-
perimental analysis.

e FEDAVG: Introduced in [14], FEDAVG is the baseline
Federated Learning technique. As detailed in 3.1 and
included in Algorithm 1, the server initializes model
weights and distributes them to the clients. These train
the model on their datasets for a predetermined number
of epochs e using stochastic gradient descent, and updates
are aggregated by the central server using weighted aver-
aging:

K
W1 — wy — Aw, with Aw = Z %wk
=1 "
The new global model w4 is redistributed to the clients,
iterating the process until either global convergence is
achieved or a predetermined number of rounds has been
reached.
FEDAVG has the global objective function

1 K
flw) = > Fi(w).
k=1

* FEDAVGM: Federated Averaging with Momentum [6]
improves the poor performance of FEDAVG on hetero-
geneous data. It adds momentum when updating model
weights:

W41 — wy — v, where v = v + Aw.

* FAULTTOLERANTFEDAVG: Fault-tolerant Federated
Averaging is a unique aggregation strategy designed to
address potential client dropout scenarios. A FedAvg-
based aggregation method, it ensures successful function-
ing of the federation in the event of client dropout. Under
normal circumstances, without dropouts, the strategy be-
haves as FedAvg.

* FEDADAGRAD, FEDADAM, FEDYOGI: The three op-
timization strategies, proposed in [17], improve the con-
vergence speed of the federation. With clients’ weight up-
dates considered a pseudo-gradient, the strategies use the
ADAGRAD, ADAM and YOGI optimizers, respectively,
instead of gradient descent. Model update functions are
detailed in the respective paper.

* QFEDAVG: Q-Fair Federated Learning aims to achieve a
global model which performs similarly on all individual
datasets Dy. This is achieved by weighing clients with
worse performance higher in the objective function. The
parameter g serves as a measure of equality, with ¢ = 0
resulting in FEDAVG.

QFEDAVG employs the objective function

K

Dk +1
fo(w) = FT (w).
Pl +1

The more complex model updates can be found in the re-
spective paper.

* FEDMEDIAN, FEDTRIMMEDAVG: To reduce poten-
tially adversarial updates, the authors update the global
model as the median and trimmed mean of client updates,
as opposed to a weighted average in FEDAVG. In adver-
sarial settings, this guarantees substantial improvements
over the baseline [26].

* KRUM: To counter against potential byzantine failures,
[2] introduces the KRUM function based on barycentric
aggregation. At each round, they calculate a score for
every client using the pairwise square distance to other
close updates. As effectively the most representative of
all participants, the update with the best score is selected
as the new global model. Details are established in [2].

3.3. Shapley values

In game theory, an n-person cooperative game is a game in
which subsets of players, called coalitions, can cooperate in
order to obtain a utility v [15], which they may distribute
amongst themselves. To ascertain the exact contribution of
each player in the coalition to v, Shapley values [21] can be
used. Specifically, let .S be a coalition of players, then the
contribution ¢ of player ¢ € S to v can be determined as

di(v) = > |S|!(n_|S|_1)!(U(5Ui)—v(5)). (1)

n!
SCN\i

Shapley values have a range of desirable properties:



e Ifv(SUZ) =v(S), then ¢;(v) = 0.
o Ifu(SUZ) =v(SUj), then ¢;(v) = ¢;(v).

In fact, it has been shown in [8] that the Shapley value is
the only contribution measure satisfying these properties.
These properties are particularly important in a FL setting,
where adversarial parties might try to unfairly increase their
perceived contribution by joining the federation as multiple
participants.

3.4. Shapley values in Federated Learning

In this paper, we will use the method proposed as One-
Round Reconstruction in [22] and as a special case in [25]:
At each round, we reconstruct all sub-models and evalu-
ate all participants’ contribution to those sub-models. The
exact calculation, in a FEDAVG-based scenario, is given in
Algorithm I.

In the following sections, we will call contribution of
client k the sum of their Shapley values ¢, = > k < K¢,
normalized with respect to the vector of total contributions
¢. This allows us to represent a participant’s total contribu-
tion on a percentage-scale as clients’ contributions sum up
to 1. This allows for better comparisons between runs on
the same data split, as though numerical values of Shapley
values may be different, proportions stay comparable.

Algorithm 1 One-round reconstruction of Shapley values
with FEDAVG; ¢y, nj, are the Shapley value resp. dataset
size of client k.
server executes:
1: initialize wg
2:n= ZkgK ng
3: for eachround ¢t =1,2,... do
4 for each client £ < n in parallel do
wf,, + ClientUpdate(k, wy)
5: end for
Witl 4 D pck TR wi g
6: for each client k < K do

o, = ngK\k W(ﬂwsw@) — f(ws))
7: where ws = 37,5 7w}
8: withng =3 ¢n;
9: end for
10: end for
11: for each client £ < K do

¢k = Zt ¢1]5§

12: end for

4. Results
4.1. Experimental Setup

The experiments were developed using Pytorch [16] and
Flower [1] as the Federated Learning framework. They

were trained on 50 nodes on the high-performance com-
puter (HpC) platform with 128 CPUs and an allocated 251
GB of RAM per node.

4.1.1 Data heterogeneity

Data heterogeneity refers to the presence of varied and po-
tentially non-iid datasets across different participants in the
federated learning environment. It is important to consider
the data heterogeneity of the participants in a federated en-
vironment as it is a reflection of real-world scenarios and
the diverse conditions under which the federated model is
expected to operate.

Similar to [12], we use Dirichlet sampling to split the
dataset. Focusing on a heterogeneous setting, we split the
dataset in the following way: With a Dirichlet-a of 50.0, we
determine the distribution of labels and of total datapoints
per client, and split the dataset accordingly. This gives us
highly heterogeneous datasets which vary by size as well as
label distribution. Since we simulate cross-silo settings, we
set the number of participants to the federation to 3.

4.1.2 Model and training pipeline

We are interested in image classification tasks in a cross-silo
framework. As we do not focus on the effect of the model
on contribution differences, but rather that of the optimiza-
tion strategy, we study a simple convolutional neural net-
work on the CIFAR-10 image recognition task. The CNN
consists of two 5x5 convolution layers, 2 dense layers with
ReLu activation and 16x5x5x120 and 120x84 units respec-
tively, and a dense layer with 84x10 units. Image prepro-
cessing, comprising random cropping, horizontal flipping
and randomly changing the brightness, contrast, saturation
and hue, are part of the training pipeline. While state-of-the-
art models have reached up to 99% accuracy on CIFAR-10
[4], our models’ performance is acceptable for our require-
ments, as we are not interested in reaching optimal accu-
racy, but rather study how different optimization strategies
compare.

Including 10 different aggregation strategies, and due to
the sampling process involved in FEDRANDOM as well as
the use of a multitude of data splits, our experiments cover
more than 4000 different Federated Learning runs.

4.2. Aggregation strategy instability

Although global models based on different aggregation
strategies may converge to similar accuracies over time,
there is no guarantee that between federations, Shapley val-
ues share the same properties.

In Figure 1, we compare the difference in per-client con-
tribution between different strategies on the same task. We
show that clients’ contribution may differ between strate-
gies, even though convergence may be similar. Although
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Figure 1. Per-client percentage contribution variance between different aggregation strategies.

FEDYO0GTI is a clear outsider in contribution evaluation, with
up to 50% per-client difference, other strategies show dis-
parities of over 10% This may lead to distrust and under-
mine the collaborative environment, leading to defection of
participants.

Robustness, fairness and generalization as parts of trust-
worthiness have become an important aspect of Artificial
Intelligence [11]. This is no different in Federated Learning
scenarios, where fairness of the global model and trust be-
tween participants are crucial to the operation of the feder-
ation. As we have shown that contributions might be highly
different depending on aggregation strategy, we argue that
contribution evaluation in Federated Learning is neither ro-
bust nor generalized, and, depending on the definition of
fairness, not fair. With high instability, as shown above,
trust in the contribution calculation and consequently in the
federation should not be expected. This may prove critical
in environments where participants are profit-driven partic-
ipants, as it might lead to disagreements over remuneration
and non-participation as a result: A participant whose con-
tribution turns out to be less than expected may argue that
the chosen strategy disadvantages them. This hurts the over-
all federation, as the particular participant might have pos-
sessed particularly valuable data which the global model,
and thus everybody involved, might profit off.

A solution could be to try out different strategies and
use the means of contribution values. However, as we
have shown that contribution variance between strategies is
quite high, one would need a substantial amount of different
strategies to calculate a representative contribution value,
requiring the development and implementation of many dif-
ferent strategies.

4.3. FEDRANDOM

We introduce FEDRANDOM, a novel sampling technique
that aims to address the instability observed with individ-
ual aggregation strategies in contribution calculation. FE-
DRANDOM operates by randomly selecting at each round
from a set of established strategies. It then applies the cho-
sen strategy for E epochs, and calculates contributions us-
ing federated Shapley Values (SV). A more formal defini-
tion is shown in Algorithm 2. Computing several instances
of FEDRANDOM allows us to use their mean contribution
percentages as final contributions. Our experiments and dis-
cussions address values E € 1, 3,5, 10.

Algorithm 2 FEDRANDOM with a set of strategies S,

server executes:

1: initialize wg (checkpoint)
2N =)k Mk
: for eachround t = 1,2, ... do

sample a strategy s; € S at random
4 for each client £ < K in parallel do
5 for epoch < E do
6: wf,, + ClientUpdate(k, wy)
7
8
9

(95}

wit1 + ServerUpdate(sy, (wiq, ..., wis 1)
end for
end for
Calculate Shapley values ¢},
end for
12: for each client £ < K do
b = Zt d);c

: end for

By introducing randomness, FEDRANDOM can mitigate
biases associated with individual strategies. Although the



approach adds a layer of complexity in managing the set of
available strategies, it does not introduce additional com-
munication or computational overheads to the federation.
We use FEDAVG, FEDAVGM, FAULTTOLERANTFEDAVG,
FEDADAGRAD, FEDADAM and FEDYOGI as components
in FEDRANDOM. We chose these strategies as they all use
the same aggregation technique, namely weighted averag-
ing.

Performance
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Figure 2. CIFAR-10 validation accuracy of all aggregation strate-
gies, without hyperparameter finetuning.
Top: In total - Bottom: The last 25 rounds

As shown in Figure 2, the performance of FEDRAN-
DOM lies between those of the other aggregation strategies.
This makes it a valid aggregation strategy, although realistic
usage is unreasonable since implementation is more com-
plex than an out-of-the-box strategy; and it does not inherit
any of the properties of its constituting strategies, such as
KRUM’s Byzantine resistance or QFEDAVG’s performance
equality, and it does not achieve the performance of meth-
ods employing advanced optimizers such as FEDADAM and
FEDYOGI.

4.4. Minimizing variance with FEDRANDOM

We have run extensive experiments over multiple data splits
to test how much contribution values depend on the aggre-

gation strategy. As discussed before, a generalized and ro-
bust contribution evaluation is desirable, as opposed to the
instability observed in Section 4.2.

FEDRANDOM enables us to efficiently sample large
amounts of contribution values, allowing the calculation of
a statistically valid mean contribution. Table | contains the
average standard deviation o and the median absolute de-
viation of (a) a sampling of the 10 strategies introduced in
3.2 over our experiments and (b) a FEDRANDOM sampling
on the same experiments. We observe that FEDRANDOM
allows us to drastically decrease both measures. Conse-
quently, FEDRANDOM sampling results in a more robust
and stable contribution allocation, leading to more confi-
dence and trust in individual contributions.

y | 0 x10% | MAD x 10* |

’ Full strategies \ 4.8 \ 1.1 ‘
FEDRANDOM-1 1.0 0.2
FEDRANDOM-3 0.8 0.15
FEDRANDOM-5 1.5 0.3
FEDRANDOM-10 1.0 0.2

Table 1. Average standard deviation o and median absolute de-
viation (MAD) of contributions, by sampling using the strategies
introduced in 3.2 and using FEDRANDOM, lower is better.

4.5. Data Shapley

Federated Shapley values allow us to evaluate the contribu-
tions of different participants to the shared model, but this
evaluation does not necessarily reflect the data valuation of
participants. Using a central Shapley value, we aim to es-
tablish a ground truth for the contributions of each partici-
pant. To this end, we use the Data Shapley method intro-
duced in [5], which allows us to calculate the contributions
of each participant’s own datasets to a central model, which
we will use as a baseline. Data Shapley has seen applica-
tion in federated learning [9, 19] as well as in other domains
[3, 13]. The method has been shown to outperform other
methods in identifying data quality [5], and has been tested
extensively on several image classification tasks.

Data Shapley calculation is analogous to the Shapley
value calculation in equation 1, with v the accuracy of a
fully trained central model: For each dataset Dy, we con-
sider the sub-datasets stemming from all combinations of
client data, and evaluate the contribution of D;, to a model
trained on the sub-datasets. In total, for a particular split, a
Data Shapley calculation necessitates 2% full training runs.
A cross-client environment, in which the amount of par-
ticipants is large, would necessitate Shapley approximation
methods.

Although we have shown in table 1 that sampling with
FEDRANDOM greatly decreases variance when comparing



Distance to Data Shapley

different aggregation strategies, this does not mean that FE-
DRANDOM gives a realistic approximation of clients’ con-
tributions.

However, by studying how different aggregation strategies
compare to FEDRANDOM with Data Shapley as a baseline,
we show that FEDRANDOM outperforms all of the chosen
aggregation strategies. Indeed, Figure 3 showcases the dis-
tributions of distances to Data Shapley, for individual strate-
gies, as well as for different instances of FEDRANDOM.
FEDRANDOM samplings are significantly better at approx-
imating the Data Shapley baseline, especially for £ = 3.
In addition, they deviate less from Data Shapley, leading to
higher confidence in result accuracy. This is a strong argu-
ment for FEDRANDOM, as it gives participants a guarantee
that they will be remunerated based on their data contribu-
tion, and not on seemingly random factors when employing
a single base strategy. To note that, since FEDRANDOM
outperforms any individual strategy, it outperforms a basic
sampling using the mean contribution of multiple strategies
as well.

erage maximal per-client difference to Data Shapley from
more than 20% in basic strategies to only 5% with FE-
DRANDOM. This means that participants will, on average,
only lose or gain a maximum amount of 5% of their Data
Shapley contribution.

This substantial improvement is a strong argument to-
wards the adaptation of FEDRANDOM sampling when es-
tablishing a cross-silo federation. It helps establish trust in
the federation and helps eliminate any suspicion towards re-
ceived remuneration that clients may have.
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Figure 3. Contribution £»-distance to Data Shapley, lower is bet-
ter. Medians are orange.

Table 2 goes into more detail about the difference to Data
Shapley. We observe that, the average square distance of
FEDRANDOM, especially FEDRANDOM-3, is considerably
lower than that of basic aggregation strategies. Addition-
ally, the £ distance metric shows that we decrease the av-

FEDAVG N 0.148 0.232
FEDAVGM v 0.139 0.217
FAULTTOLERANTFEDAVG | vV 0.14 0.219
FEDADAGRAD v 0.258 0.409
FEDADAM v 0.267 0.419
FEDYO0GI v 0.252 0.396
QFEDAVG X 0.139 0.218
FEDMEDIAN X 0.146 0.226
FEDTRIMMEDAVG X 0.141 0.220
KRUM X 0.273 0.435
FEDRANDOM - 1 0.124 0.097
FEDRANDOM - 3 0.064 0.050
FEDRANDOM - 5 0.117 0.091
FEDRANDOM - 10 0.126 0.098

Table 2. Aggregation strategies’ mean difference to Data Shapley,
compared to FEDRANDOM sampling; lower is better. Strategies
included in FEDRANDOM are marked with v'.

5. Conclusions & Future Work

This work has brought to light a concern regarding the sta-
bility of popular Federated Learning strategies when eval-
vating the contribution of participants. Our findings un-
derscore the potential challenges and risks associated with
deploying cross-silo federated learning platforms in indus-
trial settings, given the discrepancy of contribution amongst
these strategies. Future proposed FL strategies should take
these findings into account, conducting performative analy-
sis on the accuracy of the strategies’ contributions compared
to Data Shapley. If results are not satisfactory, FEDRAN-
DOM can be proposed to circumvent the shortcomings of
the strategy.

With FEDRANDOM sampling, central servers can esti-
mate contributions before running a federation. Not only
are these contribution values more stable than when sam-
pling different strategies, they are also closer to central Data
Shapley values than any single strategy we tested. In a de-
ployed cross-silo federation, this reduces friction between
participants: As opposed to before, when a specific aggre-
gation strategy might have been more beneficial to a client,



they have already statistically relevantly sampled contribu-
tion values. This leaves the option to choose the strategy
which is most beneficial to the federation as a whole, elim-
inating inter-client concurrence. Also, as we have shown,
participants get rewarded more fairly than with any single
aggregation strategy. Additionally, as FEDRANDOM per-
forms closely to other strategies, using the best sample as an
initial weight allows the federation to perform better from
the start. Assuming sampling is run in parallel, training time
stays the same, with only a minimal negative impact on op-
timal performance during sampling.

FEDRANDOM introduces additional computational ef-
fort to a federation. Being a sampling technique, this effort
scales linearly with the amount of generated samples. How-
ever, more substantially, the computational effort scales ex-
ponentially with the number of clients, rendering simula-
tions in high-client environments highly demanding. This
problem is inherent to any numerical contribution calcu-
lation using Shapley values, and does not stem from FE-
DRANDOM. Moreover, the implementation of FEDRAN-
DOM may prove more complicated due to the major amount
of aggregation strategies involved.

In future works, the effect of more aggregation strate-
gies to FEDRANDOM, as well as the importance of the
strategy types should be studied. An implementation of
faster Shapley computation methods such as FASTSHAP
[7] would allow for more extensive experiments on bigger
client sets. Additionally, the possible benefits of randomly
mixing strategies, as proposed by FEDRANDOM, should be
explored in a more general context.
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