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Abstract

This paper investigates the synchronization problems for general high-dimensional linear networks over finite fields. By using
the technique of linear transformations and invariant subspaces for linear spaces over finite fields, several necessary and
sufficient conditions for the synchronization of high-dimensional linear networks over finite fields are proposed. This paper not
only generalizes the existing results from 1-dimensional to high-dimensional linear networks but also adopts a new approach.
Finally, some numerical examples are given to illustrate the effectiveness of our theoretical results.
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1 Introduction

Linear dynamical systems over finite fields have been
studied for a long time as mathematical models of log-
ical circuits, genetic networks and so on [1], [3], [15]. If
a dynamical system is composed of many agents inter-
connected by a network, it is also called a dynamical
network, whose dynamical properties are usually deter-
mined by the dynamical equations of the agents and the
network topology. The consensus problem for linear dy-
namical networks over finite fields is investigated in [14],
which has important applications in distributed task pri-
vacy for aggregation [13] and distributed computing over
encrypted data [2]. The so called consensus means that
all the agent states enter the same fixed point, which is
possibly dependent on the initial states. In [14], a main
contribution is that a necessary and sufficient condition
described by the characteristic polynomial for consensus
is proposed. Synchronization, a generalization of con-
sensus, for linear networks over finite fields is studied in
[12]. Different from consensus, the concept of synchro-
nization only requires that the state errors among the
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agents enter the origin, which needs the terminal state
to be a fixed point. In [12], as a generalization of [14], a
similar necessary and sufficient condition described by
the characteristic polynomial for synchronization is de-
rived. [17], an equivalent condition to synchronization is
proposed based on the concept of inverse recursion sub-
space. Further generalized contributions on linear net-
works over finite fields have been achieved. For example,
switching topologies or time delays are considered in [4],
[5], [6], [19], cluster synchronization is investigated in [9],
and stochastic networks over finite fields are studied in
[7], [10],[11].

The linear networks addressed in the above literature
are composed of one-dimensional agents, and thus are
usually called one-dimensional linear networks. If a net-
work’s every agent has an m-dimensional state, we call
it an m-dimensional network. In [18], [12], [8] and [16],
high-dimensional linear networks over finite fields have
been studied. But the network topologies and the system
model have special forms. To the best of our knowledge,
the consensus and synchronization problems for the gen-
eral form of high-dimensional linear networks over finite
fields have not been addressed yet.

In this paper, we investigate the synchronization and
consensus problems for general high-dimensional linear
networks over finite fields. A necessary and sufficient
condition for synchronization described by the charac-
teristic polynomial is proposed. A simple linear trans-
formation and an invariant subspace technique are in-
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troduced to deal with the high-dimensional synchro-
nization problem. Compared with the existing literature
on 1-dimensional linear networks, our method is sim-
pler and straightforward. The constructed invariant sub-
space plays an important role in overcoming the essen-
tial difficulty for the synchronization of the general high-
dimensional linear networks. In particular, the problem
of consensus is accordingly solved as an application of
the obtained synchronization result. Finally, some nu-
merical examples are provided to illustrate the main con-
tributions.

The rest of this paper is organized as follows; Section 2
contains some preliminaries and the problem statement.
In Section 3, the main results are presented. Section 4
includes some numerical examples. Section 5 is a brief
conclusion.

2 Preliminaries and problem statement

In this section, we give some necessary preliminaries and
problem statement. Firstly, we present the following no-
tations.

• N: the set of positive integers;
• Fp: finite field with p elements and p is a prime number;
• Fn

p : the set of n-dimensional column vectors over finite
field Fp;

• Fn×n
p : the set of n× n matrices over finite field Fp;

• 1n: n-dimensional column vector of all ones;
• In: n-dimensional identity matrix;
• dim(W): the dimension of linear space W;
• deg(f): the degree of the polynomial f ;
• ⊗: the Kronecker product.

Consider a network with n nodes, whose states are de-
fined on finite field Fp with p being a prime number.
Each node i represents an agent:

xi(t+ 1) = Ai1x1(t) +Ai2x2(t) + · · ·+Ainxn(t), (1)

where xi(t) = [xi1(t), · · · , xim(t)]T ∈ Fm
p is the state of

the agent i at time t, Aij ∈ Fm×m
p is the coupling matrix

for each i, j = 1, 2, · · ·n.

Thus the dynamics of the m-dimensional linear network
over finite field Fp is described by

x(t+ 1) = Ax(t), (2)

where x(t) = [xT
1 (t), x

T
2 (t), · · · , xT

n (t)]
T ∈ Fnm

p and A =

(Aij) ∈ Fnm×nm
p .

Remark 2.1 In [12] and [19], the considered m-
dimensional linear network over finite field has a special
form as x(t + 1) = (M ⊗ Im)x(t). For this particular
case, the results on 1-dimensional linear network can be

easily generalized. But for general case (2), the general-
ization is not trivial.

Similar to the definitions in [12] and [14], the definitions
of synchronization and consensus of high-dimensional
linear network (2) over finite field Fp are stated as fol-
lows:

Definition 2.1 Linear network (2) over Fp is said to
achieve synchronization if for any initial state vector
x(0) ∈ Fnm

p , there exists a finite time T ∈ N such that
x1(t) = x2(t) = · · · = xn(t) for all t ≥ T .

Definition 2.2 Linear network (2) over Fp is said to
achieve consensus if for any initial state vector x(0) ∈
Fnm
p , there exists a finite time T ∈ N such that x(T ) =

x(K + τ) = 1n ⊗ α for all τ ∈ N and for some α ∈ Fm
p .

Obviously, a consensus network is a special synchronized
network. The state vector of a consensus network reaches
a fixed point, but the state vector of a synchronized net-
work probably enters a cycle.

The transition graph associated with network (2)
over Fp is defined as GA = (VA, EA) with the ver-
tex set VA =

{
v | v ∈ Fnm

p

}
and the edge set EA =

{(u, v) | Av = u,∀u, v ∈ VA}. Essentially, the transi-
tion graph GA represents the trajectory of network
x(t+ 1) = Ax(t). Denote the set of vertices in all cycles
in GA as CA. Let PA(λ) be the characteristic polynomial
of A and it can be factorized as PA(λ) = λkfA(λ) with
fA(0) ̸= 0. It has been shown in [15] that CA is a linear
subspace of Fnm

p , and the trajectory of network (2) will
enter CA in nm steps at most. From [15], the following
lemmas follows:

Lemma 2.1 dim(CA) = deg[fA(λ)].

Definition 2.3 A matrix M ∈ Fr×r
p for any r ∈ N is

called a nilpotent matrix if there exists a positive integer
k such that Mk = 0r×r.

Lemma 2.2 Consider the dynamical equation

w(t+ 1) = Mw(t), w(0) = w0 (3)

over a finite field Fp, where w ∈ Fr
p and M ∈ Fr×r

p . The
following statements are equivalent:
(i) the state w(t) terminates at 0r for every initial con-

dition w(0);
(ii) the characteristic polynomial PM (λ) is λr;
(iii) the coefficient matrix M is a nilpotent matrix.

Lemma 2.3 Consider the linear system (3) over a finite
field Fp. For each initial condition w(0) = w0 ∈ Fr

p, there
is a constant vector α(w0) such that w(t) terminates at
α(w0) if and only if the minimum polynomial of M is in
the form of mM (λ) = λs(λ− 1) for some 0 ≤ s ≤ r − 1.
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3 Main Results

For studying synchronization of network (2) over Fp, we
define a synchronization set as follows:

S :=
{
1n ⊗ α | α ∈ Fm

p

}
. (4)

By Definitions 2.1 and 2.2, one can easily obtain the
lemma as follows:

Lemma 3.1 For the network (2) over the finite field Fp,
we have
(i) The network (2) over Fp achieves synchronization

if and only if CA ⊆ S.
(ii) The network (2) over Fp achieves consensus if and

only if CA ⊆ S and CA =
{
β ∈ Fnm

p |Aβ = β
}
.

3.1 The case that the synchronization set isA-invariant

Consider the network (2) over Fp in the special case that
the synchronization set S is A-invariant, i.e. AS ⊆ S.
Before the main result of this subsection, we first give a
lemma:

Lemma 3.2 LetAi =
∑n

j=1 Aij. Then the synchroniza-
tion set S is A-invariant if and only if A1 = A2 = · · · =
An, i.e. A(1n ⊗ Im) = 1n ⊗A1.

PROOF. Since S has the form of (4), we have that
AS ⊆ S if and only if, for any α ∈ Fm

p , there exists
β ∈ Fm

p such that A(1n ⊗ α) = 1n ⊗ β, that is,
A1α

A2α
...

Anα

 =


β

β
...

β

 . (5)

Due to the arbitrarity of α ∈ Fm
p , we conclude that (5)

holds if and only if A1 = A2 = · · · = An. ■

Theorem 3.1 Consider the network (2) over the finite
field Fp. If the synchronization set S described by (4) is
A-invariant, then network (2) achieves synchronization
if and only if PA(λ) = λnm−mPA1

(λ).

PROOF. For studying synchronization, we construct
a nonsingular transformation for (2) as follows:

z1(t) = x1(t), zi(t) = xi(t)− x1(t), i = 2, 3, . . . , n,

which can be expressed in a compact form z(t) = Tx(t)
with

T=

[
Im 0

−1n−1⊗Im I(n−1)m

]
, T−1=

[
Im 0

1n−1⊗Im I(n−1)m

]
.

Considering the structure of the partitioned matrices,
we write A in the form as follows:

A =

[
A11 Ã12

Ã21 Ã22

]
.

Then network (2) can be transformed into

z(t+ 1) = TAT−1z(t). (6)

Since S is A-invariant, by Lemma 3.2, we have

A(1n ⊗ Im) = 1n ⊗A1.

Thus, a straightforward computation shows that

TAT−1=

[
Im 0

−1n−1⊗Im I(n−1)m

][
A11 Ã12

Ã21 Ã22

][
Im 0

1n−1⊗Im I(n−1)m

]

=

[
Im 0

−1n−1⊗Im I(n−1)m

][
A1 Ã12

1n−1⊗A1 Ã22

]

=

[
A1 Ã12

0 Ã22−1n−1⊗Ã12

]
. (7)

Therefore, by (7), network (6) can be rewritten as

{
z1(t+ 1) = A1z1(t) + Ã12z̃(t)

z̃(t+ 1) = Ā22z̃(t),
, (8)

where Ā22 = Ã22−1n−1⊗Ã12, z̃(t) = [zT2 (t), . . . , z
T
n (t)]

T ∈
F(n−1)m
p .

Based on the above analysis, we conclude that network
(2) achieves synchronization if and only if every trajec-
tory of the z̃-subnetwork terminates at 0(n−1)m, in other

words, the matrix Ā22 is nilpotent over the finite field
Fp, i.e. PĀ22

(λ) = λnm−m, which is equivalent to

PA(λ)=PTAT−1(λ)=PĀ22
(λ)PA1(λ)=λnm−mPA1(λ).

■

For the special case of m = 1, by Theorem 3.1 and
Lemma 3.2, we obtain the following Corollary 1, which
is just Theorem 3 of [12]:

Corollary 1 Consider the network (2) over the finite
field Fp with m = 1. If there exists a scalar α such that
A1n = α1n, then network (2) achieves synchronization
if and only if PA(λ) = λn−1(λ− α).
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Corollary 2 Assume that network (2) satisfies the
conditions of Theorem 3.1. Then the final synchroniza-
tion behavior is determined by x1(t + 1) = A1x1(t). In
particular, if network (2) has an A-invariant synchro-
nization set, then it achieves consensus if and only if
PA(λ) = λnm−mPA1

(λ), and A1 has a minimum poly-
nomial λs(λ− 1) for some 0 ≤ s ≤ m− 1.

Remark 3.1 Our method is completely different from
and much simpler than that in [14] and [12]. In the exist-
ing literature, the cycle structure of linear systems over
finite fields described by Theorem 5 of [15] plays an im-
portant role in the necessity proof. However, we only use
a simple linear transformation instead of the complex cy-
cle structure to solve the synchronization problem.

This subsection is discussed under the condition that S
is A-invariant. Actually, for the network (2) with m = 1
and a non-nilpotent A, the invariance of S with respect
to A is also necessary for synchronization. However, for
high-dimensional linear networks, it is not necessary to
require that S is A-invariant (see Example 4.2), which
is an essential difference between one-dimensional net-
works and high-dimensional networks. Therefore, in the
next subsection, we focus on the general case without
the invariance condition of the synchronization set.

3.2 The general case

To explore synchronization conditions for the general
high-dimensional linear networks over finite fields, we
construct two linear subspaces for the linear network (2)
over the finite field Fp as follows:

W1 := {α ∈ Fm
p | (Ai −A1)A

t
1α = 0m, i = 2, . . . , n,

t = 0, 1, . . . ,m−1}. (9)

W := {1n ⊗ α | α ∈ W1}, (10)

where Ai = Ai1 + Ai2 + · · · + Ain ∈ Fm×m
p for all i =

1, 2, . . . , n.

Lemma 3.3 Linear subspace W1 can be rewritten as

W1 := {α ∈ Fm
p | At

1α = At
2α = · · · = At

nα,

t = 1, 2, . . . ,m}. (11)

Lemma 3.4 W1 isA1-invariant, andW isA-invariant,
i.e. A1W1 ⊆ W1 and AW ⊆ W.

PROOF. By Cayley-Hamilton Theorem, we have that
Am

1 can be linearly represented by Im,A1,A
2
1, . . . , A

m−1
1 .

Thus, it follows from (9) that W1 is A1-invariant. For
any 1n ⊗ α ∈ W, we have A1α = A2α = · · · = Anα.

Hence, a straightforward computation shows that

A(1n ⊗ α) =


A1α

A2α
...

Anα

 = 1n ⊗A1α. (12)

FromA1W1 ⊆ W1, it follows thatA1α ∈ W1. Therefore,
by (12), we conclude that A(1n ⊗α) ∈ W, which means
that W is A-invariant. ■

Lemma 3.5 The linear network (2) achieves synchro-
nization if and only if the trajectory of (2) for any initial
state enters W.

PROOF. SinceW ⊆ S, the sufficiency is obvious. Now,
we prove the necessity. Since the network achieves syn-
chronization, every trajectory of x(t) enters a cycle C ⊆
S. Letting l = |C|, for any 1n⊗α ∈ C, one can write C as

C = {Ai(1n ⊗ α) | i = 0, 1, 2, . . . , l − 1}.

SinceA(1n⊗α) ∈ S, there exists β such thatA(1n⊗α) =
1n ⊗ β, which implies that

β = A1α = A2α = · · ·Anα.

Similarly, by A2(1n ⊗ α) ∈ S, we have A(1n ⊗ β) ∈ S,
which implies that

A2
1α = A2

2α = · · ·A2
nα.

With the same arguments, we conclude that

Ai
1α = Ai

2α = · · ·Ai
nα

for each i ∈ N. Hence any 1n ⊗ α ∈ C belongs to W due
to Lemma 3.3. Therefore, the trajectory of x(t) for any
initial state enters W. ■

Let d = dim(W) = dim(W1) and denote a basis of W1

by α1, α2, . . . , αd. Then the set of vectors

β1 :=1n⊗α1, β2 :=1n⊗α2, . . . , βd :=1n⊗αd

is a basis of W. By Lemma 3.4, there exists Q ∈ Fd×d
p

such that

A1[α1, α2, . . . , αd] = [α1, α2, . . . , αd]Q. (13)

From (12) and (13), it follows that

A[β1, β2, . . . , βd] = [β1, β2, . . . , βd]Q. (14)
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Theorem 3.2 Consider the network (2) over the finite
field Fp. The network (2) over Fp achieves synchroniza-
tion if and only if PA(λ) = λnm−dPQ(λ), where d =
dim(W) and Q ∈ Fd×d

p determined by (13) or (14).

PROOF. Extend the basis β1, β2, . . . , βd of the sub-
space W to a basis of Fmn

p , and arrange these basis vec-
tors into a matrix as follows:

T = [β1, β2, . . . , βd, βd+1, · · · , βmn]. (15)

Then, it follows from (14) that

AT = T

[
Q Â12

0 Â22

]
, (16)

where Â12 ∈ Fd×(nm−d)
p and Â22 ∈ F(nm−d)×(nm−d)

p .
Take the nonsingular transformation x = Tz, which im-
plies that z is the coordinate vector of x with respect to
the basis shown in (15). Then, by (16), we get the dy-
namical equation of z as follows:[

z1(t+ 1)

z2(t+ 1)

]
=

[
Q Â12

0 Â22

][
z1(t)

z2(t)

]
, (17)

where z1 ∈ Fd
p is composed of the coordinate compo-

nents of x with respect to the basis of W, and z2 ∈
Fnm−d
p is composed of the other coordinate components.

By Lemma 3.5, network (2) achieves synchronization if
and only if z2(t) terminates at 0mn−d, which is equiva-

lent to that Â22 is a nilpotent matrix. Further consid-
ering (16), we have that Â22 is nilpotent if and only if
PA(λ) = λnm−dPQ(λ). Therefore, the proof is complete.
■

Corollary 3.1 Consider the network (2) over the finite
field Fp. The network (2) over Fp achieves consensus if
and only if PA(λ) = λnm−dPQ(λ) and Q has a minimum
polynomial λs(λ − 1) for some 0 ≤ s ≤ d − 1, where
d = dim(W).

4 Numerical Examples

This section gives three numerical examples to show
the synchronization and consensus phenomena of high-
dimensional networks over finite fields, respectively.

Example 4.1 Consider the 2-dimensional network (2)
over F5 with 3 agents, where the coefficient matrix is

A =



4 3 4 1 0 4

3 3 2 2 4 1

4 0 4 2 0 1

1 3 2 4 1 4

4 3 4 0 0 0

1 3 2 4 1 4


, (18)

Fig. 1. The time response of the network of Example 4.1
when x(0) = (2, 2, 4, 0, 1, 1)T.

Fig. 2. The time response of the network in Example 4.2
when x(0) = (1, 2, 2, 1, 0, 2, 0, 1, 2)T.

and the basic parameters are m = 2, n = 3 and p = 5. It
is easily to obtain that

A1 = A2 = A3 =

[
3 3

4 1

]
.

By Lemma 3.2, the synchronization set S of network (18)
is A-invariant. Since the characteristic polynomial of A
is PA(λ) = λ4(λ2 + λ + 1) and the characteristic poly-
nomial of A1 is PA1

(λ) = λ2 + λ+ 1, the 2-dimensional
network (18) over F5 achieves synchronization by Theo-
rem 3.1. The time response sequences in Fig. 1 show the
synchronization.

Example 4.2 Consider the 3-dimensional network (2)
over F3 with 3 agents and m = 3, n = 3, p = 3, where the

5



coefficient matrix is

A =



0 0 1 0 0 1 2 0 2

0 2 0 1 1 0 0 2 1

1 0 1 2 0 2 1 0 1

2 2 0 1 1 0 1 2 2

1 0 0 0 1 0 1 2 0

0 2 2 0 1 0 0 2 0

0 1 1 0 2 0 0 1 2

0 1 0 0 0 0 0 0 2

2 1 0 1 2 2 2 1 1


. (19)

With a straightforward calculation, we have

A1 =

2 0 1

1 2 1

1 0 1

 , A2 =

1 2 2

2 0 0

0 2 2

 , A3 =

0 1 0

0 1 2

2 1 0

 .

By Lemma 3.2, the synchronization set S of network (19)
is not A-invariant. In this case, we need to calculate the
A1-invariant set W1 as follows:

W1 = ker



A2 −A1

A3 −A1

(A2 −A1)A1

(A3 −A1)A1

(A2 −A1)A
2
1

(A3 −A1)A
2
1


= span


1 1

2 0

0 1

 . (20)

Solving

A1

1 1

2 0

0 1

 =

1 1

2 0

0 1

Q,

we getQ =

[
1 1

1 2

]
∈ F2×2

3 . Since PA(λ) = λ7(λ2+1) and

PQ(λ) = λ2 + 1, by Theorem 3.2, we conclude that the
3-dimensional network (19) over F3 achieves synchro-
nization. In Fig. 2, it shows that, from the initial state
x(0)=(1, 2, 2, 1, 0, 2, 0, 1, 2)T, state x(t) enters the cycle:
(2, 0, 2, 2, 0, 2, 2, 0, 2)T → (0, 1, 1, 0, 1, 1, 0, 1, 1)T →
(1, 0, 1, 1, 0, 1, 1, 0, 1)T → (0, 2, 2, 0, 2, 2, 0, 2, 2)T →
(2, 0, 2, 2, 0, 2, 2, 0, 2)T.

Example 4.3 Consider the 3-dimensional network (2)
over F5 with 3 agents andm = 3, n = 3, p = 5, where the

Fig. 3. The time response of the network of Example 4.3
when x(0) = (3, 2, 4, 1, 4, 0, 2, 3, 1)T.

coefficient matrix is

A =



1 2 0 4 3 0 3 2 0

3 1 3 4 4 0 3 1 2

0 0 1 1 0 4 4 0 1

3 3 0 2 2 0 0 4 0

2 0 3 0 0 0 2 0 2

4 4 1 3 1 0 2 4 0

2 0 0 3 0 0 2 1 0

4 0 0 1 0 0 4 0 0

2 2 1 4 3 0 1 2 0


. (21)

It is easily obtained that

A1 =

3 2 0

0 1 0

0 0 1

 , A2 =

0 4 0

4 0 0

4 4 1

 , A3 =

2 1 0

4 0 0

2 2 1

 .

With straightforward calculation, we get that

W1 = span

4 0

1 0

0 1

 , Q =

[
1 0

0 1

]
. (22)

Since the characteristic polynomial of A is PA(λ) =
λ7(λ−1)2 = λ7PQ(λ) and the minimum polynomial ofQ
is λ−1, the 3-dimensional network (21) over F5 achieves
consensus due to Corollary 3.1. Fig. 3 shows that, from
the initial state x(0) = (3, 2, 4, 1, 4, 0, 2, 3, 1)T, state x(t)
terminates at (4, 1, 0, 4, 1, 0, 4, 1, 0)T.
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5 Conclusion

In this paper, we have investigated the synchronization
problem for high-dimensional networks over finite fields.
Necessary and sufficient conditions have been derived
for synchronization and consensus, respectively. The ob-
tained results have generalized the existing synchroniza-
tion result in [12] and a consensus result in [14] for one-
dimensional linear networks over finite fields. Our future
research interests lie in exploring how to establish topol-
ogy conditions for coupling networks, as well as design-
ing synchronization protocols for individual systems.
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