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Abstract

A Confirmation Rule, within blockchain networks, refers to an algorithm implemented by network
nodes that determines (either probabilistically or deterministically) the permanence of certain blocks on
the blockchain. An example of Confirmation Rule is the Bitcoin’s longest chain Confirmation Rule where
a block b is confirmed (with high probability) when it has a sufficiently long chain of successors, its siblings
have notably shorter successor chains, and network synchrony holds.

In this work, we devise a Confirmation Rule for Ethereum’s consensus protocol, Gasper. Initially,
our focus is on developing a rule specifically for LMD-GHOST— the component of Gasper responsible for
ensuring dynamic availability. This is done independently of the influence of FFG-Casper, which is de-
signed to finalize the blocks produced by LMD-GHOST. Subsequently, we build upon this rule to consider
FFG-Casper’s impact, aiming to achieve fast block confirmations through a heuristic that balances con-
firmation speed with a trade-off in safety guarantees. This refined Confirmation Rule could potentially
standardize fast block confirmation within Gasper.

1 Introduction and Related Work

A crucial aspect of every consensus protocol for blockchains is the Confirmation Rule, which determines the
permanency of blocks on the chain. Specifically, a Confirmation Rule is an algorithm run by nodes that
enables them to identify a confirmed chain. Within this chain, blocks are considered permanent. In other
terms, a Confirmation Rule outputs (either probabilistically or deterministically) whether a certain block is
confirmed. One such example is found in the Bitcoin’s longest chain Confirmation Rule [I7] where a block
b is confirmed (with high probability) when it has a sufficiently long chain of successors, its siblings have
notably shorter successor chains, and network synchrony holds.

Such Confirmation Rule, which originated in Bitcoin, was also used in Ethereum prior to The Merge [I].
However, with The Merge and the transition to the Ethereum Proof of Stake (PoS) protocol, Gasper [§], the
Confirmation Rule underwent significant changes.

Gasper, Ethereum’s Proof of Stake protocol, consists of two key protocols, as shown by Neu, Tas, and
Tse [18], each with its own Confirmation Rule. One protocol is FFG-Casper [7], which provides a Confirmation
Rule that, differing from the synchronous Confirmation Rule such as the one adopted by the Bitcoin’s protocol,
ensures asynchronous safety, or finality. This indicates that, unlike synchronous Confirmation Rules where
reorganizations (commonly referred to as reorgs) of previously confirmed blocks can occur under asynchrony,
FFG-Casper mitigates such events by leveraging the concept of quorums. Specifically, FFG-Casper does not
confirm (or finalize) a block until it receives a quorum of votes in its favor.

The other protocol is Latest Message Driven GHOST (LMD-GHOST), which is designed to ensure live-
ness under both dynamic participation and synchrony. In the context of LMD-GHOST, there is not yet a
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standardized rule for confirming blocks, and various service providers may use different methods for block
confirmation.

In this paper, we introduce a novel, fast Confirmation Rule for LMD-GHOST, grounded in a formalized
understanding of the Gasper protocol as per the Ethereum consensus specifications [3]. We begin with a
foundational Confirmation Rule for LMD-GHOST, treating it as an independent protocol, and subsequently
enhance this rule incorporating FFG-Casper’s effects. This Confirmation Rule aims for fast block confirma-
tions by adopting a heuristic that balances speed against reduced safety guarantees, potentially confirming
blocks immediately after their creation under optimal conditions. We devise such a Confirmation Rule based
on two safety indicators: Q) and P;'. The first indicator, @}, quantifies the support ratio for a specific block
b relative to the total committee weight from the slot of b to slot n. The second, F;*, measures the honest
proportion of support for block b. We demonstrate that with a suitable value of P, a user can reliably
confirm block b. Conversely, as direct observation of honest support by users is not feasible, we show how,
under certain adversarial conditions, reaching a specific threshold of @Q}', which is observable, allows for the
inference of P}*, thereby enabling the confirmation of block b. We believe this rule can be a suitable candidate
for a standardize Confirmation Rule for Gasper, and specifically for LMD-GHOST.

The remainder of this paper is organized as follows. Section [2lintroduces the system model, provides a for-
mal definition of the existing protocol Gasper in line with the consensus specification, and formally presents
the concept of the Confirmation Rule. This sets the groundwork for developing our Confirmation Rule as an
algorithm characterized by two main properties, namely Safety and Monotonicity. In Section 3] we introduce
a basic version of the Confirmation Rule that exclusively considers LMD-GHOST as a standalone protocol,
without integrating FFG-Casper. Section [ builds upon the initial framework by exploring how FFG-Casper
influences LMD-GHOST, thereby enhancing the initial Confirmation Rule. Note that in Section Bl and Sec-
tion M, we base our discussion on the premise that the set of participants in the protocol remains constant,
with no new additions, and that there are no rewards, exits, or penalties for honest participants (Assump-
tion [I, Section [B]). This assumption is revisited in Section [ where we present a new Confirmation Rule for
LMD-GHOST-HFC that accommodates changes in participant status. In Appendix [A]l we further analyze a
variant of the Confirmation Rule introduced in Section @ Specifically, we present a Confirmation Rule that,
although less practical than the one introduced in Section Ml operates under less stringent assumptions. We
conclude this work in Section [6] where we draw the conclusions and outline potential future directions.

2 System model and Gasper

2.1 System Model

Validators. We consider a (possibly infinite) set W of wvalidators that communicate with one another by
exchanging messages. Each validator is associated with a distinct cryptographic identity, and the public keys
are shared among all validators. A validator always abiding by its protocol is referred to as honest. Conversely,
a validator that deviates arbitrarily from its specification is called Byzantine, for example when corrupted
by an adversary. We let J C W be the set of all honest validators and A := W\ J the set of all Byzantine
validators. The composition of the set J is unknown. We assume the existence of a probabilistic polynomial-
time adversary that may forge (non-encrypted) messages, temporarily delay the network traffic, and corrupt
validators over an entire protocol execution. Nevertheless, we assume the cryptographic primitives used in a
protocol are perfect. For example, the adversary can never forge a signature without using the corresponding
private key. The signer of a given message m is denoted as signer(m).

Network Model. We assume a network model in which honest validators have synchronized clocks and any
message sent at time ¢ are received by time max(¢, GST) + A where GST is known as the global stabilization
time and A represents the maximum message latency after GST. As we detail in Section 2.2 A is assumed
to have a well defined upper bound. Also, anyone executing the Confirmation Rule is assumed to know the
value of GST.

1We avoid labelling the netwrok model used in this work as either synchronous or partially synchronous as, compared to the
classical definition of synchronous networks, we allow an initial period of asynchrony, and, compared to the classical definition
of partially synchronous network model [13], we assume that both GST and A are known by anyone executing the Confirmation
Rule.




Gossiping. We assume that any honest validator immediately gossip (i.e., broadcast) any message that
they receive.

View. Thew view of a validator corresponds to the set of all the messages that the validator has received.
More specifically, we use V%! to denote the set of all messages received by validator v at time t.

2.2 Gasper

Gasper is a proof-of-stake consensus protocol made of two components [I8], namely LMD-GHOST-HFC and
FFG-Casper [7]. The former is a synchronous consensus protocol that works under dynamic participation and
outputs a canonical chain, while the latter is a partially synchronous protocol, also referred to as finality
gadget, whose role is to finalize blocks in the canonical chain and preserve safety of such finalized blocks during
asynchronous periods. In the following, we summarise the concepts and properties pertaining to Gasper that
are need in the remaining part of this work.

Time and Slots. Time is organized into a consecutive sequence of slots. We denote the time at which a
slot s begins with st(s), and use slot(¢) to denote the slot associated with time ¢, i.e., slot(¢) = s implies that
t € [st(s),st(s +1)).

Epochs. A sequence of E consecutive slots forms an epoch where E > 2. Epochs are numbered starting
from 0. We use first_slot(e) and last_slot(e) to denote the first slot and last slot of epoch e, respectively, i.e.,
first slot(e) := eF and last_slot(e) := (e + 1)E — 1. We write epoch(s) for the epoch associated with slot s,
i.e., epoch(s) = e implies s € [first_slot(e), last_slot(e)]. Also we define epoch(t) := epoch(slot(t)). Finally, we
let st(e) := st(first_slot(e)).

Validator Sets and Committees. According to the view of an honest validator v at time ¢, only a finite

subset of all the validators are active for each epoch e. We denote such set as W' and refer to it as
the wvaldiator set for epoch e according to the view of validator v at time ¢. The validator set for epoch e
(according to the view of validator v at time ¢) is then partitioned into committees, with one committee per
slot. The union of all the committees from slot s to slot s’ included, according to the view of validator v at

’ ’ !
—S ,v,t —s',v,t A8 ,u,t

time ¢ is denoted by W, " ". We also define Jevt .=IWevtn 7 and < =W, NJ. We assume that,
if st(last_slot(epoch(t) — 2) > GST, then, from time ¢t onwards, all honest validators have the same view on
the committee assignment for each slot. Given that we will need to always work under the condition that
all honest validators have the same view on the committee assignment for each slot, for ease of notation, we
define

GST - {st(epoch(GST) +1), if GST < st(last_slot(epoch(GST)))

st(epoch(GST) + 2), otherwise
This allows us to say that for any two times ¢ and ¢’ and any two honest validators v and v’, if t > GST At >
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GST, then W, " =W, " For additional ease of notation, we drop the validator and time parameters and
simply write Wz , 7: , We, J¢ to mean W:
and honest valdiator v.

’,v,t —s’,v,t

LT, Went Jevt respectively, for any value ¢ > GST

Voting Time and Upper Bound for A. As detailed later in this section, one of the main duties of
validators is casting votes of different types (FFG and GHOST). If and only if an honest validator v is in
the committee of a slot s, then, during slot s, v casts exactly one vote per type. For any slot s and honest
validator v, we assume that A is less than than the time between when v casts any vote in slot s and the
beginning of slot s + 1, i.e., for any slot s’ such that st(s’) > GST, all the votes sent by honest validators
during any slot, up to s" included, are received by any honest validator by time st(s’ 4 1).



Blocks. Blocks are the data structures used by Gasper to order transactions. Except for the genesis block
bgen, €ach block b has a parent which we denote via the writing parent(b). Conversely, b # bges is said to be
a child of parent(b). We use the notations b, < bg and bg > b, to indicate that block b, can be reached from
block by by recursively applying the function parent(:) to bg. For any two blocks b and b’ such that b < ¥/,
we say that b is an ancestor of ' and that o’ is a descendant of b. We say that two block b and b conflicts
iff no one of the two blocks is the descendant of the other, i.e., o AbAb A b. We let children(b,V) be the
set of blocks in V that have b as parent, i.e., children(b,V) := {b' € V : parent(b’) = b}. The chain of a block
b, which we denote as chain(b), is the set of all ancestors of b, i.e., chain(b) := {b' : ¥’ < b}. Sometimes, we
refer to “the chain of b” simply as “chain b”. We assume that set of all possible blocks to be finite, which
implies that the chain of any block is also finite and includes bgen. To each block b is associated a slot slot(b)
which, as we will see later, is supposed to indicate the slot during which block b is proposed. By definition,
slot(bgen) = 0. A block b is considered valid only if (i) the signer of b is the expected proposer for slot slot(b)
and (ii) slot(b) > slot(parent(b)). We let blocks(V) denote the set of all valid blocks in the view V.

Checkpoints. A checkpoint is a tuple C' = (block(C), epoch(C')) composed of a block block(C) and an epoch
epoch(C). For any epoch €', the checkpoint C' in the chain of b with epoch(C') = €’ is denoted by C(b, ¢’) and
corresponds to the pair (b., e’), where b, is the block in the chain of b, i.e., b. < b, with the highest slot such
that slot(b.) < @ The latest checkpoint of a block b, denoted by C(b), is defined as C(b) := C(b, epoch(b)).
Checkpomt (bgen, 0) is defined as the genesis checkpoint. We write b < C' to mean b < block(C'), while
C < b means that C(b,epoch(C)) = C. Also, Cy < C, or Cy = Cy means that epoch(C,) < epoch(Cy) and
C,, < block(Cy). The definition of conflicting blocks is naturally extended to blocks and checkpoints. We say
that a block or checkpoint @ conflicts with a block or checkpoint o’ iff z £ 2/ A2’ £ z. Also, we say that
a checkpoint C' is valid to mean that block(C) is valid. Finally, we establish a strict order between any two
checkpoints C' and C’ by defining C' < C’ to mean epoch(C) < epoch(C”).

Effective balance. An effective-balance-assignment is a mapping B : W — R>( which assigns to each
validator v its effective balance. Intuitively, the effective balance of a validator determines its voting power
within the protocol. Each block b contains an effective-balance-assignment which we denote as EBA(b). We
define |v|® := B(v) and, given a finite set of validators X C W, we define |X|° := Y vex lv®. Also, we
write WP for the set of validators that have a non-zero effective-balance according to B, i.e., WE := {v €

W : |’U|B > 0}. We call such a set the total validator set according to B. Generally, hereafter, whenever we

Xparlzstt

define a set of validators of the form pamst

where parlist, and parlist, can be any list of parameters, we

implicitly also define X” arlisty, B, ‘X parlist,

parlist,, parlist,,

. Also, whenever using a block b or a checkpoint C in place
of an effective- balance-assignment B, we mean the effective-balance-assignment EBA(b) or EBA(bIock(C))
respectively. For any valid block b, the set W? is finite. Also, by definition, Werh(bgen) =W b and e,

Changes to the Validator Set and Effective Balances. The Gasper protocol provisions a way to allow
both new validators to join the validator set and existing validators exiting the validator set. Exiting can be
either voluntarily or involuntarily. A validator is involuntarily exited if it can be proved that they did not
act in accordance to the protocol. We provide more details on what this means later in Section 2.2.7] Aside
from these changes to the validator set, the effective balance of a validator can also increase (or decrease)
due the validator accruing rewards (or penalties), for performing (or not performing) their duties in a timely
manner.

2.2.1 FFG-Casper

Casper [7] is a partially synchronous consensus protocol that operates atop a block proposal mechanism and is
responsible for determining when a block is final. The key property of a final block b is that, provided that the
effective-balance-weighted ratio of Byzantine validators over the total validator set is less than %, any other
final block does not conflict with . This mechanism also introduces a system of accountability, which enables
the detection, identification, and punishment of a validator not following the protocol’s rules. Proposed by

2Note that the definition works for any e/, include e’ > epoch(b).



Buterin and Griffith [7], and then integrated within Gasper [8], Casper is based on a two-phase traditional
propose-and-vote-based Byzantine fault-tolerant (BFT) system, resembling the PBFT [9] or HotStuff [21]
protocols. However, as already mentioned, unlike the latter two, Casper is not a fully defined protocol and
is structured to function as a gadget, specifically a finality gadget (FFG), atop an existing protocol that
generates a chain of blocks which, in the case of Gasper, is the LMD-GHOST-HFC protocol.

FFG Votes. In Casper, participants vote for links between checkpoints. Such votes, which we call FFG
votes, are tuples of the form a = (Cs, C}). Checkpoint Cj is referred to as the source checkpoint of the FFG
vote a, while C is referred to as the target checkpoint of a.

Unrealized Justified Checkpoint. Each block includes a set (possibly empty) of FFG votes. The set of
FFG votes included in the chain of a block b determines the set of unrealized justified checkpointsﬁ for that
chain, which we denote as AU(b). We do not provide the details of how such a set is computed by Gasper as
it is not straightforward. We will instead limit ourselves to list those properties of such a set that are relied
upon by some of the proofs in the remainder of this paper. When we say that a checkpoint C' can never be
Jjustified we mean it is impossible to create a valid block b such that C € AU(b).

Greatest Unrealized Justified Checkpoint in the chain of b. The greatest unrealized justified check-
point in the chain of a block b, denoted as GU(b), is the unrealized justified checkpoint C' € AU(b) in the
chain of b such that C > C’ for any C’ € AU(b). Assume that ties are broken arbitrarily 1.

Greatest Justified Checkpoint in the chain of b. The greatest justified checkpoint in the chain of block
b, denote as GJ(b), is the greatest unrealized checkpoint of the prefix of chain b including only and all the
blocks with epoch strictly lower than epoch(b), i.e., GJ(b) = GU(V') with &’ < b A epoch(b’) < epoch(b) and
V' < b for any b < b Aepoch(b”) < epoch(b). Assume that ties are broken arbitrarilyZ.

FFG Voting Process and Voting Source of block b. The FFG voting process is dependant on the
LMD-GHOST-HFC protocol which is described in Section Specifically, let b be the output of LMD-
GHOST-HFC at time ¢ when an honest validator casts an FFG vote a. Then, the target checkpoint of
a is simply C(b,epoch(t)), and the source of a, also called the voting source of block b in epoch epoch(t)
corresponds to vs(b, epoch(t)) as defined below.

Definition 1 (Voting Source).
GJ(b), if epoch(b) = e
vs(b, e) := ¢ GU(b), if epoch(b) < e

undefined, otherwise
We also let vs(b, t) := vs(b, epoch(t)).

Greatest Justified Checkpoint in view V at time t. The greatest justified checkpoint in view V, denoted
as GJ(V,t) corresponds to the greatest voting source in epoch epoch(t) according to the blocks in V with slot
no higher than slot(¢), i.e.,

Definition 2 (Greatest Justified Checkpoint in view V at time t).

GJ(V,t) == arg max epoch(C)
Ce{vs(b,t):beblocks(V)Aslot(b) <slot(t)}

We let GJ" := GJ(V",t). Assume that ties are broken arbitrarilyd.

3Details on justification are provided in Section Hl
4In this work, we do not need to consider how ties are broken as we always work under assumptions that ensure that no two
checkpoints for the same epoch can ever be justified.



Greatest Finalized Checkpoint in the chain of b. For each block b, Gasper determines the set of
finalized checkpoints according to block b, denoted as AF(b). Such set is a subset of all the Unrealized
Justified Checkpoint of a block b, i.e., AF(b) C AU(b). The greatest finalized checkpoint in the chain of block
b, denoted as GF(b), is the checkpoint C' € AF(b) such that C > C’ for all C" € AF(b). Assume that ties are
broken arbitrarily®.,

Greatest Finalized Checkpoint in view V at time t. The greatest finalized checkpoint in view V,
denoted as GF(V,t) corresponds to the greatest finalized checkpoint according to any block in V with slot
no higher than slot(¢), i.e.,

GF(V,t) = arg max epoch(C)
Ce{GF(b):beblocks(V)Aslot(b) <slot(t)}

Assume that ties are broken arbitrarilyZ.

Slashing. Participants in Casper must adhere to key rules to ensure integrity. Any violation, called a
slashable offence, is met with a penalty called slashing, where the participant’s effective balance is (partially)
confiscated, the participant is evantually exited from the validator set and the evidence submitter is rewarded.
Honest validators never commit slashable offences and therefore they are never slashed. Evidence of a
slashable offence is included in blocks. We use the notation D° to represent the set of validators that have
committed slashable offences according to the evidence included in the chain of b. For any checkpoint C, we
define DC ;= DPPlok(C) The specifics of the Casper’s integrity rules are not provided as they are not required
by the reminder of this paper.

Safety Decay. Because the validator set can change over time, Gasper is exposed to long-range attacks [0],
where, for example, validators that have exited the validator set on one chain can then finalize a competing
chain without ever being slashed. To prevent such attacks, honest validators never switch their greatest
finalized checkpoint to a conflicting oneld However, even with this mechanism in place, possible changes to
the validator set reduce the maximum threshold of Byzantine-controlled effective-balance that the protocol
can cope with, compared to the theoretical case where the validator set never changes [8]. In this work, we
assume that even during periods of asynchrony, validators finalize new checkpoints with a frequency that is
high enogh to ensure that such threshold is never lower than % —d for some known value of d called the safety
decay [15].

2.2.2 LMD-GHOST

LMD-GHOST, an acronym for Latest Message Driven Greediest Heaviest Observed Sub-Tree (LMD-GHOST),
is a synchronous consensus protocol. In each slot, a proposer constructs a new block b and sends it to all other
validators. The other honest validators in the committee of slot s then vote for block b. Every validator v
needs to decide where to append a new block (if v; is a proposer) or which block v should vote for. To make
this decision, each validator executes a fork-choice function, specifically the LMD-GHOST-HFC fork-choice
function that we define below.

Fork-choice and Canonical Chain A fork-choice function is a deterministic rule denoted as FCq that
accepts as input a (possibly filtered) view V and a time ¢, outputs a block b and is parametrized by a function
B that given in input V and t outputs the effective-balance-assignment to be used to weigh votes. We also
define FC (t) := FCy (VV'!, ). We say that FCy(¢) is the canonical chain of validator v at time ¢ according
to the fork-choice FCsys.

GHOST Votes and Voting Process. A GHOST vote a is a tuple (slot(a), block(a)) where, for honest
validators, slot(a) corresponds to the slot during which a has been cast and block(a) corresponds to the result
of the fork-choice function FCy used by validator v,i.e., block(a) = FC(t). We say that a GHOST vote is in
support of a block b iff b < block(a). We denote the set of all GHOST votes in a view V with GHOSTs(V).

5In practice, in addition to this measure, Gasper also employes the concept of weak subjectivity checkpoint and weak subjec-
tivity period [4] to protect those validators that have been offline for long time.



Algorithm 1 GHOST fork-choice
1: function GS(b,V)
2: return {signer(a): a € GHOSTs(V) A block(a) > b}

3: function GHOSTx (V, t)

4 b < bgen

5 while 30" € children(b, blocks(V)), slot(b’) < slot(t)

6: b <= arg maxy ccpitdren(b, blocks (V) Aslot (b ) <slot () |G (b5 V)|%(V’t)
7

8

end while
return b

GHOST. GHOST is a fork-choice function based on the fork-choice procedure introduced in by Sompolinsky
and Zohar [20], a greedy algorithm that grows a blockchain on sub-branches with the most activity. However,
the GHOST fork-choice, defined in Algoritm [ is vote-based rather than block-based, i.e., it weighs sub-trees
based on votes’ weight rather than blocks. Given a view V and a block b, we define GS(b, V) to be the set of
validators that according to view V have voted for a descendant of b. The weight of a block b is then defined
as the total effective balance of this set of validators according to the effective-balance-assignment B(V,t),
i.e., |GS(D, V)|%(v’t). Starting from the bgen block, GHOST iterates over a sequence of valid and non-future
(i.e., with slot no higher than the current slot) blocks from V, selecting as the next block the descendant of
the current block with the highest weight. This continues until it reaches a block that does not have any
descendant in V, which is the block being output.

GHOST Equivocation. Two GHOST votes a and a’ are said to be equivocating iff they are from the same
validator and same slot but target two different blocks, i.e., signer(a) = signer(a’) A slot(a) = slot(a’) A
block(a) # block(a’). Honest validators never sign equivocating GHOST votes.

LMD-GHOST. LMD-GHOST corresponds to the application of GHOST onto a view from which, all GHOST
votes that are invalid, are from current or future slots, or are sent by a validator that has equivocated at least
once, are removed. LMD-GHOST defines a GHOST vote as invalid if either it is not signed by a validator in
the committee in slot(s) or the slot of the block that it votes for is higher than the slot of the vote itself.
Additionally, for each validator, only its vote with the highest slot is kept. Any GHOST vote a left after this
last step such that block(a) = b is said to LMD-GHOST support b. This is formalized in Algorithm [21

LMD-GHOST-HFC LMD-GHOST-HFC is the fork-choice rule used by Gasper which is presented in Al-
gorithm [l It works by applying LMD-GHOST on a filtered view where the blocks kept after the filtering
correspond to those in any chain b’ such that &' does not conflict with GJ(V,t) and either the voting source
of b is GJ(V,t) or the epoch of the voting source of b’ is at least epoch(t) — 2. Details for the reasons behind
this type of filtering can be found in [T4].

Proposer Boost. The original version of LMD-GHOST protocol has been shown to suffer from security
issues [I8, [19]. The proposer boost technique [5] was later introduced as a mitigation to help coordinate the
voters in slots with an honest proposer. It requires honest voters to temporarily grant extra weight to the
current proposal, if such a block is received in a timely manner. Other methodologies [I0] have been put
forth, although they remain subjects of ongoing investigation [I1} 12]. In Gasper, the value of the proposer
boost value that a validator v assigns at time ¢ is defined as a fraction of the average weight of the committee
of a slot according to WtGJt’U. We denote the value of such a fraction with p. In general, we write WpB to
mean the proposer boost value based off the weight total validator set according to B. In summary, the
definitions just proved imply that WPB = %WF and that WPGJM is the proposer boost value assigned by
honest validator v at time ¢ to blocks received in a timely manner.

2.3 Confirmation Rule

In general, a Confirmation Rule is an algorithm that allows determining whether a block is confirmed,
meaning that that will forever stay in the canonical chain of any honest validator under certain assumptions.



Algorithm 2 LMD-GHOST fork-choice

1: function FlLe (V)

2: return V\ {a € GHOSTs(V) : 3a’,a" € GHOSTs(V), A signer(a) = signer(a’) = signer(a’)
Aslot(a") = slot(a’)
A block(a’) # block(a”)}

: function FILima(V)
return V\ {a € GHOSTs(V) : Ja’ € V, signer(a’) = signer(a) A slot(a) < slot(a’)}

3
4
5: function FIL_y,iq(V)

6: return V\ {a € GHOSTs(V) : slot(a) ¢ Wiee) V slot(block(a)) > slot(a)}
7

8

9

: function FlL..(V,t)
return V )\ {a € blocks(V) : slot(a) > slot(t)}

: function LMD-GHOSTx (V, t)
10:  return GHOSTas (FILima(FIL —vaia (FILeur (FILeg(V), £))), £)

Algorithm 3 LMD-GHOST-HFC fork-choice
1: function FlLpe (V1)
20 V\{b€ blocks(V): =(Vb = GI(V,1)
V' A b= block(GJ(V, 1))
AWV, AY =b
A b = GFY
A epoch(b’) < epoch(t)
A children(b’, V) =0
A (vs(b',t) = GJ(V,t) V epoch(vs(b',t)) > epoch(t) — 2))}

3: function LMD-GHOST-HFCys (V, t)
4 return LMD-GHOS Ty (FIL.(V, 1), 1)

For example, in the classical Bitcoin longest chain consensus protocol [I7], a block b can be regarded as
confirmed with high probability, if (1) in the view of an honest miner, block b has a chain of successor blocks
that is sufficiently longer than all b’s siblings, and (2) the network is in good condition and it will stay in
that way for sufficiently long, so that the miner’s current view is representative of the protocol’s true global
state, and block b’s advantage will not be disrupted by any future network partition. We also would like
that, under reasonable assumptions, any block that is confirmed at time ¢ according to the view of an honest
validator v will always appear as confirmed according to the view of the same honest validator v at any time
t and thereafter.

Definition 3. A Confirmation Rule for the fork-choice function FCaqs is a tuple (CONFY, sq) where

e CONF, is an algorithm that has access to the view of validator v, and provides a function CONF.isConfirmed,,
which takes in input a block and a time, and outputs a boolean value

e sg, called security guard, is a function that takes in input a block, a time and the value of GST, and
outputs a boolean value

ensuring the following properties hold for any block b and time t such that sg(b,t, GST) = TRUE

1. Safety: CONF.isConfirmed, (b,t) implies that there exists a time to such that for any v’ € J and

t' > tg, b= FC% (t"). Specifically, if a block b is confirmed at time t, there exists a finite time to such
that, at time to and thereafer, b is part of the canonical chain of any validator v/ € J.

2. MonotonicityECONF.isConﬁrmedv(b,t) implies that for any time t' > t, CONF.isConfirmed, (b,t’).
Specifically, once a block b is confirmed at time t, it remains confirmed for all future times t' > t.

6Technically, monotonicity is also a safety property. In this work, we use the term “safety” to refer to the Safety property of
Definition Bl not to distinguish between types of properties, e.g., safety vs liveness properties.



3 A Confirmation Rule for LMD-GHOST

We begin by presenting a Confirmation Rule for the fork-choice function LMD-GHOST ¢ which weighs GHOST
votes according to the greatest justified checkpoint in the view of a validator.

In this section, and in the following one presenting a Confirmation Rule for LMD-GHOST-HFC, we work
under the following simplifying assumption, which will however be dropped for the Confirmation Rule pre-
sented in Section [Bl

Assumption 1. The only change that can occur to the validator set and effective balances is due to Byzantine
validators potentially getting slashed. In other words, no new validator is ever added to the validator set, no
rewards are incurred and honest validators never exit or incur penalties. This immediately implies that

1. We C Wepoch(bgen) _ Wtbgen

2. ?e = ?ePOCh(bgen) = tjtbge"

bgen

3. for any valid block b and honest validator v, |v|” = |v

bgen

4. for any valid block b and Byzantine validator v, |v|b <|v

As we will see in Section [l the overall logic behind the Confirmation Rule that we present under Assump-
tion [ will not change. The main difference will be that some of the conditions that a block has to pass in
order to be confirmed will need to be slightly stronger to accommodate for the effect of validators entering,
exiting, and accruing rewards and penalties. However, the related proofs become longer and more tedious
making it harder to grasp the overall intuition behind the Confirmation Rule. Hence, by initially working
under Assumption [T we can better illustrate the fundamental mechanics of the Confirmation Rule presented
in this work.

We can now proceed with introducing definitions that will be used throughout this work.

1. Let pst1(b) be the next slot after the parent of b, i.e., psT1(b) := slot(parent(b)) + 1.

2. Let Wz " he the union of the committees between slot ps™ (b) an d slot s” included according to the
view of validator v at time ¢, i.e. Wz - Wzsfltb)

3. Let 7, "' be the subset of honest validators in Wy, e, jz = Wz "ng.

4. Let A, be the subset of Byzantine validators in W, ’U’t, i.e. Az o Az "0 A

5. Let SS/’U’t be the set of validators in W, ! that, according to V"', have sent a GHOST vote that

[CMD-GHOST supports 4 i.e., SS = GS(b, FILimd (FIL —valid (FILcyr (FILeq (V), ¢ ))))mwf’”’t where func-
tion GS is defined in Algomthm

6. Let Hzl’v’t be the subset of honest validators in Slfl’v’t, i.e., Hzl’v’t = Slf/’v’t NnJ.

Informally, we call (Hil’v’t)SS ! the (honest) support for b.

’ g B ’
Note that, as per Section Iﬂl, the definitions above implicitly define W, wtB ‘Wz . Iy B

s’ut svt

Also, as mentioned in

B B
s’ v,t,B s’ u,t s’ vu,t,B s',u,t
7, B = [y

Section 2.2, for ease of notation, we drop the v and ¢ parameters and write W; , 72 , Z; , Wy ’B, Jy ’B,

vt —s it —s it / / / )
AS B to mean Wb Jz o Az " . Wy L Jy w8 Ay 0B respectively, for any ¢ > GST and honest
Vahdator V.

’
7 AZ 0,68 ‘A




3.1 Safety

First, we develop a Confirmation Rule algorithm that ensures safety. Then, we extend it to provide mono-
tonicity as well.

Key to the Confirmation Rule algorithm presented in this work is the concept of LMD-GHOST safety
indicator introduced by the following definition.

’ s! v, t,B
Definition 4 (LMD-GHOST Safety Indicator). Let Q; w8 % be the proportional weight, accord-
b
ing to the effective-balance-assignment B, of the LMD-GHOST support of b against the total weight of the
committees between slot psT(b) and slot s' as per the view of validator v at time t.

Intuitively, assuming that we are after GST and that there is no proposer boost (i.e., WI?JM = 0), if,

t,v
according to the view of an honest validator v at time ¢ > GST, for any block b’ < b, leOt(t)_l’v’t’GJ > %—I—ﬂ,

s’,GJtv

where 8 = is the effective-balance-weighted ratio of Byzantine validators over the total effective

b
s/,GJtY
b

’ t,v
balance of the committees that can support b’ (i.e., W, -G ), then it is quite easy to see that b is canonical
in the view of any honest validator at any time during slot(¢). This is because honest validators only consider

GHOST votes for slots strictly lower than slot(¢) and, worst case scenario, in the view of an honest validator,

t,v
all Byzantine validators included in the set SSEOt(t)_l’U’t’GJ equivocate. Should this happen, the ratio of the

effective balance LMD-GHOST supporting " would still be higher than half the maximum possible effective
balance supporting any sibling, which, as per Algorithm [I] would ensure that b is part of the canonical chain
output by LMD-GHOST.

However, so far we have just looked at ensuring safety within the same slot. When considering future
slots as well, it turns out to be quite convenient to reason using what we call the honest LMD-GHOST safety
indicator.

Hs/,v,t,B

Definition 5 (Honest LMD-GHOST Safety Indicator). Let Pbsl’v’t’B = % be the proportional weight,

b
according to the effective-balance-assignment B, of the honest LMD-GHOST support of b against the total
honest weight between slot ps™(b) and slot s’ as per the view of validator v at time t.

The key property of this indicator is that, as long as all the honest validators keep GHOST voting is
support of a block, then the honest LMD-GHOST safety indicator for such a block never decreases. Also,
it turns out that if, at a time after GST, the honest LMD-GHOST safety indicator for a block b and all its
descendants is higher than ﬁ (still assuming no proposer boost), then b is canonical in the view of any
honest validator. So, given the monotonicity property of the honest LMD-GHOST safety indicator, once the
condition ﬁ is satisfied, it will always be satisfied implying that a block will always be canonical for any
honest validator.

However, there are two complications. First, the honest LMD-GHOST safety indicator cannot be measured
directly as the composition of the set of honest validators is unknown. This is not a big issue as we can use
the LMD-GHOST safety indicator to infer that the honest LMD-GHOST safety indicator is higher then the
desired threshold. Second, when we consider the effect of proposer boost, the reasoning gets a bit more
complicated as the threshold for the honest LMD-GHOST safety indicator then is not a constant anymore,
but it depends on both the total effective balance that could support a block, which can change as we move
from one slot to the next, and the value of the proposer boost which is itself dependant on the total effective
balance of the entire validator set. We will discuss how to tackle these challenges in due course.

Before proceeding, we introduce an assumption on the effective-balance-weighted ratio of Byzantine val-
idators that we rely on extensively in the remainder of this paper.

Assumption 2. There exists a constant B8, known to anyone using the Confirmation Rule, such that, for

any honest validator v, time t > GST, two slots s’ and s, valid block b, and checkpoint C € AU(b), 72 e >
—s'0,t,C

(1-p)W

Intuitively, this means that in the union of committees for any consecutive slots weighted according to
the effective-balance-assignment associated with any justified checkpoint, the number of distinct adversarial
validators is bounded by a fraction 5 of the number of total distinct validators.

S
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For the following reasons, we believe that such an assumption is reasonable to make. First, anyone
using Gasper and relying on the property that no two conflicting blocks can ever be finalized, assumes that

bgen
g = v?/t:ge“ < % When considering a sequence of slots within the same epoch, one can apply the Chernoff-

Hoeffding [16] inequality to conclude that Pr[8 < 8’ — €] increases exponentially in e% where M is the total
number of validators (not weighted). Given that in Ethereum M is around one million [2] and E = 32 [3],
even for small values of € we get a very high probability that 8 < 5’ —e. When considering intervals including
slots from more than one epoch, then working out the exact probability formula gets much more complicated.
However, given the high number of validators compared to the number of slots in an epoch, intuitively, the
probability of 8 < ' — € should still be pretty high even for even small values of e.

We are now ready to proceed with the definition of a Confirmation Rule for LMD-GHOST. In the next
Lemma, we prove that, after GST, as long as all honest validators GHOST vote in support of a block b, the
honest LMD-GHOST safety indicator for b never decreases.

Lemma 1. Given Assumption[d, for any two honest validator v and v, block b, times t' and t, and any two
checkpoints C' and C’, if

1. st(slot(t) — 1) > GST
2. t' > st(slot(t))

3. all honest validators in the committees between slot slot(t) and slot(t') — 1 included GHOST wote in
support of b

then / o
Vb < b, PZjot(t )—10t,C > PZlot(t)—l,v,t,C

Proof. Let s :=slot(t), s’ := slot(t’), and b’ any block such that b’ < b. Then we can proceed as follows.

A Hs,'—l,v/,t',C/
Py, Y = I’JW — By definition.
b
Hs,'—l,v/,t',C
= bs,ﬁ — As, per Assumption[I] the effictive balance
Jy of honest validators never changes.
Hslfl,'u,t',c
== — Given that st(s’ — 1) > st(s — 1) > GST
Sy and ¢ > st(s’), any honest attestation for
slots up to s’ — 1 received by v at time ¢,
it is also received by v’ by the same time
.
Hlf,—l,'u,t,C + 7:,*1 \H;l—l,v,t ¢ s
= 1.0 — H;, """ corresponds to the union of the
Sy honest validators whose GHOST votes in
support of b and for slots up to s — 1 are
in the view of validator v at time ¢ with
the honest validators in the committees be-
tween slot s ans slot s’ — 1, as we assume
that any of these validators has GHOST
voted in support of b and st(slot(s)) >
GST.
Hlf/—l,'u,t,C + }72,_1 \H;I—I,v,t ¢
= - e — By definition
BTN
Hlf/fl,v,t,c et 1
=z s—1,C — From, H;, """ C J,  and the fact that
Sy ‘;T”Z%,ifagb/\:vzy.
Yy

11



—1,v,t,C
= Pbsl v

O

In the next two Lemmas, we show a sufficient condition on the honest LMD-GHOST safety indicator to
ensure that a block is canonical in the view of an honest validator.

Lemma 2. Let v be any honest validator, t be any time and b be any block, if
1. t > GST
2. chain(b) C V!
3. slot(b) < slot(t)

» slot () —1,GJ>v Gyt
(t)—1,v,t,GJ" > W, +Wy

2

4.9 < b, HY™
then, block b is canonical in the view of validator v at time t.

Proof. We want to prove that b < LMD-GHOST{, (¢).

Let b; be the value of the variable b at the end of the i-th iteration of the while loop executed by
LMD-GHOST-HFC(V, M), with by corresponding to the value of the variable b at the beginning of the first
iteration. We now prove by induction on ¢ that b; = bV b; < 0.

Base case: i = 0. Trivial as the while loop in Algorithm [ starts with variable b set to bgen = b.

Inductive step. By the inductive hypothesis, we assume that b; > bVb; < b and prove that b; 11 = bVb;+1 =
b. By line[6lof Algorithm [2] b;; is the descendant of b; with the heaviest total weight. Let us proceed
by cases.

Case b; = b. This immediately implies that b;+; > b.

Case b; < b. Let b. be the child of b; in the chain of b, i.e., b = b A parent(b.) = b; and let
b" be any child of b;. Let FILimp-grosT(V,t) = FlLimda(FIL—vaiid(FILcur(FILeq(V),t))) and note
that, for LMD-GHOST®’, the argument of argmax at line [6 of Algorithm [ corresponds to
IGS(, FiLump.crost(V), )|®"". Due to FIL waig and FllLey, the maximum value that such ex-
pression can evaluate to corresponds to the weight of the the committees between slot slot(b) + 1
and slot slot(t) — 1 plus, potentially, the proposer boost weight, i.e., W;IOt(t)fl’GJm —l—Wth’v. Given
that honest validators never equivocate, we have that

(t)—1,GJ%?

slot GJtv
o + WS

|GS (be, FILLmp.-gHosT(V, )| h

2

which implies that b. = b;41 and hence b;11 < b.

Note that any block in chain(b) has at least one child, except potentially for b. Note also that the while
loop continues till it finds a block that either is for a slot higher than slot(¢) or that has no valid children.
Given that we assume slot(b) < slot(t), honest validators never GHOST vote for an invalid block and that
above we have established that LMD-GHOST¢,(¢) »= bV LMD-GHOST{,(t) = b, we can conclude the proof
for this Lemma. O

Lemma 3. Given Assumption[d, for any time t > GST, honest validator v, block b, slot s,and checkpoint
C € AU(b') with b/ being any valid block,

. s,0,t,C 1 Wpc s,0,t,C WS/’CJFWPC
vab/jb, Pb/ >m<1+W> then, Vb/jb, Hb/ >bf

12



Proof. Let b’ by any block such that &’ < b. Now we can proceed as follows.

Hyvhe = pyvte gsc — By definition
JiC w§ t,C
> 1+ —2 — By expanding the condition on P;,""
21— 5) ( W ’
L) wy c c
> b 14+ —2 — As, due to Assumption 2 J;;~ > W7 (1 -8
2(1 — ﬁ) W;,’C b b ( )
Wl ewg
2

O

It is now time to introduce the LMD-GHOST safety condition which will be used extensively in the
remainder of this work.

Definition 6 (LMD-GHOST safety condition). The LMD-GHOST safety condition for block b according to
checkpoint C and the view of validator v at time t > GST corresponds to the following condition, formally
named isLMDGHOSTSafe, (b, C,t).

1w 1 w¢
isLMDGHOSTSafe, (b, C,t) := Vb < b, Qo= 1"HC 5 5 (1 + W) + BV = bgen
Wb/ 7’U) ’

The following Lemma shows that the LMD-GHOST safety condition implies the condition on the honest
LMD-GHOST safety indicator just presented in Lemma [3] to ensure that a block is canonical in the view of
an honest validator.

Lemma 4. Given Assumption[d, for any time t > GST, honest validator v, block V', slot s and checkpoint
C € AUY) with b being any valid block,

¢ C
if Qi}v’t’c > % (1 + V‘[//Vﬁc + 3, then Pbs/’”’t’c > ﬁ (1 + %)
b/ iy

Proof. We proceed as follows.

s,v,t,C Hobe
pyvt — ;/ — By definition.
b/
Ss,v,t,CiAs,C ..
> b'ﬁﬁ# — By definition, Az}c = Wlf,’c \J.
/
Ss,v,t,%iAs,C ..
— W — By definition, W3¢ = Jlf,’c + Ai}c.
e 5;,[, c
gsvt,C s, .
> Iz:‘// BWSI’)/_ — By Assumption 2] Az}c < BWy“, and,
[ . .
given that Slf,’v’t’c < Wlf,’c, the function
s,v,t,C
- . .
g(x) = &’/T is monotone decreasing
b T F
. ,C
. 3 in [0, W,~].
S§5,06C gy, . . .
b/ﬁws’#’ (%) — Simplification.
b/
s,v,t,C 1 i 1 1
= ( o — B) (m) — Simplification.
P

— By applying the condition on Q;,’U’t’c.

Vv
[\V]
=)
‘)—'
E‘
VRS
—
_|_
gls
QQ
N—|

O

Before proceeding with the last Lemma of this section, which ties everything that we have discussed so
far together, we need to show that, after GST, any block satisfying the LMD-GHOST safety condition, is
necessarily in the view of any honest validator. This is a, perhaps obvious, condition that is needed in the
proof of the Lemma coming immediately after.

13



Lemma 5. Let v be any honest validator, t be any time and b be any block If
1. st(slot(t) — 1) > GST
2. isLMDGHOSTSafe, (b, GJ"" )

then

1. block b is in the view of any honest validator at time st(slot(t)) and thereafter

2. slot(b) < slot(t).

Jtv

. . _ to Wslot(t)—l,GJt’” W
Proof. We can apply Lemmas@and [3] in this order, to conclude that HZ'Ot(t) Lot Gl T 1%

2
This implies that at least one honest validator v' € 7:(()Z§t)_l has GHOST voted in support of b. This implies

that block b was in the view of validator v" by the time it voted in a slot s < slot(t) — 1 as by definition of
LMD-GHOST, honest validators only GHOST vote for blocks that are in their view. This further implies that
v" broadcast block b no later than the time ¢ it voted in slot s < slot(t) — 1 as honest validators immediately
broadcast any message that they receive. Then b is in the view of any honest validator by time st(slot(t)).
Also, given that v GHOST votes in support of b, Algorithm [l implies that slot(b) < slot(¢). O

We are now ready to show that the LMD-GHOST safety condition ensures the safety property required
by Confirmation Rules for LMD-GHOSTg;. However, as we will see during the proof, we need an additional
condition, namely that the the weight of the validator set according to the greatest justified checkpoint in
the view of any honest validator is no greater than the weight of the validator set according to the greatest
justified checkpoint in the view of the honest validator used to evaluate the LMD-GHOST safety condition. A
counter-example showing why such a condition on the greatest justified checkpoints is necessary is provided
immediately after the proof. Rather than making this condition explicit, we could have just relied on an
assumption stronger than Assumption [ stating that no slashing can happen. However, by doing so, we
would have unable to re-use this Lemma in the following section dealing with LMD-GHOST-HFC.

Lemma 6. Given Assumptions[dl and[3, let v be any honest validator, t and t' be any two times and b be
any block, if

1. st(slot(t) — 1) > GST
2. isLMDGHOSTSafe, (b, GJ"",t)

3. t' > st(slot(t))

Ez)) and time t” such that t <t <, WtGJt '

—slot !’

4. for any validator v" € J < W

slot

then b is canonical in the view of any honest validator at time t'.

Proof. We proceed by induction on t’.

Base case. This is a strong induction quantified over ¢’, so there is no need for a base case. Alternatively,
we can take t’ < st(slot(¢)) as base case for which the Lemma is vacuously true.
Inductive step: ' > st(slot(t)). Let s := slot(t), s’ := slot(t'), v be any honest validator, GJ := GJ"",

GJ :=GJ"" and b’ be any block such that &' < b. We assume that the Lemma holds for any time "
such that ¢ <t and we prove that it holds at time ¢’ as well.

Given that, as described in Section 2.2.2] honest validators always GHOST vote for the block returned
by the fork-choice function executed at the time of voting, any honest validator in the committees
between slot s and slot s’ — 1 has GHOST voted in support of b and, consequently, in support of '.

Also, note that due condition 4 of the Lemma’s statement we can conclude that WIEJ, < WIEJ.
Then, we can apply Lemma[Blto conclude that b is in the view of v" at time ¢’ and that slot(b) < slot(t).

With all of the above in mind, we can now proceed by cases.
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! 7’
Case W, " > w1,

Plf,/_l,v/7t,G_]/ 2 P;,_l)v7t)GJ o By Lemmam
1 WGJ
> — 5 14+ —= 1 —g — By condition 2 of the Lemma’s statement
Wy and Lemma [4]
1 WSy ,
> [14+ —2— — As we assume W5 ¢ > Wb and
2 Wbs/ —1,GJ

have established above that WpGJ < WpGJ .

From here, we can apply Lemmas 2] and Bl to conlude the proof for this case.

'—1,GJ —1,GJ
Case W, ~ 7 < W, .

’ ’ gt o GJ/

"y~ G = [H5h vty js — As, by the inductive hypoth-
esis, all honest validators in
the committees between slot
s and slot s’ —1 GHOST vote
in support of b.

s—1,0",t,GJ’
> Hb’
= Hs_l’”/’t’GJ — Due to Assumption [l
> gp it gerte — By definition.
bs/ 1,GJ bs/fl.,'u,t.,GJ _ Asfl,GJ o By definition of Qs 1,0,t, GJ

GJ
> Wwehed 14+ L + 8 — A57HS) By applying condition 2 of
/ 2 WS 1,GJ b’ Yy PPy g
b the Lemma’s statement.
B Wbs/_l’GJ +WPGJ

5 + BWbel’GJ - Agfl’GJ — By simplifications.
Wy b W
> #p — As, due to Assumption [

ﬂ1175/717GJ < gslfl,GJ.
W '—1,GJ) ’
s/ ,GJ IIrGl

> 1,GJ
2

— As we assume WbS,L <
W54 and and have estab-
lished above that WPGJ/ <

GJ
W,

Now we can apply Lemma 2] to conclude the proof for this case.

O

Now, we want to show that the condition on the greatest justified checkpoint is required. Take two honest
validators v and v’ and a time ¢ > GST. Assume that W&"" < WS and that the chain of block(GJ"")

includes slashing evidence for validators X’ not included in bIock(GJt’”,). This implies that WpGJt’v = WpGJt’v —€
for some value of € > 0. Assume also that none of the validators in X are included in the committees

Trslot(t)—1 lot(t)—1,GJtY lot(t)— 1,6t lot(t)—1,v,¢
W, This implies that WSO( )= = Wbso( ) . Say that for some block b, HSO( i
slot(t)—1,v",t slot(t)—1,v,t,GJ"" WSIOt(t)il’GJt’v-FWGJtm slot(t)—1,v",t Gt
H, " and that H, o = b 5 P— + 5. This implies that H, o =

t)—1,G6JtY t,v Iot(t)—l,GJt’U, Gt slot(t)—1,GJt o’ cutv’
lot(t)—1,v,¢,GJt" Wil =1 el we +W —e w +W
HZO( ) v — b 5 p + % _ b 3 P + % — b 3 P . Hence,
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Algorithm 4 Confirmation Rule for LMD-GHOST

1: function highestConfirmedSinceEpoch, (e, t)

2: let slots = [first_slot(e) + 1, slot(¢)]

3 let highestConfirmedBlocksPerSlot = {arg MAXy v st(s/) & is L MDGHOS TSafe, (b ,GIH)v st(s)) sIot(b') = slots}
4: return arg maxb/Eh'LghcstConﬁrmchlock‘sPchlot SIOt(b,)

5: function isConfirmed, (b, t)

6 return b =< highestConfirmedSinceEpoch, (epoch(t) — 1, ¢)

’
’ slot (¢) —1,G6J0:V cutov’
slot(t)—1,v",¢,GJ%? > wy +W,

the condition H, is not satisfied. By following the reasoning outlined
in the proof of Lemma Bl one should be able to see how this imply that block b is not necessarily canonical
even if its parent is.

3.2 Monotonicity

In Lemma [6] we have proven that the LMD-GHOST safety condition guarantees the safety property of Con-
firmation Rules for LMD-GHOST¢,. However, as we show now, it does not guarantee monotonicity. Take any
block b and time ¢ > GST such that epoch(b) < epoch(slot(t) — 1) and assume that no slashing ever happened.

o Gt
This implies that WSIOt(t) LT W&, Assume also that QSIOt B=Lv.t,GI (1 + %) +p+e
I@—slot(t),cﬁ«”
with % > ¢ > 0, and a time ¢’ such that slot(t') = slot(¢) + 1. Assume also that 8 of the valida-

tors in the committee of slot slot(¢) are Byzantine, all of these Byzantine validators in slot(t) GHOST vote

for a block conflicting with b, all of the honest validators in the committee of slot slot(¢) are included in
Sslot(t,)fl,v,tl,GJtl’v

lot(t)—1,v,t,GJt? lot(t')—1,v,t',GJt +v
Syt and GJ"* = GJ'". This implies that at a time ¢/, Qj°")~"" = =
w, TR
b
—1,0 t,v — tv t! v lot (£),GJ%:? —slot(t),GJt v
Sslot(t) 1,v,t,GJ" _ﬂ slot(t) GJ WGJ BWS ﬂW
b slot(t) 1 + + /3 + € — slot(t) leen that slot(t) >€> O
v 7,0 T, 0 . )
W;Iot(r) 1,GJ slot(r) 1,GJ VVtGJ WCGJ ?

, " at’ v
the above implies that QZ'Ot (#)—Lo.t,6J° % (1 + L) + 3. Hence, b does not satisfy the LMD-

slot(t)—1,GJT,v
b
GHOST safety condition at time ¢'.

Now, how do we solve this problem? The solution that we put forth in Algorithm @l is underpinned by the
following intuition. First, observe that if a block b is canonical in the view of all honest validators for an entire
epoch, then, by the end of such an epoch, all honest active validators have GHOST voted in LMD-GHOST
support of b. For simplicity, assume no proposer boost, then in this case the LMD-GHOST safety indicator
for block b would be 1 — 3, which, if 5 < i, then is higher than %—l— B. Also, by the safety property, after GST,
no two conflicting blocks can ever be confirmed. Hence, we can “force” any block b that is confirmed at any
point during an epoch e to be deemed confirmed until the end of epoch e+ 1. After that, as discussed above,
as long as 8 < %, block b will not need to be “forced” to be confirmed any more as, at that point, it will
satisfy the LMD-GHOST safety condition. However, as consequence of this, we need to require that synchrony
starts no later than the beginning of the previous epoch, compared to requiring that it just starts no later
than the beginning of the previous slot. In Algorithm [l this “forcing” is represented by the combination of
the function highestConfirmedSinceEpoch, and line[6l Function highestConfirmedSinceEpoch, (e, t) returns
the block with the highest slot that has passed the LMD-GHOST safety condition since the beginning of the
second slot of epoch e until slot slot(¢). In Algorithm [} this is achieved by asssuming that it is possible to
access the view that a validator had the beginning of any slot since the second slot of the previous epoch.
Having acess to all of these views is not needed in practice. One can just keep updating, at the beginning of
any slot, the confirmed block with the highest slot recorded during both the current and previous epoch.

Also, given that we do not plan to use any of the results below in the next section, to simplify the analysis,
in the remainder of this section, we will work under the following assumption.

Assumption 3. No wvalidator is ever slashed.
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Also, as anticipated above, for monotoncity, we require a stronger assumption on the value of S.
Assumption 4. § < % (1 - %)

Note that, because 0 < p < 1, the above implies that § < i. By using the values of p and F used in the
current implementation of Gasper [3], the assumption above implies 8 < 0.246.

Before moving to the actual proof of monotoncity, we need to take quick step back and prove that
isConfirmed, ensures safety. As we anticipated above, we need a stronger condition on GST, i.e., GST >
st(epoch(t) —1) and rely on AssumptionBlto remove any condition on the weight of the validator set according
to the greatest justified checkpoints.

Lemma 7. Given Assumptions[ tol3, let v be any honest validator, t and t' be any two times and b be any
block, if,

1. st(epoch(t) — 1) > GST
2. isLMDConfirmed, (b, t)
3. t' > st(slot(t))
then, then b is canonical in the view of any honest validator at time t'.

Proof. The condition isLMDConfirmed, (b,¢) implies that there exists a slot s € [first_slot(epoch(t) — 1) +
1, slot(t)] such that isLMDGHOSTSafe, (b, GJ**) st(s)). Given that s < slot(¢) and st(s—1) > st(epoch(t)—
1) > GST, due to Assumption B, we can apply Lemma [6 to conclude that b is canonical in the view of any
honest validator from time st(slot(¢)) and thereafter. O

Now, we can move to formally proving monotoncity. We will start with formalizing the intuition put forth
at the beginning of this section, namely, that under the assumption above, after GST, if a block b is canonical
in the view of any honest active validator for an entire epoch, then block b will satisfy the LMD-GHOST
safety condition.

Lemma 8. Given Assumptions[d to[f) if
1. b is canonical in the view of any honest validator at any time during epoch e
2. st(epoch(e)) > GST

then, for any time t' > st(e + 1), isSLMDGHOSTSafe,, (b, GJt/’”,t')

Proof. Let t' be any time ¢’ > st(e + 1). Given that, as described in Section [Z2:2] honest validators always
GHOST vote for the block returned by the fork-choice function executed at the time of voting, then any
honest validator in the committees of epoch e GHOST votes in support of b. Note that as per Algorithm [I]
honest validators only GHOST vote in support of blocks that are from previous slots. Therefore, slot(b) <
st(e) < epoch(t') — 1. Hence, we can proceed as follows.

slot (¢’ 71,v,t',GJt/’”
Qslot(t/)—l,v,t/,GJt/’” Y )
b’ -

Wt

t')—1,GJt" v

~ GJt

je

> 1 — As, all honest validators GHOST
slot(¢/)—1,GJt" v . / .

W, vote in support of ¥ during epoch

€.

Jslot(t/)—l,GJt/’”
e — — As, given Assumption [I and that
Wslot(t’)fl,GJt v , = .
b slot(b) < epoch(t') — 1, J°¢ includes
all of the honest validators in any
possible committee.
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>(1-p) — By applying Assumption

=(1-25+5)
1
>3 (1 + %) +8 — By applying the condition § <
% (1 — %), from Assumption [ to
28.
1 Wwed v
=5 |1+ e | T8 — As, by definition, WS =
Wi AL
t E-*
1 W
> 3 1+ % + 3 — As, by Assumptions @
We and m WtGJt [ — Wtbgen —
o bgen ST
‘Wepoch(bgen) — |We
1 W
[ R — A
=5 1+ o) LG +p As slot(b) < st(e) < epoch(t') — 1.

b’
O

The following three Lemmas conclude the formalization of the intuition about why Algorithm Ml ensures
monotonicity. The first two are in support of the last one which contains the main result.

Lemma 9. Given Assumptions[dl to[4) let v be any honest validator, t and t' be any two times and b be any
block. If

1. st(epoch(t) — 1) > GST
2. epoch(t) — 1 < epoch(b) < epoch(t)
3. isConfirmed, (b, t)
4ot >t
then isConfirmed, (b, t').

Proof. Condition isConfirmed,, (b, ¢) implies that there exists a slot s € [first_slot(epoch(t) —1)+1,slot(t)] such
that isLMDGHOSTSafe, (b, GJ"" st(s)). Given that st(s — 1) > st(epoch(t) — 1) > GST, Lemma [T implies
that b is canonical in the view of any honest validator from time st(s) and thereafter.
Now, let b’ := highestConfirmedSinceEpoch, (epoch(t')—1,¢'). Then, there exists a slot s’ € [first_slot(epoch(t')—
1) + 1,slot(t’)] such that isLMDGHOSTSafe, (V, GJt,’”,,st(s')). Thanks to Lemma [7] this also implies that
b’ is canonical for any honest validator at time st(slot(t')).
We can now proceed by cases.

Case 1: s € [first_slot(epoch(¢') — 1) + 1,slot(¢')]. This implies that slot(d’) > slot(b). Given that b is also
canonical at time #', we can conclude that b <X b'.

Case 2: s ¢ [first_slot(epoch(¢') — 1) + 1,slot(¢)] This case implies that st(s) < st(epoch(¢') — 1). Hence,
given that b is canonical in the view of any honest validator from time st(s) and thereafter, this
further implies that b has been canonical in the view of any honest validator for the entire epoch
epoch(¢’) — 1. Then, Lemma [ implies that isLMDGHOSTSafe,, (¥, GJt/’”,,st(slot(t’))). Given that
slot(t') € [firstslot(epoch(t') — 1) + 1,slot(t')], this implies that slot(b’) > slot(b). Becuase b’ is also
canonical at time ¢', we can conclude that b < b'.

O
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3.3 Confirmation Rule
Now, we can formally present Algorithm M as a Confirmation Rule for LMD-GHOSTg;.

Theorem 1. Let sg(b,t, GST) = epoch(b) > epoch(t) — 1 A st(epoch(t) — 1) > GST. Given Assumptions [l
to[4) the tuple (Algorithm [} sg) is a Confirmation Rule for LMD-GHOSTg;.

Proof. By applying Lemmas [7 and O

4 A Confirmation Rule for LMD-GHOST-HFC

Algorithm 5 Confirmation Rule for LMD-GHOST-HFC

1: function highestConfirmedSinceEpoch, (e, t)
2: let slots = [firstslot(e) + 1, slot(t)]

let highestConfirmedBlocksPerSlot = 4 arg MAXy/ 10 .5t(s) pjsConfirmed NoCaching,, (b st(s')) slot(d') : 8" € SlOtS}

return arg ma‘xb/Eh'LghcstConﬁrmchlocksPchlot SIOt(b/)
: function willChkpBelJustified,, (b, e, t)
——last_slot(e),v,t,C(b,e)

3
4
5
6: return Flg,()~ et 4 (1 - BIW gt (1) > %I/Vtc(b'e) + min (WaﬁVVtC(b'e))
7
8
9

vs(b,t)—C(b,e)
: function isConfirmedNoCaching(b, t)

return

: A if epoch(b) = epoch(t)
10: A willChkpBelJustified,, (b, epoch(t), t)
11: A epoch(GJ(b)) = epoch(t) — 1
12: A isLMDGHOSTSafe, (b, GJ(b), t)
13: else
14: A slot(t) = first_slot(epoch(t))
15: A willChkpBelJustified,, (b, epoch(t) — 1, )
16 Ay c v’u,st(slot(t)71)7
17: Ab=Y
18: A epoch(b’) < epoch(t)
19: A epoch(vs(b',t)) > epoch(t) — 2
20: A isSLMDGHOSTSafe, (b, vs(b', t), )
21: function isConfirmed, (b, t)
22: return b =< highestConfirmedSinceEpoch, (epoch(t) — 1, ¢)

In this section, we extend the Confirmation Rule presented in the previous section to produce a Confir-
mation Rule for LMD-GHOST-HFCg;. Note that the the only difference between LMD-GHOST and LMD-
GHOST-HFC is the filtering FlLp¢ applied on top of the filtering already applied in LMD-GHOST. Therefore,
at a high level, to devise a Confirmation Rule for LMD-GHOST-HFCgj, we just need to extend the LMD-
GHOST safety condition with additional conditions that ensure that a block is never filtered out by FlLps.
Importantly, the Confirmation Rule presented in this section is designed to be implementable in practice.
This poses limitation to what data in the view of an honest validator the Confirmation Rule algorithm can
have access to. Specifically, we cannot access FFG votes targeting epochs older than the previous one. Be-
cause of this, as we will see, to ensure monotonicity, the resulting algorithm needs to rely on assumptions
that would not be required otherwise, as we show in Appendix [Al

We can now proceed with introducing additional notations and listing fundamental properties ensured by
Gasper [§] that are required by the remainder of this section.

T
1. Let ftclac2 be the set of all FFG votes with source C; and target C sent at time ¢.

T
2. Let F', ., be the set of all FFG votes with any source and target C5 sent at time .
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3. Let }'é:lvicz be the set of FFG votes with source Cy and target C5, sent by validators in the committee
from slot first_slot(epoch(C2)) to slot s included, and received by validator v at time ¢, i.e., ]:glt—wg =
—=S,0,t

T
t it
]:Cl—>Cz N Wfirst_slot(epoch(Cz)) Ny

4. Let filtf]"flc’ :={b:b € FlLye (V¥4 1)} be the sets of blocks that are not filtered out by FlLps according to

the view of validator v at time t. Informally, if b € filtﬁ’;c’, we say that b is not filtered out by validator

v at time t.
Property 1 (Gasper Properties). The Gasper protocol ensures the following properties.

1. If p < % —d, then no two checkpoints for the same epoch can ever be justified, i.e., for two block by and
by and two checkpoints C; € AU(b1) and Co € AU(bs), epoch(C1) = epoch(Cy) = Cy = Cs.

2. For any honest validator v, the greatest justified checkpoint is always a strict descendant of the greatest
finalized checkpoint, i.e., GJ4Y = GF?.

8. Any honest validator sending a GHOST wvote for a block b during epoch e, it also sends, at the same
time, an FFG vote vs(b,e) — C(b,e).

4. Any honest validator sending an FFG vote Cs — Cy, it also sends, at the same time, a GHOST vote
for a block b = Cy.

5. Provided that < + —d, for any honest validator v, time t, block b and valid checkpoint C, if
3

(a) C = GJ

T C
(b) |[Fhc| = 3WE

then no checkpoint C' # C' such that epoch(C”) = epoch(C) can ever be justified.

6. Provided that 5 < % —d, for any block b and epoch e such that st(e) > GST, if all honest validators in

the committee of epoch e (i.e., J¢) send FFG votes targetting a checkpoint that is descendant of b (i.e.,

i T
T° € Ucrbnepoch(c)=e ]—'S_tfgﬂ)), then no checkpoint C conflicting with b such that epoch(C) = e can

ever be justified.

7. For any block b, epoch(GU(b)) < epoch(b). Given Definitionsl and[3, this implies that, for any honest
validator v, block b and time t such that epoch(b) < epoch(t), vs(b,t) < epoch(GJ"") < epoch(t) — 1.

The full Confirmation Rule for LMD-GHOST-HFCg; presented in this work is defined in Algorithm
Compared to Algorithm[4] as anticipated above, we need extra conditions to ensure that a confirmed block is
never filtered out. Also, given that, as mentioned in Section B.Il we do not want to rely on Assumption Blany
more, these extra conditions also need to ensure that the weight of the validator set according to the greatest
justified checkpoint of any honest validator is no greater than the weight of the validator set according to
the checkpoint used to evaluate the LMD-GHOST safety condition. Such extra conditions are encoded in the
function isConfirmedNoCaching and its dependent function willChkpBeJustified. As part of adding these
extra conditions, we have also added the state variable leavesLastSlotLastEpoch, to keep track of all the
chains that a node has received by the beginning of the last slot of the previous epoch. As we will see, this is
needed to ensure some level of synchrony on the greatest justified checkpoint between honest nodes. Another
difference is represented by the fact that to confirm a block b from an epoch older than the previous one, we
rely on the existence of a descendant of b from either the current or previous epoch that is confirmed. This is
a consequence of not having the capability to access FFG votes targeting epochs older than the previous one.
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4.1 Safety

Like we did for LMD-GHOST, we begin our analysis by limiting our interest only to the safety property that
a Confirmation Rule needs to guarantee.

Let us start by looking at how we can leverage some of the results from Section Bl Given that the only
difference between LMD-GHOST and LMD-GHOST-HFC is the additional filtering on blocks by FlLpg, we
can re-use the results of Lemma [0l by adding the requirement that a block must never be filtered out to
the list of preconditions. Given that in Algorithm [ the effective-balance-assignment used in evaluating the
LMD-GHOST safety condition is not necessarily extracted from the greatest justified checkpoint (see line 20),
we also need to generalize the checkpoint used to evaluate the LMD-GHOST safety condition to be any C
such that any greatest justified checkpoint in the view of any honest validator from now on is a descendant
of C'. This is formalized by the following Lemma. Note that to simplify the application of the Lemma later
on, we require that the greatest justified checkpoint in the view of any honest validator is descendant of C,
rather than the weaker condition (given Assumption [I]) used in Lemma [G] requiring that the weight of the
validator set according to the greatest justified checkpoint in the view of any honest validator is no greater
than the weight of the validator set according to C.

Lemma 10. Given Assumptions[dl and[2, let v be any honest validator, t and t' be any two times, b be any
block and C be any checkpoint. If

1. st(slot(t) — 1) > GST
2. isSLMDGHOSTSafe, (b, C,t)
3. t' > st(slot(t))

Y and time t" such that t <" <1,

—slot

4. for any validator v" € j5|otE

4.1. GJY -
4.2 befitl””
then b is canonical in the view of any honest validator at time t'.

Proof. Because of Assumption [I} condition 4.2 implies that, for any validator v € 72:2:2)) and time t”
such that ¢t < ¢/ < ¢/, WtGJtH’v” < W. Then, given that the only difference between LMD-GHOST and
LMD-GHOST-HFC is the application of FlLp¢ and condition 4.1 of the Lemma’s statement, the proof for this
Lemma is identical to the proof of Lemma O

Then, what we need to do in order to argue safety is just showing that all of the preconditions of the Lemma
above are satisfied. Overall, this will be done in an inductive manner, by showing that the preconditions are
satisfied initially, then, by leveraging the fact that a block is canonical in the view of all honest validators,
show that the preconditions keep being satisfied.

Having said this, our proof strategy actually proceeds in a kind of backward way. First, we identify a
set of conditions, called Safety Induction Requirements, for time st(epoch(b) + 2) that, if met, ensure that a
block is always canonical in the view of any honest validator. Then, we prove separately that for both blocks
in the current and previous epoch, Algorithm [B] ensures that the Safety Induction Requirements are met by
time st(epoch(b) + 2).

Before commencing with the formalization of the proof strategy outlined above, we define the following
assumption that we will rely upon in the following Lemmas.

Assumption 5.
1. B<3—d

2. Byzantine validators, as a whole, never get more than W, of their effective balance slashed and anyone
using the Confirmation Rule knows the value of We. This value could be +oo.
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3. Given a block b and epoch e > epoch(b) such that st(e+1) > GST, if for any time t with epoch(t) = e+1
and honest validator v,

® b is canonical in the view of v at time t,
T ’ / b/ ’
o for any block b/ = C(b,e) in the view of v we have that ]:\t/s(b ) C(be) \DY| > 2w

then, by time st(e+2), the view of validator v includes a block b’ such that epoch(b’) < e+2AC(b,e) €
AU(Y).

Assumption [5.0] is a basic assumption that the Gasper protocol relies upon anyway for ensuring that
no two conflicting checkpoints can ever be finalized. In our case, it is required in order to be able to use
Property .l Assumption 5.2 just states that the user of the Confirmation Rule makes an assumption on the
maximum amount of effective balance (possibly +00) that the Byzantine validators are willing to get slashed
(lose) in order to compromise any of the properties of the Confirmation Rule. Assumption essentially
says that Byzantine validators cannot prevent an FFG vote sent by a validator that is not caught committing
a slashable offence from being included in a canonical block for an entire epoch. This assumption could
be violated in practice due to limited amount of FFG votes that can be included in a given block. If this
limitation in the Gasper protocol was lifted in the case that the FFG votes included in a block justify the
checkpoint from the previous epoch, then Assumption would just amount to assuming that there is at
least one honest proposer in any epoch, which due to Assumption [5.1] would be true with high probability.

We are now ready to proceed following the proof strategy discussed above. First, in Definition [[ we
formalize the list of Safety Induction Requirements. Then, Lemma [II] shows that the Safety Induction
Requirements and the absence of any justified checkpoint for epochs [epoch(b), epoch(t) — 1] imply that block
b is never filtered out during epoch epoch(¢). Finally, Lemma [I2 ties the previous two Lemmas together
proving that the Safety Induction Requirements conditions are sufficient to ensure that a block is canonical
in the view of any honest validator.

Definition 7 (Safety Induction Requirements (SIR) for block b, time ¢ and checkpoint C').
SIR.1. isLMDGHOSTSafe, (b, C,t) A C < b Ast(slot(t) — 1) > GST
SIR.2. for any honest validator v' and time t' such that t <t < st(epoch(b) + 2),
SIR.2.1. b is not filtered out by validator v' at time t', i.e., b € filtf]/f’cv/
SIR.2.2. GJ'"" = C

SIR.3. by time st(first_slot(epoch(b) + 2)), in the view of any honest node there exists a block b/ = b such
that C(b) € AU(V') A epoch(b’) < epoch(b) + 2.

SIR.4. no checkpoint C' with epoch(C) € [epoch(b), epoch(b)+1] which conflicts with b can ever be justified.
Lemma 11. Given Assumption[5i], let t be any time. If

1. in the view of any honest validator, by time t, there exists a block b’ = b such that C(b) € AU(V') A
epoch(b’) < epoch(t) and

2. there exists no checkpoint for an epoch in [epoch(b),epoch(t) — 1] conflicting with b

then for any honest validator v' and time t' > t with epoch(t’) = epoch(t), b € filtf]lf’cv,, i.e., b is not going to
be filtered at any time t'.

Proof. Let v’ be any validator and ¢’ be any time such that epoch(¢') = epoch(t). Let us now proceed by
cases.
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Case 1: epoch (GJt/’U/) = epoch(C(b)). By the Lemma’s assumptions, we know that there exists a block
b = b such that C(b) € AU(V). Let b be any block b” = V. Given that epoch(d’) < epoch(t),
epoch(vs(b”,t")) > epoch(vs(',t')) > C(b). By Property [T and the definition of GJ" (Definition [2),
we have that vs(b”,t') = C(b) = GJ"". By Property [ this also implies that b” = GF'**". Given
that clearly b’ = block(C(b)) we have that b’ € filt'e" , from which it follows that b € filt!:"".

Case 2: epoch (GJt/’vl) > epoch(C(b)). By Property[l.T we know that epoch (GJt/’vl) € [epoch(b)+1, epoch(t)—
1]. Hence, by the Lemma’s assumptions, GJ'"" does not conflict with b which, given that in this case we

assume epoch (GJt,’Ul) > epoch(C(b)) = epoch(b), implies that b < GJ'Y", from which we can conclude

. t’, ’
that b € fllthfcv .

Case 3: epoch (GJt/’vl) < C(b). Given that there exists a block b’ > b such that C(b) € AU(Y'), we have that

epoch(vs(b',t')) > epoch(C(b)). Hence, the definition of GJ" (Definition 2]) implies that epoch (GJt/’vl) >
epoch(C(b)) meaning that this case is not possible.

O

Lemma 12. If all of the Safety Induction Requirements for block b, time t and checkpoint C' (Definition[7)
are true, then, b is canonical in the view of any honest validator at time st(slot(t)) and thereafter.

Proof. First, we proceed by induction on ¢’ > st(slot(t)) to show that all of the following inductive conditions
hold

i) there exists no checkpoint C” with epoch(C’) € [epoch(b), epoch(t')] which conflicts with b.

ii) for any honest validator v and time ¢’ such that st(slot(t)) < " < st(epoch(t’) + 1)

i

iii) b€ filtye"
i) GJ = C
Base Case: epoch(t’) < epoch(b) + 2. All inductive hypothesis are trivially implied by [SIR.2] and [SIR.4]

Inductive Step: epoch(t’) > epoch(b) + 2. Assume that all the inductive hypotheses hold at any time ¢; up
to epoch(t;) < epoch(t') — 1 and prove that they hold at time ¢’ as well. Let v’ be any honest validator.

Induction hypothesis[i)] and [SIR.3] allow us to apply Lemma [I1] to conclude that b € filtﬁ}’cv/, i.e., b does
not get filtered out by any honest validator in epoch epoch(¢’). This proves induction hypothesis
holds at time ¢’ as well.

Also, induction hypothesis )] SIR.], Property [77and the definition of GJ* "’ (Definition ) imply that
GJEYU = C(b) = C which proves inductive condition for t'.

Given that ¢’ > st(slot(¢)) and that above we have proved that inductive condition [ii)| is satisfied for

time t', thanks to [SIR.I] we can apply Lemma [I0 to conclude that b is always canonical in the view of
all honest validators at any time during epoch epoch(t’).

By Properties[[L3 and [[L6] this immediately implies that no checkpoint conflicting with b can be justified
in epoch epoch(t’), which concludes the proof for the inductive hypothesis

Given that we have just established that the inductive condition [ii)| hold for any time ¢’ > st(slot(t)), thanks
to [SIR.1l we can apply Lemma [0 to complete the proof. o

Now, we are left with proving that isConfirmedNoCaching, (b,t) ensures that the Safety Induction Re-
quirements for block b, time ¢ and a checkpoint C' are satisfied.
The first Lemma that we present proves that willChkpBeJustified (b,t) ensures that, by time st(epoch(b) +

1), the weight of the FFG votes with target C(b) is at least %Wtc(b) which, combined with Assumption [6.1]
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allows inferring that checkpoint C(b) will be justified in the view of any honest validator by the start of epoch
epoch(b)+2. Then, the following three Lemmas establish sufficient conditions to ensure that a block in either
epoch epoch(t) or epoch epoch(t) — 1, respectively, is not filtered out during epoch epoch(t). Thereafter, we
leverage these Lemmas to prove, first for blocks from the current epoch and then for blocks from the previous
epoch, that isConfirmedNoCaching,(b,t) ensures that the Safety Induction Requirements for block b, time ¢
and a checkpoint C' are satisfied.

Lemma 13. Given Assumptions [ and[d, let t > GST be any time, b be any block, e be any epoch, s be any
slot such that epoch(s) > epoch(b), v be any honest validator. If

—last_slot(e),C(b,e)

stl,v,t,C(b,e) + (1 . ﬁ)W

vs(b,epoch(b))—C(b,e) s

2 e . e
> ZWEC - min (W, )

and all honest validators in slots [s, last_slot(e)] GHOST wvote for a block b” = b such that epoch(b”) = epoch(b),
b/

T ’ / ’
then for any block b’ = C(b,e) and time t' > st(e + 1), ]:t—>C(b o) \DY| > Zwt.

Proof. Let Cp := C(b,e) and VSy, := vs(b,e), t be any time such that ¢ > st(epoch(b) + 1), and b’ be any
block such that b’ »= C(b, e).
We can now proceed as follows to prove the Lemma.

Y
— Given that t' > st(e + 1), by time
t'" every honest validator in slots
[s, last_slot(e)] has GHOST voted for
a block b’ > b, which, by Prop-
erty equates to an FFG vote for
VSy — Cp. To this, we add the val-
idators whose GHOST votes have al-

ready been received at time t.

%Cb

T, P
‘]_‘t \Db

s—1,v,t —last_slot(e) by
= ‘ (]:VSb‘}Cb U js ) \D

_ —last_sl 1o
= ‘ (]—" ‘S/Siiéb LT SOt(e)) \ D — The only difference in effective bal-
ances between o’ and C} is repre-
sented by those validators D \ D
that are slashed between Cj, and b'.
_ 1\ | —lastsl Ch
= (]—" ‘S/Siiéb \ D* ) UJo ststot(e) — As honest validators never get
slashed.
—1,0.,t —10,t b —last_slot(e) C
= |(Frsme\ (Frase, n D)) U Ts
_ Ch _ 11C%  ast_slot(e),C
1.t 1.t b ast_slot(e),Ch
= |Fvs,Se,| ’]:f/sbicb nD ’ +J
Cb Cb
—1u,t —1,v,t %
> |Fast| - |Frese, nD
—last_slot(e),C,
4 (1 _ ﬂ)W;St slot(e),Cy
2 Cy . o —last_slot(e),C} . L.
> §Wt + min (WE,BWt ) - (1=-pW, — By applying the condition on
_ Cs
}]_-s—l,v,t ﬁDb/}Cb ‘a B)W|astj|ot(e)7cb ’]—'f,siitcb’ as per the Lemma’s
VS —=Ch s statement.
2
> thCb — As, due to Assumption 2 and 5.2]

and the fact that honest wval-
idators never commit slashing
offences, min (We, ﬁWth> >
Cy
— 1 s 1t b/
]:f/Sb—v)Cb ﬁ D
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Wtb, — By Assumption [I, given that o' =
va Wth > Wtb 5

>

Note that if e < epoch(s), then, some of the conditions above are vacuously true (e.g., all honest validators
in slots [s, last_slot(e)] = ® GHOST vote in support of b), but the reasoning above still works. This concludes
the proof. O

Lemma 14. Given Assumption 5], for any honest validator v, time t and block b, if
1. be Yyt
2. slot(b) < slot(t)
3. epoch(vs(b,t)) > epoch(t) — 1

then b € filty,.

Proof. Let be any block b such that o' = b A epoch(b) < epoch(t). First, property [T implies that
epoch(vs(b',t)) = epoch(t) — 1 = epoch(GJ""), then Property [T implies that the highest justified check-
point in the view of v at time ¢ is vs(¥',t), i.e., GJ"” = vs(b/,t). Property also implies that &’ > GF"".
Given that clarly, b’ > block(GJ""), it follows that b € filtf]’flc’. O

Lemma 15. Given Assumption [, if
1. bey»t
2.3 € VUi, b <V Aepoch(b') < epoch(t) Aepoch(vs(d,t)) > epoch(t) — 2
3. epoch(GJ"") = epoch(t) — 1 = GJ"" = C(b)

then b € filt]y,.

Proof. Let b be any block such that ' € V"', b <’ Aepoch(d') < epoch(t) A epoch(vs(b',t)) > epoch(t) — 2
and let b” be any block such that b > b A epoch(b”) < epoch(t). Property [Tl implies that epoch(t) — 2 <
epoch(GJ"") < epoch(t) — 1. We now proceed by cases to show that b” € filt;Y which implies b € filt];".

Case 1: epoch(GJ"") = epoch(t) — 2. Property [7 implies that epoch(vs(b”,t)) = epoch(GJ""). Then, due
to Property [LI vs(b”,t) = GJ“Y. Property also implies that b’ = GF“Y. Given that clarly,
b = block(GJ""), it follows that b” € filt/ .

Case 2: epoch(GJ"") = epoch(t) — 1. Due to condition 3, GJ** = C(b). Hence, due to Property 2} b” >
C(b) = GJ"" = GF"". Also, epoch(vs(b”,t)) > epoch(vs(d,t)) > epoch(t) — 2. Given that clearly
b = block(GJ""), we have that b” € filt/.

O
Lemma 16. Given Assumptions[d and[d, for any honest validator v, time t and block b, if
1. st(slot(t — 1)) > GST
2. epoch(b) = epoch(t),
3. isConfirmedNoCaching,, (b, t)

then all of the Safety Induction Requirementf or block b, time t and checkpoint GJ(b) (Definition [1) are
satisfied.

Proof. Condition [SIR.1]is trivially satisfied given the Lemma’s assumption.
We now proceed to prove the remaining conditions by bounded induction on epoch(t'). Let v’ be any
honest validator. Lemma [l implies that at time ¢, block b is in the view of v'.
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Base Case: epoch(t’) = epoch(t) At' > st(slot(t)). We can apply Lemma [I4] to conclude condition [SIR:21]
for this case, i.e., that b € filtf]f’cv .

Then, from line [[1] Properties [[.T] and [[.7] we have that GJi = GJ(b) = GJ"¥ which proves SIR.2.21
for this case.

Hence, we can apply Lemma [I0 to conclude that b is canonical for any validator at any time t” such
that epoch(t”) = epoch(t') A t” > st(slot(t)).

Then, thanks to line[I0, we can apply Lemma [I3]land Property[L.5lto conclude no conflicting checkpoint
for epoch epoch(b) can ever be justified which corresponds to proving condition [SIR.4l for this case.

SIR.3lis vacuously satisfied in this case.

Inductive Case: epoch(t’) = epoch(t) + 1. Given that no checkpoint for epoch epoch(¢')—1 conflicting with
b can ever be justified, line [IT Properties [.T] and [[.7 imply that GJI' € {GJ(b),C(b)}. This implies
that GJ'"" = GJ(b) as, by definition, C(b) = GJ(b). This proves From the above, we can
also conclude that epoch(GJt,’”,) = epoch(t) = GJY = C(b). Then, we can apply Lemma [I3] to
conclude that b does not get filtered out at any point in epoch epoch(t) which concludes the proof for
SIR.2.1

We now have all of the conditions required to apply Lemma [I0 to conclude that b is is canonical for
any validator at any time during epoch(¢’).

By Properties[[3land [[[6] this immediately implies that no checkpoint for epoch epoch(t)+1 conflicting
with b can be ever be justified, which concludes the proof for condition [SIR.4] as well.

Then, given that st(epoch(C(b)) + 1) = st(epoch(b) + 1) = st(epoch(t) + 1) > st(slot(t) — 1) > GST, due
to line IO we can apply Lemma [[3] and Assumption to conclude condition [SIR.3] as well.

O

Lemma 17. Given Assumptions[dl [@ and[@ Let v be any honest validator, t be any time and b be any block.
If

1. st(slot(t) — 1) > GST

2. epoch(b) < epoch(t)

3. isConfirmedNoCaching,, (b, t)

then there exists a block b’ = b such that all of the Safety Induction Requirements for block b, time t and
checkpoint vs(V',t) are satisfied.

Proof. Let v' be any honest validator and ¢ be any time such that epoch(t') = epoch(t). Lemma [B implies
that b is in the view of validator v’ at time ¢'. Due to line I8 we can apply Lemma [[3 and Property to
conclude that no checkpoint for epoch epoch(t) — 1 conflicting with C(b) could ever be justified.

From lines[6to 20, we know that there exists a block b’ € V¥t =1) such that b < b’ Aepoch(vs(/,t)) >

epoch(t) — 2. Hence, we can apply Lemma [IH to conclude condition SIR21] i.e., b € filtf],f’cv/. Line [14]
imply that ¢’ > st(epoch(t)) > st(first_slot(epoch(t))) > st(slot(t)). Then, given that b’ € VVstslt®)=1) and
st(slot(t) — 1) > GST, we can conclude that b is in the view of validator v’ at time ¢'.

Then, because no checkpoint for epoch epoch(t) — 1 conflicting with C(b) could ever be justified, Prop-
erty L7 and the definition of GJ**" (Definition 2)) imply that GJY = vs(b', t) proving [SIR.2.2l

Hence, we can now apply Lemma [I0] to conclude that b is canonical in the view of any honest validator
at any time during epoch epoch(t).

By Properties[[3land [[.6 the above immediately implies that no checkpoint for epoch epoch(t) conflicting
with b can be ever be justified, which concludes the proof for conditions[SIR.4l as well. Finally, given that b is
canonical in the view of any honest validator during the entire epoch epoch(¢) and that st(epoch(C(b))+1) =
st(epoch(b) + 1) = st(epoch(t)) > GST, line [[5] Lemma[I[3 and Assumption 53] prove condition Given
that is directly implied by the Lemma’s statement, the proof is concluded. O
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Lemma 18. Given Assumptions[d, [4 and[d, let v be any honest validator, t be any time and b be any block.
If

1. st(epoch(t) — 1) > GST
2. isConfirmedNoChaching (b, t)
then b is always canonical in the view of all honest validators at time st(slot(t)) and thereafter.

Proof. We can apply either Lemma [I6] or Lemma [I7] to conclude that there exists a checkpoint C' such that
the Safety Induction Requirements (Definition [7]) are satisfied for block b, time ¢ and a checkpoint C. Then,
from this, we apply Lemma [[2] to conclude the proof. o

We conclude this section by levaring the Lemma above to show that isConfirmed, (b,t) guarantees the
Safety property of Confirmation Rule.s

Lemma 19. Given Assumptions[d, [ and[d, let v be any honest validator, t be any time and b be any block.
If

1. st(epoch(t) — 1) > GST
2. isConfirmed,, (b, t)
then b is always canonical in the view of all honest validators at time st(slot(t)) and thereafter.

Proof. From isConfirmed, (b, t), we know that there exists a block ¥’ > b and a slot s’ € [first_slot(epoch(t) —
1) + 1, slot(¢)] such that isConfirmedNoChaching, (b, st(s")).

Given that st(s’ — 1) > st(epoch(t) — 1) > GST, we can apply Lemma [I§ to conclude that &’ is canonical
in the view of any honest validator at time st(slot(¢)) > st(s) and thereafter, which, given that b < b, implies
that b is also canonical in the view of any honest validator at time st(slot(¢)) and thereafter. O

4.2 Monotonicity

To ensure monotonicity with the algorithm proposed, we have to strengthen our assumptions. As anticipated
at the beginning of this section, this comes as a consequence of the limitation on how back we can go
when looking for FFG votes. Specifically, we need an assumption stating that, after GST, if a block b is
canonical for the entire epoch epoch(d) + 1, then one of the checkpoints C, descendant of b and for epoch
epoch(b) + 1, will receive enough honest FFG votes (expressed as ratio over the effective-balance of all active
honest validators) so that both block(C) meets that LMD-GHOST safety condition and willChkpBeJustified
is satisfied. Additionally, we need a strengthening of Assumption requiring that the block &' whose chain
includes enough FFG votes to justify C(b) is a descendant of C' and that such a block is received by the
beginning of the last slot of epoch epoch(d) + 1, rather than by the beginning of epoch epoch(b) + 2, i.e., one
slot earlier. This is required to satisfy line As we will see, these assumptions are required to ensure that
by the beginning of epoch epoch(b) 4+ 2 there exists a block descendant of b that is confirmed. This set of
assumptions is formalized below.

Assumption 6.

1. Given a block b and epoch e > epoch(b) such that st(e+1) > GST, if for any time t with epoch(t) = e+1
and honest validator v,

® b is canonical in the view of v at time t,
T ! / b, ’
o for any block b’ = C(b,e) in the view of v we have that ]:\t/s(b )—C(be) \DY| > 2wy

then, for any honest validator v, there exists a checkpoint C' such that

i. epoch(C) =e+1
. C'>=b
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Figure 1: Effective-balance-weighted ratio of honest validators that need to FFG vote for a checkpoint C, as
function of B, to satisfy Assumption [6.1]

iii. by time st(last_slot(e+1)), the view of validator v includes a block b’ such that b’ = C Aepoch(V') <
e+2AC(be) € AUD).

. by time t' > st(e + 2), the view of validator v includes a set of FFG votes ]:\Z(tt;lock(C) epoch(C))—C
for checkpoint C' such that

]_—'u,t’ ’C
vs(block(C),e[g)ch(C))%C > honFFGratio(ﬁ)
Ji
where
honFFGratio(3) = L 2 +0
n rati = 1_ ﬁ 3

2. ﬁ<min(%,%—d)

Assumption [6.2]is implied by the constraint that honFFGratio(3) < 1, but, given its significance, we make
it explicit above.

To give a better sense of the effective-balance-weighted ratio of honest validators that are expected to
FFG vote for C according to Assumption [6.1] in Figure [[] we plot the value of honFFGratio($). Note that a
ratio of x means that = of the honest validators, weighted according to their effective balance, send an FFG
vote for C, not = of the entire validator set.

The proof of Monotonicity is given in Assumption and lemma 2]l The core of the proof of is presented
in Lemma 2T} with Assumption [G.I] being a supporting Lemma showing, essentially, that Assumption [Z.1]
implies that that block(C) meets the LMD-GHOST safety condition. To do so, however, Assumption
relies on the following additional property of the current implementation of the Gasper protocol [3].

Property 2. £ < %El
Property 2 as we will see,
Lemma 20. Given Assumption [6],

. 1 1
honFFGratio(3) > -5 (5 (1 T ﬁ) +ﬁ)

7As per the current Gasper implementation [3], % = %.
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Proof.

2 1 1
z N
3 + 5 5 ( + 3> + 5
1 5
= — 1 _
2 ( + 183) +h
1
> 3 (1 + ﬁ) +4 — By applying Property 2 and
Assumption B2, we get 2 <
(1-=7).

Lemma 21. Given Assumptions[d [2 and[@. If
1. st(epoch(t) — 1) > GST
2. isConfirmed, (b, ),

then, for any t' > t, isConfirmed, (b,t').

Proof. The proof is by induction on ¢’ > t. We assume that the Lemma is satisfied for all times ¢, < ' such
that slot(t') — 1 < slot(¢,), and we show that the the Lemma also holds at any time ¢’ as well. We proceed
directly with the inductive argument as this is a total induction and therefore it does not necessitate of an
analysis of the base case.

Given that we assume isConfirmed, (b,?,), we know that there exists a block b;, = b and a slot s;, €
[first_slot(epoch(t,) — 1) + 1,slot(t,)] such that isConfirmedNoCaching, (b, ,st(st,)).

Now, let b’ := highestConfirmedSinceEpoch, (epoch(t')—1,¢'). Then, there exists a slot s’ € [first_slot(epoch(t')—
1) + 1,slot(#')] such that isConfirmedNoCaching,, (V' st(s")).

Given that ¢, > ¢ and st(epoch(t) — 1) > GST, we can apply Lemma [I8 to conclude that both b, is
canonical in the view of any honest validator starting from st(s;,), and that both &’ and b" are canonical at
time st(slot(t')).

Let us now proceed by cases keeping in mind that, by definition, epoch(¢’) € {epoch(t,),epoch(t,) + 1}.

Case 1: s;, € [first_slot(epoch(t’) — 1) + 1,slot(t')]. This implies that slot(b’) > slot(b;,). Given that both
blocks are canonical for any honest validator at time st(slot(¢')), we can conclude that b < by, < V'.

Case 2: s, ¢ [first_slot(epoch(t’) — 1) + 1,slot(t')]. This case implies that st(s;,) < st(epoch(t’) — 1) which
further implies that epoch(t,) = epoch(t') — 1. Also, given that slot(b;,) < s;,, we also have that
epoch(b;,) < epoch(t’) —1 = epoch(t,). Hence, since b, is canonical in the view of any honest validator
from time st(s;,) and thereafter, this implies that b;, has been canonical in the view of any honest
validator for the entirity of epoch epoch(t') — 1.

Given line I3 we can apply Lemma 3] to conclude that for any block b = C(b;,,epoch(t,) — 1) and
b

T 1" 1/ 1/
time t" > st(epoch(tp)), ‘]—";C(bt ) \ Db > 2W}". Hence, we can apply Assumption 6.1] to conclude
p

that there exists a checkpoint C' such that

i C>=by,
ii. epoch(C') = epoch(t,) = epoch(t') — 1

/ c
v,st(epoch(t’))
. , ‘ werse - NJ
ili. by time st(epoch(t,) + 1) = st(epoch(t’)), 70

t
where vs(C) = vs(block(C), epoch(C))

iv. by time st(last_slot(epoch(t,))) = st(last_slot(epoch(¢') — 1)) the view of validator v includes a block
b" such that b” > C' A epoch(b”) < epoch(t’) A C(b;,,epoch(t,) — 1) € AU(b").

> honFFGratio(3),

Now we want to show that lines[I4lto20lare satisfied for isConfirmedNoChaching, (block(C), st(slot(t))).
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Line 14l The condition at this line follows from epoch(t’) = epoch(t,) + 1 and slot(t’) = slot(t,) + 1.
Line Note that C' = (block(C'), epoch(t') — 1). Then proceed as follows.

—

2
3
2
3
2
3

>

Y

n |C
FUkepoch(D) 1 5 honFFGratio(8)JC
> honFFGratio(3)(1 — B)W,¢

Wtc + BWtC

WE + min (We, BWE)

— By applying condition 3 above.

— As JE > (1 - B)WE.

— By expanding honFFGratio(f).

WE + min (We, S

—last_slot(epoch(C)),C
- (1 - B)Wslot(t’) i

— As,
last_slot(epoch(b)), W

0.

given

that

slot(¢)

>

—last_slot(epoch(C)),C

slot (')

Lines to Condition [Wabove implies that there exists a block b € Vvsst(eroch(t)) gych that b =
CNepoch(b”) < epoch(t)AC(by, ,epoch(t,)—1) € AU(D”). This also implies that epoch(vs(b”,t")) >
epoch(t,) — 1 = epoch(t’) — 2. Note also that b” = C and block(C) > b;, imply b” > b;,. Hence,
conditions at lines [I6] to [[9] are satisfied for b”.

Line Let 0" be any block such that """ < block(C') A 0" # bgex.

slot(t)—1,v,t" ,vs(b",t")
b -

v

Y]

Sslot(t')— 1,0,t" vs(b",t")

b

Wslot(t’)f 1,vs(b,t")
b///

v,st(epoch(t’))
]:vs(C)%C

nJg

vs(b” ')

Wslot(t/)—l,vs(b”,
b///

v,st(epoch(t’))
Fuorse 'nT

)

vs(b”,t")

(1-5)

slot(t’)—1,vs(b,t’
A
, C
v,st(epoch
Faoyme 0| 1=A)
slot(t’)—1,C
Jaet)
, C
T

vs(C)—C

JE

> honFFGratio(8)(1 — )

v

Y

p

%(”m)

+ 8

1 st(b”,t’)

5 (1 + £ vs(b'/,t') + ﬁ
(1- A"

1 st(b”,t')

5 1+ ~ s vs(b'’ t') + ﬁ
‘Wepoch(tp) ’
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— By Property 4]

— As, by Assumption [2 Jlf,l,}\'s

W= - p).
— As honest validators’
never changes.

— Given that slot(b")
first_slot(epoch(t,)) = first_slot(epoch(t’) —
1) < last_slot(epoch(t’) — 1) < slot(¥') — 1,
Jepoch(ty) C Jlf,l,’,c. Assumption [ then im-

plies

that J5;C = JC.

U

effective balance

< slot(by,) <

— By appling condition 3 above.

— By appling Lemma

— As, by definition, W,°

— As,

due to
vs(b',t")

(b”,t,) _ st(b”,t,) P

t E-

m

bgen

>

Assumption

‘Wepoch(tp)
(1 - By

- (1 ) e




1 st
=5 (1 + s|ot(t]'0)1,vs(b",t')> + 5 — Given that slot(b")
Wi first_slot(epoch(t,))
last_slot(epoch(t,)) < slot(t)
—oslot(t')—1

Wepoch(tp) C Wb///
Hence, isLMDConfirmedNoCaching,, (block(C),vs(b",t'),t") which satisfies line

Above we have show that isConfirmedNoChaching, (block(C'), st(slot(¢'))) = TRUE which, by Lemmal[T9]
also implies that block(C) is canonical for any honest valdiator at time st(slot(¢')). Given that
isConfirmedNoChaching, (v, st(slot(t))) = TRUE, the above implies that slot(b’) > slot(block(C)).

Then, because b’ is also canonical for any honest validator at time st(slot(¢')), we have that b =<
b, = block(C) = V'

O

4.3 Confirmation Rule
We can now formally present Algorithm [B] as a Confirmation Rule for LMD-GHOST-HFCg;.

Theorem 2. Let sg(b,t, GST) = epoch(b) > epoch(t) — 1 A st(epoch(t) — 1) > GST. Given Assumptions [,
@ and (@, the tuple (Algorithm[3, sg) is a Confirmation Rule for LMD-GHOST-HFCg;.

Proof. Note that Assumption [6] implies Assumption Bl Hence, we can apply Lemmas [I9 and 21] to conclude
the proof. O

5 A Confirmation Rule for LMD-GHOST-HFC accounting for val-
idator changes

In this section, we present a Confirmation Rule for LMD-GHOST-HFCg; that does not rely on Assumption [l
Before taking a look at the algorithm, we need to introduce the following property as it implicitly estab-
lishes notation that is used by the Confirmation Rule algorithm.

Property 3 (Properties on validator set and effective balance changes). Let C. be any checkpoint and x’ be
either a block or a checkpoint such that ' = C, A epoch(z’) < epoch(C,) + 1
There exist computable values €, p, 7,0 € [0,1), such that,

1. The mazimum weight of validators that can exit the validator set between checkpoint C. and z' is at

’ Ce
WEAWE | < W

most € of the non-slashed balance, i.e.,

2. The mazimum weight of validators that can enter the validator set between checkpoint C. and x' is
WE e i.e., W\ WEe|*" < WEee.

3. The mazimum reward that validators can accrue between C, and x' is p of their weight,i.e.,
voe (WEnwWe'), ol < [l (1 + ).

4. The mazimum penalty (excluding slashing) that any validator can accrue between C. and x' is m of

their weight,i.c., Yo € ((WE nWE )\ D), [{oll” = 1o}l (1 - m).

5. The mazimum slashing penalty that any validator can accrue between C, and =’ is o of their weight,i.e.,

vo e (W) D7) I 2 () (1 - ).
6. The slashing penalty is higher than the penalty that honest nodes may incur, i.e., 0 > 7

7. e<%.
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Algorithm 6 Confirmation Rule for LMD-GHOST-HFC considering validators entries, exits, rewards and
penalties

1: function highestConfirmedSinceEpoch, (e, t)
2: let slots = [first_slot(e) + 1, slot(¢)]

let highestConfirmedBlocksPerSlot = | arg MAXy 10 5t() pjsConfirmed NoCaching,, (b st(s')) slot(d') : ' € slats}

3

4 return arg maxb/Eh'LghcstConﬁrmchlock‘sPchlot SIOt(b,)

5: function willChkpBeJustified, (b, e, t)

6: return

slos —1,v,t,C(b,e Trrlast-slot(e),v,t,C(b,e) C(b,e —e . C(b,e
7 FVS(Z(,gac(b,e)( '+(- BIW sdox(t) > W (%% + 5) + min (Wev/BWt ( ))
8: function isConfirmedNoCaching(b, t)

9

return
10: A if epoch(b) = epoch(t)
11: A willChkpBelJustified,, (b, epoch(t), t)
12: A epoch(GJ(b)) = epoch(t) — 1
13: A isSLMDGHOSTSafeFull, (b, GJ(b), t)
14: else
15: A slot(t) = first_slot(epoch(t))
16: A willChkpBeJustified , (b, epoch(t) — 1, )
17: ATV e vv,st(slot(t)71)7
18: ANb =V
19: A epoch(b’) < epoch(t)
20: A epoch(vs(b',t)) > epoch(t) — 2
21: A isLMDGHOSTSafeFull, (b, vs(b', t), t)
22: function isConfirmed, (b, t)
24: return b < highestConfirmedSinceEpoch, (epoch(t) — 1, ¢)

8. 1>7m+e(1+p)B

1 2¢ e(p(1—€)—m)
9’62%—’—17#—’— p177r E

10. For any time t, honest validator v and valid checkpoint C, if

(a) t > GST,
(b) C = GJ",
(¢) epoch(GJ"") < epoch(C) < epoch(GJ"") + ¢, where £ > 2,

then WE = WePOCh(C).

As in the previous section, our aim is that such Confirmation Rule presented in this section is imple-
mentable in practice. Hence, we still have to work under the limitation that we cannot access FFG votes
older than two epochs. The resulting algorithm is presented in Algorithm [0l where isLMDGHOSTSafeFull,,
is defined below.

Definition 8 (Full LMD-GHOST safety condition). The Full LMD-GHOST safety condition for block b ac-
cording to checkpoint C' and the view of validator v at time t > GST corresponds to the following condition,
formally named isLMDGHOSTSafeFull,, (b, C,t).

isLMDGHOSTSafeFull, (b, C,t) :=

Vb/ j b, Qzlot(t)—l,’u,t,c > 4 /8 Vi b/ — bgen

1+p ) WE (1 +e+p) ewe
2(1 — 7T) + ;/Iot(t)—l,C WbSJOt(t)_LC

8The condition is required by Lemma P70
9This condition is required by Lemma 28]
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As one can quickly notice, Algorithm [(] is identical to Algorithm [ except only for the threshold used to
check the condition on the LMD-GHOST safety indicator and the threshold used in willChkpBeJustified,. As
we will see below, the adjusted thresholds are needed to account for the effect of validators entering, exiting,
and accruing rewards and penalties.

As usual, first, we prove that Algorithm [6] ensures the Safety property of Confirmation Rules and then
move to prove that it guarantees the Monotonicity property as well.

5.1 Safety

In a vein similar to the distinction made between Section Bl and Section Ml first, we look at the guarantees
provided by isLMDGHOSTSafeFull,, then we leverages these guarantees to show that Algorithm [0l ensures
Safety.

5.1.1 Guarantees provided by isLMDGHOSTSafeFull,

The aim of this section is to show that isSLMDGHOSTSafeFull,(b,C,t), where C is a checkpoint satisfying
some conditions that will be detailed below, ensures that b is canonical at time st(slot(¢)) and thereafter.
This property and the related conditions for C' are formalized in Lemma 31l Then, in Section [F.1.2] we will
show that Algorithm [0 ensures that such conditions are satsified.

For ease of exposition, we have borken the proof of Lemma [31] into different Lemmas. Starting bottom-
up, Lemmas 29 and B0l prove the conclusion of Lemma [BT] for the case epoch(b) = epoch(t) and epoch(b) <
epoch(t), respectively. Both of these Lemmas leverage Lemma 26l and Lemma 28 which prove the conclusion
of Lemma [BTlfor the case that the epoch of the greatest jutified checkpoint of any honest validator is no higher
than epoch(C) + 1 and the case that all honest validators in an epoch no lower than the current greatest
justified checkpoint, but no more than two epochs away from it, GHOST vote in support of b. Lemmas
to 23l are analogous to Lemmas [Il [B] and [4] in Section [8] However, compared to Section Bl in this section,
we cannot leverage the monotoncity property of the honest LMD-GHOST safety indicator as, due to honest
validators potentially exiting or accruing penalties, this property could not be guaranteed. Instead, we work
out a lower bound on how low the the honest LMD-GHOST safety indicator can go across two epochs and
then show that the Full LMD-GHOST safety condition is enough to ensure that such lower bound meets the
honest LMD-GHOST safety condition (Lemma [3)). Lemmas 22 and 27 provide two bounds changes to the
validator set total effective balance that are utilized by the other Lemmas mentioned earlier.

Lemma 22. Let e be any epoch, and C. and Cey1 be any two checkpoints such that Ceqq = CeAepoch(Ceqq) <
epoch(C.) + 1. Then, W < WE(1+ €+ p).

Proof.

Cet1

C C
Wt = e

Cet1
_ ’(Wtceﬂ \WtCe) L (Wtc<3+1 n WtC‘e)
Ce+1 Ce+1
= A WE T W e
C Cet1 o, |G+ :
< Wyee+ ’Wt NW, e — By applying Property B.2]
<WEe e+ WE(1 1 p) —As (W aw) cowe
and then apply Property [3.3]
=W (1 +e+p) — Simplification

O
Lemma 23. Let t be any time, C; and Cy be any two checkpoints such that Cy = Ci A epoch(Cy) <
epoch(C1) + 1, v be any honest validators and b’ be any block. Then, Hy""> > (Hlf/’v’t’cl — Wtcle) (1—m).
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Proof.

Hlf;vqtycz _ Hz;vqtycz Ca
> [ Hy O Ny @
s,v,t,C1 s,0,t,C2 = .
> |Hy NH,, (1-m) — By applying the fact that

honest validators never get
slashed and Property [3.4]

C1
— H}S);v,t(h \ (H;;v,tﬂl \H;;v,tﬂz)‘ (1—m)

“a-n

c
H;,’U’t’cl - (’Hf),’v’t N JS,’CI) \ (H;Zv’t N Js/’@)‘ 1) (1 —7m) — By definition

s,v,t,C s,v,t,C s,v,t,C'
Hb’ - Hb’ ! \Hb/ 2

,0,t,C 0, ,C ,C
Hy O — | (1 0 g )\ T

Cy
)(1—7r) — As(ANB)\(ANC)= (AN

C) B)\C
a-n

HoCO Wtcle) (1-7) — By Property B.11

Y

/N N -7 NN

,0,t,C ,C ,C!
H;/U l_jbs/ 1\1.751 2

>

/

O

Lemma 24. Given Assumption[d, for any two honest validators v and v’, block b, times t' and t, and any
two checkpoints C' and Cy, if

~

st(slot(t) — 1) > GST

t' > st(slot(t))

Cc~C

epoch(C') < epoch(C1) +1

A N N

all honest validators in the committees between slot slot(t) and slot(t') — 1 included GHOST wote in
support of b

then
100y 1

Ty (14 p)

slot(t')—1,0",t',C (
Py >
Proof. We can follow the same reasoning applied in the proof of Lemma [ to prove that
lot(t)—1,v,t,C
Pslot(t’)fl,v',t’,c > HZ/Ot() !
v = yslot(H)-1.C
b/

Then, by applying Lemma 23] and Property [3.3] we have that

lot(t)—1,v,t,C
Hzlot(t)fl,'u,t,c (HZ,Ot( ) - Wtcle) (1 — 7T>

2
leot(t)—l,C J;lot(t)—l,Cl (1 + p)

which concludes the proof. o
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Lemma 25. Given Assumption[3, for any time t, honest validator v, block V', slot s such that slot(V') < s
checkpoints C1 and Cs,

50,601 11 C1Y o
s,v,t Cl 1+p I/Vpc2 EWtcl (Hb/ W, )(1 77) W
if @y ST <1 + W + T + B, then ) > 2(1 ) 1+ Wi
Proof. First, we proceed as follows to work out a lower bound on Plf,’v’t’cl.
Pbs/v"t’cl > ( bs/’v"t’cl - [3) (ﬁ) — By applying the reason-
ing used in the proof of
o . Lemma 25
W 2 W, L - s,v,t,Cq
> A= ﬁ) < ST <1 + W Cl) + Wbsfcl> By applying the condition on @),;
o]
> ot (14 Sc2 4 W — As due to Assumption [2]
2(1-m)(1-5) 1 g s,C 5,C
b Jy Ot > W1 = B).

Then we have,

(ot —ew@ ) (—m) (TPt - W) (1= )

§ — By definition of psutC
J;)Cl 1+2) Jz?cl (1+p) b
: o t,C
> 14 p — By a.pplylng PS,,U7 , S

1+4+p w2 EVVtcl
) (1) (1 + w;?cl) + e
0

Lemma 26. Given Assumptions[2 and[51), let v be any honest validator, t and t' be any two times and b be
any block, C be any checkpoint. If

1. st(slot(t) — 1) > GST
2. isLMDGHOSTSafeFull, (b, C,t)
3. t' > st(slot(t))
4. for any validator v" € Jsbt t) and time t" such that t < t" <,
4.1. GI = oA epoch(GJt”’U“) < epoch(C) +1
4.2. be filtf]lflc’v”, i.e., b is never filtered out by any honest validator between time t and time t', and

then b is canonical in the view of any honest validator at time t'.

—slot(t')

Proof. We proceed by induction on ' under the condition that Vv € J g1y, b € filtf]f’cvl

Base case. This is a strong induction quantified on #’, so there is no need for a base case. Alternatively, we
can take t' <t as base case for which the Lemma is vacuously true.

Inductive step: ¢’ >t. Let s’ :=slot(¢’), v be any honest validator, C’ := GJ""" and ¥’ be any block such
that b < b. We assume that the Lemma holds for any time ¢” such that t” < ¢’ and we prove that it
holds at time ¢’ as well.

From condition A.1] we have that

C' = C Nepoch(C’) < epoch(C) + 1

35



Hence, given that by the inductive hypothesis all validators in 72:218))_1 GHOST vote for a descendant

of b, we can apply Lemma [24] to conclude that

H;,,_17U,7t,)c, (H;ot(t)—l,v,t,c B EWtc) 1—7)
- leot(t)—l,C(l + p)

s —1,07
Jg

From Lemma 28] we have that

slo —1,v,t,C
(Hes 0104 W) (1) ! ( we +€+p)>

>

J;!ot(t)fl,c(l + p) 2(1 _ ﬁ) W;/Iot(t)fl,C
Hence,
L (H;l“(t)_l’”’t’c — eWtC) (1—m) 1 W<’
: s'—1,C" =z slot(t)—1,C > 1+ sIot(f)—l C (1)
Jy b Iy “(1+p) 2(1-p) w; 7

as, by Lemma [22] Wpcl < Wpc(l +e+p).
Iy WS/LLC’ we’
Now, let us proceed by cases to show that HS, 57" > bf”

Case 1.1: W;’—l,c/ > W;,lOt(t)fl"c. In this case we have that

Hs/'fl.,'u/,t',C/ 1 WC’ 1 WC’
‘> 1+ ——2—— | > 1+ —+—
Joh 2(1-5) et 2(1-5) Wy b

Hence, we can apply Lemma [3] to conclude that

s'—1,C’ c’
Hs,fl.,'u,.,t,,c, Wb/ + Wp

4 2
Case 1.2: W;’—l,c/ < W;JOt(t)fl"c.
H;,/_Lvl’t/’C/ > (Hzlot(t’)fl,'u,t.,c _ eWtC) (1-7) by Lemma 3]

J;lot(t/)—l,c(l + p) < Wc/ )

> 1+ L — by applying (I)

_ slot(t')—1,C
20-5) W

JElOt(t/)_l’C < w¢’ )
14+ —2 —asp>0

- _ slot(t’)—1,C —

_ slot(t')—1,C WC' ,
(1 ﬂ)Wb/ <1 + D ) s J;Ot(t )—1,C >
b’ (1

2(1 - B) slot(¢)—1,0 _ B)Wslot(t/)—l,C
b/

'—1,C !
LA
2
s'—1,C" c’
Wy
_ 2
10t v be any honest validator LMD voting in slot slot(#') — 1. This implies that it votes at a time t,~ < st(slot(¢')) < ¢'.
Hence, the inductive hypothesis apply.

— by simplifications and slot(t') = &’

1,07 ‘1,0
—as W, " <W,
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Now we can apply Lemma [2lto conclude the proof.
O

Lemma 27. Let C and C” be any two checkpoints such that C" = C' A epoch(C"”) = epoch(C) + 2. The
following condition holds

}C < WEe 2+ p(l—¢)—m)

’Wtc \ Wtc 1—m
Proof. Let C" := C(block(C"),epoch(C) + 1). By definition of checkpoints, C < C" < C" A epoch(C’) =
epoch(C) + 1.

"€ /1€ ’ e
]WF\WF :\WF\WF +](W§mw€)\w§ 2)
’ " C/
c WENWE )\ WE
C c’ c”
‘(Wt N W )\Wt < 1=~ — By Property B4
! " C,
WEAWE
<Ll 1
- 1—m
! C,
e (W¢
< — By Property B
1—7
, ¢’ A €
e (pwervwe "+ |owe owe)|7)
1—m , 3)
A |C
(ave +] e o))
< I — By Property B2
-
A |C
e(eWtC—l- (Wtcmwtc)’ (1+p)>
< 1 — By Property B3
-
c c c o\ |¢
6(d/vt + Wi \(Wt \ W )‘ (1+p))
- 1—7
c c c|¢
E(Wt (1+6+p)_’Wt \Wt} (1+p))
B 1—7
By combining (@) and (8], we obtain
,|C
oo e EWE| = m = ()0 + WE L+ e+ p)e
weawe”| < S
Ce(l—m—(1 (1
< Wee(lzm = +1p)€)+Wt (Lt e+ pe — By Properties 3.1l and 3.8
-
_ WEe2+p(l—¢€) —m)
B 1—m
O

Lemma 28. Given Assumptions[Q and[51], let v be any honest validator, t be any time, b be any block and
e be any epoch. If

1. slot(t) — 1 > GST
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2. e > epoch(b)

3. epoch(GJ"") < e < epoch(GJ"") + 2

4. during epoch e, b is canonical in the view of any honest validator
5. t>st(e+1).

then, at time t', b is canonical in the view of any honest validator.

Proof. Let s :=slot(t), v be any honest validator and b’ be any block such that ¥’ < b. First, we can proceed
1w t.GUt Ws/—l,GJt’”_i_WGJt*“
as follows to show that Hy, """ > R

H;ffl’”’t’GJt’v 2 ’?e v — Due to condition conditions 2] @] and
> ‘?epoch(GJt*“) 0?8 GJt?
= ‘jEPOCh(GJt’v) \ (7epoch(GJtﬂJ) \?63) GJt?
= jepOCh(GJt’”)ﬂGJt’” _ ’?epoch(GJ‘v”) \?6 GJtv
GJt

_ 7GJtv GJtv epoch(block(GJ""),e)
- Jt - ‘jt \ '-7t

— By Property B.10 and
conditions [I] and
2+p(1—9—n)
1—m

jo€2+p(l—€)—m)

t,v t,v €
> ‘]tGJ - WtGJ — From Lemma

>WE™" (1 -8) - we — As, due to Assumption and Prop-

Lo erty BI0, J& > W& (1 - p).
_ WtGJt,v (1 5 e(2+p(1—¢) —7T)>
1—m
|
> W 3 (1 + %) — As Property and Assumption B im-
1 11 1 P

ply that 3 < 3 = 53— ¢ < 35— &5 —
2 - W which in turn implies

—T

=— & — By simplifications and definition of Wth’v.

2
Wy e e . eyt
> b TR — As, by definition, W&"" > Wy ~1""
Then, we can apply Lemma [2] to conclude the proof. o

Lemma 29. Given Assumptions[2 and[521), let v be any honest validator, t and t' be any two times and b be
any block, C be any checkpoint. If

~

. st(slot(t) — 1) > GST

epoch(b) = epoch(t)

epoch(C) = epoch(t) — 1,
isLMDGHOSTSafeFull,, (b, C,t),

A N

t' > st(slot(t)), and
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—slot(t

6. for any validator v € Jsbt t) and time t" such that t <t" <t

6.1. be filtf]:’v”, i.e., b is never filtered out by any honest validator between time t and time t'

"o

6.2. GJU Y = C

then b is canonical in the view of any honest validator at time t'.

—slot(t")

Proof. We proceed by induction on ¢ under the condition that Vv € J slot(t) » 0 € filtﬁ}f”

Base case. This is a strong induction quantified over ¢’, so there is no need for a base case. Alternatively,

we can take t' < ¢ as base case for which the Theorem is vacuously true.

Inductive step: ¢/ >t. Let s’ := slot(t'), v be any honest validator and & be any block such that b’ < b.

We assume that the Lemma holds for any time ¢’ such that ¢’ < ¢’ and we prove that it holds at time
t' as well.

We distinguish between two cases.

Case 1: epoch(t’) < epoch(t) + 1. Due to Lemma [B we know that by time ¢, b is in the view of
validator v'. Because of this, conditions [3] and in the Lemma’s statement, and Property [[.7]
we can conclude that . .,

GJ"" = C Aepoch(GJ" ") < epoch(C) + 1

Hence, we can apply Lemma [26] to conclude the proof for this case.

Case 2: epoch(t') > epoch(t) + 1. Let e := min(epoch(GJt/’”/) +2,epoch(t’) — 1). Observe that condi-
tions [ and [Z] and Property [[7 imply that epoch(GJt/’”/) € [epoch(t) — 1,epoch(t’) — 1]. From
the inductive hypothesis, we also know that b has been canonical for any validator during any
epoch in the set [epoch(t) + 1, epoch(t’) — 1]. Hence, b has been canonical in the view any honest
validator during the entire epoch e. By definition, epoch(GJt,’”,) <e< epoch(GJt/’Ul) + 2. Also,
from the Lemma’s conditions, we have that epoch(b) < e. This allows us to apply Lemma 28] to
conclude the proof for this case.

O

Lemma 30. Given Assumptions[d and[5.1), let v be any honest validator, t and t' be any two times and b be
any block, C be any checkpoint.

~

st(slot(t) — 1) > GST

. t = st(first_slot(epoch(t)))

epoch(b) < epoch(t)
epoch(C) > epoch(t) —
isLMDGHOSTSafeFull,, (b, C,t),

t' > st(slot(t)), and

—slot(t')

. for any validator v" € jsbt (ty and time t" such thatt <" <t/

7.1. be filtf]lflc’v”, i.e., b is never filtered out by any honest validator between time t and time t'

"o

7.2. GV = C

then b is canonical in the view of any honest validator at time t'.

—slot(t")

Proof. We proceed by induction on ' under the condition that Vv € J o4y, b € fl|thfc
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Base case. This is a strong induction quantified over ¢', so there is no need for a base case. Alternatively,
we can take t' < ¢ as base case for which the Theorem is vacuously true.

Inductive step: ¢/ >t. Let s’ := slot(t'), v be any honest validator and & be any block such that b’ < b.
We assume that the Lemma holds for any time ¢” such that ¢’ < ¢’ and we prove that it holds at time
t' as well.

We distinguish between two cases.

Case 1: epoch(t') = epoch(t). Due to Lemma Bl we know that by time t', b is in the view of validator
v’. Because of this, conditions [] and [T.2] and Property [[.7 imply that

GJ'Y = C A epoch(GJt/’”/) < epoch(C) +1

Hence, we can apply Lemma [26] to conclude the proof for this case.

Case 2: epoch(t') > epoch(t). Let e := min(epoch(GJtl’”/)—i—Q, epoch(t')—1). Observe that conditions
and [7.2] and Property [L7 imply that epoch(GJt/’”,) € [epoch(t) — 2,epoch(t’) — 1]. Note that
t = st(first_slot(epoch(t))) implies slot(t) = first_slot(epoch(t)) which further implies that b has been
canonical for any validator during any epoch in the set [epoch(t), epoch(¢’) — 1]. Hence, b has been

canonical in the view any honest validator during the entire epoch e. By definition, epoch(GJt/’U/) <

e< epoch(GJt,’vl) +2. Also, from the Lemma’s conditions, we have that epoch(b) < e. This allows
us to apply Lemma 28 to conclude the proof for this case.

O

Lemma 31. Given Assumptions[2 and[521), let v be any honest validator, t and t' be any two times and b be
any block, C be any checkpoint.

1. st(slot(t) — 1) > GST

2. epoch(b) = epoch(t) = epoch(C) = epoch(t) — 1

3. epoch(b) < epoch(t) = epoch(C) > epoch(t) — 2 A t = st(first_slot(epoch(t)))
4. isLMDGHOSTSafeFull (b, C, 1),
5

. t' > st(slot(t)), and

—slot

6. for any validator v" € J o

Et) and time t” such that t <t" <t/

slot

6.1. be filtf]:c’vn, i.e., b is never filtered out by any honest validator between time t and time t'

"o,

6.2. GV = C
then b is canonical in the view of any honest validator at time t'.

Proof. Direct consequence of Lemmas 29 and O

5.1.2 Full Safety Proof

In this section, we complete the proof of Safety for Algorithm[@l First, LemmaB2shows that willChkpBeJustified,,
from Algorithm [6] ensures the same conclusion drawn by Lemma Then, in Definition @ we provide a
strengthening of the Safety Induction Requirements (Definition [7), that we call General Safety Induction
Requirements. The proof is then concluded by Lemma [B3] which shows how, by using the General Safety
Induction Requirements and Lemmas [31] and B2] from this section, the proofs of Lemmas [I1], 12 and [I4] to
from Section M can be easily adapted to prove the Safety of Algorithm

Lemma 32. Given Assumptions [ and[d, let t > GST be any time, b be any block, e be any epoch, s be any
slot such that epoch(s) > epoch(b), v be any honest validator. If
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—last_slot(e),C(b, e)

s—1,v,t,C(b,e)
1 E o epoch(b)) Cibe) T (L= BIW

s’ =

e 2 1 - . e
Wtc(b’ ) (57—’; p—cp + e) + min (WeaﬁWtC(lL )>
-

2. C(b,e) = GJ
and all honest validators in slots [s, last_slot(e)] GHOST wvote for a block b” = b such that epoch(b”) = epoch(b),
b/
T /
]:—>C(b e) \ 2

then for any block b = C(b,e) and time t' > st(e + 1), > %Wtb,.

Proof. Let Cp := C(b,e) and VS} := vs(b,e), t' be any time such that ¢ > st(epoch(b) + 1), and b’ be any
block such that & = C(b, e).
We can now proceed as follows to prove the Lemma.

’
—last_slot(e)

b Y

‘JTff{,Sﬁcb \Db/‘ ‘(]-'f,si MAREN g ) \ DY — Given that ¢ > st(e + 1), by time
t' every honest validator in slots

[s,last_slot(e)] has GHOST voted for

a block b” = b, which, by Prop-
erty equates to an FFG vote for
VSy — Cp. To this, we add the val-
idators whose GHOST votes have al-

ready been received at time t.

> |((Frsie, uTE= N D) | (- ) ~ By Property B
=|((~ Svsilébujﬁs”'m)ﬂwb) o[- — AS(A\B)NC=(ANC)\ B
S v —last_slot(e ’ /1C%
> (|(Frart, v )ﬂwb -[[*)a-m
s—1,v,t Iast_slot(e)
= "FVSbﬁCbl—ljs’ — As ANB=A\(A\B).
s—1,v, —last_slot(e) /1Cb ,1C
_’(]:V.S'iﬂé‘bl—ljs’ )\Wb ‘Db )(1—7T)
s—1,v, —last_slot(e) G s—1.v —last_slot(e) o6
=z <’]:VSb‘>éb UTs — As (]:VSbaé‘b UJT ) c we.
e b’ b’
—[pew | - o ) (1-7)
s—1,v,t Iast_slot(e) .
= ‘-Fvsbﬁcb UJ — As, due to Condition of the
o . Lemma’s statement and Prop-
-prenwt [ - ) a - m exty BT, WE* = -
s—1,v,t,C —last_slot(e),C
> (Fvsiaéb "+ ’
,1C ,1C
-pewd [ - | ) (1-m)
Cloe) (21 +p—ep : .
> (w9 (2 +e — By applying Condition [ of the

3 1—m7
+ min (We,ﬁWth)

Lemma’s statement.

last_slot(e),C —last_slot(e),Cy

(1 W T
- ’Db”cb) (1—-7)
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e 21 — . —last_slot(e),
> (Wtc(b’ ) (_M + 6) — By Assumption 2] Jls/t for(e).Co >
3 1—7 —last_slot(e),C

(1-pW,, , and, by As-
sumption and the fact that
B }W ci \Wtbl cb> (1 honest validators never gectb slashed,
min (We,BWtcb) > ‘Db’
=W <§(1 +p—ep)+e(l— 71')) — Simplification.
e [T -
= Wtcb <§(1 +p)+e (; - ; +1—-7— gp)> — Terms manipulation.
ey " a-m
=W (g(l +p+e+ (1 —T— %(1 + p))) — Simplification.
ey | a-m
=W (g(l +p+e) — Due to Properties B}, B and
et (1= -2040))
e | a-m
= Wtcbg(l +pte)— ’Wtcb \ WY “ 2(1 +p) — Simplification.
= ; ((Wtcb — ‘Wtcb \ WY Cb) (1+p)+ Wtcbe) — Simplification.
:%(’WtcbﬁWf/Cb(l—i—p)—i-Wtcbe) — As A\ (A\B)= ANB.
> ; (}Wtcb N Wtb, : + ’Wtb, \Wth b/) — By applying Properties 3.2 and 331

2
gwf — Simplification.

Definition 9 (General Safety Induction Requirements (GSIR) for block b, time ¢ and checkpoint C).

GSIR.1. N isSLMDGHOSTSafeFull,(b,C,t)
ANC=b
A st(slot(t) — 1) > GST
A epoch(b) = epoch(t) = epoch(C) = epoch(t) — 1
A epoch(b) < epoch(t) = epoch(C) > epoch(t) — 2 At = st(epoch(t))

GSIR.2. Same as[SIR.2
GSIR.3. Same as[SIR.3

GSIR.4. Same as[SIR.7)
Lemma 33. Given Assumptions[2 and[3, let v be any honest validator, t be any time and b be any block. If
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1. st(epoch(t) — 1) > GST

2. isConfirmed,, (b, t)
then b is always canonical in the view of all honest validators at time st(slot(t)) and thereafter.
Proof. Below we show that by

1. referring to Algorithm [6] rather than Algorithm

2. dropping Assumption [I]

3. replacing

3.1. Definition [7] with with Definition
3.2. Lemma [0 with Lemma [B1]
3.3. Lemma [13] with Lemma

the proofs of Lemmas [[1] [2] and 4] to [[9 still holds.
Lemma [IT] Not affected by the change.

Lemma 12 Lemma is used twice in the proof of this Lemma. Given that [GSIR.1l is replaced with
[GSIR.T] it is then possible to apply Lemma [31] in place of Lemma [I0 both times. Also, Lemma [I3 is
not used in the proof of this Lemma.

Lemmas [14] and Unaffected.

Lemma Lemma [I0 is used twice in the proof of this Lemma. In both cases we have that epoch(t) =
epoch(b) A epoch(GJ(b)) = epoch(t) — 1. Hence, in both cases it is possible to apply Lemma BTl
Lemma[T3lis also used twice in the proof of this Lemma. Note that by following the reasoning outlined in
the proof of LemmalI6) it is easy to show that for any time ¢’ such that epoch(t’) € {epoch(t), epoch(t)+
1}, C(b) = GJ'. Hence, in both cases, it is possible to apply Lemma [B2]in place of Lemma [[3]to reach
the same conclusion.

The above also implies that [GSIR.1| is satisfied.

Lemma [I7l Lemma is used once in the proof of this Lemma. In the proof of this Lemma have that
epoch(b) < epoch(t) A epoch(vs(b',t)) > epoch(t) — 2 At = st(epoch(t)). Hence, it is possible to apply
Lemma [3T1
Lemma [[3]is also used once in the proof of this Lemma. Note that by following the reasoning outlined
in the proof of Lemma [I6] it is easy to show that for any time ' such that epoch(t’) = epoch(t),
C(b) = GJt . Hence, it is possible to apply Lemma in place of Lemma [[3] to reach the same
conclusion.

The above also implies that [GSTR.1] is satisfied.
Lemmas [I8 and Unaffected.

5.2 Monotonicity

While, as seen above, Algorithm [0 ensures Safety without requiring any extra assumption (Assumption [1
below) compared to Section ] for Monotonicity we do need a slightly stronger assumption than the one use in
Sectiondl This comes as effect of the stronger conditions used in Algorithm [6l to cope with the consequences
of validators entering, exiting, and accruing rewards and penalties.

Assumption 7.
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1. Given a block b and epoch e > epoch(b) such that st(e+1) > GST, if for any time t with epoch(t) = e+1
and honest validator v,

e b is canonical in the view of v at time t,

b/
T ’ / ’
o for any block b’ = C(b,e) in the view of v we have that ‘F\is(b,e)ﬂC(b,e) \D¥| > 2wy

then, for any honest validator v, there exists a checkpoint C' such that

i. epoch(C) =e+1
ii. C=b
iii. by time st(last_slot(e+1)), the view of validator v includes a block b’ such that b’ = C Aepoch(b') <
e+2ANC(be) € AU).
iv. by time t' > st(e + 2), the view of validator v includes a set of FFG wvotes ‘F\:)sy(tl;lock(C),epoch(C))%C
for checkpoint C' such that
v,t’ ¢
]:vs(block(C),epoch(C))—»C ‘
JE

> honFFGratioVar(g)

where

honFFGratioVar(8) = . iﬁ (; (1 —;/i;ep> +e+ [3>

2. ﬁ<min(%,%—d)
As we will see, we also need to rely on the following rather strange looking property.

Property 4. If 5 < %, then

2(1 —m)(1 — 1—e)(1— 2 (1 — 1
p_ 20-m-¢ (A-9g@-m) (2(1+p—ep) . 5 € _ € g 1t
E (Q+p(1l+p+e 1+p 3 1—m (1-¢€)(1-0) 1—e¢ 2(1 —m)
Now, we are ready to proceed with the proof of Monotonicity. The core of the proof is presented in

Lemma This proof utilizes Lemma [34] which shows a lower bound on the effective-balance-weighted size
of the validator set between two consecutive checkpoints.

Lemma 34. Lete be any epoch, and C, and Cey1 be any two checkpoints such that Ceyq = CeNepoch(Cey1) <
epoch(C.) + 1. Then, WS > WE(1 - €)(1 - 0).

Proof.
Wtce+1 > WtCe+1 N WCe Cets
> Wt NWCe ’ (1-o0) — By -Properties B4
and [3.6l
= WENVEAWT| T (=)
>WE(1—e)(l—-0) — By Property B.11

Lemma 35. Given Assumptions[Q and[} If
1. st(epoch(t) — 1) > GST
2. isConfirmed, (b, ),
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then, for any t' > t, isConfirmed, (b,t').

Proof. This proof is very similar to the proof of Lemma Il The proof is by induction on ¢’ > t. We assume
that the Lemma is satisfied for all times ¢, < ¢’ such that slot(¢') — 1 < slot(t,), and we show that the the
Lemma also holds at any time ¢’ as well. We proceed directly with the inductive argument as this is a total
induction and therefore it does not necessitate of an analysis of the base case.

Given that we assume isConfirmed, (b,?,), we know that there exists a block b;, = b and a slot s;, €
[first_slot(epoch(t,) — 1) + 1,slot(t,)] such that isConfirmedNoCaching, (b;,,st(st,))-

Now, let b’ := highestConfirmedSinceEpoch, (epoch(t')—1,#'). Then, there exists a slot s’ € [first_slot(epoch(¢')—
1) + 1,slot(#')] such that isConfirmedNoCaching,, (V', st(s")).

Given that ¢, > ¢ and st(epoch(t) — 1) > GST, we can apply Lemma [33] to conclude that both b, is
canonical in the view of any honest validator starting from st(s;,), and that both &’ and b" are canonical at
time st(slot(t')).

Let us now proceed by cases keeping in mind that, by definition, epoch(t’) € {epoch(t,),epoch(t,) + 1}.

Case 1: s, € [first_slot(epoch(t’) — 1) + 1,slot(#')]. This implies that slot(b’) > slot(b;,). Given that both

blocks are canonical for any honest validator at time st(slot(')), we can conclude that b < b,, < b'.

Case 2: s, ¢ [first_slot(epoch(t’) — 1) + 1,slot(t')]. By following the same reasoning used in the proof of the
same case on Lemma 21 we can show that there exists a checkpoint C such that
i. C >‘ btp
ii. epoch(C') = epoch(t,) = epoch(t') — 1

, C
v,st(epoch(t’))
LS ng

JE

iii. by time st(epoch(t,) + 1) = st(epoch(t’)),
where vs(C) = vs(block(C), epoch(C))

iv. by time st(last_slot(epoch(t,))) = st(last_slot(epoch(¢') — 1)) the view of validator v includes a block
b" such that b” > C' A epoch(b”) < epoch(t’) A C(b;,,epoch(t,) — 1) € AU(b”).

> honFFGratio(8),

Now we want to show that lines[IH to 2] are satisfied for isConfirmedNoChaching, (block(C), st(slot(¢')))
which, as shown in the proof of Lemma [21] is sufficient to conclude the proof.

Lines and 17 to Same as the proof for lines [[4] and [I6] to 19 in Lemma 211
Line Note that C' = (block(C'),epoch(t’) — 1). Then proceed as follows.

NTe;
]:isé(epoch(t ))‘ > honFFGratioVar(B)JtC — By applying condition 3 above.
> honFFGratioVar(3)(1 — B)W,¢ — As JE > (1-pB)WE.
2 /1 -
>wf ( (M) + e> + pWE — By expanding honFFGratioVar(f3).
1+p—ep .
o (3 (15552) ) i
2 /1 —
=we (— ( Rl ep) ) -+ min (We,BWtC) — As, given that slot(¢) >
3 1—7 —last_slot(epoch(C)),C
—Iast slot(epoch(C)),C IaSt—S|Ot(epOCh(b))’ Wslot(t/) =
B) slot(t’) 0.

Line 21l To reduce that size of the expressions below, let ¢’ := epoch(t’), e’ := epoch(t,) and Cys :=
vs(b”,t"). Note also that the definition of GJt (Definition 2]), the conclusion reached in the case
above, Lemma [32] and Property [[L7] imply that GJi <Cand Cs =<C.

Then, we can proceed as follows.

slot(t')—1,v,t',Clys
Qb///
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Szl,ﬁ’,t(t/)_l’”’t/’C“

= slot(t’)—1,C,
o) —1Cs

Y

Y%

Y

Y

Y%

Y

Y

]_—v (st(e nNg

slot(t’)—1,C,
W=

v,st(e’)
]:vs(sC)—>C nJg

legt(t) 1,C\ (1-5)
Fv st(e’) nNg Cus
vs(C)—C
: (1-5)
JetP,CVS
CVS
]_—v (st(e nNg
(1-5)
7
Fv st(e’) nNg Cus
vs(C)—C
vas (1 - B)
Feslong| T a-ma-e o
e (1-9)
v,st(e’) Cls ¢
Fus(Cysc VT W (1—-m)(1—¢)
1—
L+ p) I =9

(|70 a]” - owe) a=mia-o
(1+ p)']t -8
Fv st(e’) n j‘ Wy
vs(C)—=C =0 (1=0)
BN (1= (1 =m)(1 - )
(1—¢)(1—m)
14 p
’]-'” S A j‘c c
*}C (1 _ ﬁ) eW, (1 - [‘3)
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— By Property 4]

— As, by Assumption [ Jlf,l,’,c“ >
W1

Given

pst1(b") < first_slot(epoch(t,))

- B).

that  ps™

1 (b///)

last_ slot(epoch(tp)) < slot(t) — 1,

jepoch

— As, by definition, ‘Jtc

—slot(t')—1
jb///

As, due to epoch(C) = e and

Property .10, T = JE.

Cus S JFVS.

— As, due to Lemma [34]
JE(1—m)(1—e) < JC.

— As, for a given set X,

CVS

|X

> X NWE N W

c C
‘metcﬂwtvs

CVS

C
’X WS

1+p

1+p

— By Lemma 34l

— by
Prop-
erty



(-9 -m) — As, due to GJ"" < C, epoch(C)

- 1+p epoch(t,) and Property 310, J& >
’fv st(e HC mj‘ . (1-BWE.
1-8) —
(1=5) (1—¢€)(1-0)
> w — As, by po1nt iii
1+p v,st(e’)
FuicyscNT
2(1+p—ep et s € above, 7C >
bl L it € -
3 1—m (1-¢€)(1-0) honFFGratioVar(f3).
(1= —=m)
N 1+p
2(14+p—ep €
(3 ( T—x ) terd (1—e><1—a>>
€ 1+p € 1+4+p
1—ce¢ p 2(1 —m) + 1—e+6+2(1—7r)
(1+p)(1+p+e) € 1+p
—_— — Due to P t
Ei-mi-0 T1=< "Taa=n ue to Property i
_ l1+p p(l+p+e) €
- 2(1—m) < E(1—¢) Tz +5
1+p Wpc“ (1+p+e) We . a c
= 1+ + — As, by definition, W¢» = W, &,
2(1 —m) < V51—6) Wtc“(l—e) P Y P o
1 (1 +p+ W
> 1+P P 6) - t g +ﬁ o Wtcvs(l _ 6)
—_ 7T etp vs _etp vs
4% _ Wtcvs _ Wths €
> W — W&\ WE|™  — By Prop-
erty 3.1l
— W= nwe |
Wetp o — Due
GJIY =
C,
epoch(C)
epoch(t,)
and
Prop-
erty B.10]
we =
Wepoch(tp)
chs 1+ + Cls
_ _1tp 1+ ( - pte) Wt, ‘4 B — Given  that  psT(b") <
2(1 _ 7T) Wslot(t )—1,C\s Wslot(t )—1,C\s Tl i
b b pst!(b”) < firstslot(epoch(ty)) <

last_slot(epoch(t,)) < slot(t') — 1
——=slot(t')—1

WePOCh(tp) C Wb///

5.3 Confirmation Rule
We can now formally present Algorithm [6] as a Confirmation Rule for LMD-GHOST-HFCg;.
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Theorem 3. Let sg(b,t, GST) = epoch(b) > epoch(t) — 1 A st(epoch(t) — 1) > GST. Given Assumptions [,
@ and[7, the tuple (Algorithm[8 sg) is a Confirmation Rule for LMD-GHOST-HFCg;.

Proof. Note that Assumption [7limplies Assumption Bl Hence, we can apply Lemmas [33] and B5 to conclude
the proof. O

6

Conclusions and Future Work

In this paper, we have introduced a novel Confirmation Rule for the Ethereum’s Gasper protocol. Our
approach begins by developing a foundational Confirmation Rule for LMD-GHOST, treated as an independent
protocol.

Furthermore, we enhanced this Confirmation Rule by incorporating the effects of FFG-Casper, another

key component of Gasper, which is responsible for the finality of blocks. The integrated Confirmation Rule
for LMD-GHOST-HFC proposed in this work aims to achieve fast block confirmations while balancing the
trade-off between confirmation speed and safety guarantees. Specifically, such a Confirmation Rule ensures
both that if a block is confirmed at some point in time ¢, then at any time after ¢y > ¢ such block is part
of the canonical chain on any validator (Safety), and that once a block is confirmed at a time ¢, it remains
confirmed for all future times ¢’ > ¢ (Monotonicity). Through the introduction of safety indicators )} and
P}', we have formalized a method that not only accelerates block confirmation but also retains a measure of
safety and monotonicity under adversarial conditions.

During this work, we made some assumptions. For instance, Assumption [2 assumes that within the

combined committees of any sequential slots, which are weighted by the effective balance associated with any
justified checkpoint, the proportion of distinct adversarial validators is limited to a fraction S of the total
distinct validators. Future work may explore the probability that Assumption 2 holds true in order to gain
another degree of reliability for the model we are working within.

Also, in Appendix[A] we analyze a variant of the Confirmation Rule introduced in Section @ that, although

less practical, requires an assumption much weaker than Assumption [f] (relied upon in Section M) to ensure
Monotonicity. However, such Confirmation Rule, like the Confirmation Rule presented in Section H still
relies on Assumption [II Future work may investigate whether it is possible to design a Confirmation Rule
that can dispense with both Assumptions [ and

The Confirmation Rule proposed in this work could potentially serve as a standardized approach within

the Gasper protocol for faster and more reliable block confirmations.
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Algorithm 7 Confirmation Rule for LMD-GHOST-HFC

1: function highestConfirmedSinceEpoch, (e, t)

2: let slots = [first_slot(e) + 1, slot(¢)]
3 let highestConfirmedBlocksPerSlot = {arg MAXy, ¢ yust(s') pjsConfirmedNoCaching, (b st(s)) slot(v) : s’ € slots}
4 return arg maxb/Eh'LghcstConﬁrmchlocksPchlot SIOt(b,)
5: function willChkpBeJustified, (b, t)
G roturn RO Lu0 (| g <o) 5 2o 4 i (1w, gw )
7: function isConfirmedNoCaching(b, t)
8 return
9: A if epoch(b) = epoch(t)
10: A willChkpBeJustified,, (b, epoch(t), t)
11: A epoch(GJ(b)) = epoch(t) — 1
12: A isSLMDGHOSTSafe, (b, GJ(b), t)
13: else
14: A isSLMDGHOSTSafe, (b, C(b), t)
15: INE= v’u,st(slot(t)71)7
16: A epoch(b’) < epoch(t)
17: Ab=Y
18: A C(b) € AU(Y)
19: Ab > GFbY,
20: A Ve € [epoch(C(D)) + 1, epoch(t)],
t,v »
21: ’UCib/\epoch(C):e fili;tcgt)fl,’u,t GF + (1 . B)WLT::ESt';?t(e),GFt’ > %fﬁ,efepoch(GJt’”)VVtGFt’“
22: function isConfirmed, (b, t)
23: return
24: Vb < GF"?
25: V b < highestConfirmedSinceEpoch, (epoch(t) — 1,t)

50



A A Confirmation Rule for LMD-GHOST-HFC that does not rely
on Assumption

In this section, we show that by dropping the limitation imposed in Section [ on the accessibility of old FFG
votes, we can design a Confirmation Rule for LMD-GHOST-HFCg; that does not an assumption as strong as
Assumption [l Such Confirmation Rule is presented in Algorithm .

Nevertheless, to ensure monotonicity, we still require a strengthening of Assumption [l However, such an
assumption which is presented below, is significantly weaker than Assumption

Assumption 8.
1. g<min (i (5~ /9T 16E) .4~ a)

2. Given a block b and epoch e > epoch(b) such that st(e+1) > GST, if for any time t with epoch(t) = e+1
and honest validator v,

e b is canonical in the view of v at time t,
b/

21170
Z §Wt

T !
o for any block b/ = C(b,e) in the view of v we have that ‘F\is(b,e)%C(b,e)

then, by time st(last_slot(e + 1)), the view of validator v includes a block b such that epoch(b) <
e+2AC(be) € AUD).

By using the values of p, E and d as per the current implementation of Gasper [3], Assumption BT]
requires that § < 0.246 which is a significantly weaker constraint than the one imposed by Assumption
Assumption slightly strengthens Assumption [£.3] by requiring that the block b" such that epoch(d’) <
e+ 2 A C(be) € AU(V) is in the view of all honest validators by one slot earlier than what stated in
Assumption [5.3]7.e.,at the beginning of the last slot of epoch e + 1 rather than at the beginning of the first
slot of epoch e + 2.

Let us now briefly discuss how Algorithm [7] compares to Algorithm [ by starting with taking a look at
the function isConfirmedNoChaching,. It is easy to see that differences are limited to the case epoch(b) <
epoch(t). By comparing lines[I5lto I8 of Algorithm[7to lines I8 to 20l of Algorithm[5 we can see that, overall,
Algorithm [ imposes stronger conditions. Specifically, Algorithm [fl requires C(b) to be justified rather than
just requiring, like in Algorithm Bl that there exists a block descendant of b such that the epoch of the voting
source of this block is no older than two epochs. While it is quite clear that this ensures Safety, one may ask
how stronger conditions can ensure Monotonicity as well. In Algorithm[Bl due to the limitations imposed on
the FFG votes that we can access, to ensure monotonicity, we must ensure that by the beginning of epoch
epoch(b) + 2, there exists a block descendant of b that is confirmed. This is a property that we could not
find how to guarantee without having to rely on extra assumptions (Assumption [6)). However, we wanted to
rely on assumptions that are as weak as we could possibly find. To do so, we had to also find conditions for
ensuring Safety that are also as weak as we could possibly find.

However, it turns out that if one can access any FFG vote received by a validator, then using stronger
conditions for confirmation is possible and also leads to a simpler algorithm. From Section 3.2 we know
that just to ensure monotonicity for the LMD-GHOST safety condition, we need to “force” a block b to
be confirmed until the beginning of epoch epoch(b) + 2. For the case epoch(b) = epoch(t), then, thanks to
willChkpBelJustified, (b, epoch(t), t) and Assumption[5.3] which is already required for Safety, by the beginning
of epoch epoch(b) + 2, any honest validator has in their view a block from epoch epoch(b) + 1 that justifies
C(b). Then, this allows us to require that such a condition must be satisfied in order to confirm blocks from
an epoch before epoch epoch(t).

Because in Algorithm [7] monotonicity does not predicate on eventually finding a descendant that is
confirmed, compared to Algorithm [B] Algorithm [7] needs to ensure Safety also for blocks from an epoch lower
than epoch(t) — 1. This is the case when we need to access FFG votes for epochs older than the previous
epoch. Specially, lines [[9 to 21I ensure that no checkpoint conflicting with C(b) for epoch epoch(C(b)) or
greater can ever be justified.

11Note that line[2I]in Algorithm [ introduces fB’E*ePOCh(GJt’v), a computable value that is formally defined in Property [l
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Before proceeding with the analysis, we introduce some additional properties ensured by Gasper that we
rely on in the remainder of this section.

Property 5.

1. If p < %—d, then no two conflicting checkpoints can ever be finalized, i.e., for any two honest validators
v and V', and any two times t and t', GF*Y < GFt'v" v GFt"+' =< GFbY,

2. For any time t, honest validator v, epoch e such that epoch(GF"") < e < epoch(t), there exists a
checkpoint C' such that C' = GF"Y A epoch(C) = e ANW® = WC.

3. For any eq > 0, there exists a computable value f?°¢ such that

T
(a) Provided that 5 < % —d, for any time t, any valid block b = GF"", let St—mdzC(b,e) be the set

of validators that have sent an FFG vote targeting any checkpoint for epoch epoch(GF"") + eq <
T T t,v
: GF®

epoch(t) and descendant of b, i.e., SgedtC(b,e) = U brepoch(C)—epoch(GF** ) e Ftoo. If |S] >

%fﬁ’ethGFt’v, then no checkpoint C' % C(b) such that epoch(C) = epoch(GF"") + eq can ever be
justified.

(b) for any two wvalid checkpoints C' and C' such that C" = C A epoch(C’) = epoch(C) + eq, then
WtC/ > f67ethC

A.1 Safety

As usual, we start by proving that the Confirmation Rule presented in Algorithm [7] ensures the Safety
property of Confirmation Rules for LMD-GHOST-HFCgj.

Note that for the case epoch(b) = epoch(t) we can simply refer to the proofs of Safety for Algorithm[El For
the case epoch(b) < epoch(t), the core reasoning is carried out in the proofs of Lemmas B6l and B7l Following
this, Lemmas BS and B9 just draw the final conclusion.

Lemma 36. Given Assumption[d For any block b, honest validator v, time t and epoch e, if
. st(slot(t) — 1) > GST
2. b= GF"Y

~

3. e > epoch(b)
4. b is canonical in the view of any honest validator in the entire time interval [st(slot(t)), st(e + 1))

GFtv t,v
lot(t)—1,v,t —last_slot(e),GF"
. UCtb/\epoch(C):e ]:i:)C( ) + (1 - ﬁ)WsIot(t)

[\

2 rf3,e—epoch(GF? GFtv
> §fﬁ poch( )Wt

then no checkpoint C' such that C conflicts with b and epoch(C) = e can ever be justified.

Proof. Let X" := Ucspnepoch(cy=e FAUD=L0E and AstetD) .= xt 7LTZ:é|;t(e). Now proceed as follows.
T GFt? GFtv
FE 2 |amern)] — Condition 3  of the
Lemma’s statement and
Property imply that
e Tst(eJrl)
XSt( +1) C ]:%C .
GFtv  —lastslot(e),GF""”
= }Xt} =+ Jslot(t)
> 2 (1= Wy ~ By Assumption
2 t,v t,v
> gfﬁ’efePOCh(GF YWEF — By applying condition 5 of

the Lemma’s statement.
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We can now apply Property [£.3] to conclude the proof.

O

Lemma 37. Given Assumptions[, [2 and[@ Let v be any honest validator, t be any time and b be any block.

If

1.
2.
3.

then,

st(slot(t) — 1) > GST
epoch(b) < epoch(t)
isConfirmedNoChaching,, (b, t)

b is canonical in the view of any honest validator at time st(slot(t)) and thereafter.

Proof. First, we proceed by induction on ¢’ > st(slot(t)) to show that all of the following inductive conditions

hold

i) there exists no justified checkpoint for an epoch in [epoch(C(b)), epoch(¢’)] conflicting with b.

ii) for any honest validator v and time ¢ such that st(slot(¢)) < t” < ¢/

i

e . Lt v
iii) b e filt,g
i) GJ" = C(b)

Let v" be any honest validator. In particular, by abuse of notation, in the below, we allow v’ to refer to
different honest validators every time that it is used. This is to avoid instantiating many different variables
for honest validators.

Base Case: epoch(t’) = epoch(t) — 1. In this case, we just need to prove inductive hypothesisas inductive

hypothesis [ii)| is vacuously true. Due to lines [[5] and [I8 and Property [I.I, we can conclude that no
checkpoint for epoch epoch(C(b)) conflicting with b could ever be justified. From this, due to lines
to 21l we can apply Lemma B0l to conclude that no checkpoint for epochs in [epoch(C(b)), epoch(t)]
conflicting with b could ever be justified proving inductive hypothesis

Inductive Step: epoch(t’) > epoch(t). Let ' be any block b = b that satisfies lines [ to Given

that o' € VUstEot)=1) and that we assume st(slot(t) — 1) > GST, ¥’ is in the view of any honest
validator at time ¢. This implies that epoch(GJt/’”/) > epoch(C(b)). Because of the above and inductive
hypothesis [i)} we can apply Lemma [I1] to conclude that b € filtf],f’cvl, i.e., b does not get filtered out by
any honest validator at time time ¢’ which proves inductive hypothesis for ¢'.

Also, inductive hypothesis epoch(GJt,’”,) > epoch(C(b)), Property [[ 7 and the definition of GJt
(Definition 2]) imply that G = C (b) which proves inductive condition for t'.

Hence, we are left with having to prove hypothesis|i)|for epoch epoch(t’). To do so we proceed by cases.

Case epoch(t’) > epoch(t). Given that we have proven above that inductive hypothesis [ii)| holds at
time #’, due to line[[4] we can apply Lemma [I0 to conclude that b is always canonical in the view
of all honest validators at any time during epoch epoch(t’). Properties and immediately
imply that no checkpoint conflicting with b can be justified in epoch epoch(t’), which concludes
the proof for the inductive hypothesis

Case epoch(t') = epoch(t). The proof for this case is already given in the proof of the base case.

Given that we have just established that inductive condition [ii)| holds for any time ¢ > st(slot(t)), due to
line [[4] we can apply Lemma [I0l to complete the proof. O

Lemma 38. Given Assumptions[d, [4 and[d, let v be any honest validator, t be any time and b be any block.

If
1.

st(epoch(t) — 1) > GST
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2. isConfirmedNoChaching,, (b, t)
then b is always canonical in the view of all honest validators at time st(slot(t)) and thereafter.

Proof. 1f epoch(b) > epoch(t) — 1, then proof of Lemma [I§ suffices. If epoch(b) < epoch(t) — 1, then we can
apply Lemma [37] O

Lemma 39. Assumptions[d, [d and[d let v be any honest validator, t be any time and b be any block. If
1. st(epoch(t) — 1) > GST
2. isConfirmed,, (b, t)
then b is always canonical in the view of all honest validators at time st(slot(t) + 1) and thereafter.
Proof. Let us proceed by cases.

Case 1: b < GF"". Let v/ be any honest validator. Given that st(epoch(t) — 1) > GST, Properties B.1]
and [[.2] imply that b =< GFstilot()+1).0" < @ jstlslot()+1)2" - Hepce, given the definition of LMD-GHOST-
HFC (Algorithm [B]), b is canonical in the view of any honest validator at time st(slot(¢)) and thereafter.

Case 2: b £ GF"". Same as the proof of Lemma [[3 by replacing Lemma [I8 with Lemma 38

A.2 Monotonicity

We start the analysis of the Monotonicity property with Lemma [0 which is analogous of Lemma [8 but relies
on Assumption [B.] rather than on Assumption [3 to show that if a block is canonical for an entire epoch,
then the LMD-GHOST safety indicator is guaranteed to be satisfied. Thereafter, Lemma 41 shows that the
condition at lines 20 and 2Tl is satisfied as long as b is canonical from the beginning of epoch epoch(b)+ 1 until
the beginning of slot slot(t). Finally, Lemma 2] pulls all of the above together by showing that if lines 24]
and [25] are not satisfied, then b must have been canonical since the beginning of epoch epoch(b) + 1.

Lemma 40. Given Assumptions[ [2 and[8, if
1. b is canonical in the view of any honest validator at any time during epoch e
2. st(epoch(e)) > GST

then, for any time t' > st(e + 1), isSLMDGHOSTSafe,, (b, GJtl’”,t')

Proof. First, we want to prove that Assumption [§ implies 8 < % (1 — ﬁ) To do so we proceed as

follows.

— By applying Assumption B

1 p

1—

< %(3+¢9+16%)> to1- B,
1 (1_p(3—,/9+16%)

E (g _ 9EL16p
8 E

| =
7 N
[
|
&
[a—y
| =
=
N———
\Y
W |

1< 3—1/94—16%)
4 2

_ 1 P
(s o)
>p

Now, let ¢ be any time ¢’ > st(e + 1). Given that, as described in Section 2221 honest validators
always GHOST vote for the block returned by the fork-choice function executed at the time of voting,
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then any honest validator in the committees of epoch e GHOST votes in support of . Note that as per
Algorithm [Il honest validators only GHOST vote in support of blocks that are from previous slots. Therefore,
slot(b) < st(e) < epoch(t’) — 1. Hence, we can proceed as follows.

slot(t/)—1,0,t' ,GJt v
S
b/

slot(t')— 1,v,t',GJt/ v
Qb/ =

slot(t/)—1,GJt" v
w.
bl

Gt

ﬁe
- Wslot(t/)—l,GJ‘,*“
b/

— As, all honest validators GHOST
vote in support of ¥ during epoch
e.

Jslot(t’)fl,GJt/‘U

=Y — As, given Assumption [l and that

slot(¢/)—1,GJt" v =~
Wy slot(b) < epoch(t') — 1, J°¢ includes
all of the honest validators in any
possible committee.

> (1-5) — By applying Assumption
=(1-28+p)
1
> 3 (1 + ﬁ) +4 — By  applying the  condition
8 < % (1 — ﬁ), from As-
sumption @ to 20.
1 W Voo
- e — As, by definition, WS
2 Wt (1= 5) Wweli' e
t E"
1 e
> 3 1+ — P o | T B — As, by Assumptions [ and [2
e -~ GJH’U
W e[z s - g >
(1=-Bwe".
1 Wwer
=5 |1 L + 8 — As slot(b) < st(e) < epoch(t') — 1.

Wslot t)—1,GJt"»v
b/

Lemma 41. Given Assumptions[dl and[3 For any block b, honest validator v and epoch e, if
1. st(e) > GST
2. b is canonical in the view of any honest validator in the entire time interval [st(e),st(slot(t)))

GFtv t,v
lot(t)—1,v,t —last_slot(e),GF" 2 t,v
then UC;bAepoch(C):e ]'—:OC( )Ly +(1- ﬂ)Wslot(t) 2 §WtGF

Proof. Let X = UCtb/\epoch(C):e fioé(t)fl’v’t. Also, by Property B2 let C’ be the checkpoint such that
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C’ = GF"” A epoch(C') = e AW = we'.

—last_slot(e),GF"" —slot(t)—1,GF*? —last_slot(e),GF""

|X|GFM + (1= B)W o) 2 Jiirstslot(e) + (1= ﬁ)Wslot(t) — Property L and condition

1 of the Lemlr{l(?)’g lsg%l;c)ement
imply that inrst_slot(é) ca.

—slot(t)—1,GF%" —last_slot(e),GF*” .
= Jhistsior(e) T (1= B)Wion(r) — By Assumption [II

—slot(t)—1,GF""” —last_slot(e),GF*”

> (1= B)Wihistsioriey (1= B)Waors) — By Assumption

> (1 - B)Iess

>(1- B)Wtc/ — As above we have established
that We = WC".

> gfﬁ,efepoch(GFt’”)WtGF“’ By Property 53

o
Lemma 42. Given Assumptions[ [2 and[8 If
1. st(epoch(t) — 1) > GST
2. epoch(b) > epoch(t) — 1
3. isConfirmed, (b, ),
then, for any t' > t, isConfirmed, (b, t’).

Proof. Let us proceed by cases.

Case 1: b < GF"". Given that st(epoch(t) — 1) > GST, Property B implies that b < GF'"". Hence,
isConfirmed, (b, ).

Case 2: b £ GF"’ Ab =< GF'"". Obvious.

Case 3: b A GF"" AD £ GF'"". The condition isConfirmed, (b, t) implies that there exists a slot s € [first_slot(epoch(t)—
1)+1,slot(¢)] such that isConfirmedNoCaching, (b, st(s)). Given that st(s—1) > st(epoch(t)—1) > GST,
Lemma [38 implies that b is canonical in the view of any honest validator from time st(s) and thereafter.

Now, let &’ := highestConfirmedSinceEpoch, (epoch(')—1,¢'). Then, there exists aslot s’ € [first_slot(epoch(t')—
1)+ 1, slot(t")] such that isConfirmedNoCaching, (b, st(s’)). Thanks to Lemmal[38] this also implies that
b’ is canonical for any honest validator at time st(slot(t')).

We can now proceed by cases.

Case 3.1: s € [first_slot(epoch(t') — 1) + 1,slot(#')]. This implies that slot(d’) > slot(b). Given that &’
is also canonical at time ¢, we can conclude that b < ¥'.

Case 3.2: s ¢ [first_slot(epoch(¢') — 1) + 1,slot(#')]. This case implies that st(s) < st(epoch(t’) — 1).
Also, given that slot(b) < s, this further implies that epoch(b) < epoch(t’) — 1. Hence, given that b
is canonical in the view of any honest validator from time st(s) and thereafter, this further implies
that b has been canonical in the view of any honest validator for the entirety of any epoch e such
that min(epoch(t) 4+ 1,epoch(t') — 1) < e < epoch(t’) — 1.

Now we show that isConfirmedNoChaching, (b,st(slot(t'))) is TRUE. Given that epoch(b) <

epoch(t’), this amounts to proving that lines [I4] to [Z1] are satisfied.

Line 04l Given that reasoning above, we can apply Lemma to conclude that
isLMDGHOSTSafe, (b, C(b), st(slot(t"))).

Lines to [I8l Let us proceed by cases.
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Case 1: epoch(b) = epoch(t). As established above, epoch(t’) > epoch(b) + 2 = epoch(¢) + 2.
Given that b is canonical in the view of any honest validator during the entire epoch
epoch(t) + 1 and that st(epoch(t) + 1) > GST, line [[0] Lemma I3 and Assumption
prove this case.

Case 2: epoch(b) = epoch(t) — 1. Obvious as this case implies that lines[IHlto[[6lwere already
satisfied at time ¢t and the view of any validator is monotonically increasing with respect
to time.

Line Given that b is canonical at time st(slot(¢')), the definition of LMD-GHOST-HFC (Algo-
rithm [3) implies that (b < GIE Iy (Tp/ = b, b = GFSERHE )y,
Case 1: b < GJst(slot(t). v Property [[.2] implies that b < GFst(slot(t)).v /g, > GFstslot(t)).w ¢
b < Gt then given that ¢ > st(slot(t')), by Property B b =< GF'"* which
contradicts the case 3’s assumption b A GF!'v. Hence, b = GFst(slot(t).v
Case 2: 3’ = b, b/ = GFstGlet(t)v | This case implies that b = GFstslott))v /g -
GFstelot#))v  Ag established in the case above, b < GFSt1ot):v 1oads to a contradic-
tion. Hence, b = GFst(slot(t)).v,
Lines [20] to 211 Note that above we have established that epoch(b)+1 < epoch(t')—1. Given that
b is canonical in the view of any honest validator from time st(epoch(b) 4+ 1) < st(epoch(t')—1)

until st(slot(¢)), thanks to Property [[.3] we can apply Lemma 1] to prove that these lines are
satisfied.

From isConfirmedNoChaching, (b, st(slot(¢'))), we can conclude that slot(d’) > slot(b). Then, given
that b’ is also canonical at time ', we can conclude that b < ¥'.

O

A.3 Confirmation Rule
We can now formally present Algorithm [ as a Confirmation Rule for LMD-GHOST-HFCg;.

Theorem 4. Let sg(b,t, GST) = epoch(b) > epoch(t) — 1 A st(epoch(t) — 1) > GST. Given Assumptions [,
[2 and[8, the tuple (Algorithm[7 sg) is a Confirmation Rule for LMD-GHOST-HFCg;.

Proof. Direct consequence of Lemmas [39 and O
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