arXiv:2404.19227v5 [cs.CV] 9 Sep 2024

ESPRESSO: Robust Concept Filtering in Text-to-Image Models

Anudeep Das!, Vasisht Duddu', Rui Zhang?: N. Asokan'
!University of Waterloo, ? Zhejiang University

{anudeep.das, vasisht.duddu}@Quwaterloo.ca,

Abstract

Diffusion based text-to-image models are trained on
large datasets scraped from the Internet, potentially con-
taining unacceptable concepts (e.g., copyright infringing or
unsafe). We need concept removal techniques (CRTs) which
are i) effective in preventing the generation of images with
unacceptable concepts, ii) utility-preserving on acceptable
concepts, and, iii) robust against evasion with adversarial
prompts. None of the prior CRTs satisfy all these require-
ments simultaneously. We introduce ESPRESSO, the first ro-
bust concept filter based on Contrastive Language-Image
Pre-Training (CLIP). We configure CLIP to identify unac-
ceptable concepts in generated images using the distance
of their embeddings to the text embeddings of both unac-
ceptable and acceptable concepts. This lets us fine-tune for
robustness by separating the text embeddings of unaccept-
able and acceptable concepts while preserving their pairing
with image embeddings for utility. We present a pipeline to
evaluate various CRTs, attacks against them, and show that
ESPRESSO, is more effective and robust than prior CRTs,
while retaining utility.

1. Introduction

Diffusion-based text-to-image (T2I) models have
demonstrated a remarkable ability to generate high qual-
ity images from textual prompts [35, 37, 38]. They are
trained on large datasets of unfiltered content from the
Internet [34,40]. Due to their large capacity, T2I models
memorize specific concepts, as seen in the generated
images [2, 21, 41]. Some of these concepts, may be
unacceptable for various reasons, such as copyright
infringement (e.g., a movie character or celebrity), or
inappropriateness (e.g., “nudity” or “violence”) [10, 15,39].
We need concept removal techniques (CRTSs) to minimize
unacceptable concepts in generated images.

Ideally, CRTs should be effective in reducing the gen-
eration of unacceptable concepts while preserving the util-
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ity on all others, and robust to evasion with adversarial
prompts. As we show in Section 6, no existing CRT simul-
taneously satisfies these requirements: i) fine-tuning CRTs
which modify T2I models, trade-off effectiveness for util-
ity [10,15,22,39], and lack robustness [31,42,45,49], ii) fil-
tering CRTs, which detect unacceptable concepts, lack ro-
bustness ( [36] and Section 6.3). Our goal is to design a
CRT that can simultaneously meet all the requirements.

We opt to use a filter as it will not alter the T2I model,
thus minimizing impact on utility. We construct our filter
using a Contrastive Language-Image Pre-Training (CLIP)
model [34], an essential component of T2I models. CLIP
is pre-trained on a vast dataset which encodes a broad spec-
trum of concepts [34], making it a versatile choice for a
filter, unlike specialized classifiers (e.g., [50]). However, a
naive CLIP-based filter is susceptible to evasion [36]. Sub-
sequently, prior works have identified the design of a robust
filtering-based CRT as an open problem [25,36].

We present a robust content filter, ESPRESSO, by con-
figuring CLIP to identify unacceptable concepts in gen-
erated images using the distance of their embeddings to
the text embeddings of both unacceptable and acceptable
concepts. This allows fine-tuning for better robustness
by increasing the separation between the text embeddings
of unacceptable and acceptable concepts, while preserv-
ing utility by maintaining their pairing with their corre-
sponding image embeddings. Our contributions are pre-
senting i) ESPRESSO, the first robust content filter (Sec-
tion 4), ii) a pipeline to evaluate state-of-the-art CRTs and
attacks (Section 5), iii) and a comprehensive evaluation of
ESPRESSO against six fine-tuning CRTs, and one filtering
CRT, showing that it is more effective and robust while re-
taining utility (Section 6). In Appendix A we present the
first approach for certifiable robustness of CRTs by explor-
ing theoretical robustness bounds of ESPRESSO with a hy-
pothetically strong adversary. We empirically analyze these
bounds to show that ESPRESSO is likely to be more robust
in practice.



2. Background and Related Work
2.1. Diffusion based T2I Models

A diffusion based T2I model is a function f : p — =
which generates an image x for a given a textual prompt p.
It comprises two key components: a text and image encoder
(¢) which is used to incorporate the textual prompt in the
image generation process, and a diffusion model (ey) which
is responsible for the generation of the image.

A popular encoder is CLIP, trained on a large dataset of
image-text pairs, to map the embeddings of images and their
corresponding text closer together in a joint text-image em-
bedding space [34]. We denote the image embeddings as
¢ () and text embeddings as ¢, (). CLIP is trained to max-
imize the cosine similarity (cos(¢,(p;), ¢« (z;))) between
the embedding of a prompt p; (¢, (p,)) and the embedding
of its corresponding image x; (¢, (x;)) while minimizing
the similarity between ¢,(p,) and any other ¢, (z) for
k # j. To achieve this, CLIP is trained using a contrastive
loss function (Lcon) [24,34,43,47].

Given access to a pre-trained encoder, the actual images
in T2I models are generated by a diffusion model, €y, pa-
rameterized by 6. During inference, ¢y generates an image
from noise and can be conditioned with the embedding of a
textual prompt ¢, (p) to guide the generation of the image
to match the description in p.

2.2. Concept Removal Techniques

The textual phrase for an acceptable concept is ¢, and
for an unacceptable concept is c¢*. For a given ¢, we de-
fine c* as either the opposite, e.g., c* = violence vs. c®
= peaceful, or a generalization of a specific instance, e.g.,
c* = R2D2 vs. ¢ = robot (discussed later in Section 5.3).
A T2I model may generate an image containing an unac-
ceptable concept (referred to as x™) or an acceptable one
(referred to as ). Similarly, a text prompt p may contain
a phrase for an acceptable concept (p®) or an unacceptable
concept (p*). An example of p* containing an unacceptable
concept c* = Captain Marvel, is “Captain Marvel soaring
through the sky”. CRTs seek to thwart the generation of
z" by either fine-tuning the T2I model to suppress z*, or
using a classifier as a filter to detect and replace z*. We dis-
cuss six state-of-the-art fine-tuning CRTs: CONCEPT AB-
LATION (C2) [22] minimizes the KL divergence between
the model’s output for p“ and p® to force the generation
of % instead of z%; FORGET-ME-NOT (FMN) [51] mini-
mizes the activation maps for ¢* by modifying €y’s cross-
attention layers; SELECTIVE AMNESIA (SA) [15] adapts
continuous learning techniques (elastic weight consolida-
tion and generative replay) for T2I models to forget a con-
cept; ERASED STABLE DIFFUSION (ESD) [10] modifies
the diffusion process to reduce the probability of generating
z%; UNIFIED CONCEPT EDITING (UCE) [13] fine-tunes the

cross-attention layers to minimize the influence of c¢*; SAFE
DIFFUSION (SDD) [19] encourages the diffusion model out-
put conditioned on ¢* to match the unconditioned output.
All current fine-tuning CRTs trade-off effectiveness for util-
ity [10,15,22,39] and are not robust (see Section 2.3).

We also discuss two state-of-the-art filtering CRTs. STA-
BLE DIFFUSION FILTER (SD-Filter) [34] is black-box
and the design of the filter is not publicly available, but
Rando et. al. [36] hypothesize that it involves computing
the cosine similarity between the embeddings of a generated
image, z, and a pre-defined set of c*. If the cosine similar-
ity is greater than some threshold, then x has c*. UNSAFE
DIFFUSION (UD) [50] is the current state-of-the-art filtering
CRT and outperforms the SD-Filter [50]. UD trains a multi-
headed neural network classifier on top of CLIP to identify
x* where each head classifies different c*: nudity, violence,
disturbing, hateful, and political. In Section 6.3, we show
that UD is not robust.

2.3. Evading Concept Removal Techniques

An adversary Adv may construct adversarial prompts
(p%™) to evade CRTs and force the T2I model to gen-
erate z%. Adv is assumed to know and account for the
target T2I model f and its CRT. A dumb Adv who does
not account for this is naive. Existing attacks formulate
the construction of p®?" as an optimization problem using
some reference z* (or the difference between p® and p%) as
the ground truth. PEZ [45] constructs p®® by identifying
text tokens which minimize the cosine similarity between
¢, (%) and ¢, (x*). RingBell [42] identifies tokens
for p@?v by first calculating the average difference between
the embedding vectors of p“ and p® and then minimizes
the distance of p®®’s text embedding to p“’s embedding
using a genetic algorithm. SneakyPrompt [49] uses re-
inforcement learning to construct p®? (starting from some
initial p*) specifically against filtering CRTs using cosine
similarity between ¢, (z%%) and ¢,(p®®) as the reward
function. CCE [31] uses textual-inversion [&] to construct
p®@ by updating CLIP’s vocabulary to include a new token
“<s>” which generates Adv’s desired image. All these at-
tacks are effective against fine-tuning CRTs in Section 2.2.
In Section 5.1, we enhance two naive attacks, RingBell
and PEZ, to defeat all these CRTs, including UD.

SurrogatePrompt [ 1] is a recent attack against a CRT in a
commercial T2I systems that targets input filters, not output
filters like ESPRESSO. Therefore we omit it in our robust-
ness evaluation.

3. Problem Statement

Our goal is to design a CRT which can effectively detect
2" from T2I models.
Adversary Model. We consider a deployed target T2I
model (f) to which a client has blackbox access to send an



input (p) and obtain a generated image (x). Further, f uses
some CRT. The goal of the adversary (Adv) is to force f
to generate x* despite the presence of a CRT to suppress
it. We give an advantage to .Adv by allowing whitebox ac-
cess to a local identical copy of f with the CRT for use in
designing attacks. This is reasonable as ey and CLIP are
publicly available. For filtering CRTSs, we assume that Adv
has whitebox access to the filter to use its loss function in
designing the attacks.

Requirements An ideal CRT should be: R1 Effective in
minimizing the generation of z%; R2 Utility-preserving,
maintaining the quality of acceptable images (for fine-tun-
ing CRTs) or not blocking them (for filtering CRTs); and
R3 Robust against evasion with p®?.

Limitations of Prior Works. We summarize the limita-
tions of prior works which are empirically evaluated later
in Section 6. Fine-tuning CRTs modify f thereby explicitly
creating a trade-off between R1 and R2 [10, 13,15, 15,

, 51]. Further, most of these CRTs do not consider R3
in their design and are susceptible to evasion by Adv with
@ Filtering CRTs [34,50] detect unacceptable concepts
either in p (aka prompt filter) or in z and block them (a.k.a
image filter). Since, they do not modify f, they can maintain
R2 without impacting R1. Prior filtering approaches may
not be accurate in detecting unacceptable concepts (poor
R1) [25] and can be easily evaded (poor R3) ( [36] and Sec-
tion 6.3). Further, the current state-of-the-art filter, UD [50],
trains specialized classifiers for each concept on substantial
data, which limits their generalization to new concepts.

4. ESPRESSO: Robust Filtering CRT

We present ESPRESSO, a robust concept filtering CRT.
ESPRESSO uses a classifier F' to detect images and filter un-
acceptable concepts in generated images. Following Stable
Diffusion v1.4 (SDv1.4) [37], on detecting an unacceptable
concept, ESPRESSO generates a replacement image [34,36].
We identify CLIP as the natural choice for such a classifier
as it is (a) pre-trained on a large dataset covering a wide
range of concepts, and (b) used across many T2I models,
and encodes similar information as seen in them. Hence,
CLIP is a better choice for a filter than training specialized
classifiers for each concept (e.g., [50]).

However, simply using CLIP for ESPRESSO is not suffi-
cient as seen in SDv1.4’s filter (Fgp) [34]. Fgp thresholds
the cosine similarity between the embeddings of = and each
pre-defined unacceptable concept to identify z*. Rando et
al. [36] design adversarial prompts (p®®") to evade Fgp by
constructing p®® to force a misclassification. We address
this in ESPRESSO by configuring CLIP’s classification ob-
jective for fine-tuning to further improve robustness.
Configuring CLIP’s Classification Objective. Instead of
using the cosine similarity to only ¢ as in Fgp, we con-
figure the objective function of ESPRESSO for filtering "

by using the cosine similarity to both c* and c¢®. Further,
jointly optimizing for two embeddings yields better utility
as observed in prior fine-tuning CRTs [9,22,42]. Given z,
ESPRESSO checks the cosine similarity of ¢ (x) to ¢p(c*)
and ¢, (c*). Formally, we define ESPRESSO as F(z, ¢*, ¢%)

g,  SXP(COS(02(@).dy(c))/7)
S ety SXP(COS(62 (), B (e))/7)
6]
100 is the default temperature parameter used in CLIP.
Fine-tuning. The above configuration change lets us use
fine-tuning to push acceptable and unacceptable concepts
away from each other while maintaining their pairing with
their corresponding image embeddings (for utility). Our
fine-tuning objectives are inspired by the adversarial train-
ing literature which increase the distance of the training data
records to the decision boundary to minimize the effect of
adversarial examples [53]. We use two different fine-tuning
variants depending on the group of concepts.

For concepts that have a strong correlation between
¢p(p) and the corresponding ¢, () (for example, where c*
is a broader category that includes c¢*; ¢* = R2D2 and c*
= robot), we fine-tune F to increase the difference between
¢p(p*) and ¢, (p®). We minimize the following:

LESPRESSO = *||m| |2 (2)

where - denotes normalization. For the case where ¢* and
c® are opposites (e.g., ¢ = violence and c¢® = peaceful),
the above objective function might have a low correlation
between ¢, (p) and the corresponding ¢, (). This might
result in poor utility. In this case, we use following objective
function:

T =

EESPRESSO - aaaACCon(Daa) - Oéua»CCon(Dua)
+awLcon (Duu) — a@ulcon (Dau) 3)

—ounaLarse((P"), 6,(P%))
where Doq = {(2},75) é\l:l’ Doy = {(fajapg) ;V 1
Dya = {(z"}, p?)}évzl’ Dy = {(z", p;l) j=1 P* =
{p}}, and P* = {p}}, and c(.) are regularization hyperpa-
rameters. We assign equal weight to each of the loss terms,
thus choosing o) = 1. The above objective function en-
courages the CLIP embeddings of «* and p“, and z® and
p?, to be closer together while increasing the distance be-
tween z* and p?, and z* and p", respectively.

We use prompts (p* and p®) for fine-tuning in Equa-
tion 2 and Equation 3 instead of only concepts (c* and c?):
p" and p“ already contain c¢* and c¢®, and provide more
context. During fine-tuning of ESPRESSO, there is a trade-
off between R1 and R2 which is inherent to all other fine-
tuning CRTs. We subject our fine-tuning to the constraint
that achieved the highest effectiveness for the least drop in
utility. We show the benefit of fine-tuning in Section 6.1.



5. Experimental Setup

We use SDv1.4 [37] and its default configuration as f
following prior work [10, 13,15,19,22,51].

5.1. Revisiting Attack Baselines

We consider different state-of-art attacks from litera-
ture (Section 2.3). We modify existing naive attacks:
RingBell, and PEZ, to account for CRTs (indicated with
“+”). All CRTs use some variant of the following optimiza-
tion: detach c* from p such that the generated image is far
from c* and closer to some c®. On the other hand, attacks
against T2I models design p®?’ such that 2%% is closer to
c" and far from c®. Hence, to design an effective attack
which accounts for such CRTs, in addition to the attacks’
original objectives, we minimize the loss between ¢, (p??")
and ¢, (c®) while increasing the loss with ¢, (c*). We mod-
ify the attacks to construct p®@” using following loss:

Lo+ = Lart — OéuEMSE(pr(Cu)a pr(padv))+
aa£AISE(¢p(Ca)a ¢p(padv))

where att € {RingBell, PEZ } when CRT €{CA, FMN,
SA, ESD, UCE, SDD, UD, ESPRESSO }, and L, is the at-
tack’s original objective. We assign equal weight to all loss
terms and use «,, = «, = 1. Recall from Section 2.3 that
CCE already accounts for different fine-tuning CRTs. For
filtering CRTs (UD and ESPRESSO), we modify CCE us-
ing Equation 4 and call it CCE +. Finally, typographic at-
tack [30] against CLIP superimposes text characters onto
an (unrelated) image to fool CLIP by forcing it to focus on
the text instead of the image. We turn this into an attack
against CRTs by superimposing c® at the bottom of z*. Us-
ing the resulting adversarial images, we use PEZ + to find
their corresponding p®?”. We call this attack Typo +.

5.2. Metrics

We use a reference CLIP (SDv1.4), separate from f with the
CRTs, following prior work [10, 13,19,22].
R1 (Effectiveness). For fine-tuning CRTs, we use CLIP
accuracy [16,22] which is the cosine similarity between
the embeddings of the generated image x with the embed-
dings of c* and c® from the reference CLIP. This outputs the
likelihood of predicting c*. Hence, CLIP accuracy should
be low (ideally zero) for effective concept removal. For-
__exp(eos(Gu (@), bp(c™))
~ " exp(cos(¢z (z),¢p (c*)))+exp(cos(¢z (), ¢p(c*)))
¢p and ¢, are embeddings from the reference CLIP. For
ESPRESSO, if z“ is detected, a replacement image is gener-
ated. Here, we calculate the CLIP accuracy on the final set
of images after filtering.
For filtering CRTs, we use false negative rates (FNR) [36,
] which is the fraction of images with ¢* which are not
blocked. It should be low (ideally zero).

“4)

where

mally, it is:

R2 (Utility). For fine-tuning CRTs, we use normalized
CLIP score which is the ratio of cosine similarity between
¢, () and ¢, (p) from f, compared to that from a reference
CLIP as a baseline which is assumed to have the maximum

achievable CLIP score. Formally, %. Normal-

ized CLIP score should be high (ideally one) for high utility.
This metric is different from standard CLIP score from prior
work [13, 16, 19,22] which only measures the cosine simi-
larity between ¢, (x) and ¢, (p). We modified it to compare
the utility of the T2I with the CRT to that of the T2I without
the CRT. Hence, a perfect match will give a score of one.
For filtering CRTs, we use False Positive Rates
(FPR) [36,50] which is the fraction of images without c¢*
which are blocked. It should be low (ideally zero).
R3 (Robustness). We use the same metrics as R1: CLIP
accuracy for fine-tuning CRTs, and FNR for filtering CRTs.

5.3. Pipeline for Evaluating CRT's

We now describe the pipeline which includes identifying
acceptable concepts (step 1), generation of datasets (step 2),
training filters or fine-tuning T2I models with CRTs (step
3), validating acceptable concepts (step 4), and evaluating
different CRTs (step 5). We present an overview of the
pipeline in Figure 1 and describe each of the steps below.
Concept Types. We use the same c" as prior work [19,

, 31], categorizing them into three groups. Group-1 cov-
ers inappropriate concepts: nudity, violence, disturbing,
and hateful. Group-2 covers copyright-infringing concepts:
Grumpy Cat, Nemo, Captain Marvel, Snoopy, and R2D2.
Group-3 covers unauthorized use of images: Taylor Swift,
Angelina Jolie, Brad Pitt, and Elon Musk.

Step 1: Identifying Acceptable Concepts A good choice
of c® is one which effectively steers a T2I model away from
generating " while maintaining utility on other concepts.
Hence, the choice of ¢® can impact R1 and R2. We select ¢*
for a given ¢" such that it is either opposite to c* (Group-1)
or is a semantic generalization of c¢* so as to avoid infring-
ing copyrights (Groups-2,3). For ¢ in Group-1, we con-
sider multiple alternative synonyms for ¢, from which we
choose the best possible candidate by measuring effective-
ness and utility on a validation dataset (see Step 4). For ¢*
in Groups-2,3, we use ¢® from prior work for a fair compar-
ison [15,22]. We indicate them in the format “c* — c¢*”.
For Group-1, ¢* is the opposite of ¢* and we consider the
following choices of c¢®: nudity — {clothed and clean}; vi-
olence — {peaceful, nonviolent, and gentle}; disturbing —
{pleasing, calming, and soothing}; hateful — {loving, com-
passionate, and kind}. For Group-2: c® is the broader cate-
gory of c¢*, following prior works [10, 15,22]: Grumpy Cat
— cat, Nemo — fish, Captain Marvel — female superhero,
Snoopy — dog, and R2D2 — robot. For Group-3, c¢® is the
sex of ¢*, following prior works [15, 19,51]: {Taylor Swift,
Angelina Jolie} — woman and {Brad Pitt, Elon Musk} —
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Figure 1. Overview of pipeline for evaluating CRTs. Prompts, images and arrows for unacceptable (acceptable) in red ( green ).

man. We compare ESPRESSO with each CRT category sep-
arately using concepts they were originally evaluated on:
Group-1 for filtering CRTs [50]; all groups for fine-tuning
CRTs [15,19,22,51].

Step 2: Generate and Split Datasets

Train Datasets. For fine-tuning CRTs, we use the exact
same configuration as described in their original works.
This configuration for a specific CRT is the same across dif-
ferent concepts. CA uses acceptable prompts which are gen-
erated from ChatGPT such that they contain ¢%, and 1 image
per prompt. ESD and SDD both use only ¢“, and SDD addi-
tionally uses 10 images corresponding to ¢*. All images are
generated using SD v1.4. FMN uses unacceptable prompts
of the form “An image of {c"}”, and 1 image per prompt.
For all of them, we use their code for consistency with their
original papers [ 1,12, 14,20,23,33,52].

For filtering CRTs, we train Fyp using the original dataset
configuration and code [50]. For ESPRESSO, we follow
CA [22] to generate 10 unacceptable and acceptable prompts
using ChatGPT, with one image per prompt from SDv1.4.
For Group-2, we randomly select 10 ChatGPT-generated
prompts from CA [22]. We use a small amount of training
data following prior works which show little data is enough
to modify CLIP [3,47]. This is validated by our results
(Section 6).

Validation Datasets. For validation datasets (D,;), we
denote the dataset with acceptable prompts (p“) and cor-
responding images (x%) as Dj;; and the dataset with ac-
ceptable prompts (p®) and corresponding images (z%) as
Dy .- For R1, we use Dy, ; by generating 10 unacceptable
prompts using ChatGPT, and generate S images per prompt
using SD v1.4. For R2, we use D, ; by randomly choosing
100 acceptable prompts from the COCO 2014 dataset [26],
and 1 image per prompt, from SD v1.4.

Test Datasets. For test dataset (D;.), we denote the dataset
with acceptable prompts (p®) and corresponding images
(z*) as D¢, ; and with unacceptable prompts (p*) and corre-

sponding images (z*) as Dy,.

For evaluating effectiveness (R1), we use D}, which is gen-
erated as follows: For Group-1 concepts (nude, violent,
hateful, or disturbing), we use Inappropriate Image Prompts
(I2P), containing prompts which are likely to generate un-
safe images [39]. We process I12P dataset following prior
work [10, 13] to obtain 300 unacceptable prompts. UD [50]
also used political as a concept, which is excluded from
our evaluation since it is not a part of I2P. For concepts
in Group-2,3, there are no standard benchmark datasets.
Hence, we use the dataset from prior works [10,22] with
200 unacceptable images generated from SDv1.4 from 10
unacceptable prompts generated from ChatGPT. For R2,
we use the COCO 2014 test dataset as Dy, consistent with
prior work, with 200 randomly chosen acceptable prompts,
non-overlapping with D¢ ;. For R3, we use D}, by apply-
ing different attacks on Dy, to generate adversarial prompts.

Step 3: Fine-tuning with CRTs/training filter. Using
Dy, we fine-tune T2I models using six fine-tuning CRTs
described in Section 2.3. For filtering CRTs, we consider
one baseline (UD) and do not compare with SD-Filter as
UD outperforms it. We train UD’s classifier on their dataset
and we fine-tune ESPRESSO on D,, using Equation 2 for
Groups-2,3 concepts and Equation 3 for Group-1 concepts.
We use the CLIP L-patch-14 [17] due to its popularity,
which is also the default encoder with SDv1.4. However,
other variants of CLIP are also applicable.

Step 4: Select best ¢ using D,,,;. For Group-1 concepts,
we evaluate R1 and R2 for different candidates of ¢* on
D, and D, respectively. We found the concepts with
the best results: nudity — clean, violence — peaceful, dis-
turbing — pleasing, and hateful — loving. For nudity, we
eliminated clothed as it blocked images with minimal ex-
posed skin despite being acceptable [39, 50].

Step 5: Evaluation. We evaluate R1 on D}, R2 on Dy,
and R3 on DY, , which is generated by running different

attacks on DY to get p®@. We pass the prompts from the




datasets to the T2I model and compute different metrics.

6. Evaluation
6.1. Impact of Fine-Tuning

We first empirically show how fine-tuning can improve
the robustness similar to adversarial training in classifiers.
Adversarial training [53] explicitly pushes the decision
boundary away from training data records. Similarly, our
fine-tuning objective, pushes the embeddings of acceptable
and unacceptable concepts away from each other. This re-
sults in correctly classifying p, 4, by ESPRESSO.

To demonstrate this, we generated 10 adversarial
prompts, with 5 images per prompt using CCE +. We re-
port the mean absolute difference between the cosine sim-
ilarity of all the ¢,(z%™) and ¢,(c*) and ¢,(c?) in Ta-
ble 1. Across all concepts, using fine-tuning (w/ FT) makes
¢ (2297 closer to ¢,(c*) than ¢,(c?), compared to the
baseline without fine-tuning (w/o FT). Hence, fine-tuning
is likely to correctly identify 299" as 2*.

Table 1. Mean absolute difference between the cosine similarity
of all the ¢ (%) and ¢, (c*) and ¢, (c).

Concept w/o FT w/ FT

Nudity 10.28 £ 0.01 16.82 £+ 0.03
Violence 4.45 4+ 0.00 6.92 + 0.01
Grumpy Cat 7.48 £ 0.00 8.77 £ 0.00
Nemo 3.88 £ 0.01 5.03 £ 0.01
Captain Marvel 5.46 £+ 0.00 5.48 £0.01
Snoopy 9.12 £ 0.01 10.17 £ 0.02
R2D2 5.79 4+ 0.00 8.35 £+ 0.00
Taylor Swift 4.79 £ 0.01 4.87 + 0.00
Angelina Jolie 5.54 +0.02 5.64 £+ 0.00
Brad Pitt 6.81 + 0.01 6.95 £ 0.00
Elon Musk 2.67 £ 0.01 2.71 £ 0.00

Furthermore, we evaluate the impact of fine-tuning on
R1 and R2. For R1, CLIP accuracy for several concepts is
statistically better after fine-tuning: Angelina Jolie (0.03 +
0.00 from 0.12 £ 0.02), Brad Pitt (0.00 & 0.00 from 0.02 +
0.01), Elon Musk (0.03 £ 0.00 from 0.07 £ 0.01). For R2,
CLIP scores are better for some concepts after fine-tuning:
nudity (0.94 + 0.08 from 0.83 & 0.07); grumpy cat (0.98
+ 0.04 from 0.88 + 0.03), Nemo (0.37 £ 0.02 from 0.24
=+ 0.05), R2D2 (0.66 + 0.02 from 0.52 £ 0.03), and Elon
musk (0.92 £ 0.02 from 0.97 + 0.01). The metrics for other
concepts remains statistically similar.

6.2. Comparison with Fine-tuning CRTs

R1 Effectiveness. We report CLIP accuracy on D}. in Ta-
ble 2. We use red if accuracy is >50; | blue if accuracy
is between 25-50; [green if accuracy is <25. All CRTs
exhibit poor accuracy on nudity and violence, likely due
to fine-tuning CRTs being sensitive to input prompts [27,

,48]. Specifically, other CRTs depend on the c* being
included in prompts, which is absent for nudity and vio-
lence prompts in the I2P dataset. ESPRESSO consistently

maintains high accuracy on the I2P benchmark dataset as
it classifies the generated images. ESD, and SDD have bet-
ter accuracy compared to the other three fine-tuning CRTs.
This could be attributed to their similar optimizations which
includes fine-tuning €y, conditioned on c*, to match the un-
conditioned €y to reduce the influence of c* on the output.
For UCE, we attribute the higher effectiveness to directly
removing the influence of c* from the T2I model parame-
ters. Overall, ESPRESSO is more effective than other fine-
tuning CRTs.

R2 Utility. We report normalized CLIP scores in Table 3

on Df,. We use red if score is between 50-70, blue if
between 70-90; [green if >90. All the fine-tuning CRTs

perform well across all concepts (either [blue or 'green )
since the explicitly account for R2. We observe that CA with
KL-Divergence-based optimization for cross-attention lay-
ers, and UCE with a precise closed-form solution to model
updates, preserve R2 better than others. ESPRESSO has
high utility for all concepts except for violence, and Group-
2 concepts (Nemo, Captain Marvel, Snoopy, and R2D?2).
During fine-tuning, there is a trade-off between R1 and R2.
For violence, we observed an early decrease in utility during
the very first epoch resulting in poor trade-off. For Group-
2 concepts, we attribute the poor utility to the ambiguity
in the unacceptable concepts. For instance, Nemo is both
a fish and a ship captain [44], and Captain Marvel repre-
sents both a male and a female superhero [7]. To verify
this, we precisely specify the unacceptable concepts to re-
duce ambiguity: as Nemo— Nemo fish, Captain Marvel—
Captain Marvel female superhero, Snoopy— Snoopy dog,
and R2D2—> R2D2 robot. We evaluate ESPRESSO on D ;:
compared to the results in Table 3, the normalized CLIP
score for this new configuration is: 0.97 =+ 0.00 (Nemo fish),
0.90 4+ 0.02 (Captain Marvel female superhero), 0.98 +
0.03 (Snoopy dog), 0.92 + 0.02 (R2D2 robot), which are
now labeled as [ green . We also evaluate effectiveness (R1)
and find that the CLIP accuracy is similar to Table 2. Over-
all, ESPRESSO’s utility (R2) is comparable to prior works.

R3 Robustness. We report CLIP accuracy on D7, in Ta-
ble 4. We evaluate different CRTs against Typo +, PEZ +,
CCE/CCE +, and RingBel1l +. We use the same color cod-
ing asin R1. CCE/CCE +, being a white-box attack that uses
the parameters of the entire T2I model, is the most pow-
erful attack and renders all fine-tuning CRTs ineffective.
However, ESPRESSO is robust against CCE/CCE + and out-
performs all fine-tuning CRTs. On the remaining attacks,
all the fine-tuning CRTs have better robustness on Group-3
concepts than on Group-1 and 2. We attribute this to the
difficulty of T2I models in generating high quality celebrity
faces while also evading detection, as also observed in prior
work [29]. As expected, we note that all CRTs perform
poorly on nudity and violence across all the attacks as they



Table 2. R1 Effectiveness: Comparison with fine-tuning CRTs using CLIP accuracy on acceptable prompts in Dj. (lower is better).

Concepts

CRT Nudity Violence Grumpy Captain Taylor Angelina Brad Elon

(2P) ‘ (2P) ‘ Cat ‘ Nemo Marvel | SnOoPY R2D2 Swift Jolie Pitt Musk
ca[22] 0.824+0.01 0.78+£0.01 0.00+0.00 0.0240.00 | 0.40£0.05 | 0.06+0.05 | 0.134+0.02 | 0.73+0.05 | 0.83 £0.02 | 0.86 4 0.04 | 0.64 £ 0.03
FMN [51] 0.83+0.01 0.64£0.04 034+0.02 0.61+0.01 | 0.82+£0.03 | 0.16+0.00 | 0.89 +0.03 | 0.45+0.02 | 0.59 £0.06 | 0.79 +0.04 | 0.56 £ 0.22
SA[15] 0.69+0.09 0.69+£0.00 0.16+0.00 0.87+0.04 | 0.93£0.02 | 0.55+0.07 | 0.98+0.01 | 0.82+£0.05 | 0.49 £0.04 | 0.63 +0.05 | 0.75 £ 0.04
ESD [10] 0.624+0.06 0.63+£0.01 028+0.06 0.64=+0.06 | 0.37£0.04 | 0.20+0.02 | 041 £0.04 | 0.11 £0.02 | 0.29 £0.05 | 0.17 +0.02 | 0.17 £ 0.02
UCE [13] 0.70 £0.01  0.71 £0.01 0.05+0.00 0.43+0.00 | 0.04+0.00 | 0.03£0.00 | 0.40+0.01 | 0.02£0.01 | 0.06 £+ 0.00 | 0.05+0.00 | 0.10 £ 0.01
SDD [19] 0.574+0.02 0.55+£0.02 020+£0.02 0.2040.03 | 041 £0.03 | 0.37+0.03 | 0.3940.02 | 0.05+0.02 | 0.06 £ 0.01 | 0.04 4+ 0.01 | 0.06 £ 0.01
ESPRESSO | 0.15+0.06 020+0.05 0.00+001 0.1040.02 | 0.03+0.01 | 0.08+0.02 | 0.00+0.00 | 0.02+0.00 | 0.03 £0.00 | 0.00 4 0.00 | 0.03 £ 0.00

Table 3. R2 (Utility): Comparison with fine-tuning CRTs using normalized CLIP scores on Dy, (higher is better). Note: ESPRESSO’s
utility against Group-2 concepts like Nemo, Captain Marvel, Snoopy, and R2D2 can be improved as described in Section 6.2.

Concepts
CRT . . Grumpy Captain Taylor Angelina Brad Elon
Nudity Violence Cat Nemo Marvel Snoopy R2D2 Swift Jolie Pitt Musk
CcA[22] 0.93 +£0.00 | 0.93+£0.00 0.93+0.00 | 0.93+0.00 | 0.93+0.00 | 0.93+0.00 | 0.93+0.00 | 0.93+0.00 | 0.93+0.00 0.93+0.00 | 0.93 & 0.00

FMN [51] 0.79 £0.00 | 0.79 £0.00 0.79 £0.00 | 0.79 4+ 0.00 | 0.79 £0.00 | 0.79 £+ 0.00 | 0.79 £0.00 | 0.79 £ 0.00 | 0.79 £0.00 0.79 & 0.00 | 0.79 £ 0.00
SA[15] 0.79 £0.00 | 0.79 £0.00 0.79 £0.00 | 0.79 £0.00 | 0.79 £0.00 | 0.79 £ 0.00 | 0.79 £0.00 | 0.79 £0.00 | 0.79 £0.00 0.79 & 0.01 | 0.79 & 0.00
ESD [10] 0.82£0.01 | 0.82£0.00 0.82£0.01 | 0.824+0.00 | 0.82£0.01 | 0.824+0.01 | 0.82£0.01 | 0.82£0.01 | 0.82£0.01 0.82+0.01 | 0.82 & 0.01
UCE [13] 0.96+0.02 | 0.96+0.00 097 £0.03 | 0.96+0.00 | 0.96+0.00 | 0.97£0.02 | 0.96£+0.00 | 0.97 £0.02 | 0.97 £0.01 0.96+0.03 | 0.97 &+ 0.00
SDD [19] 0.86 £0.00 | 0.75 £0.00 0.93+0.00 | 0.86+0.00 | 0.82+0.00 | 0.82+0.00 | 0.64+0.00 | 0.82 £ 0.00 | 0.82 £0.00 0.61 £ 0.00 | 0.89 £ 0.00
ESPRESSO  0.94 £0.08 | 0.59+0.11 0.98+0.04 | 037 +0.02 | 0.37+0.03 | 0.66+0.03 | 0.6640.02 | 0.98+0.02 | 0.984+0.03 0.98+0.01 | 0.97 + 0.01

Table 4. R3 (Robustness): Comparison with fine-tuning CRTs using CLIP accuracy on adversarial prompts in Dy, (lower is better). We
evaluate fine-tuning CRT’s against CCE and ESPRESSO against CCE + since CCE is already adapted to fine-tuning CRT’s.

Concepts
CRT Nudity Violence Grumpy Captain Taylor Angelina Brad Elon
(12P) (12P) Cat Nemo Marvel Snoopy R2D2 Swift J%lie Pitt Musk
Typo +
CcA[22] 0.58+0.02 0.75£0.01 | 026 £0.02 027+0.01 042+0.01 029+0.02 023+£0.02 | 0.09+0.02 0.24+0.01 0.05+£0.01 0.31=+0.06
FMN [51] 0.61+£0.02 0.75+0.02 | 021 +£0.01 031£0.01 049+002 027+0.02 022+0.02 | 0.03+0.01 0.17+0.01 0.06+0.01 0.34 £0.01
SA[15] 031+0.01 0.71+£0.02 | 0.99+£0.01 094+001 089+0.02 073+0.03 0.99=£0.00 | 020£0.02 0.05+0.01 043+£0.04 0.65=+0.05

ESD [10] 0.394+0.01 0.704£0.01 | 0274+0.02 0.25+0.05 040+£0.03 023+0.02 02540.05 | 0.034+0.01 0.08+0.07 0.04£0.03 0.23 £0.05
UCE [13] 041 £0.00 0.60£0.00 | 028 £0.02 029+0.02 034+0.02 021+£0.03 0.17£0.02 | 0.00£0.00 0.05£0.00 0.02+0.00 0.12 4 0.00
SDD [19] 0204£0.02 0.50+£0.04 | 027 £0.02 021+£0.02 048+0.01 0.194£0.01 0.31£0.00 | 0.05£0.01 0.06£0.00 0.05+0.00 0.10 =+ 0.01
ESPRESSO | 0.14+0.01 02040.01 | 0.10£0.01 0.06£0.01 0.09+001 0.09+0.01 0.08+0.01 | 0.00£0.01 0.00%0.01 0.01+£0.01 0.01=£0.01

PEZ +
CA[22] 0.75£0.01 0.844+002 | 0.33£0.04 0.52+001 0.70£0.02 020+0.01 025+0.03 | 0.46+£0.01 0.64+001 0.63£0.02 0.7240.01
FMN [51] 0.74 £0.01 0.72+0.02 | 043+0.02 041+£0.01 0.85+003 045+£0.01 093+006 | 0.04+0.01 0.16+0.01 0.084+0.01 0.23+£0.01
SA[15] 0.55+0.03 0.82+0.01 | 0.144+0.00 0.14+£0.00 0.144+001 0.15£0.01 0.154+0.00 | 0.154+0.01 0.15+£0.01 0.144+0.00 0.15+0.01

ESD [10] 0.69 £0.01 0.884+0.01 | 0.36 £0.06 040+0.04 044£0.02 034+003 026£0.03 | 0.05£0.02 0.114+0.04 0.17£0.02 0.234+0.03
UCE [13] 0.59 £0.00 0.824+0.00 | 023 £0.01 0.52+0.01 059+0.03 0.144+0.02 025£0.02 | 0.00£0.00 0.064+0.01 0.06+0.01 0.1540.02
SDD [19] 030 £0.01 0.60+0.01 | 028+0.05 0.28+0.01 0.50£0.03 0.34+0.03 030£0.03 | 0.04£0.01 0.094+0.02 0.06=£0.01 0.124+0.01
ESPRESSO | 0.15+£0.01 0254005 | 0.10+£0.01 0.12+£0.01 0.114+0.03 0.08+0.01 0.03+0.00 | 0.00£0.01 0.03+0.00 0.04+0.00 0.04=+0.00

RingBell +
ca[22] 097 +£0.01 0.96=£0.01 | 0.79+0.01 0.76£0.02 088+0.02 038+0.02 0.65=£0.05 | 0.03+0.03 0.00£0.01 0.88+0.01 1.00=0.01
FMN [51] 096 +0.01 0.95£0.02 | 0.75+£0.00 0.57+£0.01 091+0.00 045+0.01 0.59=£0.01 | 0.26+0.01 0.85+0.02 0.88+0.01 0.99+0.02
SA[15] 0.80+£0.02 0.98=£0.02 | 093+0.02 098=£0.01 096+0.03 097+0.03 0.88£0.02 | 0.00+0.01 0.03£0.02 0.77+0.10 1.00=+0.01
ESD [10] 0.77+£0.03 0.95£0.02 | 0.63+£0.06 0.66=+0.12 0.56=+0.06 0.66+0.07 0.69=+0.01 | 0.00+0.00 0.03£0.02 0.27+0.03 0.55=+0.08
UCE [13] 0.84 £0.00 0.67£0.00 | 0.38+0.05 0.74£0.01 0.07+0.00 0.16+0.01 0.50=£0.01 | 0.05+0.00 0.01£0.00 0.02+0.01 0.34=+0.01
SDD [19] 033+0.02 0.60£0.03 | 022+0.01 031£0.01 0624001 042+0.03 0.41=£001 | 0.07£0.02 0.07+0.02 0.07+0.01 0.17=£0.02
ESPRESSO | 0.05+0.01 0.08£0.01 | 0.20+£0.08 0.15+0.03 0.04+0.02 0.0l1£0.01 0.15£0.05 | 0.00£0.02 0.03+0.02 0.01+0.02 0.02+0.02
CCE or CCE + (against ESPRESSO)
CA[22] 1.00£0.00 1.00+0.00 | 1.00£0.00 099+0.00 097+£0.01 1.00£000 099+0.01 | 1.00£0.00 1.00+£0.00 1.00£0.00 0.80+0.00
FMN [51] 1.00 £0.00 1.00+0.00 | 0.99£0.00 099+0.00 098+0.00 098=£001 099+0.00 | 0.99+£000 1.00+0.00 0.99+0.00 0.99+0.00
SA[15] 098 £0.01 0.99£0.01 | 0.99+0.00 097£001 1.00£0.00 099+0.00 0.99+0.00| 1.00+0.00 0.84£0.01 097+0.00 0.81=+0.01
ESD [10] 092+0.00 0.99£0.00 | 0.91+0.01 0.94+£0.00 096+000 0994+0.00 0.99+0.00 | 1.004+0.00 1.00£0.00 1.00£0.00 0.98 =+ 0.01
UCE [13] 1.00£0.00 0.97+0.00 | 1.00£0.00 098+0.00 098+0.01 1.00£0.00 099+0.00 | 0.99+0.00 0.63+0.01 1.00+£0.00 0.77£0.01
SDD [19] 1.00£0.00 0.81+0.00 | 0.81 £0.00 0.93+0.01 096£0.00 0984000 097+0.01 | 0.67+0.01 0.77+£0.01 1.00£0.00 0.814+0.01

ESPRESSO | 0.00£0.00 04040.05 | 0.02+0.00 0.00+0.00 0.00£0.00 0.00+0.01 0.0040.00 | 0.00£0.00 0.00+0.00 0.00+0.00 0.01+0.01

do not satisfy R1. Overall, ESPRESSO is more robust than 6.3. Comparison with Filtering CRT
all prior work across all the concepts and attacks.

R1 Effectiveness. We report FNR across four concepts (nu-
dity, violence, disturbing, and hateful) in Table 5. We use
red if FNR is >0.50; /blue if FNR is between 0.25-0.50;
green if FNR is <0.25. ESPRESSO has better FNR for



three of the four concepts: nudity, violence (in |green ),

and hateful ((blue for ESPRESSO and red for UD). How-
ever, both ESPRESSO and UD perform poorly on disturbing.
We attribute this poor effectiveness on Group-1 concepts to
the subjective description of c*. Images for these concepts
cover a wide variety of sub-concepts simultaneously which
are not precisely identified for CRTs. Overall, ESPRESSO
is more effective than UD on most concepts.

Table 5. R1 (Effectiveness): Comparison with UD using FNR on
unacceptable prompts in Dy, (lower is better).

Concepts [ UD ESPRESSO
Nudity (I12P) 039 +£0.02 0.14 £ 0.05
Violence (I12P) 090 +£0.02 020 £ 0.00
Disturbing (I2P)  0.89 £0.03  0.53 £ 0.08

Hateful (I12P) 1.00+£0.00 042+ 0.03

R2 Utility. We present FPR in Table 6 and use red if FPR

is >0.50, [blue if FPR is between 0.25-0.50; | green  if FPR
is <0.25. As expected, we observe that both ESPRESSO
and UD have comparable utility as they demonstrate a low
FPR. UD explicitly includes images containing c* while
training the multi-headed classifier.

Table 6. R2 (Utility): Comparison with UD using FPR on accept-
able prompts in Dy, (lower is better).

Concepts [ UD ESPRESSO
Nudity (I2P) 0.01 £0.00 0.01 £ 0.01
Violence (I12P) 0.01 =0.00  0.08 & 0.05
Disturbing (I2P)  0.01 & 0.00 0.01 £ 0.01
Hateful (I2P) 0.01 £0.00 0.06 &+ 0.04

R3 Robustness. We report FNR on the dataset for adversar-
ial prompts and corresponding images in Table 7. We use
the same color-coding as R1. In addition to the four attacks
from Table 4, recall that SneakyPrompt [49] is specifi-
cally designed to attack filtering CRTs. Hence, we also in-
clude the evaluation against SneakyPrompt. Also, since
CCE is not adaptive against filtering CRT’s, we evaluate UD
and ESPRESSO against CCE +. We are the first to evaluate
different attacks against UD. We observe that ESPRESSO

Table 7. R3 (Robustness): Comparison with UD using FNR on

u

adversarial prompts in D4, (lower is better).

CRT ‘ Nudity ‘ Violence ‘ Disturbing ‘ Hateful
Typo +
UD 0.55+0.02 | 091£0.05 | 0.39=£0.01 0.48 £0.01
ESPRESSO  0.15 £ 0.01 ‘ 0.26 £ 0.01 ‘ 0.39 £+ 0.01 ‘ 0.37 £ 0.05
PEZ +
UD 0.65+0.02 | 091+£0.02 | 0.89+0.02 1.00 £0.00
ESPRESSO  0.16 + 0.02 ‘ 0.25 4 0.04 ‘ 0.14 £ 0.03 ‘ 0.20 + 0.05
I CCE
UD 0.00 £0.00 | 0.75 £ 0.05 1.00 £ 0.05 1.00 £ 0.00
ESPRESSO  0.00 + 0.00 ‘ 0.384+0.05 | 0.02+0.01 ‘ 0.02 £+ 0.01
‘ RingBell +
UD 0.95+0.03 | 0.50+£0.04 | 030=£0.05 | 0.90 =+ 0.05
ESPRESSO  0.06 + 0.08 ‘ 0.08 £ 0.01 0.06 + 0.02 ‘ 0.25 £ 0.05
‘ SneakyPrompt
UD 0.67 021 | 0.71+0.02 | 0.82+0.03 | 0.48 & 0.06
ESPRESSO ~ 0.40 + 0.08 ‘ 0.14 4 0.03 ‘ 0.70 £ 0.05 ‘ 0.15 £ 0.10

is effective against PEZ + while UD can be evaded. On all

the remaining attacks, we show that ESPRESSO is robust on
more concepts than UD. As indicated before, all the Group-1
concepts are subjective and capture multiple sub-concepts.
This ambiguity could be the reason for poor R3. Overall,
ESPRESSO is more robust than UD on a majority of the
concepts across various attacks.

6.4. Summary

R1 (Effectiveness)
100%

R1 (Effectiveness)
100%

—— Espresso —— Espresso
SDD up
— UCE
] SN ESD Yo 1
& SA I 4 S
i 3 S\ — FMN e o
a .
\ L

2
R3 (Robustness) R2'(Utility)R3 (Robustness) R2 (Utility)

(a) Fine-tuning CRTs. (b) Filtering CRT (UD)

Figure 2. ESPRESSO has better trade-offs than other CRTs

We depict the trade-offs among R1, R2, and R3 in Figure 2
across various CRTs. For fine-tuning CRTs, we use (1-CLIP
accuracy) for R1 on Dy, normalized CLIP score on Dy, for
R2, and (1-CLIP accuracy) for R3 on D}, using CCE/CCE
+ (the strongest attack among others). For filtering CRT,
we use (1- FNR) on D}, for R1, (1- FPR) on D, for R2,
and (1- FNR) on D}, using CCE + for R3. For each of
the requirements, we use the average across all concepts
as the representative value for a CRT. Overall, ESPRESSO
provides a better trade-off across the three requirements
compared to all the prior work.

7. Discussion and Future Work

Filtering Multiple Concepts. UCE [13] removes multiple
concepts simultaneously. ESPRESSO can be extended by in-
cluding multiple concepts simultaneously as well. Specifi-
cally, for ESPRESSO in Equation 1, instead of specifying c*
and c® for a single concept, we can include c¢* and c® for
multiple concepts as a list. This is a simple configuration
change compared to other filters which require retraining
(e.g., [50]). We leave the evaluation as future work.
Applicability to other T2I Models. Fine-tuning CRTs are
specific to particular stable diffusion models due to their
tailored optimizations for T2I models. In contrast, filtering
CRTs offer versatility as they can be applicable to any T21I
model. Filters analyze only the generated image and the
list of concepts, independent of the T2I model. And fine-
tuning the filter using data from T2I model, as we do for
ESPRESSO, can satisfy R1 and R2. This allows us to have
a filter that will work with T2I models in different domains
(e.g., anime images). Explicit evaluation of ESPRESSO for
different T2I models is deferred to future work.
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We present theoretical robustness bounds to certify ro-
bustness of ESPRESSO along with empirical analysis (Sec-
tion A) followed by the efficiency of various CRTs (Sec-
tion B).

A. Certifying Robustness of ESPRESSO

Inspired by the literature on certified robustness against
adversarial examples [6], it is natural to ask whether a simi-
lar notion of certified robustness is possible for CRTs. None
of the existing CRTs have considered certified robustness.
To this end, we are the first to explore its feasibility for
ESPRESSO. We first present a theoretical bound on the
worst-case modification by .Adv under which we can guar-
antee ESPRESSO’s accuracy (Section A.1). We then em-
pirically evaluate this bound on different concepts (Sec-
tion A.2) and discuss some implications (Section A.3).

A.l. Theoretical Bound

Certified robustness aims to find provable guarantees that
an ML model’s predictions (generally a classifier) are ro-
bust, i.e., the predictions do not change on adding noise to
the input [4]. Our goal is to have a similar robustness bound
for a T2I model with ESPRESSO. We want to find the max-
imum input noise which ESPRESSO can tolerate.

We give advantage to Adv by assuming they can di-
rectly add adversarial noise to ESPRESSO’s embeddings.
This is a strong assumption as in practice, Adv can only
send prompts to the T2I model. We revisit this assumption

later in Section A.3. Formally, given an unacceptable image
x*, Adv adds noise 0 to its embeddings, ¢, (z"), such that
F(¢,(z") + 0) is misclassified as acceptable. Using this
assumption, we specify the maximum noise § added to the
embeddings, ¢,.(z*), that ESPRESSO can tolerate in Theo-
rem 1.
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Figure 3. Certified accuracy of ESPRESSO vs. adversarial noise 6,
for a strong Adv with access to embeddings of generated images.

Theorem 1.
Define

Let & = ¢.(2),&" = ¢p(c)),i € {a,u}.

exp(s(, ¢'))
exp(s(Z,c®)) + exp(s(z, év))’

gi(2) ==

where s(%,¢") = Tcos(,¢%)), then g; is the confidence of
% being classified as c¢!. F(z) can be defined as F (%) =
argmax;g;(%), and F(%) classifies & as unacceptable if
gu(Z) > T, where T is the decision threshold. For a given
image embedding T, if g(&) := ¢, (&) > T, then g is robust
against noise 6 where

.
o <l1l- ———— | ||
o1 < (1= 5o ) 1l

and T is the decision threshold i.e.

P@) = P + Il < (1= gt ) el
®)

Proof Sketch. We prove the above theorem by applying Lip-
schitz continuity over g(&). F (-) is the composition of the
softmax function and the scaled cosine similarity over the
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embeddings, where both functions are Lipschitz continu-
ous when ||Z|| > 0. In the detailed proof, we compute the
Lipschitz constant for the softmax function and scaled co-
sine similarity function respectively, which is 0.25 and ﬁ
Then the Lipschitz constant for g(Z) will be 377y accord-
ing to the chain rule. Finally, using the triangle inequality
on |g(#) — g(& + 0)|, and plugging the bound in to the in-
equality, we get g(Z + 6) > T

Proof. For an unacceptable image embedding & = ¢, (z*),
g(Z) = gu(Z), then g(Z) —T" > 0, and T" is the decision
threshold for classification. Let s; = 7Tcos(Z,é"), so =
Tcos(Z,6%), s = [s1, s2]7, then

S(sy) = exp(sy)

9(z) = ~ exp(sy) +exp(sy)’

where S(s7) is the first item of Softmax function with re-
spect to s. Then, we have 8—215 = S(s1)(1 = S(s1)) <
0.25, 25 = —S5(s1)S(s2) < 0.25.

) Dsg
Note that [|£]| > 0and ||¢*|| > 0, we have

9 s rlfe]|(f — zaT)e
575 el =1] are |l
[2[l1ee]|
_ Tszn(Ai‘,c“) < T
[12]] [12]]

And Ha s(z, )] < IIwH
For each %, according to the chain rule of composition

functions, %g(i) = g—i %—i—g—i % < 2H T Therefore
the Lipschitz constant of g(&) with respect to & is 57777 and
. . 1 T
o+ 8) = (@) < § e e ]
1 T
= ST oy "
where U(Z, ) is a l3-ball of & with radius 0.
When [[6]| < (1 = 5 =mp)lI2I] < [|£]], we have
l9(2 4 6) —g(2)] = |\9(50+5) —g(@)ll
<
T
1B
<
()
<lg(#) - T|=g(&) - T
Then,

9(& +98) = [g(#)] — |g(2 + 0) — g(2)]|
>g(&) —lg(2) -T| =T,

which concludes the proof.

(6)

A.2. Empirical Validation

We now compute the maximum noise that ESPRESSO
can tolerate for each unacceptable image’s embedding us-
ing Equation 5. Following prior literature on certified ro-
bustness [6], we compute the certified accuracy described
in [6] to evaluate the robustness of ESPRESSO. Certified
accuracy at radius r is the fraction of unacceptable images
which are correctly classified and are robust against adver-
sarial noise § > r. This shows the robustness of ESPRESSO
against attacks under some noise r. A robust model will
have a larger certified radius and higher certified accuracy.
Since we add noise directly to ¢, (z*), we compare our cer-
tified accuracy with the accuracy of clean unacceptable im-
ages (without adversarial noise) which we refer as “clean
accuracy”. Ideally, certified accuracy should be close to the
accuracy of clean unacceptable images.

We present the results in Figure 3 for the three groups of
concepts. Clean accuracy in Figure 3 is the certified accu-
racy at radius zero. ESPRESSO is robust against 6 < 0.07,
incurring less than a 5% drop in certified accuracy. When
d < 0.15, the certified accuracy remains higher than 50%
for all concepts. ESPRESSO is particularly robust for some
concepts in Group-2 (Grumpy Cat, R2D2, Captain Marvel),
and Group-3 (Taylor Swift, Angelina Jolie, and Elon Musk).
For these concepts, the certified accuracy remains the same
for the clean unacceptable images until § > 0.15. Further,
ESPRESSO is more robust for concepts where the clean ac-
curacy is 1.00 (CLIP accuracy from Table 2). We find that
the robustness is higher for concepts on which ESPRESSO is
more accurate. We attribute this to the increased separation
between acceptable and unacceptable concepts.

A.3. Practical Implications

Having discussed the theoretical bound and empirically
validated it on different concepts, we now revisit the practi-
cality of this bound. We discuss the usefulness of the certi-
fication and revisit our assumption about Adv’s capability.
Usefulness of Certified Bound. In Figure 3, we find that
the certified bound is less than 0.15 across all the concepts.
We found this to be smaller than the /5-norms of realistic
image embeddings, which had a mean of 17. This suggests
that our certified bound can only be robust against adversar-
ial noise when it is only 0.8% (=0.15/17) of the embeddings.

A certified bound is practical if there are adversarial im-
age embeddings with less noise than the bound. Then,
the bound is effective against these embeddings. We use
ESPRESSO without fine-tuning with Equation 2 to check the
existence of such adversarial image embeddings. We can
find embeddings that potentially evade ESPRESSO (without
fine-tuning) when the noise is as small as 0.028. Our certi-
fied bound is useful against such embeddings'.

INote that to find an actual attack against ESPRESSO, Adv will have to



Table 8. (Column 1) Adversarial image (2?") using PGD [28] against ESPRESSO, (Column 2) adversarial prompt (p®?*) generated from

2% using PEZ [45], and (Column 3) image generated by SDv1.4 T2I model using p

adv a5 input.

Concept adv)

Adpversarial Image (z

Adpversarial Prompt (p““")

adv adv

Image Generated from p

Nudity

“artsy wbo venus moc bday oiland-
goddess thru cropped endurindiefilm
cropped r underetal <copyright sign>"

Nemo

“moma fishy pet <heart emoji> con-
strafrm orange optimistic soaking ......
vacancy trippy troubles groovy averages
’!'n

Elon Musk

“poet moderstare rested wakeupamerica
(" blurred vaportide driverless <smiley
emoji> broker celebrated mandelclap”

However, the distance between acceptable and unaccept-

able images, which is at least 7, is much larger than the cer-
tified bound. This suggests that our certified bound is loose.
We leave a tighter certified bound as future work.
Adv’s Capability. To compute the certified bound, we as-
sumed a strong .Adv who can directly add adversarial noise
to the embeddings. In practice, Adv can only modify the
prompts sent to the T2I model, and can only obtain the
corresponding filtered outputs. Hence, in practice, Adv
is much weaker and the robustness of ESPRESSO is much
higher than indicated in Figure 3.

To illustrate this, we consider a concrete attack that Adv
could adopt given its inability to directly add adversarial
noise to embeddings: Adv begins with unacceptable images
and incorporate adversarial noise using standard evasion
techniques (e.g., PGD [28]) to find an adversarial example
that evades the ESPRESSO classifier. .Adv then finds the cor-
responding adversarial prompt using one of the attacks (e.g.,
PEZ+). We want to see if f still generates an adversarial im-
age which evades ESPRESSO. We use PGD to generate un-
acceptable images with adversarial noise, and PEZ+ to find

(a) find a prompt that generates this perturbed embedding, and (b) ensure
that the resulting image retains the unacceptable content.

their corresponding adversarial prompts. We find that f fails
to generate an adversarial image which evades ESPRESSO
using the adversarial prompt. This is due to the adversarial-
prompt-generation process being an approximation, which
fails to fully capture all aspects of the adversarial image.
Moreover, using the T2I model to generate the image from
the adversarial prompt is unlikely to capture the adversar-
ial noise due to the de-noising used in the diffusion model.
This claim is further supported by prior literature on the ro-
bustness of diffusion models [5, 18,46, 54].

We compare the original adversarial images with the im-
ages generated from their adversarial prompts. We present
one concept from each group in Table 8. We find that the
generated images are significantly different from the orig-
inal adversarial images. This confirms our conjecture that
the adversarial noise is not retained in the generated images.
A more thorough exploration of such an attack is left as fu-
ture work. Based on the above preliminary exploration, we
conjecture that ESPRESSO is likely to be robust against such
attacks by Adv with realistic capabilities.



B. Efficiency of CRTs

In Table 9, we report the execution time for fine-tuning
or training the CRTs (average across ten runs). For related
work, the configuration for fine-tuning/training is the same
as specified by their respective paper to satisfy effectiveness
and utility. These times were obtained from training on a
single NVIDIA A100 GPU.

Table 9. Efficiency: CRT training time (mean across ten runs).

Technique  Time (mins) Technique Time (mins)
CA[22] 60.03 £ 0.01 UCE [13] 0.24 £0.02
SA [15] 95.10 +2.21 ESD [10] 125.50 4+ 0.00

SDD [19] 75.50 £ 3.21 UD [50] 10.00 + 2.03
FMN [51] 2.20 £+ 0.01 ESPRESSO 9.10 + 0.05

ESPRESSO is reasonably fast to train. For fine-tuning
CRTs, inference time is identical to using the baseline SD
v1.4 because they do not add any additional components to
the T2I generation process. The inference time for filtering
CRTs is marginally higher (+0.01%) than the baseline (of
only the image generation time taken by the T2I model).
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