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Abstract—Deep neural networks for classification are vul-
nerable to adversarial attacks, where small perturbations
to input samples lead to incorrect predictions. This sus-
ceptibility, combined with the black-box nature of such
networks, limits their adoption in critical applications like
autonomous driving. Feature-attribution-based explanation
methods provide relevance of input features for model pre-
dictions on input samples, thus explaining model decisions.
However, we observe that both model predictions and feature
attributions for input samples are sensitive to noise. We
develop a practical method for this characteristic of model
prediction and feature attribution to detect adversarial sam-
ples. Our method, PASA, requires the computation of two
test statistics using model prediction and feature attribution
and can reliably detect adversarial samples using thresholds
learned from benign samples. We validate our lightweight
approach by evaluating the performance of PASA on varying
strengths of FGSM, PGD, BIM, and CW attacks on multiple
image and non-image datasets. On average, we outperform
state-of-the-art statistical unsupervised adversarial detectors
on CIFAR-10 and ImageNet by 14% and 35% ROC-AUC
scores, respectively. Moreover, our approach demonstrates
competitive performance even when an adversary is aware
of the defense mechanism.

1. Introduction

Deep neural networks (DNNs) have demonstrated
state-of-the-art performance in various classification tasks
[2], [7], [24]. However, DNNs are known to be vulnerable
to adversarial evasion attacks. Attackers carefully and
deliberately craft samples by adding small perturbations
to fool the DNN and cause it to make incorrect pre-
dictions [12], [22], [40]. The susceptibility of DNNs to
such attacks poses serious risks when deploying them in
application scenarios where security and reliability are
essential, such as in autonomous vehicles [32] and medical
diagnosis [52].

Current approaches for defending against such evasion
attacks can be broken into two broad categories. One
category increases the robustness of a model (e.g., ad-
versarial training [22], feature denoising [70]). However,
such approaches achieve model robustness at the cost
of modification of the network architecture or training
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process and compromise natural accuracy as a result. Such
methods are still susceptible to adversarial attacks like
blind-spot attacks [74]. The other category identifies ad-
versarial samples instead of making robust classifications.
While detecting adversarial attacks is as challenging as
classifying them [64], such methods are useful in many
practical situations where discarding adversarial samples
for security or generating an alert for human intervention
is possible. Detection methods are supervised if they re-
quire both benign and adversarial samples in their training
[19], [39]. The main limitations of supervised detection
methods are the requirement of prior attack knowledge
and the availability of adversarial samples. In contrast,
unsupervised methods solely rely on properties of natural
(benign) samples for training [41], [71].
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Figure 1: Benign (Ist column) and Adversarial PGD Im-
age (3rd column). Corresponding Integrated Gradient (IG)
Attribution (2nd and 4th column).

A different line of research, called post-hoc explana-
tion methods, addresses the black-box nature of DNNs
[10], [37], [45], [53], [60]. Post-hoc explanation methods
explain the decision made by a DNN for a test input
based on its input features, and enhance our understanding
of the DNN’s decision-making process. For example, in
an image classifier, such methods can identify the key
pixels in an input image that lead to a DNN decision.
Explanations can use various approaches such as feature
attribution, rules, or counterfactuals to explain an instance
[5]. Feature attribution-based methods, such as Integrated
Gradient (IG) [60], assign attribution or relevance scores
to each input feature, quantifying the importance of the
feature to the model’s prediction. Recent research has
explored the application of feature-attribution-based ex-



planation methods in detecting adversarial attacks [63],
[67], [68], [72], [73]. However, these methods require
both benign and adversarial samples to train an additional
classifier for detection and do not incorporate features
from the classification model in the detection pipeline.

Proposed Approach: We propose a novel method for
detecting adversarial samples by combining model pre-
diction and feature attribution. Our approach is motivated
by the evident differences in model prediction and feature
attribution between benign and adversarial samples when
noise is introduced: (a) we observe that a DNN exhibits
distinct behavior when noise (e.g., gaussian noise) is intro-
duced to adversarial samples, similar to studies performed
by Roth et al. [46] and Hu et al. [28]. However, while
prior works [28], [46] look for noise that does not change
the model prediction for benign samples, we empirically
identify noise that maximizes the distinction between the
behavior of benign and adversarial samples. (b) There are
noticeable differences in the attribution map of benign and
adversarial samples. Figure 1 illustrates these differences
in images where the distribution of attribution scores
varies significantly for adversarial samples, evident from
the change in red and blue pixels in the attribution map.
Even though adversarial samples are crafted by adding
small perturbations to the input data, we observe that their
feature attribution differs markedly from those of benign
samples. This distinction in feature attribution becomes
more pronounced when noise is introduced to samples.
(c) Examining these discrepancies in model prediction
and feature attribution of benign and adversarial samples
subjected to additional perturbation can effectively detect
adversarial attacks, and ensure the security of systems
incorporating deep learning models.

We introduce PASA!, a threshold-based, unsupervised
method for detecting adversarial samples, using Prediction
& Attribution Sensitivity Analysis. We use noise as a
probe to modify input samples, measure changes in model
prediction and feature attribution, and learn thresholds
from benign samples. At test time, PASA computes model
prediction and feature attribution of a given input and its
noisy counterpart and rejects the input if the change in
model prediction or feature attribution does not meet the
predefined threshold. We demonstrate the effectiveness of
our lightweight detection approach by evaluating its per-
formance on five different datasets (MNIST [34], CIFAR-
10 [31], CIFAR-100 [31], ImageNet [17] and updated
CIC-IDS2017 [18]) and five different deep neural net-
work architectures (MLP [47], LeNet [34], VGG16 [31],
ResNet [25], and MobileNet [48]). On average, PASA
outperforms other state-of-the-art statistical unsupervised
detectors (FS [71], MagNet [41], LOO [72], TWS [28])
by 14% on CIFAR-10, 4% on CIFAR-100 and 35% on
ImageNet. We further evaluate PASA under an adaptive
adversary setting and demonstrate its robustness. We ob-
serve that performing adaptive attacks against both model
prediction and feature attribution increases computational
complexity for an adversary, and PASA still achieves
competitive performance. PASA has low inference la-
tency, and the simplicity yet effectiveness of this approach
makes it suitable for deployment in scenarios with lim-

1. “PASA” is the Newari term for “friend,” a Sino-Tibetan language
spoken by the indigenous people of the Kathmandu Valley, Nepal.

ited computational resources. Our code is available at
https:// github.com/dipkamal/PASA.

2. Background and Related Work

Deep Neural Network: Deep neural networks
(DNNs) learn efficient representations of training data
by extracting features using interconnected neurons. Let
(X,Y) represent the training data where X reflects input
space and Y reflects label space. Then, a deep neural
network (F") generates a highly accurate functional rep-
resentation F' : X — Y. Such networks are trained
using backpropagation, a gradient-based optimization al-
gorithm, which adjusts the weights between neurons to
minimize the error between model predictions and ground
truth labels. For example: Convolutional Neural Networks
(CNNs) are a type of DNN used for image, video, tabular,
and text data [34]. In supervised classification, a CNN is
trained using N labeled samples. The i*" sample (x;,y;)
consists of an input x; with label y;. The final layer
of the network is often referred to as a “logit” layer
and consists of k neurons corresponding to the k target
classes. The “logits,” Z(x) are the unnormalized scores
the network generates for each class before applying a
softmax function, which maps the logits to the probability
distribution over the classes. Logits represent the internal
representations of the input data learned by the network.
During training, the network’s parameters are adjusted to
minimize the difference between predicted probabilities
and the actual labels of the training data. This optimization
process helps the network learn to assign higher logits to
the correct classes and lower logits to incorrect classes.
For a k-class classifier, the output vector of probabilities
y is obtained by applying the softmax function to the
logits Z(x). The final model prediction is the class with
the highest probability. Let y be the output vector of

i _ _ _ exp(Z(x)
probabilities then, y = softmax(Z(x)) = ST exp(Z)(0)

where Z(x) are the logits generated by the CNN for
the input image x and y is the resulting vector of class
probabilities.

Adversarial Attack: Though highly accurate, DNNs
are vulnerable to adversarial attacks that can cause input
misclassifications [6], [12], [22], [33], [40]. Given a model
F' and input sample x, y, the goal of an adversarial evasion
attack is to modify the sample x by adding a perturbation
such that F(x) # F(x*) and ||x* — x|| < € where
€ € R™ is the maximum perturbation allowed and x* is
the adversarial sample. In targeted attacks, an adversary
aims to misclassify the input sample into a specific class
such that F'(x*) = ¢ where ¢ is the target label in the
label space. In untargeted attacks, an adversary aims to
misclassify an input into any other class but the correct
one. Untargeted attacks have fewer perturbations than
targeted attacks and have better success rates with strong
transferability capability [12], [36]. Adversarial attacks
also differ based on the distance measures, usually defined
as L, norm (Lg, L1, Lo, and L), between the benign and
adversarial input. Based on adversary knowledge of the
target classifier, attacks can further be classified as black-
box (no information), gray-box (partial information), and
white-box (complete information) attacks. For example,
the Fast Gradient Sign Attack (FGSM) [22] assumes a lin-
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ear approximation of the network loss function and finds a
perturbation by increasing the local linear approximation
of the loss. The Basic Iterative Method (BIM) [33] is an
iterative version of FGSM where the perturbation is com-
puted multiple times with small steps. Projected Gradient
Descent (PGD) [40] is also an iterative method similar
to BIM. However, unlike BIM, it starts from a random
perturbation in the L, ball around the input sample. Auto-
PGD attack [14] is a gradient-based adversarial attack that
reduces the parameter dependence on step-size of the PGD
attack. Carlini and Wagner (CW) [12] attacks comprise a
range of attacks that follow an optimization framework
similar to L-BFGS [61]. However, they replace the loss
function with an optimization problem involving logits
(Z(.)), instead of using the model prediction.

Defense Against Attack: There are two categories
of approaches to adversarial attack mitigation. The first
category focuses on improving model robustness against
attacks. For example, adversarial training [22] augments
natural training data with adversarial samples and per-
forms model training to build a robust classifier that
utilizes both original and perturbed samples. However, this
method requires information on the generation of adver-
sarial samples, compromises the benign accuracy of the
model, and is still susceptible to adversarial attacks like
blind-spot attacks [12], [74]. The second category of de-
fense focuses on detecting and rejecting adversarial sam-
ples at test time. The detection can be supervised or un-
supervised. The supervised detection methods extract fea-
tures of benign and adversarial samples and train another
network for detection [19], [39], [56], [69]. However, the
detection network can also be compromised by adversarial
attacks [11]. Since supervised approaches require prior
knowledge of attacks and the availability of adversarial
samples for training, it can be a major limitation. On
the other hand, unsupervised detection methods require
only benign samples for training. Such methods extract
features from benign samples and compute thresholds that
measure inconsistency between properties of benign and
adversarial samples. For example, Feature Squeezing [71]
identifies adversarial images by compressing the input
space using image filters and comparing its prediction
vectors with that of original images using a threshold
learned from benign images. MagNet [41] uses denoisers
trained on benign images to reconstruct input samples. It
assumes that the threshold-based reconstruction error will
be smaller for benign images than for adversarial images.
While effective on small datasets (MNIST, CIFAR-10),
none of these methods perform well on larger images
such as ImageNet [11]. DNR [55] uses features of benign
images from different layers of a network to build a
detection method but requires training additional N-SVM
classifiers with an RBF kernel. NIC [38] also extracts the
activation distribution of benign images in network layers
but builds an additional set of models.

Similar to our work, Roth et al. [46] and Hu et al.
[28] use noise as a probe for adversarial detection. Roth
et al. [46] compute log-odds robustness, the changes in
logits between each pair of predicted classes, for a given
image and its noisy counterpart. They learn threshold from
benign images and use it for adversarial detection. How-
ever, Hosseini et al. [27] generate adversarial images using
mimicry attacks that can bypass this statistical approach.

The method also requires generating over 2000 noisy
samples per image, making it unsuitable when prediction
time is of concern. Hu et al. [28] compare the change
in softmax scores between the original and noisy input
images and learn the detection threshold from benign
images. However, the prediction probability from a soft-
max distribution poorly corresponds to the model’s confi-
dence [26]. Consequently, applying the softmax function
to logits results in a loss of discriminating information [1]
and can be ineffective in detecting adversarial detection.
Both approaches aim to preserve the model prediction of
benign images and do not account for changes in feature
attribution.

Explanation Method: Explanation methods consist
of techniques that explain a prediction of a black-box
model in a post-hoc manner. Given a trained model and a
test input, such methods provide explanations in terms of
attribution scores or rules to explain why the model made
a certain prediction. Feature attribution, a type of post-
hoc explanation method, assigns an attribution score to
each input feature of an instance, indicating its importance
in the model’s prediction [45]. Given a trained model
F(.) and a test instance x € R?, a feature attribution-
based explanation method ¢ returns an attribution vector
#(x) € R The attribution vector is a vector of scores
that quantify the importance of the input features in the
model prediction of the test instance. Backpropagation-
based attribution methods utilize gradients to propagate
the model prediction to the input layer. For example, the
Vanilla Gradient method [53] calculates the gradient of the
class score (output) with respect to the input. Integrated
Gradient (IG) method [60] aggregates gradients along a
linear path from a baseline to the test input. The choice
of the baseline is specific to the use-case [58] and should
have a near-zero score for model prediction. IG satisfies
fundamental axioms of attribution methods: sensitivity
(the feature is essential for prediction), implementation
(attribution method 1is efficient and scalable), and com-
pleteness (attribution score of input features adds up to
output score for an input) [60]. It also produces more
stable explanations than the Vanilla Gradient method [5].

Attack Detection Using Explanation: Recent re-
search has explored using feature attribution for adversar-
ial detection. For example: (a) Tao et al. [63] identify crit-
ical neurons in feature attribution of faces to detect adver-
sarial images. However, their approach is limited to face
recognition systems. (b) Zhang et al. [73] train a super-
vised classifier using the Vanilla Gradient method-based
feature attribution. However, their additional networks for
detection can be vulnerable to adversarial attacks. (c) ML-
LOO [72] extracts feature attribution using the leave-one-
out (LOO) method [35] and trains several detectors using
benign and adversarial images. However, they train several
attack-specific detectors by extracting attribution from
hidden layers, which can be computationally expensive
and may not be scalable to a large number of attacks.
(d) X-ensemble [68] and EXAD [67] train an ensemble
network by extracting feature attribution using different
explanation methods for benign and adversarial images.
However, this approach also requires prior information
on attacks and feature attribution for various adversarial
samples and explanation methods, making it difficult to
apply in real-world scenarios.



3. Motivation

We provide motivations for our detector design by
discussing adversarial perturbation regions around benign
samples, and the influence of noise on model prediction
and feature attribution. For this discussion, we consider
F to be a target image classification model, x is an input
image, and Z(x) is the logits given by the model. We
sample noise 7 € N(0,02) (where o2 is a hyperpa-
rameter) and obtain a noisy version of the input image
x' = x + 7. The logits returned by the model F for x’
is given by Z(x'). We use Integrated Gradient (IG) [60]
as our attribution method that provides attribution vector
IGF(x) and IGF (x') for the original and noisy sample.

Effect of noise on model prediction: DNNs are
susceptible to imperceptible adversarial perturbations in
an input sample that can change the predicted label of the
sample [12], [22]. Early explanations for this vulnerability
attributed it to “blind spots” in the high-dimensional input
space, which are low-probability adversarial pockets that
make an input vulnerable to adversarial perturbations [61].
Goodfellow et al. [22] explain this vulnerability of neural
networks in terms of the linear behavior of networks in
high-dimensional spaces. Tanay et al. [62] demonstrate
that adversarial attacks are possible because most input
samples in high-dimensional space are bound to exist near
the class boundary, making them susceptible to even minor
modifications.

Furthermore, it has been shown that by carefully
traversing data manifolds, the true label of an input sample
can be changed by perturbing it off the data manifold [20].
We can do so by introducing noise (e.g., Gaussian) to an
input. Prior works [28] have modified an input with noise
and studied how the model responds to gain insights into
the model’s behavior for adversarial detection. Hu et al.
[28] compute softmax scores before and after adding noise
to an image and measure the change. They empirically
pick a noise parameter that preserves the behavior of
benign images on the assumption that natural images
are robust to random input corruptions compared with
adversarial images. However, such additional noise can
amplify the adversarial effects and increase the likelihood
of fooling the DNN. This impact depends on the noise
parameter and nature of the dataset. For example, for
lower-dimension datasets like MNIST, both benign and
adversarial images are concentrated in a low-dimension
manifold [49]. While benign images stay robust to noise,
adversarial images move off the manifold, producing sig-
nificant changes to the model prediction.

On the contrary, for higher dimensions, benign images
tend to lie close to decision boundaries, making them
susceptible to small noise that can lead to misclassification
[62]. Adversarial images, on the other hand, often lie
in the space outside the data manifold. These are low-
probability manifolds created due to a lack of images
in the training dataset. Hence, additional noise to benign
images can change their position relative to their original
position in the manifold, producing significant variation in
model prediction. However, because the adversarial sam-
ples already lie on the low-probability manifold, model
sensitivity to additional noise is minimal. This sensitivity
of an image to noise can be measured by comparing the
change in logits 6, = ||Z(x") — Z(x)|].

Figure 2: 2D Visualization: Adversarial vs. Benign Clas-
sifier Features. Left: Shared manifold for simpler im-
ages (MNIST). Right: Adversarial samples form out-of-
distribution features in complex images (CIFAR-10).

Illustrative Example: We project the feature extracted
from the penultimate layer of the trained CNN classifiers
into a 2D space using the t-SNE algorithm [66] (see Figure
2). We use 10000 representative benign images and their
adversarial counterpart with an untargeted L., FGSM
attack ¢ = 8/255 from the training set of each dataset.
For MNIST, the benign images and their adversarial coun-
terparts lie in a low-dimensional manifold, suggesting
that adversarial images are crafted by traversing the data
manifold observed in the training distribution. However,
for CIFAR-10, we observe that adversarial images pri-
marily lie outside the distribution observed in the training
data. This suggests that adversarial samples for complex
images are created by introducing out-of-distribution sam-
ples where network behavior is not predictable based on
the training data. Given that benign images lie near the
decision boundary, adding sufficient noise can push them
to the out-of-distribution region, thus resulting in a sig-
nificant change in model predictions than their adversarial
counterparts.

Effect of noise on feature attribution: Feature
attribution-based explanation methods assign a score to
each input feature, indicating their importance in the
model’s prediction for an instance. The distribution of
such feature attribution scores varies for adversarial and
benign samples and can be measured using statistical
measures of dispersion [72]. Figure 1 shows heat maps
for benign and adversarial counterparts for the ImageNet
samples using the IG method, highlighting the contrast in
attribution distribution. We observe that positive attribu-
tion scores (red pixels) are distributed across more input
features in adversarial images than in benign images. This
observation underscores the sensitivity of gradient-based
feature attribution methods to perturbations in the input.

Relationship between IG sensitivity and model sen-
sitivity: The feature attribution score computed by 1G for
feature 4 of input sample x € R¢ with baseline u, model
F' is given by:

1
IGlF(X,ll) = ((El — ’U,Z)

a=0

9;F(u+ a(x—u))da (1)

For an input sample x, IG returns a vector IG¥ (x,u) €
R? with scores that quantify the contribution of x; to the
model prediction F'(x). For a single layer network F'(x) =
H(< w,x >) where H is a differentiable scalar-valued
function and < w,x > is the dot product between the
weight vector w and input x € R?, IG attribution has a
closed form expression [13].



For given x, u and «, let us consider v = u+a(x—u).
If the single-layer network is represented as F'(x) = H(<
w,x >) where H is a differentiable scalar-valued function,
0;F(v) can be computed as:

‘ _OF(v) O0H(<w,v>) __, 0<WvV>
O;F(v) = e o =H (z)iavi
=w; H'(2) (2)

Here, H'(z) is the gradient of the activation H(z)
where z =< w, v >. To compute F(v)

d
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81«); = (z;—w;) and 9, F(v)

We can substitute value of
from Eq. 2 to Eq. 3.

d
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=<x—u,w> H'(z2) 4)
This gives:
dF(v) =<x—u,w > H'(2)0«a %)

Since < x —u, w > is scalar,
dF(v)

H'(2)0a = —————
<X—u,w>

(6)

Eq. 6 can be used to rewrite the integral in the defi-
nition of IG¥(x) in Eq. 1,

1 1
/ O;F(v)0a = / w;H'
a=0 a=0

/1 dF(v)
a=0 <X—u,w>
wW; !

= dF(v)
<x—uw> [, 4

(2)0z [From Eqn. 2]

- _[Fx)-Fw)] ()

<X—uw>

Hence, we obtain the closed form for IG from its
definition in Eqn. 1 as

(Ii*ui)wi
<X—u,w>

(x—u)oOw
<X—uw>

1G] (x,u) = — F(u)]

— F(u)]

Here, © is the entry-wise produce of two vectors.

Eq. 8 shows that the feature attribution in IG is pro-
portional to the fractional contribution of a feature to the
change in logit < x—u, w >. When an adversary perturbs
an input sample for changing the predicted label, the value
of logits changes accordingly. In untargeted attacks, the
adversarial perturbation aims to maximize the softmax
value of a class different than the original class. Hence,
the perturbation can increase or decrease logit values of
other classes [1]. This change in logits also brings a
change in feature attribution. When an additional noise

IGF (x,u) = [F(x) ®)
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Figure 3: PASA overview: A & B are neural network
outputs (logits), C & D are IG feature attributions.

is introduced to an input sample, the change in feature
attribution follows the change in model prediction. This
sensitivity of IG to noise can be measured using Eq. 9.

02 = [[IG" (x',u) = IG" (x,u)||s = [[IG" (%', %)||x
= [lwoe) - o 22T
= H[F(X/ a <AA®WW> H ©)

Assuming w to be constant for a given model, we can
conclude from Eqn. 9 that d; o ||F(x') — F(x)||. This
implies that the sensitivity of IG is tied to the overall
sensitivity of the model. Based on these observations, we
posit that the sensitivity of IG could serve as a valuable
tool in identifying adversarial samples by providing an ad-
ditional layer of insight into the behavior of deep learning
models.

4. Methodology

4.1. Threat model

We consider a classification task with a distribution
D over input samples x € R"™ with labels y € [K]. A
classifier is a function F' : R™ — [K] learned by a neural
network architecture in a supervised manner that classifies
a given input sample into one of % classes. An adversary
can manipulate the sample at test time by adding L.,
perturbation so that the new sample x* is an adversarial
sample and wrongly classified by the classifier. A detector
fdet 1s a function that computes a score for the given
input sample based on our proposed approach and decides
whether the sample is benign or adversarial by comparing
it against a learned threshold. The optimal threshold for
each dataset is learned during the training phase of the
detector (See Section 4.2). At test time, we assume no
previous knowledge of the underlying attack mechanism.
Below, we describe the set of assumptions about an ad-
versary for our proposed method and its evaluation.

4.1.1. Adversary goal. Adversarial samples are inputs
specifically designed to produce targeted or untargeted
misclassification from a targeted machine learning model.
We assume that the adversary is not concerned with a
specific target label and only aims to produce misclas-
sification. Untargeted attacks require fewer perturbations
than targeted attacks and are more difficult to detect [12].
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Figure 4: Performance of PASA for MNIST against vari-
ous adversarial attacks at varying noise spread parameters.

4.1.2. Adversary capabilities. Defenses to adversarial
samples typically restrict the adversary’s capability to
make “small” changes to the given input. In the case
of image classification, this change is measured in L,
norm between two inputs for p € [0, 1,2, co]. We assume
that the adversary performs L., attack with the constraint
of €, which means that the attack cannot modify the
pixel of the input image by more than e [22]. How-
ever, we evaluate our results on different e specifically,
€ € [8/255,16/255,32/255, 64/255].

4.1.3. Adversary knowledge. We evaluate our detector
under white-box assumption where an adversary has com-
plete knowledge of the target model and its parameters
and dataset used for training. We perform two categories
of white-box attacks: (a) an adversary has access to the
model so that it can create an attack to evade the classifica-
tion; (b) in addition to the target model, an adversary has
knowledge of the underlying detector and can modify their
attack to evade target model, and the detection mechanism.

4.2. Proposed design

Based on our insights on the sensitivity of model
prediction and feature attribution (discussed in Section 3),
we propose using noise as a probing mechanism for adver-
sarial detection. The underlying principle is that the char-
acteristics of model prediction and feature attribution on
the noise-corrupted sample differ depending on whether
the sample is natural or adversarial. We add noise to a
sample and measure the change in model prediction and
feature attribution. Our detector (see Figure 3) classifies
an input sample as adversarial if the change in either the
model prediction or feature exceeds a learned threshold
established from benign samples.

Training: Given a black box model F'(.), and an input
sample x, the model outputs logits, Z(x). Feature attribu-
tion method, Integrated Gradient (IG), gives attribution
vector IGF(x). To derive a noisy version of the input
sample, we add Gaussian noise 1 € N'(0, 02), where o2 is
a hyperparameter and equals (max(x) —min(x))*spread.
The noisy sample (x’) is obtained as x + 7. spread
controls the standard deviation of the noise and is our only
hyper-parameter required for detector design. We vary the
parameter spread under different values for each dataset
and empirically select the value that gives us the best
adversarial detection performance. For example, Figure 4
shows the performance of our detector on various noise
spread parameters for the MNIST dataset with different
adversarial attacks at ¢ = 0.15. We can observe that the

FGSM (< = 8/255)
m—FGSM (¢ = 16/255)
m—FGSM (¢ = 32/255)

o 100 200 300 400 500 600
Iy norm of difference between logits

Figure 5: The distribution of the difference between logits
of benign and adversarial images with their noisy counter-
parts (left: MNIST, right: CIFAR-10). Adversarial samples
are obtained at various perturbation strengths e.

detector has the maximum AUC at the noise spread param-
eter 0.005. We followed the same procedure on updated-
CIC-IDS2017, CIFAR-10, CIFAR-100, and ImageNet and
obtained the noise-spread parameter as 0.0005, 0.15, 0.15,
and 0.35 respectively.

Next, we compute the logit and feature attribution of
the noisy sample (x’) and measure the change using the
L1 norm of the difference. We term these changes as
prediction sensitivity (PS), and attribution sensitivity (AS)
as expressed in Eq. 10 and Eq 11 respectively.

01 = [|Z(x') = Z(x)|h (10)

8 = [[IG" (X', u) — IG" (x,u)[s (11)

We demonstrate the different characteristics of model
prediction and feature attribution on noise-corrupted im-
ages for MNIST and CIFAR-10 in Figure 5 and Figure 6.
As explained in training, we first collect benign and adver-
sarial images of both datasets, add Gaussian noise (spread
parameter of 0.005 for MNIST and 0.15 for CIFAR-10),
and measure prediction sensitivity and attribution sensitiv-
ity. Figure 5 shows the histogram plots for a set of benign
and adversarial image prediction sensitivity. For MNIST,
benign samples demonstrate smaller norms compared to
their adversarial counterparts, indicating that they can be
distinguished from adversarial samples with a threshold
range [0—3]. This behavior is true for datasets like MNIST,
where images are concentrated in low-dimensional man-
ifolds. In contrast, for a three-channel image dataset like
CIFAR-10, we observe a divergent behavior. The differ-
ence in model prediction for noisy and original images in
benign samples is greater than that of adversarial samples
and their noisy counterparts. This behavior is due to the
distinct positions benign and adversarial images occupy
within the input space manifold, as discussed in Section
3. We can also observe that for CIFAR-10, adversarial
samples generated with a larger perturbation parameter
(e) exhibit minimal changes in model prediction. This
is because the adversarial images are located far from
the decision boundary, and the added noise has minimal
impact. ImageNet and CIFAR-100 demonstrate similar
behavior.

Figure 6 shows the histogram plots for a set of be-
nign and adversarial images of the MNIST and CIFAR-
10 datasets for attribution sensitivity. We observed con-
trasting model prediction sensitivity between MNIST and
CIFAR-10 in Figure 5. Since feature attribution of an
image relies on the model prediction as demonstrated
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Figure 6: The distribution of the difference between the
attribution vector of benign and adversarial images with
their noisy counterparts (left: MNIST, right: CIFAR-10).
Adversarial samples are obtained at various perturbation
strengths e.

by Eq. 8, the feature attribution sensitivity distribution
follows the model prediction behavior. While for MNIST,
the benign and its noisy counterparts have a smaller L
norm, the opposite is true for CIFAR-10. ImageNet and
CIFAR-100 demonstrate similar behavior.

Training PASA thus involves learning the threshold
for the prediction sensitivity and attribution sensitivity
for benign samples. For each dataset, we collect 5000
benign samples from the training set, probe them with
noise, measure the prediction sensitivity and attribution
sensitivity metrics, and learn the threshold that yields
various false positive rates (FPRs) on a validation set
of benign samples. We provide the methodology of our
approach below:

Methodology:

Step 1. Set noise spread parameter o as 0.001 for MNIST,
0.0001 for CIC-IDS2017, 0.1 for CIFAR, and ImageNet.
Step 2. For a set of benign samples, produce its noisy
version by adding Gaussian noise. Compute two metrics,
PS and AS (See Eqns 10 & 11).

Step 3. Find thresholds of PS and AS that produce 1%,
5%, and 10% False Positive Rate (FPR) on a hold-out set
of benign samples.

Step 4. Evaluate the detection results on a validation set
(consisting of benign and adversarial samples) using the
threshold and noise parameter learned from Step 3.

Step 5. Increment the noise to o/ = o + §, where ¢
is dataset-dependent. The following delta levels worked
best in our experiment: 0.01 for MNIST, 0.0001 for CIC-
IDS2017, and 0.1 for CIFAR and ImageNet.

Step 6. Repeat Steps 2-5.

Step 7. Pick the best-performing noise spread parameter
and threshold.

Testing: At test time, we evaluate changes in model
prediction and feature attribution of an input sample. We
add Gaussian noise with zero mean and standard deviation
of (maz(x) — min(x)) * spread, where we select spread
empirically during training. We compute prediction sensi-
tivity and attribution sensitivity using expressions of Eq.
10 and Eq. 11. We reject a sample as adversarial if either
of the computed metrics does not satisfy the threshold
learned during training.

5. Experiment and Evaluation

5.1. Experiment Setup

We implemented PASA using Python and PyTorch
and conducted experiments on a server with a 4 Intel(R)
Core(TM) i5-7600K CPU @ 3.80 GHz and a 12 GB
NVIDIA TITAN Xp GPU card. We used Captum [30]
to generate explanations.

5.1.1. Datasets. We evaluate the performance of PASA
on the following datasets: MNIST [34], CIFAR-10 [31],
CIFAR-100 [31], ImageNet [17] and updated CIC-
IDS2017 [18]. The datasets are publicly available, and
none of them contain personally identifiable information.
Details on the dataset can be found in Appendix A.

5.1.2. Target networks. To demonstrate the generaliza-
tion of our approach, we evaluate our results by per-
forming adversarial attacks and detection on a variety of
networks: MLP [47], LeNet [34], VGG-16 [54], ResNet
[25], and MobileNet [48]. Details on model architecture
can be found in Appendix B.

5.1.3. Attacks. We evaluate the performance of PASA
against inputs perturbed using the following untar-
geted L., attacks: FGSM [22], BIM [33] (10 itera-
tions) and PGD [40] (step-size a@ = ¢€/10, 40 itera-
tions) with increasing value of attack parameter e €
[8/255,16/255,32/255,64/255], Auto-PGD [14] (¢ =
0.15) and zero confidence CW attack [12] (¢ = 0.15,
learning rate= 0.01). Adversarial attacks are performed on
the test set which is not used for learning the threshold of
PASA. Further details are provided in Appendix C.

5.2. Evaluation

5.2.1. Baselines. We present the experimental evaluation
of PASA by comparing its results against four types of
unsupervised detectors that use different statistical ap-
proaches for adversarial detection. We discuss their im-
plementation in Appendix D.

Feature squeezing (FS) [71]: FS is a filter-based ap-
proach that applies filters to a given image and measures
the distance between prediction vectors of the two images.
If the distance for any compressed image exceeds a certain
threshold learned from benign images, the unaltered image
is considered adversarial.

Magnet [41]: MagNet is a reconstruction-based detec-
tor that trains denoisers on clean training data to recon-
struct input samples. If the reconstruction error score ex-
ceeds a threshold learned from benign images, the detector
flags an input sample as adversarial.

Turning a weakness into a strength (TWS) [28]:
TWS is a noise-based approach that identifies a given
input image as adversarial if after perturbing the input
with noise does not result in a significant change in
softmax score. The defense also has a second evaluation
criterion, which checks the number of steps required to
cross the decision boundary to a random target class.
The second test assumes white-box access to the model
and detector and requires modification of the adversarial




TABLE 1: Adversarial Detection Performance for MNIST and CIFAR-10 models: Our Method (PASA) vs. Unsupervised

Methods (FS, MagNet, U-LOO, TWS) using AUC scores.

Attack MNIST | CIFAR-10 (VGG) | CIFAR-10 (ResNet)
Strength FS MagNet U-LOO TWS PASA | FS MagNet U-LOO TWS PASA | FS MagNet U-LOO TWS PASA
FGSM 8/255 0.894+0.01  0.9440.01  0.93+£0.01  0.94£0.01  0.97+0.01 | 0.574+0.01  0.62+0.01  0.52£0.01  0.51£0.01  0.63+0.02 | 0.76+0.01  0.63+£0.01 ~ 0.55£0.01  0.7240.01  0.87+0.01
16/255 0.8740.01  0.95+0.01  0.92+0.01  0.93+£0.02  0.98+0.01 | 0.68+0.02  0.82+0.01  0.52+0.02  0.66+0.02  0.77£0.02 | 0.81+0.01  0.83+£0.01  0.53+£0.03  0.78%0.02  0.97+0.01

32/255 0.860.01  0.9540.01
64/255 0.8640.01  0.95+0.01

0.9140.02  0.89+0.04  0.98+0.01 | 0.66+£0.01  0.96+£0.04 0.5240.01  0.64+0.01  0.88+0.01 | 0.76£0.01  0.94%0.01
0.884+0.02  0.82+0.10  0.98+0.02 | 0.63+0.02  0.95+£0.05 0.4940.03 0.61+0.01  0.95+0.01 | 0.84+0.02 0.95+£0.03 0.534+0.03  0.83+0.01  0.98+0.02

0.60+0.02  0.76+£0.01  0.98+0.01

PGD 8/255 0.9040.01
16/255 0.8840.01

0.9540.03  0.994+0.01  0.92+0.11  0.98£0.01 | 0.52+0.01

64/255 0.484+0.01  0.95+0.03  0.99+0.03  0.11£0.01  0.99£0.02 | 0.6040.01

0.5940.03  0.494+0.05  0.58+0.02  0.74£0.02 | 0.25+0.01

0.574£0.04  0.62+0.01  0.14£0.01  0.83+0.03

0.9540.04  0.99+£0.01  0.76+0.10  0.98+0.01 | 0.59£0.01 0.75+£0.02  0.51£0.03  0.56+0.01 ~ 0.82+0.01 | 0.16+0.01  0.73+£0.03  0.65+0.01  0.14+0.02  0.93+0.02
32/255 0.774£0.02  0.944+0.04  0.99+0.02  0.32£0.03  0.99+0.01 | 0.624+0.02  0.93+0.03  0.51+£0.01  0.53£0.01  0.90£0.02 | 0.1340.01

0.914£0.05  0.68+0.02  0.14+0.03  0.98+0.01

0.954+0.05  0.52+0.03  0.51+0.04  0.95+£0.01 | 0.16£0.01  0.954+0.06 0.72+0.02  0.14+0.02  0.98+0.02

BIM 8/255 0.894+0.03  0.83+0.01

0.4040.04  0.83£0.02  0.62+0.04 | 0.37£0.02  0.54£0.02  0.504£0.01  0.55+0.05  0.66+0.02 | 0.29+£0.02  0.53+£0.03  0.6040.02  0.16+0.01  0.75+0.01

16/255 0.88+0.01  0.93+0.01  0.67+£0.04  0.92+£0.01  0.58%0.03 | 0.16+0.01  0.60+0.04 0.51+£0.01  0.55£0.06 0.71%=0.01 | 0.16+0.02  0.58+0.03  0.59+0.01  0.15£0.01  0.84+0.01

32/255 0.8840.01
64/255 0.8840.01

0.95+0.01  0.924+0.04  0.85+£0.01  0.56£0.02 | 0.15£0.02 0.73£0.06  0.53+£0.02  0.55+£0.04  0.73£0.02 | 0.13£0.01
0.9540.02  0.99+0.02  0.69+0.02  0.55+0.01 | 0.13£0.01  0.91+0.01  0.52+0.02  0.5440.01  0.74+0.01 | 0.12+0.01

0.7240.04  0.58+0.01  0.14+0.02  0.93+0.01
0.904+0.04  0.5740.01  0.14£0.01  0.97+0.02

Auto-PGD 0.15 0.8140.02  0.95+0.01  0.98+0.03  0.560.03  0.98+0.01 | 0.14£0.02  0.96£0.01 0.5240.04 0.12+0.02  0.97+0.01 | 0.13£0.01  0.95+0.01 0.75£0.01  0.13£0.01  0.98+0.02
CcwW 0.15 0.88+0.03  0.94+0.02  091£0.02  0.95£0.02  0.58+0.02 | 0.66£0.01 0.71£0.03  0.54+0.04  0.68+0.01  0.82:£0.01 | 0.84+0.01 0.93+0.01 0.55+£0.03 0.824+0.01  0.98+0.01
Average 0.84£0.10  0.94+0.03  0.90£0.16 075025 0.83+0.20 | 046021  0.79£0.15 0.51+0.01  0.54%0.13  0.80+0.11 | 0.40+0.31  0.79£0.16  0.61£0.08 0.37+0.31  0.93+0.07

attack. Hence, we only use the first criteria as the
detection mechanism.

ML-LOO [72]: ML-LOO is a feature-attribution-
based defense that detects adversarial examples using
statistical measures of attribution vector. The authors com-
pute the inter-quartile range (IQR) of feature attribution of
benign and adversarial images for distinguishing benign
images from adversarial counterparts. While the paper
also proposes a supervised detector by extracting statistics
from multiple hidden layers, we implement unsupervised
detection, U-LOO, for a fair comparison. The authors
evaluate their results using LOO [35] and IG [60]. We
stick to IG since our detection also uses the same method.

5.2.2. Performance evaluation. For each dataset, we
randomly sample 1000 benign samples from the test set,
which are correctly classified by the model, and generate
1000 adversarial samples for each type of attack for evalu-
ation. This is repeated 10 times to account for randomness
associated with the sampling. During test time, we assume
no previous knowledge of the attack mechanism. Given
an input sample, PASA only computes two noise-probed
metrics, prediction sensitivity, and attribution sensitivity,
and compares them with the threshold learned during
training. If either of the metrics satisfies the threshold,
the sample is classified as benign, else adversarial.

Metrics. We assess the detector performance using
in the following criteria: a) True Positive Rate (TPR):
TPR is computed as the ratio of the total number of
correctly identified adversarial samples to the overall num-
ber of adversarial samples. In unsupervised detectors,
the decision threshold is learned from benign samples
while maintaining a fixed false positive rate (FPR) on the
validation set. We then use this threshold on the test set
and compute the TPR. We report the TPR of detectors
using thresholds calculated for 1%, 5%, and 10% FPR. b)
Area Under the Receiver Operating Characteristic Curve
(AUC): AUC is a threshold-independent measure of a
detector performance which is widely used as a standard
in comparison between different methods [16].

6. Results and Analysis

We first discuss the results of adversarial detection on
image classifiers. We discuss the performance of detectors
on the security dataset in Section 7.

6.1. Adversarial Detection Performance

CIFAR-10. PASA outperforms all baseline meth-
ods in CIFAR-10 (ResNet) model. For example, as ob-
served in Table 1, PASA obtains an AUC of 0.984+0.01
for detecting CW attack on CIFAR-10 ResNet. The next
best detector is MagNet with 0.93+0.01 AUC. On CIFAR-
10 (VGG) model, PASA obtains an AUC of 0.82+0.01
for detecting CW attack. MagNet is the the next best
detector with 0.71+0.03 AUC. Other methods (e.g., FS,
and TWS) show more variability in CIFAR-10 models,
with lower AUC scores (less than 0.5) in some instances,
suggesting that the thresholds learned from benign images
were suitable for detecting specific attacks only. Thus such
solutions become impractical for attack-agnostic detection
since they require a threshold change depending on the
type of attack.

We also observe that the MagNet performance re-
mains competitive on both CIFAR-10 models, however,
the performance of other detection methods degrades sig-
nificantly. For example, on average, the U-LOO method
obtains an AUC of 0.90+0.16 on MNIST, whereas the
average AUC reduces to 0.51+0.01 on the CIFAR-10
VGG model and 0.61£0.08 on the ResNet model. A
similar performance drop can be observed with TWS and
FS. In Table 2, we notice that PASA obtains high TPRs
at low FPRs consistently. For example, PASA obtains a
TPR of 82.2% at 1% FPR on detecting CW attack for
the CIFAR-10 (ResNet) model. The next best detector is
MagNet with 57.2% TPR. While MagNet seems to obtain
high TPRs, especially on the VGG16 model, it comes at
the cost of high FPRs, discussed in Section 6.2.

CIFAR-100. As observed in Table 3, PASA con-
sistently outperforms the baseline methods on CIFAR-100
with noticeable performance improvement as the strength
of adversarial perturbation increases. While the perfor-
mance of detectors like TWS decreases with an increase
in adversarial perturbation, PASA achieves an increment
in its detection performance. This is because as pertur-
bation increases, the discrepancy between the attribution
maps of benign and adversarial images increases, which
helps PASA detect the inconsistency. For instance, PASA
obtains an AUC of 0.92+0.03 on detecting CW attacks.
The next best detector is MagNet, with 0.91+0.01 AUC.
TWS, also a noise-based approach, obtains an AUC of
0.59+0.02 on detecting ¢ = 8/255 BIM attack. The
AUC reduces to 0.33+0.03 at e = 64/255. PASA, on
the other hand, improves from an AUC of 0.60+0.01



TABLE 2: Adversarial Detection Performance for MNIST and CIFAR-10 models: Our Method (PASA) vs. Unsupervised

Methods (FS, MagNet, U-LOO, TWS) using TPR scores.

| Performance | MNIST | CIFAR-10 (VGG) | CIFAR-10 (ResNet)
Attack | Metric | FS  MagNet U-LOO TWS PASA | FS MagNet U-LOO TWS PASA | FS MagNet U-LOO TWS PASA
FGSM (8/255) TPR (FPR @ 0.01) | 85.9 74.8 40.36 6.4 90.3 11.8 5.5 35 2.6 18.8 29.4 4.6 1 12.5 22.6
TPR (FPR @ 0.05) | 96.5 95.3 91.9 64 97 212 5.6 9.9 7.5 233 33.1 16.8 5.3 15.4 229
TPR (FPR @ 0.1) 96.8 98.3 92.3 86.8 99.8 26.2 19.6 16.8 11.7 31.7 37.4 37.2 8.3 17.8 56.8
FGSM (16/255) TPR (FPR @ 0.01) | 86.3 95.3 515 35 96.1 13.8 9.9 34 2.8 17 317 10.9 0.7 9.5 64.9
TPR (FPR @ 0.05) 83 96.7 812 59.4 98.7 19.4 10.6 9.2 8.8 322 36 11 4.8 14.8 97.1
TPR (FPR @ 0.1) 85.4 99.4 91.3 93.1 99.9 277 42.6 15.7 14.2 323 42.7 434 7.6 18.5 100
FGSM (32/255) TPR (FPR @ 0.01) | 68.8 94.9 60.9 6.3 98.4 10.9 98.2 2 13 16.2 10.7 98.8 1.7 0.7 100
TPR (FPR @ 0.05) | 69.2 96.8 90.9 475 99.6 15.2 98.6 8 3.8 30.2 129 98.8 5.7 12 100
TPR (FPR @ 0.1) 81.3 99.1 90.11 88 99.7 235 98.8 14.6 7.6 51.8 18.4 99.1 9.3 21 100
FGSM (64/255) TPR (FPR @ 0.01) | 84.4 99.9 78.8 54 99.7 58 92.6 1.2 0.5 36.5 16.8 100 0.2 0.1 100
TPR (FPR @ 0.05) | 87.9 99.9 88.9 473 99.9 8.4 93.6 49 0.8 76.7 243 100 0.2 20 100
TPR (FPR @ 0.1) 91.8 99.9 90.5 83.8 100 13.4 94.6 9.8 1.6 91.8 329 100 42 78.8 100
PGD (8/255) TPR (FPR @ 0.01) | 78.9 100 100 13.9 100 58 4.5 1.2 3 53.7 1.7 43 2.8 0 12.8
TPR (FPR @ 0.05) | 79.9 100 100 49.6 100 6.4 4.8 49 6 55 1.8 43 10.8 0 252
TPR (FPR @ 0.1) 99.3 100 100 90.2 100 7.5 17.4 125 8 553 3.1 15 14.9 0 52
PGD (16/255) TPR (FPR @ 0.01) | 72.5 100 100 1.6 100 4 6.6 2 5 66.5 0.6 6.1 3.1 0 40.9
TPR (FPR @ 0.05) | 77.8 100 100 13.6 100 42 7 6.2 9 67.8 1.3 6.2 1.1 0 61
TPR (FPR @ 0.1) 85.6 100 100 549 100 43 24.1 119 12 68.2 2 229 16.1 0 86
PGD (32/255) TPR (FPR @ 0.01) | 44.3 100 100 L3 100 8.6 34.8 2.5 0.5 72.7 0.2 30.5 5.8 0 70.6
TPR (FPR @ 0.05) | 48.9 100 100 5.8 100 10.1 375 7.4 35 77.1 0.2 31.6 16.4 0 95.2
TPR (FPR @ 0.1) 53.6 100 100 9 100 12.8 100 14.3 5 78.2 0.3 100 227 0 99.8
PGD (64/255) TPR (FPR @ 0.01) | 12.6 100 100 0.1 100 8 100 1.6 5 95.4 0.1 100 7.2 0 100
TPR (FPR @ 0.05) | 17.9 100 100 0.9 100 8.9 100 4.4 6 96.2 0.1 100 17.9 0 100
TPR (FPR @ 0.1) 24.6 100 100 1.5 100 11.3 100 12 8 96.6 0.8 100 233 0 100
BIM (8/255) TPR (FPR @ 0.01) 72 389 4.4 4 3 7.8 5.1 2.1 2.1 34.8 2.8 6 1.9 0 32
TPR (FPR @ 0.05) | 82.5 45.6 6.9 52 8.2 115 5.4 6.9 5.1 37.1 32 16.8 7.6 0 10.9
TPR (FPR @ 0.1) 92.9 56.7 12,5 96.4 16.1 18.7 15.9 13.5 7.4 38 3.6 28.9 12.3 0 37.7
BIM (16/255) TPR (FPR @ 0.01) | 76.6 65.5 9.8 2.8 2.7 7.8 4.6 12 32 49.4 0.9 5.9 23 0 115
TPR (FPR @ 0.05) | 86.8 88.5 373 395 7.6 13 4.7 6.5 6.5 50.2 0.9 16.1 7.6 0 26.5
TPR (FPR @ 0.1) 97 91.1 50.5 91.5 14 16.1 16.2 13.2 11.2 50.8 1.1 322 11.8 0 54.3
BIM (32/255) TPR (FPR @ 0.01) | 754 75.5 26.3 0.8 3.7 9.1 54 2.1 2.8 543 0.4 6.4 1.2 0 23.6
TPR (FPR @ 0.05) | 85.7 99.4 65 28.2 8.2 125 5.6 7.4 7.4 55.7 0.4 22,6 6.6 0 515
TPR (FPR @ 0.1) 96.1 99.5 75.1 74.6 14 18.7 245 14.2 12 56.6 0.6 49.1 10.3 0 833
BIM (64/255) TPR (FPR @ 0.01) | 63.9 100 53.6 0.3 4 15.1 12.6 1.9 3 372 04 12.8 1.2 0 958.2
TPR (FPR @ 0.05) | 74.3 100 86.8 9.3 8.5 19.4 14.5 8.2 8.1 40.3 0.6 88 6.1 0 94.4
TPR (FPR @ 0.1) 84.4 100 92.3 44.1 14.3 16.6 86.4 14.4 11.2 42.1 0.6 100 9.2 0 99.9
Auto-PGD (0.15) | TPR (FPR @ 0.01) | 90.7 100 83 0.15 99.2 0 825 2 0 98.2 0.4 51 8.7 0 85.4
TPR (FPR @ 0.05) 91 100 96 34 99.3 0 83.6 7.8 0 98.8 0.4 51.8 234 0 98.7
TPR (FPR @ 0.1) 91.6 100 97 173 99.6 0 84.8 153 0 98.8 1.2 100 29.7 0 99.8
CW (0.15) TPR (FPR @ 0.01) | 85.3 86.3 29.1 39 2.1 14.6 26.4 35 2.8 6.8 38.7 57.2 2.3 73 822
TPR (FPR @ 0.05) | 87.9 96.6 70.4 62.8 34 215 28.6 9.3 74 20.2 454 575 7.3 13 97.8
TPR (FPR @ 0.1) 93.1 96.8 80.6 98.1 13.8 292 90.4 16.8 133 421 522 87 9.8 189 99.7

to 0.84+0.03 on detecting ¢ = 8/255 and € = 64/255
BIM attacks. Averaged across all attacks, PASA obtains an
AUC of 0.81£0.15, with the next best detector, MagNet,
obtaining 0.77+0.16 AUC. In Table 4, we can observe
that PASA obtains the highest TPRs at the lowest FPRs
settings consistently. For example, PASA obtains a TPR
of 34.5% on detecting CW attacks at 1% FPR. The next
best detector is FS with 26.7% TPR.

ImageNet. Table 3 demonstrates that PASA con-
sistently outperforms the baseline methods in detecting
attacks on both ImageNet models. For instance, when
detecting an ¢ = 8/255 PGD attack on ImageNet (Mo-
bileNet) and ImageNet (ResNet), PASA scores an AUC
of 0.98+0.02 and 0.97£0.01 respectively, outperforming
all baselines by a significant margin. In the ImageNet-
ResNet model, while PASA obtains an AUC of 0.9540.01
for the CW attack, the next best detector only has an
AUC of 0.6610.01. Baseline method (TWS) performance
is slightly better than PASA in detecting two BIM attacks
(8/255 and 16/255) on ImageNet (ResNet). However, as
the attack strength increases, our method surpasses the
performance of TWS. MagNet and U-LOO have very
low AUC scores on attacks like CW for ImageNet, which
means that the threshold learned from benign images was
only suitable for detecting FGSM and PGD attacks. This
suggests that the detection criteria used in those methods

may not be effective against different types of attacks
without knowing the attack types beforehand, which is
impractical. From Table 4, we can observe that PASA
obtains the highest TPRs at low FPRs across different
attacks in both ImageNet models.

MNIST. All unsupervised detectors have overall
competitive performance in detecting adversarial attacks
on MNIST, with MagNet consistently obtaining high AUC
and TPR scores. However, PASA has a drop in perfor-
mance, especially in detecting BIM and CW attacks. This
could be attributed to the lower resolution of MNIST
images. Lower resolution (28x28) implies less visual in-
formation for the feature attribution method, compared
with CIFAR-10 (32x32x3) and ImageNet (224x224x3). It
limits the granularity at which IG attributes importance
to individual features, resulting in a small number of
attributions and lower sensitivity to noise.

6.1.1. Analysis. PASA leverages the discrepancy between
benign and adversarial samples in model logits and class-
specific feature attribution for detecting adversarially per-
turbed samples. This discrepancy can be measured by
injecting noise into a given input sample and measuring
the change in both logits and attribution maps caused
by noise. Previous studies [28] have demonstrated that
the model response of benign and adversarial inputs to



TABLE 3: Adversarial Detection Performance for CIFAR-100 and ImageNet models:

Our Method (PASA) vs.

Unsupervised Methods (FS, MagNet, U-LOO, TWS) using AUC scores.

Attack CIFAR-100 | ImageNet (MobileNet) | ImageNet (ResNet)
Strength FS MagNet U-LOO TWS PASA ‘ FS MagNet U-LOO TWS PASA ‘ FS MagNet U-LOO TWS PASA
FGSM 8/255 0.684+0.02  0.60+0.02  0.62+0.03  0.34£0.02  0.81£0.01 | 0.60+0.01  0.51+0.03  0.60£0.01  0.50£0.02  0.81+0.01 | 0.65+0.02  0.50£0.01  0.62£0.01  0.64+0.01  0.6530.01
16/255 0.624+0.04  0.78+0.03  0.67+£0.02  0.31£0.01  0.96+0.01 | 0.62+0.01  0.51+0.03  0.68+0.01  0.50£0.03  0.91+0.02 | 0.69+0.01  0.52+0.01  0.62+£0.01  0.57£0.01  0.75+0.01
32/255 0.6440.03  0.95+0.02  0.67+£0.02  0.29£0.01  0.97£0.02 | 0.65+0.01  0.54+0.02  0.69£0.01  0.50£0.04  0.96+0.01 | 0.75+0.02 0.55+0.01  0.60£0.01  0.52+0.01  0.86+0.01
64/255 0.684+0.02  0.9640.02  0.67+0.03  0.24+0.02  0.97+0.02 | 0.68+£0.01  0.63£0.03  0.684+0.01  0.494+0.03  0.98+0.01 | 0.81+0.01 0.65+£0.01  0.60£0.01  0.45+0.01  0.95+0.01
PGD 8/255 0.67+0.03  0.56+0.03  0.63+£0.03  0.61£0.01  0.60£0.02 | 0.25+0.02 0.51+0.01  0.59£0.01  0.52+0.01  0.98+0.02 | 0.294+0.01  0.51£0.01  0.59£0.01  0.57£0.02  0.97+0.01
16/255 0.6240.02  0.66+0.04  0.68+0.03  0.59£0.01  0.68+0.02 | 0.19+0.03 0.50+0.01  0.59+0.01  0.51£0.02  0.99+0.02 | 0.18+0.01  0.52+0.02 0.63+£0.02  0.27£0.02  0.98+0.01
32/255 0.744£0.03  0.85+0.05 0.72+£0.03  0.48+0.02  0.86+0.04 | 0.16+0.02  0.52+0.01  0.57£0.01  0.51£0.01  0.98+0.02 | 0.11+0.02  0.52+£0.01  0.75£0.02  0.05£0.00  0.97+0.01
64/255 0.694+0.02  0.95+0.03  0.73+£0.03  0.08£0.01  0.95+0.02 | 0.174+0.02 0.57+0.01  0.59+0.01  0.50£0.01  0.98+0.02 | 0.11+0.02 0.57+0.01  0.74£0.03  0.02£0.00  0.98+0.01
BIM 8/255 0.554£0.02  0.514£0.01  0.574+0.02  0.59+0.02  0.60+0.01 | 0.42+0.03  0.02£0.00 0.194£0.01  0.464+0.01  0.51+0.02 | 0.50+0.03  0.04+0.00 0.15+£0.01  0.81+£0.01  0.37+0.01
16/255 0.50£0.01  0.55+0.02  0.58+0.02  0.56£0.04  0.61£0.03 | 0.32+0.02  0.03+0.00  0.15£0.02  0.51£0.03  0.63£0.01 | 0.31+0.02 0.04+0.00 0.17£0.01  0.71£0.01  0.47£0.01
32/255 0.574£0.01  0.65+0.03  0.62+£0.03  0.42£0.02  0.70£0.02 | 0.25+0.01  0.02+0.00  0.16£0.01 ~ 0.51£0.02  0.77+0.01 | 0.20+0.02  0.04+0.00  0.17£0.01  0.5840.02  0.6230.01
64/255 0.5440.01  0.83+0.02 0.61+£0.02  0.33+£0.03  0.84+0.03 | 0.21+0.01  0.02+0.00  0.18+£0.01  0.50£0.02  0.83+0.03 | 0.15+0.02  0.04+0.00  0.18+£0.02  0.29+0.03  0.62+0.01
Auto-PGD 0.15 0.324£0.01  0.914£0.02  0.64+0.04  0.30+£0.01  0.98+0.02 ‘ 0.194£0.04  0.374£0.01  0.594+0.01  0.17+0.02  0.97+0.02 ‘ 0.14£0.01  0.3840.01  0.66+0.01  0.10£0.00  0.96+0.01
CcwW 0.15 0.584+0.02  0.914+0.01  0.68+0.03  0.22£0.01  0.92+0.03 ‘ 0.584+0.01  0.03+£0.00  0.11£0.02  0.51£0.01  0.87+0.01 ‘ 0.58+0.01  0.04+0.00  0.15£0.01  0.6840.02  0.95+0.01
Average 0.60£0.10  0.7740.16  0.65£0.05  0.38+0.16  0.81+0.15 | 038020 0.34+£024 0454022  048+0.09 0.87+0.15 | 0.39+0.25 035+024 047+023 0.45+0.25  0.79+0.20
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veloped PASA accordingly to account for a) the sensitivity
of the trained model to noise, and b) the granularity of
IG attribution.

In our experiments, we followed a standard classifi-
cation pipeline to achieve high performance on the test
set, using standard hyperparameters or pretrained models
(training details are discussed in Appendix B). However,
different deep learning models learn varying levels of
feature abstraction from a given dataset due to differences
in depth, connections, and overall structure. For instance,
ResNet, with its residual connections, can capture more
intricate features compared to simpler networks like VGG
or LeNet. Our experimental results indicate that PASA
performs notably better with deeper networks, as demon-
strated by the results obtained from ResNet models trained
on CIFAR-10 and ImageNet (refer to Tables 1 and 3).
These findings suggest that increased network depth, as
observed in ResNet, enables the model to extract complex
patterns from the dataset, resulting in higher sensitivity to
noise—a quality utilized by PASA for detecting adver-
sarial samples. Additionally, the level of granularity in
IG attribution depends on the number of features present
in the dataset. Consequently, PASA exhibits a notable
decrease in detecting certain attacks (e.g., BIM, CW) on
MNIST, as the lower resolution of MNIST leads to smaller
norms of IG attribution. However, it consistently obtains
high detection performance on varying attacks on CIFAR-
10, CIFAR-100, and ImageNet.

6.2. False positive rates of unsupervised detectors

We evaluate unsupervised detectors with the True Pos-
itive Rate (TPR), computed as the ratio of the total number
of correctly identified adversarial examples to the overall
number of adversarial examples. We compute the TPR of
detectors by using the threshold learned during training
for specific thresholds on the validation set. However,
it is highly unlikely that the detector will get the same
FPR on the test set. Hence, computing another metric,
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Figure 7: Comparing adversarial detection performance of
PASA with its components, PS: Prediction Sensitivity, AS:
Attribution Sensitivity, and PS+AS: PASA.

false positive rate (FPR), is an important criterion. FPR
measures the ratio of the number of natural images iden-
tified as adversarial images to the total number of natural
images. We compare the FPR of PASA against baselines
in Figure 8, where we plot the average FPRs on the test
set across all attacks corresponding to the FPR associated
with the threshold learned during training (1%, 5%, 10%).
The dotted line represents the ideal position of the plot.
Detectors that are closer to this line have lower FPRs
and are better detectors in classifying the benign images
correctly. We can observe that PASA consistently obtains
better false positive rates than other methods on CIFAR-
10 and ImageNet. On CIFAR-100, while TWS has the
lowest FPRs overall, our method obtains better FPRs than
U-LOO and MagNet.

6.3. Ablation study

PASA comprises two statistical metrics: prediction
sensitivity and attribution sensitivity. In this ablation study,
we assess the individual performance of each metric.
Specifically, our focus is on evaluating the detection per-
formance of our proposed method when utilizing only one
of the statistical metrics. We maintain a similar experimen-
tal setup, selecting 1000 benign images from the test set
that are accurately classified by the model. For each attack,
we generate 1000 corresponding adversarial images. We
use the thresholds for prediction sensitivity and attribution
sensitivity learned during the training of our detector. The
collective average AUC for each dataset under different
attacks is illustrated in Figure 7. We summarize the results
below:



TABLE 4: Adversarial Detection Performance for CIFAR-100 and ImageNet
Unsupervised Methods (FS, MagNet, U-LOO, TWS) using TPR scores.

models: Our Method (PASA) vs.

| Performance CIFAR-100 | ImageNet (MobileNet) | ImageNet (ResNet)
Attack | Metric FS MagNet U-LOO TWS PASA | FS MagNet U-LOO TWS PASA | FS MagNet U-LOO TWS PASA
FGSM (8/255) TPR (FPR @ 0.01) | 6.2 4.1 12.3 5.5 10.3 2 6.1 2.1 0.5 11.2 7.1 43 2 2.3 39
TPR (FPR @ 0.05) | 25.1 4.4 15.7 4.6 359 4.4 6.9 13.4 6.9 29.5 11.3 5 7.1 7.4 15.1
TPR (FPR @ 0.1) 36.1 15.1 17.8 5.8 54.8 11 16.3 21.8 16.1 49.8 15.4 52 18.1 325 27.6
FGSM (16/255) TPR (FPR @ 0.01) | 7.5 45 17.3 5.9 61.3 22 4.6 2.1 1.3 29.5 8.8 5.3 1.2 0.3 2.6
TPR (FPR @ 0.05) | 29.3 4.7 28.7 4.6 86.3 45 5.3 15 6.5 56.7 12.8 6.1 8.2 1.7 19
TPR (FPR @ 0.1) 47.3 27 373 5.1 94 15.9 14.3 25 13.8 79 15.9 6.3 215 12.4 333
FGSM (32/255) TPR (FPR @ 0.01) | 25.5 825 17.4 1.2 96.6 35 5.1 2.1 0.5 74.6 10.9 4.8 1.3 0.1 14.7
TPR (FPR @ 0.05) | 33.4 84.1 15.3 7.8 99.7 42 6.1 18.8 6.8 93.2 16.6 5.3 7 0.1 45.1
TPR (FPR @ 0.1) 60.5 100 333 6.9 99.9 359 16.4 293 13.8 97.7 23.8 6.2 15.8 35 63.4
FGSM (64/255) TPR (FPR @ 0.01) | 73.1 100 74 3 100 2.5 8.1 22 L5 96.8 20.3 5.5 0.8 0 55.1
TPR (FPR @ 0.05) | 74.3 100 17.6 49 100 11.4 9.2 15.2 6.6 99.6 2.2 74 5.1 0 84.4
TPR (FPR @ 0.1) 753 100 23.7 5.4 100 36.6 21.1 25.6 11.8 100 372 8.3 15.3 0.1 93.36
PGD (8/255) TPR (FPR @ 0.01) | 224 3.8 159 6.3 3.1 6.2 6.1 1.6 0.7 98.8 5.6 42 54 222 99.1
TPR (FPR @ 0.05) | 27.8 39 249 7.2 233 7.1 7.1 10.8 5.5 99.1 6.6 4.7 153 27 99.1
TPR (FPR @ 0.1) 27.8 15.2 31.2 74 354 74 16.1 17.9 11.2 99.4 7.5 4.8 31.7 39.3 99.2
PGD (16/255) TPR (FPR @ 0.01) | 154 54 17.9 4.6 6.6 4.1 6.2 1.4 1.1 100 29 52 11.1 5.5 99.9
TPR (FPR @ 0.05) | 16.3 5.5 289 5.8 294 4.8 7 13 4.8 100 3 6 248 6 99.9
TPR (FPR @ 0.1) 17.2 18.7 35.6 5.4 455 5.1 14.5 20.6 12.4 100 3.7 6.2 44 10 99.9
PGD (32/255) TPR (FPR @ 0.01) | 85 9.9 15.5 6.4 14.4 4.4 7.7 12.1 2 100 1.9 5 5 0.4 100
TPR (FPR @ 0.05) | 9.2 10.1 30.7 79 46.1 5.8 9.1 11.4 5.98 100 2 6.1 11.3 0.5 100
TPR (FPR @ 0.1) 10.6 74.1 37.2 9.5 579 7.4 17.9 21.8 12.4 100 2.8 6.5 30 0.8 100
PGD (64/255) TPR (FPR @ 0.01) | 44 100 19.9 0 54.5 42 6.7 1.7 2.1 100 1.2 6 55.3 0 100
TPR (FPR @ 0.05) | 45 100 30.8 0.1 854 5 7.9 11.3 6 100 1.4 6.8 14.7 0 100
TPR (FPR @ 0.1) 4.5 100 382 0.1 96.1 7.8 18.2 214 14.3 100 2.7 6.7 31 0 100
BIM (8/255) TPR (FPR @ 0.01) | 12.3 45 12 6.7 43 10.1 0 0.1 0.5 27.1 11.5 0 61.5 49.1 14.7
TPR (FPR @ 0.05) | 20.8 4.6 22 7.1 79 12.3 0 1.5 35 29.2 12.9 0 2.4 58.1 16.3
TPR (FPR @ 0.1) 254 14.2 282 7.4 13.4 13.7 0 24 9.1 329 14.4 0 5.1 75.8 19
BIM (16/255) TPR (FPR @ 0.01) | 9.7 4 11.7 5.7 2.9 6.8 0 0.1 0.5 51.8 5.1 0 14 40.3 36.9
TPR (FPR @ 0.05) | 11.6 4.1 224 6.6 6.5 9.2 0 2.5 3.1 53 5.5 0 2.3 48.5 37.9
TPR (FPR @ 0.1) 15.7 14.1 30 6.3 13.8 10 0 34 10.5 54.4 6.8 0 7 62.4 39
BIM (32/255) TPR (FPR @ 0.01) | 82 49 12.2 2.9 1.1 4.7 0 0.2 0.5 72.3 2.2 0 2 21.6 57.3
TPR (FPR @ 0.05) | 9.6 5 25.1 32 12.5 6.5 0 2.5 35 73.2 2.9 0 3.4 27.5 574
TPR (FPR @ 0.1) 10.1 16 26.5 35 26 6.8 0 43 9 74 39 0 7.4 39.7 57.7
BIM (64/255) TPR (FPR @ 0.01) | 5.1 5.7 1.5 1.4 11.6 3 0 0.4 0.5 81.2 1.1 0 1.1 5.4 58.8
TPR (FPR @ 0.05) | 52 6 1.2 1.8 36.7 43 0 2.1 4.1 81.2 1.4 0 32 7.7 59.9
TPR (FPR @ 0.1) 5.1 39.6 8.2 2.3 55.5 6.1 0 3.6 12 81.6 1.7 0 8.1 13.4 59.2
Auto-PGD (0.15) | TPR (FPR @ 0.01) | 32.5 19.6 14.8 24 98.5 6.6 1.2 7.5 0.5 98 2.5 1.4 5.1 13 97.1
TPR (FPR @ 0.05) | 41.2 20.5 223 3.1 99.2 7 1.5 12.2 4.1 98.1 2.8 1.7 17.3 14 97.1
TPR (FPR @ 0.1) 515 100 41.5 42 99.7 74 49 232 79 98.2 33 1.8 459 2.8 97.1
CW (0.15) TPR (FPR @ 0.01) | 26.7 9.5 122 25 345 72 0 0.1 0.5 45.6 10.2 0 1.1 0.8 75.2
TPR (FPR @ 0.05) | 28.2 9.9 20.5 3.6 67.9 10.4 0 0.4 1.1 67.3 135 0 34 14.5 873
TPR (FPR @ 0.1) 29.3 82.6 25.7 4.1 85.3 15.5 0 1.6 8.3 76.2 16.4 0 5.4 423 94.1
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Figure 8: FPR on validation set vs FPR on test set.

1. On CIFAR-10 (VGG), prediction sensitivity outper-
forms attribution sensitivity for detection even though both
metrics have high performance on average.
2. On CIFAR-10 CIFAR-10 (ResNet), attribution sen-
sitivity outperforms prediction sensitivity. Its standalone
performance is almost equivalent to the combined perfor-
mance.
3. On CIFAR-100, the performance of attribution sensi-
tivity and prediction sensitivity is almost equivalent.
4. On ImageNet, both metrics have lower performance
when used standalone. The combined performance is sig-
nificantly better than the individual metric.

Detailed results can be found in Appendix F, where we
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FPR on validation set

(c) ImageNet

demonstrate that AS and PS exhibit sensitivity to different
attack types, and the combination of both metrics provides
a more balanced detection strategy across various attack

types.
6.4. Evaluation with adaptive attacks

In the previous experiments, we assume that the ad-
versary has access to the model details but does not know
the details of our detection mechanism. While this is
a realistic assumption, it does not provide the robust-
ness measure of the proposed detector. We now evaluate
the performance of our proposed method under adaptive



TABLE 5: Performance of PASA against Adaptive At-
tacks. Complexity measures computation time in seconds.

Attack Attack success rate  Detection AUC  Complexity (time)

After

Before After Before  After  Before

Attack on IG 100% 100% 0.98 0.75 0.065 26.21
Attack on logits 100% 100% 0.98 0.76 0.065 0.32
Combined attack 100% 100% 0.98 0.69 0.065 28.33

attacks to evaluate its robustness. Adaptive attacks are
adversarial attacks targeted at a defense mechanism and
are adapted to the specific details of a defense. Since our
detection approach comprises two statistical measures, we
perform adaptive attacks on both components [65]. We
optimize the PGD attack with perturbation set at 0.1 and
evaluate our results on the CIFAR-10 (ResNet) dataset.

First, we attack the feature attribution method, Inte-
grated Gradient (IG). An adversary tries to deceive both
the target classifier and IG. Similar to ADV?2 attack [75],
this attack generates an adversarial image x* such that
following conditions are satisfied: 1) target classifier (F)
misclassifies x*, 2) IG generates attribution similar to
benign counterpart x where the similarity is measured
using the intersection-over-union (loU) test, widely used
in object detection [23], and 3) the difference between
benign x and adversarial x* image is minimized.

We solve the following optimization for an image X,

ming-L1(F(x*),y") + ¢ x Ly(IG(x*), IG(x))  (12)

where L, is the prediction loss used by PGD attack,
Ly = ||[IG(x*) — IG(x)||]2 is the loss measuring the
difference between the attribution map of the benign
image and its adversarial counterpart, and c is a hyper-
parameter to balance the two losses. Similar to ADV2
attack [75], we observed that it is inefficient to search
for adversarial input by directly running the updates us-
ing Eq. 12. Hence, we perform a warm start by first
running a fixed number of steps for the regular PGD
attack and then resume the updates of Eq. 12. We use
the following values of ¢ € [5, 10, 20, 30, 50] for iteration
steps € [300, 200, 100, 50]. We generate 1000 adversar-
ial images according to the attack strategy of Eq. 12.
These adversarial images obtain an attack success rate
of 100% to fool the model (condition 1); the mean IoU
score between benign and adversarial attribution is 43%
(condition 2) (note that ADV2 [75] also obtained IoU of
only 50% on attacking Vanilla Gradient [60]). The mean
L2 distortion of successful adaptive adversarial images
is 2.8, which is slightly higher compared with the PGD
attack (2.6) (condition 3). We apply our detection strategy
on the adversarial images and obtain an AUC score of
0.75. The adaptive attack takes a significantly longer time
compared with PGD. A normal PGD attack takes about
0.065 seconds to generate an adversarial sample for a
single image, whereas this adaptive attack takes around
26.21 seconds, which is ~400 times slower.

Next, we perform an adaptive attack on the model
logits. The adversary creates adversarial images in such a
way that the distribution of logits is closer to the logits
of benign images. We follow the logit matching attack of
Tramer et al. [65]. We solve the following optimization to
obtain an adversarial image x*

ming L1 (F(x*),y") + L3 (Z(x*), Z(x))  (13)
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Figure 9: Attribution map (second row) for three different
images (first row): benign image, adversarial image from
PGD attack, and adversarial image from adaptive attack.

where L is prediction loss of a PGD attack. The sec-
ond loss term Ls = ||Z(x*) — Z(x)||2 is the mean square
loss between logits of adversarial and benign images. The
attack runs for a fixed number of iterations (given by PGD
iterations) and produces adversarial samples whose logits
are closer to benign counterparts. For 1000 adversarial
images obtained using this strategy, the adaptive attack
still achieves a 100% attack success rate. The mean L2
distortion of successful samples is 2.7, which is similar
to the PGD attack (2.6). We obtain an AUC score of
0.76 for the detector. We observe that attacking only one
component of our detector does not significantly impact
the overall detection.

Finally, we introduce attacks on both the attribution
method and model logits. We introduce two different
losses and solve the following optimization to obtain an
adversarial image x* for an input image x

minx* Ll() + c* LQ() + Lg()

where Ly (F(x*),y*) is  prediction  loss,
Ly(IG(x*),IG(x)) is the loss measuring the difference
between the attribution map of benign samples and their
adversarial counterparts, L3(Z(x*),Z(x)) measures the
loss between logits of benign and adversarial samples
and c is a hyper-parameter. We perform a warm start
by searching for adversarial samples using PGD attack
and then iteratively optimize Eq. 14 to obtain adversarial
samples with attribution vector and logits similar to
benign samples. For a similar test setting, the adaptive
attack obtains an attack success rate of 100%. The
mean L2 distortion of successful samples is 2.7. The
AUC score of the detector is now reduced to 0.69. This
adaptive attack takes around 28.33 seconds on average
for each sample. Figure 9 shows the results of this
adaptive attack. The first row shows images from class
“Truck” from CIFAR-10, and the second row shows its
heatmap computed using IG. We can observe that the
attribution map of a PGD image differs significantly from
the attribution map of a normal image. After performing
an adaptive attack (which attacks both feature attribution
and model logit), the adversary obtains a perturbed image
with its attribution map similar to that of a natural image.

We summarize the result in Table 5 where attack
success rate measures the success of the attack in changing
the label of an image, detection AUC measures the per-
formance of our detector in detecting adversarial images,
and complexity measures the time required by the attack
for a single image (in seconds). We observe that per-
forming adaptive attacks against both components of our

(14)



TABLE 6: Evaluation of Adaptive Attacks

Method FS MagNet TWS U-LOO PASA
AUC (Before) 0.13 0.91 0.14 0.68 0.98
AUC (After) 0.54 0.51 0.35 0.59 0.69

detector increases computational complexity. However,
even though the detector performance drops with adap-
tive attacks, PASA is still able to achieve a competitive
performance under this strongest adversary assumption. In
Table 6, we evaluate the performance of different detection
methods against the adaptive adversarial samples obtained
using Eqn. 14. This adversarial attack was specifically
designed to evade PASA’s detection mechanism. However,
all detection methods have considerably lower AUCs in
detecting the adversarial samples.

6.4.1. Analysis. Prior works have shown that it is possible
to add imperceptible perturbation to images for generat-
ing random attribution maps [21], [59], [75]. However,
evading a classifier and generating an attribution similar
to benign counterparts is much more challenging. Attacks
like ADV2 [75] only achieved a 50% IOU when targeting
the Vanilla Gradient method [53]. In our evaluation, the
adaptive attack only achieved 43% IOU on attacking the
Integrated Gradient (IG) method. This means there is still
a significant discrepancy between the attribution map of
benign and adversarial samples that PASA can utilize
in detection. This difficulty stems from the challenge of
satisfying two counter-intuitive objectives: retaining the
adversarial label while aligning the attribution with the
benign example. This was validated by a recent work
[8], which shows that it is difficult to remove the L-
norm of attribution discrepancy between benign and ad-
versarial images when an attribution method satisfying
completeness axiom (e.g. IG [60]) is used. These findings
suggest that an explanation method like IG can help detect
discrepancies between benign and adversarial examples.

7. Application On Security Dataset

In this section, we demonstrate the application of
PASA on a network security dataset. We specifically
focus on a network intrusion detection problem and eval-
uate PASA using the updated CIC-IDS2017 dataset [18].
Since the goal of an adversarial attack on network data
is to classify attack samples as benign, we preprocess
the data by assigning a single attack label to different
attack-traffic types. Subsequently, we build a multi-layer
perceptron model with a binary classification objective,
which achieves an accuracy of 99.04% on the test set.
Further details about the dataset, and model can be found
in Appendix A and B.5.

We generate adversarial samples using FGSM, BIM,
PGD, CW and Auto-PGD attacks by considering a threat
model where an adversary is able to manipulate the
dataset in feature-space. Hence, such attacks might not
be representative of a realistic settings and might produce
“unrealizable” adversarial samples [3], [51].

In Table 7, we compare U-LOO and PASA (AUC
scores) on the intrusion detection model. It is important
to note that all baseline methods we considered cannot be
directly applied to security applications. For instance, FS
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TABLE 7: Evaluation on updated CIC-IDS2017

Method FGSM PGD BIM cw Auto-PGD
PASA 099 £0.00 098 £0.02 099 +0.01 098 +0.03 097+ 0.03
U-LOO [72] 0.70 £ 0.05 0.66 &+ 0.07 0.76 + 0.01  0.75 £ 0.01  0.63 £ 0.00

[71] is designed for image data and necessitates the ap-
plication of various image filters for adversarial detection.
MagNet [41], proposed for image datasets, relies on an
auto-encoder model to compute the reconstruction error.
TWS [28] leverages the difference in softmax predictions
between the original and noisy inputs to detect adversarial
samples. However, there is a negligible difference between
the softmax outputs of the original and noisy inputs in
the binary classification task, rendering TWS ineffective.
On the other hand, U-LOO works well in our scenario
as it measures the interquartile range (IQR) of feature
attributions for both benign and adversarial samples.

8. Discussion

8.1. Indicators of attack failures

Indicators of attack failures [44] serve to uncover
potential vulnerabilities in the adversarial robustness eval-
uation. In our defense assessment, two specific scenarios
merit consideration: a) Non-converging attack: Prior de-
fenses [9], [43] often employed small steps in PGD attack,
introducing the risk of non-convergence. As discussed in
Sec. 5.1.3, we mitigated this risk by opting for larger iter-
ation steps (40) in our PGD attack formulation. Aligning
with Pintor et al. [44] recommendation, we reassessed
detection methods on the PGD attack with 100 steps.
Notably, all detection methods exhibited no significant
performance degradation when compared with the pre-
vious evaluation of PGD samples (steps=40). Results are
summarized in Appendix E. b. Non-adaptive attacks: Prior
defenses [15] have developed adaptive attacks, neglect-
ing non-differentiable or additional defense components.
However, adaptive attacks that ignore a component of
a defense do not guarantee successful bypassing of the
target model. In our case, both model prediction and
feature attribution are differentiable and we incorporate
them in crafting adaptive adversarial samples, as discussed
in Section 6.4.

8.2. Efficient Lightweight detection

The main strength of PASA is its lightweight detec-
tion approach. Since it requires the computation of two
statistics by probing a given input image with noise, it
has low inference latency. The simplicity of this approach
means that it has a small memory footprint, making it
suitable for deployment on resource-constrained devices
or in scenarios where computational resources are limited.
While other unsupervised methods like MagNet [41],
FS [71], and TWS [28], also have low inference time,
PASA outperforms these methods in detecting attacks
against CIFAR and ImageNet models. We evaluated the
inference time, training time, and memory usage (peak
memory required) of different detection methods for 1000
images and report average results in Table 8, where we
can observe that PASA is faster than LOO but slower



TABLE 8: Computational overhead of detection methods

Method Inference Time (s) Training Time (s) Memory Usage (MB)

PASA 0.0156 15.460 2701.46
U-LOO [72] 0.0540 53.076 2800.62
FS [71] 0.0085 8.456 2644.98
MagNet [41] 0.0007 1262.778 2744.41
TWS [28] 0.0051 5.406 2576.08

than TWS, FS, and MagNet. MagNet requires the highest
training time, attributed to the necessity of training a
separate defense model. PASA has a moderate training
time, significantly lower than MagNet and LOO. PASA
also has a moderate memory usage, higher than TWS but
lower than LOO, and MagNet.

8.3. On explanation methods and their explana-
tion fragility

An adversary can introduce perturbations to an input
sample such that it is misclassified, but its attribution
map is similar to the attribution of benign sample [75].
This is an attack on the explanation method. Such attacks
affect the performance of detection methods that utilize
disparity in feature attribution. However, the success of
this attack depends on the attribution method. In our
approach, we employed IG [60], which displayed higher
resilience against adaptive adversarial attacks. A similar
result was demonstrated in a study by Vardhan et al. [67].
However, the Vanilla Gradient [53] is more sensitive to
such attacks, producing similar attribution maps between
benign and adversarial samples [75]. Alternative feature
attribution methods such as LRP [4] and GBP [57] can
also be manipulated to produce targeted attribution maps
mimicking those of benign samples, effectively fooling
the detector [67].

8.4. Utilizing latent representations

PASA utilizes the final layer features from the clas-
sification model (logit layer) and the explanation method
(input attribution) for detecting adversarial samples. This
can be extended to incorporate features from multiple
intermediate layers as well. Few recent works exploit the
behavior of neural networks to benign and adversarial
samples in hidden layers to design supervised adversar-
ial detectors [56], [72]. However, since DNNs can have
many hidden layers, it will require careful consideration
to include features from specific layers; otherwise, the
detectors may overfit the training data due to a large
number of features. We will explore the inclusion of
statistics from latent representations in our future work.

8.5. Limitations

PASA works well for detecting adversarial samples
generated through L., attacks. Such attacks aim to maxi-
mize perturbation within a bounded norm. PASA is ef-
fective against them because it can capture significant
changes in attribution and prediction differences, which
result from substantial perturbations. In contrast, L, Lo
attacks make minimal changes to the input by altering
only a few pixels and minimizing perturbation magnitude,
respectively (See Table 9). Integrated Gradient may not
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TABLE 9: Average distortion between benign & adver-
sarial CIFAR-10 images at different attack strength

Attack

Ly PGD
Lo PGD
Lo PGD

8/255

0.001
0.031
1.456

16/255  32/255  64/255

0.002 0.003 0.007
0.063 0.125 0.251
2.706 4.818 8512

capture such small or subtle perturbations effectively. For
instance, evaluating the detection methods on L, PGD
attacks on the CIFAR-10 ResNet at ¢ = 64/255, we
obtained the following AUC: 0.59 (PASA), 0.55 (FS),
MagNet (0.51), U-LOO (0.52), TWS (0.38).

Other attacks beyond the L,, attack (e.g., patch attacks)
modify only a specific part of an image by adding a patch,
so directly applying PASA and observing the difference in
prediction and attribution does not work. However, such
attacks still perform significant modifications to hidden
feature maps that produce changes in model prediction.
Our future work will focus on utilizing noise-based ap-
proaches on hidden-activations in detecting other evasion
attacks of L1, Ly norms, and patch attacks.

PASA also has a noticeable drop in performance with
images of lower resolution like MNIST. This is because
the granularity at which IG attributes importance to in-
dividual features in MNIST is smaller and hence, it has
lower sensitivity to noise, the quality utilized by PASA in
detection.

Like other noise-based approaches [28], [46], our
noise parameter needs to be determined empirically. This
means that the effectiveness of the method can depend
on the specific dataset and problem at hand. Selecting the
optimal noise parameter requires experimentation, which
could be time-consuming before deployment. However,
we have demonstrated through different datasets and net-
work architectures that once the optimal noise value is
discovered, PASA can be generalized across datasets for
lightweight detection of attacks.

9. Conclusion

In this paper, we propose PASA, a lightweight attack-
agnostic, unsupervised method for detecting adversarial
samples. We use noise as a probing tool to measure the
sensitivity of model prediction and feature attribution.
We learn thresholds of sensitivity scores from benign
samples and utilize them for detection. PASA outperforms
existing statistical unsupervised detectors in classifying
adversarial samples on the updated CIC-IDS2017, CIFAR-
10, CIFAR-100, and ImageNet datasets. PASA displays
robust performance in detecting adversarial samples even
when an adversary has full knowledge of the detector. We
aim to extend the scope of our approach in future studies,
particularly to detect adversarial attacks of the Ly and
L, norm and physically realizable patch-based attacks,
and improve the security of diverse systems that use deep
learning models.
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A. Datasets

1. MNIST [34]: MNIST is a handwritten digit dataset
with digits from 0 to 9 in 10 classes with 60000 train
images and 10000 test images. Each image in the dataset
is a grayscale image with a size of 28x28. We use the
PyTorch torch-vision MNIST dataset for our evaluation.

2. CIFAR-10 [31]: The CIFAR-10 dataset consists
of 32x32 three-channel images in 10 classes with 6000
images per class. There are 50,000 training images and
10,000 test images. The images belong to different real-
life objects like airplanes, cars, birds, cats, dogs, frogs,
and trucks. We use the PyTorch torch-vision CIFAR-10
dataset for our evaluation.

3. CIFAR-100 [31]: This dataset is similar to CIFAR-
10, but it has 100 classes containing 600 images each.
There are 500 training images and 100 testing images per
class. We use the PyTorch torch-vision CIFAR-10 dataset
for our evaluation.

4. ImageNet [17]: ImageNet consists of 1000 classes
of high-dimensional real-life RGB images. We use the
open-source ImageNet subset available on Kaggle [29]. It
consists of 25000 images on the train set and 3000 images
on the validation set.

5. Updated CIC-IDS2017 dataset [18]: The CIC-
IDS2017 dataset [50] is a popular dataset for evaluating
intrusion detection systems (IDSs) in network security.
This dataset was created by the Canadian Institute for
Cybersecurity (CIC) and consists of network traffic data
collected in a controlled environment. However, a re-
cent study [18] demonstrated problems with the feature
extraction and labeling of this dataset, and provided an
improved version of the dataset>. We utilize this updated
version of CIC-IDS2017 to perform analysis on network
intrusion detection. Unlike image data, preprocessing is
required for the security dataset available in CSV format.

2. https://intrusion-detection.distrinet-research.be/WTMC2021/
Dataset/dataset.zip
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The dataset consists of potentially incorrect values and
varying formats, which necessitate preprocessing steps.
We transform the categorical features into binary features
using one-hot encoding and scale the values within the
range of [0, 1] using min-max normalization. Since the
goal of adversarial attack on network dataset is to classify
malicious traffic flow to benign, we transform the class
labels to binary classes (0 for normal traffic and 1 for
attack traffic).

B. Target models

B.1. LeNet [34]

Lenet is one of the earliest convolutional neural net-
work architectures originally designed for handwritten
digit recognition. LeNet consists of a series of convolu-
tional and pooling layers followed by a fully connected
layer and output layer for classification. We applied LeNet
architecture, as demonstrated in Table 10, for MNIST
classification. The model was trained with a learning rate
of 0.001 for 60 epochs using a batch size of 64 and the
Adam optimizer. We obtained an accuracy of 98.17% on
the test set.

TABLE 10: MNIST model architecture

# Layer Description

1 Conv2D+ReLU 6 filters, Kernel size = (5,5), Stride = (1,1)
2 MaxPooling Kernel size = 2, Stride = 2, Padding = 0

3 Conv2D+ReLU 16 filters, Kernel size = (5,5), Stride = (1,1)
4  MaxPooling Kernel size = 2, Stride = 2, Padding = 0

5  Dense+ReLLU 256 units

6  Dense+ReLLU 120 units

7  Dense+Softmax 84 units

B.2. VGG [54]

VGG networks are also convolutional neural networks
with deeper stacking of convolutional layers than LeNet.
It consists of a series of convolutional neural networks
followed by pooling and fully connected layers. Table 11
summarizes the architecture used for CIFAR-10 classi-
fication. The model was trained with a learning rate of
0.001 for 100 epochs using a batch size of 64 and the
SGD optimizer with momentum of 0.9 and weight decay
of 5e-4. We obtained an accuracy of 84.91% on the test
set.

B.3. ResNet [25]

ResNet, short for “Residual Networks,” is a deep
convolutional neural network. The distinguishing charac-
teristic of ResNet is the use of residual blocks. A residual
block consists of a “shortcut” or “skip connection” that
bypasses one or more convolutional layers. This shortcut
allows the network to learn residual functions, the dif-
ference between the desired output and the actual output
of the layer. This skip connection enables the training
of extremely deep networks without the vanishing gra-
dient problem. We used ResNet for CIFAR-10, CIFAR-
100, and ImageNet datasets. Depending on the depth of


https://intrusion-detection.distrinet-research.be/WTMC2021/Dataset/dataset.zip
https://intrusion-detection.distrinet-research.be/WTMC2021/Dataset/dataset.zip

TABLE 11: CIFAR-10 VGG16 Architecture

# Layer Description
1 Conv2d+ReLU 64 filters, Kernel size = (3, 3) size, Stride=(1,1), Padding = (1,1)
2 Conv2d+ReLU 64 filters, Kernel size = (3, 3) size, Stride=(1,1), Padding = (1,1)
3 MaxPooling Kernel size = 2, Stride =2, Padding = 0
4 Conv2d+ReLU 128 filters, Kernel size = (3, 3) size, Stride=(1,1), Padding = (1,1)
5 Conv2d+ReLU 128 filters, Kernel size = (3, 3) size, Stride=(1,1), Padding = (1,1)
6 MaxPooling Kernel size = 2, Stride =2, Padding = 0
7 Conv2d+ReLU 256 filters, Kernel size = (3, 3) size, Stride=(1,1), Padding = (1,1)
8 Conv2d+ReLU 256 filters, Kernel size = (3, 3) size, Stride=(1,1), Padding = (1,1)
9 Conv2d+ReLU 256 filters, Kernel size = (3, 3) size, Stride=(1,1), Padding = (1,1)
10 MaxPooling Kernel size = 2, Stride =2, Padding = 0
11 Conv2d+ReLLU 512 filters, Kernel size = (3, 3) size, Stride=(1,1), Padding = (1,1)
12 Conv2d+ReLU 512 filters, Kernel size = (3, 3) size, Stride=(1,1), Padding = (1,1)
13 Conv2d+ReLU 512 filters, Kernel size = (3, 3) size, Stride=(1,1), Padding = (1,1)
14 MaxPooling Kernel size = 2, Stride =2, Padding = 0
15 Conv2d+ReLU 512 filters, Kernel size = (3, 3) size, Stride=(1,1), Padding = (1,1)
16  Conv2d+ReLU 512 filters, Kernel size = (3, 3) size, Stride=(1,1), Padding = (1,1)
17 Conv2d+ReLU 512 filters, Kernel size = (3, 3) size, Stride=(1,1), Padding = (1,1)
18  MaxPooling Kernel size = 2, Stride =2, Padding = 0
19 Average Pooling  Kerne size = 1, Stride = 1, Padding = 0
20  Dense+Softmax 512 units
TABLE 12: Datasets and DNN Architectures.
Dataset Number of classes  Test Accuracy Architecture
MNIST 10 98.17% LeNet [34]
CIFAR-10 10 92.5% ResNet [25]
CIFAR-10 10 84.91% VGG [54]
CIFAR-100 100 64.43% ResNet [25]
ImageNet 1000 76.13% ResNet [25]
ImageNet 1000 70.1% MobileNet [48]
CIC-IDS2017 2 80.18% MLP [47]

the network, ResNet is further represented in variants
like ResNet-18, ResNet-50, ResNet-56, ResNet-152. For
CIFAR-100, we used a pre-trained ResNet56 model from
PyTorch [25]. It achieved 64.43% accuracy on the test set.
For CIFAR-10, we trained ResNet18 [25] models, which
achieved 92.5% accuracy on the test set. For ImageNet,
we used a pre-trained Resnet50 [25] model from the Torch
library, which achieved 76.13% accuracy on the test set.

B.4. MobileNet [48]

MobileNet is a family of network architectures de-
signed for efficient deep learning on mobile and embedded
devices by minimizing computational and memory re-
sources. We use the MobileNetV2 model available in Py-
Torch. MobileNetV2 introduces “inverted residuals™ lay-
ers, which consist of bottleneck layers, shortcut connec-
tions, and linear bottlenecks. Each inverted residual block
includes an expansion layer, which increases the number
of channels before the depth-wise separable convolution.
MobileNet relies on depth-wise separable convolution,
which reduces the computational cost by separating the
convolution process into depth-wise and point-wise con-
volutions. For ImageNet, we used a pre-trained MobileNet
[48] from Torch library, which achieved 70.1% accuracy
on the test set.

We summarize the dataset, architecture, and their per-
formance on the test in Table 12.

B.5. Network Intrusion Detection

Similar to prior works [18], we use a Multi-Layer
Perceptron (MLP) network as an intrusion detector. It
consists of 2 hidden layers of 64 neurons and a softmax
output layer with 2 neurons. Each neuron in the hidden
layer uses ReLU activation. We train the model for 1000
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epochs using the Adam optimizer, and the learning rate
of 0.01.

C. Adversarial attack

Fast Gradient Sign Attack (FGSM) [22]: FGSM is
a computationally efficient method for finding adversarial
examples. It assumes a linear approximation of the net-
work loss function and finds a perturbation by increasing
the local linear approximation of the loss. The perturbation
for an FGSM attack against a network with loss J and
parameters 6, for test sample x, and with true label y is
given by:

0 = exsign(V,J(0,x,y)) (15)

The strength of the perturbation for each dimen-
sion of the input is controlled by e¢. We use ¢ €
[8/255,16/255,32/255,64/255].

Basic Iterative Method (BIM) [33]: BIM is an itera-
tive version of FGSM where the perturbation is computed
multiple times with small steps. The pixel values of the
resulting adversarial image are clipped to ensure they lie
within the L., € neighborhood of the original input image.

X5 =X, + Clipg (osign(V, J(6,%,,y))  (16)

Here, 0 < o < € controls the m'" iteration step size.

We use € € [8/255,16/255,32/255,64/255] with «
€/10 and a fixed number of iterations (m) as 10.

Projected Gradient Descent (PGD) [40]: PGD is
also an iterative method similar to BIM; however, unlike
BIM, a PGD attack starts from a random perturbation in
the L ball around the input sample.

X" =x,_1 —clip_(a sign(VaJ(8,%,—1,y)) (A7)

We use € € [8/255,16/255,32/255,64/255] with
a = ¢/10 and attack steps as c* < where c is a constant.
We use ¢ = 4, so we apply an attack step of 40 for PGD
attack across different e.

Auto Projected Gradient Descent (Auto-PGD) [14]:
Auto-PGD attack is gradient-based adversarial attack
that builds upon the Projected Gradient Descent (PGD)
metohd. It aims to automate the process of finding ef-
fective attack parameters, reducing the need for manual
tuning of step size and other hyperparameters. Auto-PGD
uses an alternative loss function for better performance
against defenses that might attempt to mask gradients.
We use the Auto-PGD implementation available in Ad-
versarial Robustness Toolbox (ART) [42]. An € = 0.15 is
considered a relatively moderate to strong attack strength,
which we choose in this paper.

Carlini and Wagner (CW) [12]: CW attacks com-
prise a range of attacks that follow an optimization frame-
work similar to L-BFGS [61]. However, it replaces the loss
function with an optimization problem involving logits
(Z(.)) instead of the model prediction.

g(x) = maz(max i # tZ(x');) — Z(x');, —k)  (18)

Here, k encourages the optimizer to find an adversarial
example with high confidence. For L., CW attack, we
use € = (.15, 400 iterations, and zero confidence settings.
We use a learning rate of 0.01 for the step size of the
optimization.



TABLE 13: Evaluation of PGD attack with steps = 100

TABLE 14: Adversarial detection performance for MNIST
and CIFAR. Here, AS represents Attribution Sensitivity,

AUC FS MagNet  U-LOO TWS PASA R . .
MNIST Before 0.90+£0.01 0954003 0994001 092+0.11  0.98+0.01 and PS represents Prediction Sen51t1v1ty. PS+AS is our
After  0.8740.02 0954003 0994099  0.90+0.08  0.97+0.02 proposed detector.
CIFAR-10 (VGG) Before 0524001 0594003 0494005 0.58+0.02  0.74+0.02
After 0324002 0584001 0484003 0.11+002  0.75+0.02
MNIST | CIFAR-10 (ResNet) | CIFAR-10 (VGG)
CIFAR-10 (ResNet) Before 0254001 0574004 0.624001 0.14+001  0.83+0.03
After  024+0.01  0.56+0.04 064001 0.14+£001 083002 Type Strength PS AS PS+AS | PS AS PS+AS | PS AS  PS+AS
CIFAR-100 Before  0.6740.03 0564003 0.6340.03 0.61+001  0.60+0.02 FGSM  8/255 097 084 097 | 077 087 088 | 054 055 062
After  0.684+0.02 0554002  0.60+0.03  0.67+0.02  0.58+0.03 16/255 098 085 098 | 096 097 099 | 067 051 071
ImageNet (MobileNet) ~ Before  0.25+0.02  0.51+£0.01 0594001 0524001  0.98+0.02 32/255 098  0.86 0.98 0.99  0.99 0.99 0.87  0.69 0.87
After 0284002 0494002 0514001  0.50+0.02  0.97+0.01 64/255 099 085 098 | 098 099 099 | 094 089 094
ImageNet (ResNet) Before  0.29+0.01  0.514£0.01  0.59£0.01  0.57£0.02  0.97+0.01 PGD 8/255 098 0.85 0.98 0.13  0.88 0.85 0.51 0.57 0.61
After 0274002 0494001  0.59+001  0.59+0.02  0.96+0.01 16/255 098 087 097 | 030 094 092 | 058 051 06l
32/255 098 089 098 | 022 097 097 | 074 051 0.73
64/255 098 089 098 | 008 098 098 |08 081 090
i i BIM 8/255 056 046 058 | 009 083 077 | 049 054 058
D. Implementatlon Of various detectors 16/255 055 047 052 | 009 08 084 | 052 053 059
32/255 051 042 053 | 016 094 093 | 055 047 060
. . 64/255 054 039 054 | 016 097 098 | 070 049 068
Feature squeezing (FS) [71]: For MNIST, we use bit
. . . cw 0.15 038 034 038 | 095 097 098 | 079 061 080
depth reduction and median filter, while for CIFAR-10, ‘ ‘
CIFAR-100, and ImageNet, we use bit depth reduction . .
’ & ’ p ’ TABLE 15: Adversarial detection performance for

median filter, and non-local means, as suggested by the
original paper.

Magnet [41]: We use the defensive architecture rec-
ommended by the original paper for CIFAR-10 and
MNIST. Since the original paper did not perform an evalu-
ation on CIFAR-100 and ImageNet, we use the defensive
architecture of CIFAR-10, which is designed for three-
channel images.

Turning a weakness into a strength (TWS) [28]: We
follow the implementation shared by the authors available
on Github®. We use Gaussian noise of ¢ = 0.01 and
o = 0.1 for CIFAR and ImageNet, as suggested in the
paper. For MNIST and CIFAR-100, we empirically picked
noise parameters (¢ = 0.01 and o = 0.1) that resulted in
maximum adversarial detection.

U-LOO [72]: For each data set, we randomly select
2000 benign samples, extract feature attribution using
the Integrated Gradient method, and compute the inter-
quartile range (IQR). IQR is the difference between the
75th percentile and the 25th percentile among all entries
of IG(z) € RY. A sample is regarded as adversarial if
the IQR is larger than the threshold learned from benign
samples.

E. Indicator of Failure: PGD at 100 steps

Following Pintor et al. [44] recommendation, we
reevaluated detection methods on PGD adversarial sam-
ples crafted with 100 iteration steps. We set the attack
parameter ¢ = 8/255. We can observe in Table 13 that
most detection methods do not have significant changes
to the detection performance when compared with prior
performance on detecting adversarial samples crafted at
steps of 40.

F. Ablation study

Our detection method combines two statistical metrics:
prediction sensitivity (PS) and attribution sensitivity (AS).
In this ablation study, we assess the individual perfor-
mance of each metric. We summarize the results in Table
14 and Table 15.

In Table 14, we can observe that the performance of
each metric is almost equivalent to the combined perfor-
mance. However, on CIFAR-10, the combination of AS

3. https://github.com/s-huu/TurningWeaknessIntoStrength
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CIFAR-100 and ImageNet. Here, AS represents Attribu-
tion Sensitivity, and PS represents Prediction Sensitivity.
PS+AS is our proposed detector.

CIFAR 100 | TmageNet (Mobilenet) | ImageNet (ResNet)
Type Strength PS AS PS+AS ‘ PS AS PS+AS ‘ PS AS PS+AS
FGSM  8/255 0.68 0.74 0.82 0.62 0.81 0.82 048  0.60 0.65
16/255 0.78  0.89 0.95 0.68 091 091 055 073 0.75
32/255 0.89 0.89 0.97 0.74 096 0.96 0.61 087 0.87
64/255 095 0.89 0.97 0.80 0.98 0.98 0.70  0.93 0.95
PGD 8/255 0.62 0.38 0.57 0.82 035 0.97 0.78 0.23 0.97
16/255 0.63 0.54 0.66 0.82 033 0.98 0.81 021 0.97
32/255 0.63 0.74 0.80 0.83 041 0.98 0.83 0.13 0.98
64/255 0.62 0.88 0.94 0.82 0.62 0.98 082 0.19 0.97
BIM 8/255 0.56 036 0.57 041  0.26 0.49 025 0.27 0.35
16/255 0.59 040 0.61 0.51 0.23 0.64 0.34  0.19 0.46
32/255 0.61 059 0.69 0.64 021 0.76 046 0.18 0.59
64/255 0.57  0.79 0.83 0.69 0.28 0.84 047 0.16 0.63
CwW 0.15 0.62 0.85 0.92 ‘ 0.81 044 0.87 ‘ 0.77 037 0.94

and PS (PS+AS) consistently outperforms AS and PS
individually. AS and PS exhibit sensitivity to different
attack types. For instance, PS is more effective at detecting
adversarial inputs generated by FGSM, while AS excels
in detecting inputs perturbed by PGD and other attacks in
CIFAR-10. Combining both metrics provides a more bal-
anced and robust detection strategy across various attack
types.

In Table 15, both attribution sensitivity and prediction
sensitivity have high detection performance in detecting
FGSM attacks. However, with PGD, BIM, and CW, in-
dividual metrics have weaker performances. The combi-
nation of AS and PS (PS+AS) consistently outperforms
the individual metrics (AS and PS). The detector’s perfor-
mance generally degrades as the strength of adversarial
attacks increases. This degradation is more pronounced
in cases where the AS and PS metrics are employed
individually, noticeable with ImageNet.


https://github.com/s-huu/TurningWeaknessIntoStrength

	Introduction
	Background and Related Work
	Motivation
	Methodology
	Threat model
	Adversary goal
	Adversary capabilities
	Adversary knowledge

	Proposed design

	Experiment and Evaluation
	Experiment Setup
	Datasets
	Target networks
	Attacks

	Evaluation
	Baselines
	Performance evaluation


	Results and Analysis
	Adversarial Detection Performance
	Analysis

	False positive rates of unsupervised detectors
	Ablation study
	Evaluation with adaptive attacks
	Analysis


	Application On Security Dataset
	Discussion
	Indicators of attack failures
	Efficient Lightweight detection
	On explanation methods and their explanation fragility
	Utilizing latent representations
	Limitations

	Conclusion
	References
	 A: Datasets
	 B: Target models
	LeNet lecun1998gradient
	VGG simonyan2014very
	ResNet he2016deep
	MobileNet sandler2018mobilenetv2
	Network Intrusion Detection

	 C: Adversarial attack
	 D: Implementation of various detectors
	 E: Indicator of Failure: PGD at 100 steps
	 F: Ablation study

