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A Systematic Construction Approach for All 4 x 4 Involutory
MDS Matrices
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Abstract

Maximum distance separable (MDS) matrices play a crucial role not only in coding
theory but also in the design of block ciphers and hash functions. Of particular inter-
est are involutory MDS matrices, which facilitate the use of a single circuit for both
encryption and decryption in hardware implementations. In this article, we present
several characterizations of involutory MDS matrices of even order. Additionally, we
introduce a new matrix form for obtaining all involutory MDS matrices of even order
and compare it with other matrix forms available in the literature. We then propose a
technique to systematically construct all 4 x 4 involutory MDS matrices over a finite
field Fom. This method significantly reduces the search space by focusing on involu-
tory MDS class representative matrices, leading to the generation of all such matrices
within a substantially smaller set compared to considering all 4 x4 involutory matrices.
Specifically, our approach involves searching for these representative matrices within a
set of cardinality (2™ —1)5. Through this method, we provide an explicit enumeration
of the total number of 4 x 4 involutory MDS matrices over Fom for m = 3,4,...,8.

Keywords: Diffusion Layer, MDS matrix, Involutory matrix, Finite field

1 Introduction

The concepts of confusion and diffusion [19] play a crucial role in the design of symmetric
key cryptographic primitives. In general, the linear transformation is used to achieve the
diffusion property, which can be represented as a matrix. Additionally, it is common prac-
tice to include maximum distance separable (MDS) matrices in the linear transformations
to achieve optimal diffusion. One application is in the MixColumns operation of AES [1].
Moreover, MDS matrices find extensive application in numerous other cryptographic prim-
itives, including stream ciphers such as MUGI [22] and hash functions like Maelstrom [2],
Grgstl [3], and PHOTON [4]. Consequently, the efficacy of MDS matrices within diffu-
sion layers is widely acknowledged, leading to the proposal of various techniques for their
design.

Generally, three techniques are employed for generating MDS matrices. The first
technique, referred to as direct construction, utilizes algebraic methods to produce an
MDS matrix of any order without the necessity of search procedures. The second method
involves search-based construction. The third approach integrates the strategies mentioned
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above into a hybrid methodology. Direct constructions typically derive from Cauchy and
Vandermonde matrices, along with their extensions. Examples from the literature include
references [5, 6, 10, 14, 15].

Although direct construction methods allow for the possibility of obtaining MDS ma-
trices of any order, there is no assurance of achieving a matrix with the most efficient
hardware area, even for smaller sizes. The second technique, referred to as the search-
based technique, is currently the only method that can give us the best possible MDS
matrix in terms of area. Nevertheless, this methodology is only viable in situations where
the field size is not too large and the matrix size is small. When it comes to search
techniques, there are different matrix structures to consider. These include circulant, left-
circulant, Hadamard, and Toeplitz matrices. A considerable amount of progress has been
made in this area, as demonstrated in [7, 11, 13, 18, 20].

In the third method, referred to as the hybrid approach, a representative MDS matrix
is usually obtained using a search method. Afterwards, this matrix is used to generate
several MDS matrices. Following a concise overview of prior research in this field, we
will now discuss the motivations of this paper. The idea of a representative matrix for
involutory MDS matrices first appeared in [8], presenting a matrix form that generates
all 3 x 3 representative involutory MDS matrices with two parameters. However, it is
worth mentioning that in that paper, the authors did not use the hybrid method involving
representative matrices. Instead, they provided an explicit form of a 3 x 3 involutory
MDS matrix over Fom, from which all 3 x 3 involutory MDS matrices can be derived by
varying the parameters over Fom with some conditions. The authors in [13] introduced
a hybrid method to effectively produce MDS matrices of size 2" x 2™. Their method
presents the GHadamard matrix, a new matrix form that may be employed to create new
(involutory) MDS matrices from a Hadamard (involutory) MDS matrix as a representative
matrix. In [16], a method was presented to produce new n x n MDS matrices that are
isomorphic to pre-existing ones. The authors in [9] demonstrate a hybrid approach for
generating all MDS matrices, which results in a search space of 29 to generate all 4 x 4
involutory MDS matrices. Whereas, according to [23], the search space for generating all
4 x 4 involutory MDS matrices amounts to 25™. Furthermore, a recent study [21] proposes
a hybrid method to generate all 4 x 4 involutory MDS matrices over Fom, reducing the
search space to (2™ — 1)® to identify all 4 x 4 representative involutory MDS matrices.

Also, it is important to note that the enumeration of all 4 x 4 involutory MDS matrices
in these papers is limited to finite fields of small order. This motivates us to explore the
theoretical aspects of effectively generating all 4 x 4 involutory MDS matrices over Fom
and reducing the search space to (2™ — 1)5. We present a hybrid method to construct all
4 x 4 involutory MDS matrices over Fom and demonstrate how our method significantly
reduces the search space. Initially, we partition the set of all 4 x 4 involutory MDS matrices
into equivalence classes and identify representative matrices for each class. Utilizing these
representative matrices, we efficiently generate all involutory MDS matrices within the
same class through direct computation. We illustrate that these involutory MDS class
representative matrices of order 4 can be found by examining only a small subset of all
4 x 4 involutory matrices over Fom.

Additionally, we provide some characterizations of involutory MDS matrices of even
order. Furthermore, we propose a new matrix form for obtaining all involutory MDS ma-
trices of even order and compare it with other matrix forms available in the literature.

The paper is structured as follows. Section 2 briefly discusses the mathematical back-
ground and notations used in the article. In Section 3, we provide some characterizations
of involutory MDS matrices of even order. Section 4 presents the theory underlying the
generation of all 4 x 4 involutory MDS matrices over Fom. The algorithm to generate all



4 x 4 involutory MDS matrices and counting all 4 x 4 involutory MDS matrices over some
finite fields is detailed in Section 5. Finally, we conclude in Section 6.

2 Mathematical Preliminaries

In this section, we discuss some definitions and mathematical preliminaries that are
important in our context. Let Fom be a finite field of order 2™, where m is a positive
integer. Let [F%,. denote the multiplicative group of the finite field Fom.

Let M be any n X n matrix over Fom and let |M| denote its determinant. A matrix D
of order n is diagonal if (D)i,j = 0 for i # j. Using d; = (D)1, i, we represent the diagonal
matrix D as Diag(di,ds,...,d,). The determinant of D is |D| = [[;", d;. Hence, D is
non-singular over Fom if and only if d; # 0 for 1 <17 < n.

In this paper, we denote the identity matrix of order n as I,. Let La, be the set of

2n X 2n matrices over Fom of type <é g), where A, B,C, D are n X n non-singular

matrices.

An MDS matrix is utilized in various cryptographic primitives as a diffusion layer. The
notion of an MDS matrix originates from coding theory, particularly from the domain of
maximum distance separable (MDS) codes. An [n,k,d] code is considered MDS if it
satisfies the singleton bound d =n — k + 1.

Theorem 1. [12, page 321] An [n,k,d] code C with generator matrix G = [I | M|, where
M is a k x (n — k) matriz, is MDS if and only if every square sub-matriz (formed from
any i rows and any i columns, for any i =1,2,... ,min{k,n —k}) of M is non-singular.

Definition 1. A matriz M of order n is said to be an MDS matriz if [I | M] is a generator
matriz of a [2n,n] MDS code.

Another way to define an MDS matrix is as follows:

Fact 1. A square matriz M is an MDS matriz if and only if every square sub-matriz of
M is non-singular.

Implementing involutory diffusion matrices is more advantageous since it enables using a
single module for both the encryption and decryption processes.

Definition 2. An involutory matrixz is a square matriz M of order n that is self-invertible,
or equivalently, satisfies M? = I,,.

One of the fundamental row operations on matrices involves multiplying a row or column
of a matrix by a non-zero scalar. The MDS property remains unchanged under such
operations. Therefore, we have the following result concerning MDS matrices.

Lemma 1. [7, Theorem 4.7] Let M be an involutory MDS matriz, then for any non-
singular diagonal matriz D, D~'MD will also be an involutory MDS matriz.

3 Construction of Involutory MDS Matrices

In this section, we explore some characterizations of involutory MDS matrices for even
orders. There exists a direct correspondence between the set of n x n nilpotent matrices
of index 2 over Fom and the set of n x m involutory matrices. It is straightforward to
demonstrate that each mapping from M — M + I, establishes a bijection between these
sets. This correspondence yields valuable insights into identifying involutory matrices.

Rather than focusing on involutory matrices directly, we can examine nilpotent ma-
trices of index 2. The relationship between involutory matrices and nilpotent matrices of
index 2 is detailed in the following proposition.



Proposition 1. Let M be an nxn involutory matriz of even order over Fom , then (M+1,)
is a nilpotent matrixz of index 2 over Fom, and its rank can be at most 5.

Proof. We have
(M +1,)* = (M?* +1,) = 0.

Thus, the index of (M + I,,) is 2. Let’s say N = M + I,,.

Next, we demonstrate that the rank of N cannot be more than 5. Let’s define the null
space and range space of N as N(N) and R(N), respectively. Consequently, rank(N) =
dim(R(N)). Let y be an arbitrary element in the set R(N). Then a vector x exists such
that y = Nz. Now, Ny = N(Nz) = N?z = 0. It means y € N(N). We now have
R(N) C N(N). It implies

dim(R(N)) < dim(N(N)). (1)

From rank-nullity theorem
dim(R(N)) + dim(N(N)) = n. (2)

(1) and (2) together imply that rank(N) = dim(R(N)) < §. Therefore, rank of N or

(M + I,,) can not be more than . O

If M is an involutory MDS matrix in Lo, !, then, the next theorem demonstrates that the
rank of M + Is, is exactly half of the order of M. Here, Io, is a 2n x 2n identity matrix.

Theorem 2. Let M be an involutory MDS matriz in Loy. Then, rank(M + Iz,) = n.

Proof. Let M = (m;;) and M + I, = N = (n;j). Then, we have

mij = {nzj if 4 ;ﬁj (3)

n;j + 1 otherwise .

According to Proposition 1, N is a nilpotent matrix of index 2 and rank(N) < 27" =n.
There are two possible outcomes: either rank(N) = n or rank(N) < n. If possible, assume
that rank(N)) # n. Then, we must have rank(N) < n. In this scenario, all n X n minors
of N are zero.

Take the n x n sub-matrix W = (w;;) obtained from N by the last n rows and the first
n columns from it. The determinant of W must be zero. It is evident from (3) that W is
also a sub-matrix of M whose determinant is zero. This is a contradiction because M is
an MDS matrix. As a result, we have rank(N) = rank(M + Ia,) = n. O

The following theorem discusses a specific form of an involutory matrix M in Loy,.

Theorem 3. Let M € Lo,. Then M is involutory if and only if M can be written as

follows:
pPC PCP
M:<C C’P>+12"’ (4)

where P and C' are n X n non-singular matrices over Fom.

. A B
' Lo, denotes the set of 2n x 2n matrices over Fom of type (C D)’ where A, B,C,D are n x n

non-singular matrices.



Proof. Suppose that M is an involutory matrix. Let M = N + I5,. So N is a nilpotent
matrix of index 2. Since M € Ly, it has the following form:

A B
M = (Cl D,> )

where A’, B, C’, and D" are n X n non-singular matrices. Then

v (At B\ _ (A B
a c’ D'+1,) \C D)’
where A=A"+1,,B=B',C=C"and D=D"+1,.

Since C' = ("’ is non-singular, we have rank(XN) > n. Furthermore, since N is a
nilpotent matrix of index 2 then its rank cannot exceed n. As a result, rank(N) = n is
required. Because of this, rows of A can be expressed as a linear combination of rows of
C. In this instance, a n x n non-singular matrix P exists such that A = PC. Similarly, a
linear combination of columns of C' can be used to write columns of D. It implies that a
non-singular matrix ) exists such that D = CQ. Then, there is

pPC B
v (&%) )
Pt I,

o In) and post-multiply by

Let O be a zero matrix of order n. Pre-multiply N by <

I, I,
< 0 o > get the following:
Pl I, I, I,
(6 o)

(o
- (o D)€ @) o)
(

O P~ 1B+CQ><n In>

C o Q!
_ (O P'BQ'+C
- \C O ‘

Given that N has the rank n, we must have P~'BQ~! + C = O either or B = PC(Q. By
substituting the value of B in (5) we get

_(PC PCQ
N‘(c CQ)'

In addition, since N is a nilpotent matrix of index 2, we have N? = 0. To put it another
way, i.e.,
<PCPC + PCQC PCPCQ + PCQCQ> _0
CPC+CQC CPCQ+CQRCQ '

Comparing both sides, we obtain the following:
PCPC+PCQC =0 = PC(P+Q)C=0 = P=Q.

When @ is substituted in (5), we have M in desired form as follows:

PC PCP
MZ(C CP)“Q”'



Conversely, if M has the following form:

PC PCP
M_<C C,P>+Ign.

We have
2
92 (PC PCP
M = < C CP +IQn

PCPC + PCPC PCPCP + PCPCP> iy
2n

2 _
= M= < CPC+CPC  CPCP+CPCP

= M?=1,.

Therefore, if M is in the form of (4), then M is involutory. This completes the proof.
O

Since each sub-matrix of an MDS matrix is non-singular, according to Theorem 3, we
can find all involutory MDS matrices of even order 2n by iterating over the entries of the
matrices P and C of order n. Consequently, the search space for finding all involutory
MDS matrices of even order 2n is reduced to 22"“™ over the field Fom. Next, we will explore
the relationship between our proposed matrix form and other matrix forms available in
the literature for finding all involutory MDS matrices of even order.

3.1 Relation to the Matrix Forms available in the literature

In [23], the authors propose a matrix form to find all involutory MDS matrices of even
order over Fom. The proposed matrix form is given by:

Ay As

M = AN, + A2) AF'AL A,

where A1 and A are non-singular matrices over Fom. Comparing our proposed matrix
form given in (4), we have

PC+ I, = Ay, PCP = A,
C=A' I, + A%, CP+1,=A'A 1A,
Note that since M is MDS, we have Ay (I, + A?) is non-singular. Therefore, (I,, + A?)

must also be non-singular. Now, (I, + A?) = (I,, + A;)?, implying that (I,, + A;) is also
non-singular. Therefore, from the above equations, we can derive that

P = (I, + A) "' Ay and C = A; 1 (I, + A?).

The proposed matrix form in [17] for generating all involutory MDS matrices of even order
over Fom is given by:

A (In+ AAST

M=1a, At |

where A; and As are non-singular matrices over Fom. Comparing our proposed matrix
form given in (4), we have

PC+1I,=4;, PCP=(I,+ A})A;!
C = As, CP +1, = A3 A1 A7
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Note that since M is MDS, As is non-singular. Additionally, since (I,, + A%)Agl is
non-singular and (I, + A%) = (I, + A1)?, implying that (I,, + A;) is also non-singular.
Therefore, from the above equations, we can derive that

P =(I,+ A1) A3! and C = A4;.

4 Construction of 4 x 4 Involutory MDS Matrices

This section introduces a hybrid technique for generating all 4 x4 involutory MDS matrices

over Fom. There are (27)'6 matrices of order 4 x 4 over Fom in existence, of which
((2™)* = 1)((2™)* —2m)((2™)* — (2)2)((2™)* — (2™)3) are non-singular. It is not easy to
filter out all 4 x 4 involutory MDS matrices from the collection of all 4 x 4 non-singular
matrices. By resolving a small set of non-linear equations over Fom, the authors in [8]
propose a matrix form to generate all 3 x 3 involutory MDS matrices over Fom. However,
it is not simple to generalize the concept of [8] for orders of 4 x 4 or greater.

For a brute force search for involutory MDS matrices over Fom, the search space is the
entire set of non-singular matrices over Fom. Some obvious checks may be imposed on the
structure of the matrix for MDS search, such as choosing the entries of the matrices to be
non-zero. However, this would not result in a significant reduction in the space and search
time. Another idea for refining the search is to search over involutory matrices only. This
would provide a good amount of reduction in search space but still offers a fairly large
search space even for smaller matrix dimensions. For this purpose, we utilize a systematic
construction that yields a search space much smaller than the set of all involutory matrices
over Fom.

The main goal of our suggested approach is to first locate all involutory MDS class
representative matrices of order 4 through search and then to obtain all 4 x 4 involutory
MDS matrices by multiplying a non-singular diagonal matrix and its inverse with these
involutory MDS class representative matrices.

Let M4 denote the matrix space containing all 4 x 4 involutory MDS matrices. Accord-
ing to Lemma 1, if M € My, then for any non-singular diagonal matrix D, D~'MD € M.
Now, let’s define an equivalence relation on My, such that matrices M and M’ are re-
lated if there exists an invertible diagonal matrix D = Diag(1, b, ba, b3) over F5,, such that
M = D7'M'D. Thus, for M € My, if M denotes the equivalence class of M, all the matri-
ces in M can be obtained by D~'M D, varying the diagonal matrices D = Diag(1, by, b, b3)
over F3,,.

To find the class representative matrices of all 4 x 4 involutory MDS matrices over
5., we define the matrix form R as follows:

PC PCP
R-(C CP>+I4, (6)

where I is a 4 x 4 identity matrix, and P and C' are the 2 x 2 matrices given by

_ (pg+T p _(d+1 d
C_C( q 1) P‘( d d+1>’

where p, q,r,c,d € F5,..

It can be observed that the sum of any rows or columns of P is 1. Additionally, the
2 x 2 non-singular matrices C' and P over F3,, define the matrix form R mentioned above
for determining all involutory MDS class representative matrices of order 4. Consequently,
by searching within this reduced subset of all 4 x 4 involutory matrices, the search space



is now constrained to (2™ — 1)°.

Let R4 be the matrix space containing all representative involutory matrices of the equiv-
alence classes. Thus, we can write the set My of all 4 x 4 involutory MDS matrices as
follows:

My= |J {D7'RD: D =Diag(1,b1,by,bs), where by, by, b3 € Fsm}.

RERy
R is MDS

We can associate elements of R4 with the tuple (p,q,r, ¢, d) because Ry consists of

five variables: p,q,r ¢, and d in F5,.. Now, let’s demonstrate that two different tuples
correspond to two different elements of R 4.

Proposition 2. The cardinality of the set Ry is (2™ — 1),

Proof. Consider the two tuples, (p1,q1,71,¢1,d1) and (p2, g2, 72, c2,d2), which are linked
to the same elements R € Ry4. Let P, P, C1,Co as

Cr:q<mm+r1pv7afzw<mw+w2pﬂ

¢ 1 P 1
. di+1 dy . do+1 do
Pr= ( dq d1+1> and P, = < do d2—|-1>'

Now, based on the assumption, we have

PCy PCLP [P0y PCyPs
( Ci OGP >”4‘ ( Gy CaPy )”4

. <P101 P101P1> _ <P202 PQC2P2>
01 C1P1 02 C2P2
— Ci=C0Cyand C1P =CyP,
= 1 = Cg,C1P1 = C2p2,C1q1 = C2q2 and dy = da
= (p1,q1,71,¢1,d1) = (P2, G2, 72, C2, d2).

This shows that distinct elements of R4 are linked to distinct tuples. Hence |R4| =
(2m —1)5. O

In the following example, we illustrate our construction of a representative involutory MDS
matrix R of order 4 over Fou.

Example 1. Let z* + 2 + 1 be the primitive polynomial that generates Foa. Let o be a
primitive element that is a root of this polynomial. we define the matriz R as follows:

PC PCP
R_<C CP>+%

where C = ¢ (P4 trop and P = d+1 d are 2 X 2 non-singular matrices.
q 1 d d+1

(%

a® at
Letp,q,r,c,d=1, 1, a, o, a. Thus, C' = and P = 4 |- Hence, we have
a a o

11 11 9 8 14
PC:(ag‘ﬁ,CP:<a ‘f>MMPaP:<%4a >.
Qo a 1

(67 « «



We will now construct a representative involutory MDS matriz R of order 4.

P <PC PC’P>+ I

C CcP
ol o o a4
o a ot 1 '
= 4
b o 11,9
o o o« o
a2 a4 o8 ol
- o ot ot 1
a® a a2 of
« a o ot

Remark 1. It is noteworthy that the authors of [23] demonstrate that the search space for
finding involutory MDS matrices of even order over Fom may be reduced to 2("”‘2)/2, which
is 2™ when n = 4. In contrast, the search space in our method is (2™ — 1)°, significantly
smaller than that in [23].

Now, we will delve into the theoretical aspects behind the proposed matrix form given
in (6). For this discussion, we require the following significant characteristics for involutory
MDS matrices.

Theorem 4. For any involutory MDS matriz M in L4 written as follows:

PC PCP

the matrices C and P have all non-zero entries.

Proof. Let M = (my;),C = (Cll 612> and P — <P11 P12>'
C21 €22 P21 P22
Since M is an MDS matrix, we can say that all the entries in C' are non-zero. Now,

consider the following sub-matrices of M:

mi2 Mg mi2  MM13 ma1  M24 ma1  M23
My = , My = , Mz = , My = .
m3z  M34 M4 M43 mgr  M34 M4l M43
These sub-matrices can be represented in terms of the elements of C' and P as follows:

M, = 0121711 + coap12  C11p11pP12 + 021]0%2 + c12p11P22 + C22P12P22
C11P12 + C12P22

6122?11 + co2p12 611]911 + c21p11P12 + C12P11P21 + C22P12D21
Cc21P11 + C22P21

<011p21 + Cc21p22  C11P12P21 + C21P12P22 + C1ap21P22 + 622p22>

C11P12 + C12P22

C11p21 + co1p22  C11p11p21 + c12p21 + c21P11P22 + C22P21P22
C21P11 + C22P21

The following are the determinants of these sub-matrices.

| M| = 012021]7%2 + 011022])%2 = p%Q det (C)
|Ms| = craca1ply + cr1c2p?; = piy det (C)
|M3| = 012621]?%2 + 0110221032 = p§2 det (C)
|Ma| = c12¢21p3; + cr1ca2p3; = pay det (C).



Given that M is an MDS matrix, all the sub-matrices My, Ms, M3 and M, are non-singular.
Therefore, p11, p12, P21, and pos must be non-zero. ]

By Theorem 4, we know that neither the matrices P nor C can have zero entries,
leading to the following result.

Corollary 1. Let R = (PCC PCCPP) + Iy be an involutory MDS matriz in Ry, where
_ (pg+r p _(d+1 d

Cc( ¢ 1) andP( d d+1 . Then, we have
1. r#pq,
2. d+# 1.

The following theorem states that we can generate only one 4 x 4 involutory MDS matrix
from a representative involutory MDS matrix of order 4 by using the non-singular diagonal
matrix D = Diag(1, b1, be, b3) over F5,...

Theorem 5. If a 4 x4 involutory MDS matriz M € [R], where [R] denotes the equivalence
class of the representative matrix R € R4, then there exists a unique diagonal matriz
D = Diag(1, by, b, b3) over Fym such that D"'RD = M.

Proof. Let M be any involutory MDS matrix of order 4 over Fom and suppose that there
exists a non-singular diagonal matrix D = Diag(1, b1, ba, b3) and a representative involu-
tory MDS matrix R € R4 such that

D7'RD = M. (7)

Since M is an involutory MDS matrix, by using Theorem 3, it can be expressed as follows:

PC PCP
M_(C CP>+%

where C, P are 2 x 2 non-singular matrices. Let C' = (CH Cl2> and P = (pn p12)‘
C21 (22 pb21 P22

We can write diagonal matrix D as B0 , Where By = 10 and By =
O B2 0 bl

<b2 O). Given that R € R4, so we can also write R as follows:

0 b3
. P C; PCiP;
h= ( 1 1P >+I4’

where C7 and P; are still undetermined.

Now since DM D~! = R, we have
By O PC PCP\ BiY O\ [(PCy PCiP e
O By c CP 1\No ByY) & ap 4
By O\ (PC PCP\ (B;y' O\ (PC; PCP
O B)\C CP o By') \o  opn

B PCB;'! BPCPB,'\ (PC; PCiP
B,CB'  BCPBy' )\ &1 op )

or,

or,

10



We have from (8)
B PCB;' = PCy
BPCPB;! = PIC\ P,
By,CPBy' = 1Py (9)
BoCBy! = ). (10)

Let C1 =c¢ <Z Zl)> Then by using (10), we obtain

s = bQCllC_l
p = b2b1_16126_1
q = bgearc!
c = bgbflcgz.

Since c11, c12, co1, and cog are elements of the sub-matrix C' of the MDS matrix M, we
can conclude that all of ¢11, ¢12, c21, and co9 are non-zero. Additionally, since b1, by, and
b3 are non-zero, we can infer that s, p, ¢, and ¢ are also non-zero. Thus, we have

baci1 b2b_1c1z>
C) = L ) 11
! <b3021 b3by tean (11)

NOW7 ‘C1| = b2b3b1_1611622 + bgbgbl_1621612 = b2b3b1_1’0|, which indicates that |C'1’ 7é 0.

s p

= where r #£ 0. Sor =pg+s = s = pg+r. Thus,

Since C is non-singular, let

q+r p

we have C7 = ¢ <p q 1> . Also, according to our proposed representative matrix form,

1
we can write the matrix P; as P, = <djl_ dj_ 1

>, where d € F5, \ {1}.
Now, from (9) and (10), we have

(BoCB;y Y 'B,CPBy Y = ¢l Py

= BiC'By'B,CPBy =C Py
= DBiPB,'=P
L 0Y (pu P12> <b2_1 0 )
= ) =P
(0 b1> (le P22 0 byt !

—1

P11 P12 by 0
— _ = P
(blpm blp22> ( 0 b31) !

~1 —1
p11by p12b; )
fr— P = _ _ . ]-2

! <b1p21b21 b1p2oby * (12)

Thus, from Equations (11) and (12), we observe that the matrices P; and C1, i.e., the
representative matrix R, can be expressed in terms of the entries of the sub-matrices C
and P of the MDS matrix M.

Now, we will determine the values b1, bs and bs of the diagonal matrix D in terms of the
entries of the sub-matrices C' and P. Since the sum of each row or column of P; is equal
to 1, we have

puiby 4 pioby =1 (13)
bip2iby ' + bipasby ! =1 (14)
puiby '+ bipaby ' =1 (15)
praby !+ bipasbs ! = 1. (16)

11



Now, from (15) and (16), we have

by = p11 + bip21 (17)
bs = p12 + b1p2a. (18)
By solving the above equations, we have b; = %. Thus, b; has been uniquely de-

termined by the terms of the entries of the sub-matrix P. We can also uniquely determine
by and b3 by substituting the value of by in (17) and (18). Thus, we have

b11pP12 p11pP12 Pp11pP12
bi =,/ ; ba = p11+p21y ; by = p12 + pazy | . (19)
b21p22 b21p22 b21p22
Now, according to Theorem 4, we have pi1, p12, p21,p22 € 5, which implies by € F5,..
If possible let bo = 0. This implies that

P11+ bip21 =0

— b1 = pi
P21
., /pubi2 _ Pu
p21pP22 P21

= p11p22 + p12p21 = 0.

This leads to a contradiction since P is non-singular. Therefore, by € F3,,. Similarly,
we can demonstrate that b3 € F%,.. Consequently, we can uniquely determine the values
b1, b2, and b3 of the diagonal matrix D. In other words, we can conclude that there exists
a unique diagonal matrix D = Diag(1, by, bz, b3) over F4,, such that D~'RD = M. O

In the following example of an involutory MDS matrix M, taken from the literature [13,
Example 4], we illustrate the representative involutory MDS matrix R and the non-singular
diagonal matrix D, which are used to create the involutory MDS matrix M.

Example 2. Let 2* + 2 + 1 be the primitive polynomial that generates Fou. Let o be a

primitive element that is a root of this polynomial. Now, consider the 4 x 4 involutory
MDS matrix M over Foa.

1 1 1 1
1 « a2 o
M g
" ol o a®
a o2 o9 1

Theorem 3 allows M to be expressed as

pPC PCP

where C and P are 2 X 2 non-singular matrices. Let C = <211 212) and P =
21 €22
<P11 p12>
p21 p22)’

ol olo atl o ot ob Ql0 o8
HereC-(ag a2)andCP—<a10 O>_<a10 0>.Then,P—<1 1).

12



From (19), we can find the unique diagonal matriz D = Diag(1, by, be, b3) as

11P12
by = PP _ /010 48 — o

Pp21p22
by = pu+bipa=a+a’=a"
by = pia+bip =a®+a’ =a'%

We will now locate a representative involutory MDS matriz R of the class, to which
the involutory MDS matriz M belongs. Theorem 3 also allows R to be expressed as

B P101 P101P1
R_<C'1 01P1>+I4.

From (11) and (12), we can find Cy and Py as follows:
~ (bacin babyled | [a® oMt ~(pubyt prbyt\  [a!? ol
G = <53621 bsbytean)  \a® b and Py = bipaiby ' bipaebzt) — \atl al?)”
Now, we get
0 af at ab a? ol

Hence, we have

6 2 3

1l « Q o

o P101 P101P1 . Oég (0% 0113 a2
R_<01 O\ P + 1y = P ot o of
« a® o 1

In [21], the authors propose a representative matrix form to generate all involutory MDS
matrices of order 4. In their representative matrix, the sum of any rows (and columns)
equals 1. In the following theorem, we prove that these conditions are also guaranteed for
our representative form.

Theorem 6. The sum of any rows (and columns) in the involutory matrix M in Lo,

written as follows:
pPC PCP
M = ( c  op > + Ioy

is equal to 1 if and only if the sum of any rows (and columns) of P is equal to 1.

pPC PCP
¢ CP

(and columns) in M equals 1. Let J be a n-dimensional column vector with all entries 1.

v()-(
= oem()=()
- (-9
() 0-6)

13
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where O is the n-dimensional zero-column vector. Similar to this, we have

(T g7 (PCC PCCPP> _ (0" on).

The matrix equations above lead us to the conclusion that

(PC+PCP)J =0
= ([, +P)J=0 [since P and C are non-singular matrices]
= PJ=J

Likewise, we can show that J7 P = J7. This demonstrates that the sum of any rows
(and columns) in P is equal to 1.

Conversely, suppose that the sum of any rows (and columns) in P equals 1. Then, we

have
()
= (N + Iz,) <§)

()0
|

PC PCP
¢ CpP

(5)+ (5
i) ()

(

(

(et )+ ()
- (PCJJ:PITJJ ) * G)
< ) ( > Since PJ = J]
- ()

Similarly, we can demonstrate that (J T JT) M = (JT J T). Hence, the sum of any
rows (and columns) in M equals 1. O
5 Experimental Results

This section presents our algorithm for generating all 4 x 4 involutory MDS matrices over
Fom. Now, let us consider the collection of diagonal matrices of order 4 as follows:

Dy = {Diag(1, b1, bg, b3) | b1,b2,b3 € Fym }.
We follow the steps below:

1. First, we generate all involutory MDS class representative matrices of order 4.

2. From these involutory MDS class representative matrices, we generate all 4 x 4
involutory MDS matrices.

14



Remark 2. It should be noted that while generating an involutory MDS matriz, using the
mwvolutory matrixz form R offers an additional benefit. Since R is always involutory, we
have |R| = 1. Also, we know that if entries of the inverse (here R~ = R) of a 4 x 4
non-singular matrix are non-zero, then all its 3 x 3 sub-matrices are non-singular. Thus,
we need to check only sub-matrices of R of order 1 and 2 to verify the MDS property of R.

Algorithm 1 Printing all 4 x 4 involutory MDS matrices over Fom
Input: Finite Field Fom.
Output: All Involutory MDS matrices of order 4 x 4.

1. for p,q,r,c € F5,, and d € F5,, \ {1} do

2: C(_C<pq;—7“ p) aLndP<—<d+1 d )

1 d d+1
PC PCP
3: R+ < C CP > + 1y
4: if R is not MDS then
5: continue
6: else
7 for D € D, do
8: Print matrix D'RD
9: end for
10: end if
11: end for

Now, we generate all 4 x 4 involutory MDS matrices over Fom for m = 3,4,5,6,7,8 by

searching through all involutory MDS class representative matrices over these finite fields.
The following table gives the experimental findings.
It is worth noting that in [9], the authors demonstrate a hybrid approach for generating
all MDS matrices, resulting in a search space of 29 to generate all 4 x 4 involutory MDS
matrices. In another paper [23], the search space for generating all 4 X 4 involutory MDS
matrices is 2%™. Additionally, a recent study [21] proposes a hybrid method to generate
all 4 x 4 involutory MDS matrices over Fam, reducing the search space to (2™ — 1)8 to
identify all 4 x 4 representative involutory MDS matrices. However, the enumeration of
all 4 x 4 involutory MDS matrices in these papers is limited to finite fields of small order;
specifically, they can find the count Fom for m < 4. In contrast, in our proposed method,
the search space for finding all representative matrices is (2 — 1)°. Consequently, we
can explicitly enumerate the total number of 4 x 4 involutory MDS matrices over Fom for
m=3,4,...,8.

Finite Field | Number of class representatives | Choices for D Total Count
Fos 48 73 73 x 48
Fos 71856 153 153 x 71856
Fos 10188240 313 313 x 10188240
Fos 612203760 633 632 x 612203760
Fyr 26149708368 1273 1273 x 26149708368
Fos 961006331376 2553 2553 x 961006331376

Table 1: Count of all 4 x 4 involutory MDS matrices over Fom
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6 Conclusion

In this article, we have presented some characterizations of involutory MDS matrices of
even order. Our contributions include introducing a new matrix form for obtaining all in-
volutory MDS matrices of even order and comparing it with other matrix forms available
in the literature. Furthermore, we have proposed a technique to systematically construct
all 4 x4 involutory MDS matrices over a finite field Fom. This method significantly reduces
the search space by focusing on involutory MDS class representative matrices. Specifically,
our approach involves searching for these representative matrices within a set of cardinal-
ity (2™ — 1)°. Through this method, we provide an explicit enumeration of the total
number of 4 x 4 involutory MDS matrices over Fom for m = 3,4,...,8. This work may be
expanded to suggest the generation of all n x n involutory MDS matrices over Fom, where
n > 4.
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