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Abstract—We investigate the application of large language
models (LLMs), specifically GPT-4, to scenarios involving the
tradeoff between privacy and utility in tabular data. Our
approach entails prompting GPT-4 by transforming tabular
data points into textual format, followed by the inclusion of
precise sanitization instructions in a zero-shot manner. The
primary objective is to sanitize the tabular data in such a
way that it hinders existing machine learning models from
accurately inferring private features while allowing models to
accurately infer utility-related attributes. We explore various
sanitization instructions. Notably, we discover that this relatively
simple approach yields performance comparable to more complex
adversarial optimization methods used for managing privacy-
utility tradeoffs. Furthermore, while the prompts successfully
obscure private features from the detection capabilities of existing
machine learning models, we observe that this obscuration
alone does not necessarily meet a range of fairness metrics.
Nevertheless, our research indicates the potential effectiveness
of LLMs in adhering to these fairness metrics, with some of
our experimental results aligning with those achieved by well-
established adversarial optimization techniques.

Index Terms—privacy-utility tradeoff, large language models,
inference privacy, adversarial optimization, fairness.

I. INTRODUCTION

The rapid growth observed in the deep learning field can be
attributed to a range of factors, such as advancements in ar-
chitectural designs, improved convergence capabilities, and the
widespread availability of open-source models, among others.
However, the primary catalyst driving the significant growth
of deep learning is the accessibility of extensive datasets and
the continuous enhancement of computational capabilities [1]].
One specific architectural advancement has made a substantial
contribution to the effective utilization of GPUs for efficient
computational usage: the Transformer architecture [2]]. The
transformer architecture serves as the foundational framework
for numerous recent advancements, including the development
of various Large Language Models (LLMs). These LLMs have
popularized the practice of fine-tuning language models to a
much greater extent than in the past.

LLMs are characterized by their massive architecture, with
models having billions of parameter (e.g GPT-3 model with
175 billion parameters [3]]). Training these models involves
working with extensive datasets that tap into a wide array
of information from diverse data sources. By capitalizing
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on insights derived from these varied sources, LLMs have
a tendency to amass a comprehensive range of knowledge,
rendering them highly adaptable to a diverse array of tasks.
Therefore, they have found application across various domains,
including applications in sentiment analysis, text generation,
code generation, multimodal tasks, and more. They have also
proven effective in wide array of tasks in low-data scenarios
such as zero-shot and few-shot settings [3]. LLMs have not
only demonstrated their effectiveness in handling unstructured
data but have also exhibited remarkable performance when
applied to structural tabular datasets within zero-shot and few-
shot settings [4].

LLMs pose a significant challenge when it comes to preserv-
ing privacy. One of the primary concerns is their inadvertent
potential to reveal information about the training data [5]]. This
vulnerability implies that malicious individuals could poten-
tially access the training data, which may contain sensitive
information, leading to privacy breaches. Additionally, LLMs
have made substantial advancements in their ability to draw
inferences, potentially allowing them to deduce various per-
sonal attributes of users. [6] demonstrate how large language
models can deduce sensitive information from users during the
inference phase. Therefore, privacy issues regarding LLMs go
beyond just extracting training data; they also involve privacy
violations due to LLMs’ powerful inference capabilities.

Several studies [7], [8] have proposed methods, to protect
LLMs from revealing their training data. These methods
focus on modifying the model’s parameters using different
techniques to enhance privacy. However, as of our current
knowledge, there hasn’t been prior research exploring whether
LLMs can effectively be used to safeguard user privacy con-
cerning their ability to make inferences. Therefore, our paper
shifts its focus towards investigating the potential of LLMs
to leverage their inference abilities and statistical insights to
maintain user privacy, especially when dealing with tabular
datasets. Our main objective is to use LLMs, especially GPT-
4, to sanitize datasets in a way that hinders the extraction
of sensitive user information while still retaining the ability
to extract useful features. To the best of our knowledge, this
study represents the first attempt to explore how LLMs can
be employed to enhance the privacy of tabular datasets while
preserving their usefulness.



1l.Prompt Template

I. Tabular data (dummy example of adult dataset) R e e Q
—‘ 1

age | workclass occupation income | gender : Some information about me: ' omy Income category can be correctly 1 :
19 | Local-gov Adm-clerical | <=50K | Female | 1.Translate Age: 47 . ! inferred, but my Gender cannot be E 3.aGPT4 (P1) |
45 Private Sales <=50K Male | to text oscsiiiate i\ correctly inferred. (P1) ] or :

I I::::::::::::::::::::::::::=| ‘
| Occupation: Craft-repair ! my Income category can be correctly 1 :
47 Private Craft-repair >50K Male : | inferred, irrespective of my Gender (to ! 3.b GPT4 (P2) |
L ' ) |4 2.Suffix With this information it is easy to infer ' fulfll fairness metrics). (P2) ! |
I 2a.With | o T e '
| [ L. | My Income: Greater than 50000 1 | For the continuous variables (Age, ...) !
- Supervision . go/1ars. Gender: Male 4 — [
______________________________ I s e . __________Y| make distortion as per your best |
: : : % e 1 | Jjudgement. For the categorical 3 a |
1 . . 1 | 2b. Without ! My Income and Gender. '| features, I will provide you with a list of -(cont.) |
] 51, private, ..., Adm-clerical : | Supervision ! ! | categories that can be used. |
: 1 | -  r=====--mmmmmmmmmmmm---e-oms Options for Workclass: {all categories} :
: GPT-4 (|_|_M) : : 3.Sanitization Update or distort the variables Age, @ ) ) |
| | | Instruction Workclass, ..., Occupation’ such that Options for Occupation: {all categories} |
| 1 | |
: @ I | Now, output all the 13 updatedy/distorted values by separating them in commas as in 4'0‘""“} :
| 1 : csv files in this order: Age, Workclass, ..., Occupation. Don't output anything else F°"“att.'“9 |
: 1ll.Sanitized data : | except these values. Instruction |
1 ] |

Fig. 1: Overview of the proposed data sanitization technique using GPT-4. Our approach involves initializing the GPT-4
model with a prompt that includes the conversion of tabular data points into textual format, followed by the incorporation
of sanitization instructions. Additionally, we incorporate formatting instructions into the prompt to ensure that the generated
outputs are suitable for programmatic utilization. The presented prompt above pertains to the prompt designated for Task I.

II. RELATED WORK

Within the sphere of privacy, two fundamental categories
have been established: data privacy and inference privacy
[9], [10]. Data privacy primarily focuses on preserving the
original, unaltered data in its raw state. Inference privacy deals
with the protection of sensitive information that can be derived
or deduced from the disclosed raw data, often as a consequence
of correlations. In this context, raw data denotes the initial data
collected or generated, which remains unaltered and represents
the data in its fundamental state before undergoing any form
of examination, modification, or inference.

In the broader discourse concerning privacy implications
in LLMs, a central concern revolves around the identification
of the training data. This aligns with the paradigm of data
privacy, wherein the actual raw data contains sensitive infor-
mation, and the extraction of this data poses a substantial pri-
vacy risk. [5], [11]], [12]], show diverse methods for extracting
training data from language models. To mitigate the risk of
extraction of private training data, [7]] introduce a method for
privately fine-tuning large language models using Differential
Privacy, and [8]] further demonstrate the fine-tuning of LLMs
with enhanced privacy. In a similar vein, [|13]] propose a privacy
neuron detector designed to identify neurons associated with
private information and subsequently modify these identified
privacy neurons by setting their activations to zero. Further-
more, [[14] enhance the privacy of language models through
reinforcement learning, utilizing negative similarity scores to
promote paraphrasing and reduce dependence on the original
training data. [[I5] utilize a straightforward sanitization step
aimed at mitigating privacy risks in retrieval-based language
models.

It is important to note that these methods primarily address
the issue of data privacy and do not directly tackle the core
focus of our research, which centers on inference privacy. (6]
demonstrate privacy concerns related to LLMs extend beyond

mere memorization of training data and how the improved
efficiency of LLMs in inference can be leveraged to infer pri-
vate attributes from user texts during inference. While LLMs
have predominantly focused on privacy from an unstructured
data perspective (e.g text, image, etc.), [4] show LLMs can
be utilized for classification tasks in zero-shot and few-shot
settings in tabular datasets as well. The statistical knowledge
acquired by LLMs extends beyond textual data, potentially
posing privacy risks in tabular datasets, as demonstrated by
[6], where GPT-4 is capable to infer private attributes such as
birth place, race, education level, income, and gender with a
high accuracy from the ACS Income Dataset [16] in a zero-
shot setting.

Various adversarial optimization techniques [17]-[29], have
been utilized to tackle the inherent trade-offs between safe-
guarding inference privacy and preserving data utility. These
techniques either introduce additional noise into their gen-
erator network or latent variables or employ loss functions
that achieve distortion without explicitly adding noise. They
have proven their effectiveness in thwarting Machine Learning
(ML) models from inferring sensitive attributes like race,
gender, income, and others depending on the application.
Moreover, these methods are adaptable and can be applied
to different data types, including tables, images, and text
(representations). The primary focus of these methodologies
has revolved around ensuring inference privacy, with the aim
of preventing the revelation of sensitive attributes or meeting
fairness criteria within ML models. However, as pointed out by
[29], a notable portion of this research has not thoroughly ad-
dressed the unique characteristics of the data and the requisite
post-processing steps when dealing with tabular datasets that
incorporate categorical features. They emphasize that sanitized
datasets generated through diverse privacy mechanisms often
necessitate additional post-processing efforts to restore the data
to its original format.



III. PROBLEM FORMULATION AND METHODOLOGY

Problem: Let’s consider the scenario of an external service
provider tasked with the responsibility of sanitizing a dataset to
both protect user privacy and ensure the desired utility is pre-
served. This provider has access to a raw database containing
a data vector, denoted as D, which consists of various features
represented as {dy,ds,ds, ..., d,}. The primary objective for
this provider is to sanitize the dataset D in such a way
that when users release their sanitized data, denoted as ﬁ,
it enables accurate inference of utility features, denoted as
Dy, while simultaneously making it difficult to accurately
infer private features, denoted as Dp. Initially, the dataset D
exhibits correlations with both Dy and Dp and it’s important
to note that Dy ¢ D and Dp ¢ D. Failing to properly sanitize
and releasing D publicly could lead to the accurate inference
of private features, thus compromising user privacy. In a public
domain, potential attackers might utilize various pre-trained
machine learning models to deduce private features from the
data. Therefore, it is crucial for the sanitizing function f to
be robust against multiple models to ensure effective privacy
protection. In the context of this paper, privacy is construed as
the pretrained model’s incapacity to accurately deduce private
attributes, whereas utility is characterized as the pretrained
model’s competence in accurately deducing utility attributes.

Prior research has primarily focused on adversarial opti-
mization approaches to identify an effective sanitizing function
f, or other theoretical techniques involving noise addition [30]].
In contrast, our approach explores the potential of using GPT-4
as a viable sanitizing function f.

Proposed Methodology: We now detail the methodology
for employing GPT-4 as a sanitizing function f. In this
specific context, the function f is a composite of two distinct
functions, namely p and g, expressed as f(.) = g(p(.)).
Here, p is responsible for the prompting mechanism, while
g represents the pre-trained GPT-4 model. The prompting
function p operates by taking the original tabular data point
as its input and generating a prompt. The prompting function
p encompasses several sequential steps elaborated below:

1) Translation to Text: The first phase involves convert-
ing tabular data into text. [4]] demonstrate that different
techniques for this conversion produce similar outcomes,
as long as all the information from the tabular data is
retained. Therefore, we adopt a straightforward technique
for this conversion. The exact prompt is illustrated in Fig.
where the variables {age, workclass, ..., occupation}
represent all features in vector D.

2) Suffix with Supervision: This stage involves annotating
the data D with accurate private and utility labels Dp
and Dy, respectively. This annotated information is sub-
sequently incorporated into the prompt, as depicted in
Fig. [I] In this illustration, Dp corresponds to gender,
while Dy corresponds to income.

3) Sanitization Instruction: This portion involves the addi-
tion of prompts that instruct the model to sanitize the
dataset D in order to achieve the specified objectives

related to privacy and utility. We conducted an evaluation
using two distinct prompts, namely P1 and P2. The
precise prompts are displayed in Fig.

4) Output Formatting Instruction: The final part of the
prompt entails incorporating instructions for arranging the
output in a specific sequence, ensuring that the outcome
from the GPT-4 function g aligns with our desired format
and can be seamlessly added to the database as D.

Upon completion of the function p transforming the tab-
ular data into a comprehensive prompt that encompasses
all necessary guidelines for data sanitization, the resulting
output of p is then supplied to the function g. The role of
function g is to produce the sanitized dataset, denoted as D.
In formal terms, this process is represented by the equation
D = g(p(D, Dy, Dp)), indicating the sequential application
of functions p and g to achieve the final sanitized dataset.

A. Assumptions and Threat Model

In our conceptual framework, we establish a foundational
trust relationship between the data owner and the third-party
service provider. This trust empowers the data owner to
confidently share raw data with the service provider, who
is responsible for data sanitization. Analysts or potential
attackers seeking to extract private or utility features from
the data D possess an auxiliary dataset at their disposal.
This auxiliary dataset enables them to initially train various
machine learning models that can predict the private and utility
features. After these models are trained, analysts proceed to
attempt the inference of private and utility features for the
users whose data is contained within D.

B. Existing Sanitization Mechanisms (Baselines)
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Fig. 2: ALFR and UAE-PUPET architecture

In order to evaluate the effectiveness of GPT-4 as a privacy-
preserving tool, we draw comparisons with two established
privacy mechanisms that employ adversarial optimization tech-
niques: ALFR [17], and UAE-PUPET [29]. These methods
are characterized by a generator-discriminator framework,
depicted in Fig. [2| Within this architecture, the generator is
a generative model comprising an encoder-decoder pair, while
the discriminator is made up of neural network models tasked
with classifying private and utility features. The discrimina-
tor’s role is crucial, providing the necessary loss function that
ensures the sanitized data D conceals private features while
maintaining the inferability of utility features.



For our analysis, we employ the official implementation
[31] of UAE-PUPET to produce the results presented in
our paper. In the case of ALFR, we adopt the sanitization
algorithm outlined in their paper and integrate it with the
model architecture used in UAE-PUPET to ensure consistency.
Algorithm [I] demonstrates the ALFR sanitization mechanism.
In this algorithm, f, ¢,, and ¢, correspond to functions asso-
ciated with generator, private feature classifier, utility feature
classifier networks. In parallel v, «y,,, and ,, denote the weights
of these functions, respectively. Additionally, o, Ap, and A,
are scalars utilized to prioritize specific loss components in
the final loss function L.

Algorithm 1 ALFR training algorithm

Y, Yps Yu < initialize weights
U < True
repeat R o .
D «+ f(D), Dp + cp(D), Dy <+ cu(D)
C + MSE(D, D)
lp < cross_entropy(
l, « cross_entropy(
L+ aC — Xplp + Ao
if U then
Update vy, to maximize the loss L
else
Update (7, y.) to minimize the loss L
end if
U<+ notU
until Deadline

Dr. Dp)
Dy, D U)
ly

IV. EXPERIMENTAL SETUP
A. Dataset

We conduct our experiment using the UCI Adult dataset
[32]. Our dataset selection process involved reviewing various
tabular datasets initially used for fairness studies, such as
COMPAS, Bank Marketing, Communities and Crime, Student
Performance, and German Credit Dataset, as well as others
mentioned in [4]] like Blood, Callhousing, Car, Diabetes,
Heart, and Jungle. The selection of the UCI Adult dataset
was motivated by several considerations. Firstly, we required
a dataset that encompassed a minimum of two dependent
variables capable of serving as private and utility features.
Secondly, our research objective involved the development
of machine learning models that would not be able to ac-
curately infer private features following data sanitization.
Consequently, it was imperative to have at least two dependent
variables with high initial accuracy to enable us to assess
whether there was a notable alteration in model accuracy
subsequent to data sanitization.

Furthermore, we sought a dataset with high zero-shot clas-
sification scores when utilized with LLMs, signifying that
the language model possess statistical information pertaining
to that dataset. To fulfill all these criteria, the UCI Adult
dataset emerged as the only suitable choice. Although the ACS
Income Dataset met these criteria as well, we ultimately opted
exclusively for the UCI Adult dataset due to its similar nature
and the fact that the inclusion of the ACS dataset would not
significantly diversify our experiments. In order to introduce

diversity into our research endeavors, we devised two distinct
tasks, designated as Task 1 and Task 2.

Task 1: Task 1 focuses on the UCI Adult dataset, designat-
ing Gender as the private feature and the prediction of whether
an individual’s income exceeds $50,000 as the utility feature,
similar to the work in [29]. In this task, all features apart from
the private and utility ones are classified as variables requiring
sanitization, denoted as D in our problem formulation.

Task 2: In Task 2, although the features designated for
sanitization (D) stay the same, there’s a role reversal between
the private and utility features. In this context, the private
feature is now the classification task determining whether
an individual’s income exceeds $50,000, and the Gender is
considered the utility feature. This modification is intentionally
made to demonstrate that the outcomes of our research are not
influenced by the specific selection of a feature as private or
another as utility and therefore, confirms the effectiveness of
our proposed methodology, irrespective of which variable is
designated as private or utility.

B. Performance Evaluation Metrics

To evaluate the efficacy of our sanitization mechanism, we
proceed to compute the accuracy and F1 scores for an array
of classifier models. Initially, we calculate these scores using
the dataset in its unsanitized state. Subsequently, we assess
the performance of these models after the data has undergone
sanitization. Our expectation is that the accuracy and F1
scores for the utility feature should exhibit minimal decline
in comparison to their original scores when the data remains
unsanitized. However, for the private feature, our objective is
to achieve a significant reduction in these scores.

Additionally, we employ privacy-utility tradeoff metrics
introduced in [33]. They define privacy leakage for attribute p

follows:
as follows  clp) =)

P en(p) = e (p)

Similarly, utility performance of attribute u, is defined as

follows:

(D

M, = ca(u) — ¢ (u) )
cn(u) — cr(u)

We ensure that these metrics are constrained within the
range of 0 to 1. In Eq. |1} Eq.[2} ¢, (.) represents the accuracy
of a classifier in predicting either the private feature p or the
utility feature u using raw, unsanitized data. ¢,(.) denotes the
accuracy after the sanitization process, while ¢,.(.) signifies the
accuracy associated with random guessing. A lower value of
M, indicates enhanced privacy, as it implies a closer resem-
blance to random guessing. Conversely, a higher value of M,
is preferable, signifying a lower drop in utility. It is noteworthy
that the accuracy for random guessing in predicting Income
is 0.74, while for Gender, it is 0.69 (these are unbalanced
classification problems).

Since existing adversarial optimization techniques are com-
monly applied to achieve fair representation learning, we also
investigate fairness metrics to evaluate whether our mechanism
complies with various fairness standards. We consider three



Task 1 Task 2

Privacy Models Gender (Private) Income (Utility) Income (Private) Gender (Utility)
Acc F1 Acc F1 Acc F1 Acc F1
LR 0.83.002  0.84.002  0.85.003  0.84.003 0.85.003 0.84.003 0.83.002  0.84.002
RF 0.84.002 0.84.003 0.87.002 0.85.003 0.87.002 0.85.003 0.84.002 0.84.003
No PM XGB 0.84.002  0.84.003 0.88.003 0.87.003 0.88.003 0.87.003 0.84.002  0.84.003
NN 0.83.002 0.81.002 0.85.003  0.84.003 0.85.003 0.84.003 0.83.002 0.81 002
GPT-4 (C) 0.80.002 0.78.002 0.80.003  0.80.003 0.80.003 0.80.003 0.80.002 0.78.002
Summary 0.84 002 0.84 002 0.88.003 0.87.003 0.88.003 0.87.003 0.84 002 0.84 002
LR 0.65.006  0.64.007  0.81.006 0.79.004 0.75007 0.70.005  0.81.003  0.81.009
RF 0.65.010 0.63.009 0.81 007 0.79.006 0.75.006 0.68.008 0.80.005 0.80.005
ALFR XGB 0.64.005 0.63.007 0.81.00s  0.80.005 0.72.007  0.68.009 0.80.006 0.80.007
NN 0.65.007  0.65.008 0.81.010 0.79.008 0.75.006  0.71.007  0.79.004  0.80.007
GPT-4 (C) 0.65.006 0.62. 007 0.75 005 0.75.005 0.66.008 0.67.012 0.78 007 0.75 011
Summary 0.65.006 0.65008 0.8l.006 0.80.005 0.75.006 0.71007 0.81.003  0.81.009
LR 0.67.009  0.65.008  0.79.007  0.78. 005  0.73.011  0.67.005  0.81.005  0.81.004
RF 0.67.006  0.64.011 0.80.006 0.79.006 0.74.008 0.67.006 0.81.004 0.81.006
UAE-PUPET XGB 0.66.008 0.64 010 0.78.004  0.77.004  0.72.006 0.69.009 0.82.005 0.82.003
NN 0.66.007  0.64.008  0.79.008 0.78. 008 0.71.006  0.68.009  0.81.007  0.81.008
GPT-4 (C) 0.65.008 0.60.007 0.75.006 0.75.006 0.60.009 0.62. 010 0.78.006 0.75.006
Summary 0.67.006 0.65.008 0.80.006 0.79.006 0.74.008 0.69.000 0.82905 0.82 03
LR 0.36.006 0.30.005 0.88.004 0.88.004  0.46.008 0.49 008 0.81.004 0.82 007
RF 0.65.005  0.66.007  0.79.006  0.74.005  0.63.005  0.58.010 0.81.008  0.81.006
GPT4 (P1) XGB 0.35.008 0.55 006 0.86.005 0.86.005 0.67.006 0.67.006 0.79.007 0.80.007
NN 0.47 008  0.46.005  0.79.005  0.80.005  0.47.011  0.50.009  0.79.004  0.80.005
GPT-4 (C) 0.60.007 0.61 005 0.89 004 0.89.005 0.35.013 0.39.009 0.79.006 0.78.007
Summary 0.65 o5 0.66.007 0.89 004 0.89 005 0.67 006 0.67 006 0.81.004 0.82 go7
LR 0.75.004 0.76.005 0.88.005 0.88.005 0.71.006 0.72 008 0.79.003 0.80.005
RF 0.73.004  0.74.007  0.87.007 0.87.006 0.72011  0.73.009  0.78.006  0.79.007
GPT4 (P2) XGB 0.74 008 0.75.007 0.85 005 0.86.005 0.74.011 0.75.012 0.77 007 0.78.007
NN 0.73.006 0.74 006 0.86.008  0.86.009 0.69.010 0.71.007  0.78.005 0.78.005
GPT-4 (C) 0.73.004 0.73.005 0.83.005 0.83.006 0.62 008 0.64 010 0.77 005 0.77 006
Summary 0.75.004 0.76.005 0.88.005 0.88.005 0.74 011 0.75 012 0.79.003 0.80.005

TABLE I: Accuracy and F1 scores of multiple machine learning models evaluated both before and after the application of
the sanitization mechanism. No PM denotes the scores obtained prior to the implementation of any sanitization mechanism.

fairness metrics: equalized odds, equalized opportunity, and
demographic parity. In brief, equalized odds mandates that a
classifier maintains equal true positive rates and false positive
rates across different sensitive groups. Equal opportunity, a
more relaxed version of equalized odds, is satisfied if the
classifier exhibits equal true positive rates for all sensitive
groups, without specific consideration for false positive rates.
Similarly, demographic parity, also referred to as statistical
parity, necessitates that the decision rate (the rate of predicting
the positive class) remains consistent across all groups, irre-

Prefix information about me from the year 1994 and you should
spective of the base rates of the outcome within those groups use this information to make an educated guess about my
. . . income in the year 1994 and gender. Information:
[34]. Note that, lower scores for these metrics indicate better
: Age: 47
falrness : Table to Workclass: Private
Text

C. Implementation Details

In our research, we access the GPT-4 model through Ope-

nAl’s API, SpeCiﬁcally utlhzlng the gpt-4-] 106-preview model 2:::::::“"9 Only answer two numbers with a comma in between them.
and its chat completions functionality. We utilize the default instruction  Lo2e”

system prompt. The model is currently subject to a daily token
limit of 500,000, within which our prompt equates to roughly
710 data points. Moreover, we also use GPT-4 as a zero-shot
classifier. The exact prompt used for classification tasks is
shown in Fig. 3] again with the default system prompt. The
inspiration for the prompt’s prefix comes from [6]], and as

noted in [4], varying prompts don’t significantly alter results,
provided that all necessary information is clearly conveyed
to the model. This classification prompt facilitates the use
of about 2600 data points within the 500,000-token limit.
Our reported results are based on a temperature parameter
set to 0.1, and we found that varying this parameter did not
significantly alter the core outcomes of our study.

Prompt Template (GPT-4 (C))

Let us play a guessing game. | will give you some

Occupation: Craft Repair

Do | earn more than 50000 dollars? Output 1 for Yes and 0
for No.
Guess my gender? Output 1 for Male and 0 for Female.

Classification

Fig. 3: GPT-4 zero-shot classification prompt, GPT-4 (C)

V. RESULT AND DISCUSSIONS

In this section, we present the results obtained from our
proposed methodology. We conduct a total of five indepen-



Equalized Odds - Task 1

Equalized Opportunity - Task 1

Demographic Parity - Task 1

050 0 0.40
0.45 0.35 035 No PM
0.40 ALFR
030 030
035 UAE-PUPET
030 025 025 —— GPT4 (P1)
—— GPT4 (P2)
025 020 0.20
0.20 015 015
015
0.10 0.10
0.10
0.05 0.05 0.05
0.00 X 0.00
LR RF XGB NN GPT-4 (C) LR RF XGB NN GPT-4 (C) LR RF XGB NN  GPT-4 (C)
06 Equalized Odds - Task 2 035 Equalized Opportunity - Task 2 050 Demographic Parity - Task 2
0.45 —— NoPM
030
0.5 0.40 ALFR
025 035 —— UAE-PUPET
0.4 —— GPT4 (P1)
0.20 030
—— GPT4 (P2)
03 025
015 0.20
0.2
0.10 015
0.10
o1 0.05
0.05
0 0.00 0.00
LR RF XGB NN GPT-4 (C) LR RF XGB NN GPT-4 (C) LR RF XGB NN  GPT-4 (C)

Fig. 4: Fairness metrics for Task 1 and Task 2. The X-axis represents different ML models, and the Y-axis represents the
fairness scores for those ML models, without sanitization (No PM), and after using different sanitization techniques.

dent experiments using different random seeds to calculate
the mean and standard deviations of the results. Our test
dataset comprises 1000 data points, a selection made with
consideration to the associated costs with using the Open Al
API and daily token limits. Table |If shows the mean accuracy
and F1 scores obtained by various models before and after the
implementation of the sanitization mechanism for both tasks
(standard deviation in the subscript). The Summary in each
segment, such as No PM, ALFR, etc., indicates the highest
accuracy and F1 scores achieved among the machine learn-
ing models employed, including Logistic Regression (LR),
Random Forest (RF), XGBoost (XGB), Feed Forward Neural
Network (NN), and the GPT-4 Classifier (GPT-4 (C)). The
highest scores are considered as the benchmark scores in
inferring the private and utility features.

For Task 1, the model predicts private feature with an
accuracy of 0.84 without any sanitization mechanism, and
utility feature with an accuracy of 0.88. After applying ALFR
and UAE-PUPET, the accuracy for private feature significantly
decreases to 0.65 and 0.67 respectively, while the accuracy
for utility feature remains relatively stable at 0.81 and 0.80.
Our proposed method, GPT-4 (P1) - which incorporates the
P1 prompt as shown in Fig. |I| - yields result similar to both
existing sanitization mechanisms ALFR and UAE-PUPET,
reducing the accuracy for inferring private features to 0.65. For
utility feature, it surpasses existing methods with an accuracy
of 0.89. However, our GPT-4 (P2) approach shows a higher
privacy leakage, with an accuracy of 0.75 for private feature,
yet it maintains better utility (accuracy of 0.88) than other
adversarial techniques. For Task 2, GPT-4 (P1) shows better
privacy protection and similar utility compared to existing
adversarial techniques. For a comparison of F1 scores and the
individual results of classifier models, kindly refer Table

Table showcases the performance concerning privacy
leakage (Mp) and utility performance (My). For Task 1, our

PM Task 1 Task 2
My, M, Mp M,
ALFR 0.00 050 0.07 0.80
UAE-PUPET 0.00 042 0.00 0.87
GPT-4 (P1) 0.00 1.00 0.00 0.80
GPT-4 (P2) 040 1.00 0.00 0.67

TABLE II: Privacy Leakage and Utility Performance results.

GPT-4 (P1) approach demonstrates result with no privacy leak-
age and no utility drop, surpassing the performance of existing
techniques. Conversely, GPT-4 (P2) exhibits a higher degree
of privacy leakage, although it maintains utility performance
without a drop. For Task 2, our proposed techniques exhibit
performance levels comparable to those of existing methods.

Numerous existing optimization strategies focus on sanitiz-
ing datasets to enhance fairness in current models. It’s crucial
to evaluate whether our sanitization method can similarly
promote fairness. Fig. [] depict fairness metrics for Task 1
and Task 2, respectively. Each line in these plots represent a
different sanitization mechanism, with the exception of the No
PM line, which illustrates the fairness levels of various models
before any sanitization. While the ALFR and UAE-PUPET
methods improve fairness over not using any sanitization
across all three fairness metrics, our GPT-4 (P1) mechanism
falls short in providing comparable fairness. A closer exam-
ination of Prompt (P1) reveals it doesn’t explicitly address
fairness, which might explain its relatively lower fairness per-
formance. However, it does show promise in certain scenarios,
achieving the best fairness scores with some classification
models (e.g., GPT-4 (C) for Equalized Odds and Equalized
Opportunity, RF for Demographic Parity).

Since prompt P1 didn’t include any mention of fairness, we
introduce prompt P2, which specifically instructs the GPT-4
model to take fairness into account. This prompt shows notable
improvement in Task 1 for equalized odds and equalized
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Fig. 6: Label flips for categorical variables for both tasks.

opportunity, achieving results on par with ALFR. However,
for Task 2 (also for Task 1, demographic parity metric), the
introduction of the prompt P2 does not enhance fairness, and
in many cases, the scores worsen, except for the GPT-4 (C)
classifier model, where fairness metrics are comparable to
existing techniques.

This observation suggests that while our models don’t
uniformly perform similar to existing techniques in fairness
metrics, there is potential in leveraging LLMs with new
improved LLMs in the future.

In our study, Prompt (P1) is tailored to sanitize the dataset
by reducing accuracy, while Prompt P2 is designed to improve
the fairness of the models. Consistent with their objectives, our
results indeed show that P1 offers enhanced privacy protection,
whereas P2 better addresses fairness constraints. Addition-
ally, we experimented with another prompt that combines
elements of P1 and P2, aiming to harness the strengths of
both. However, this combined prompt did not yield superior
results. The specific wording of this prompt (for Task 1)
was: My Income category can be correctly inferred, but my
Gender cannot be correctly inferred (to fulfill fairness metrics).
This phrase was intended to balance privacy protection and
fairness enhancement, but it did not lead to the anticipated
improvements in the models’ performance.

Furthermore, we try to gain further understanding of the
distortion (noise) introduced using our proposed methodology
compared to existing techniques. Therefore, we compare the

noise introduced in both existing and proposed mechanisms,
to identify any potential patterns. Fig. [3] illustrates the noise
levels in continuous variables, excluding the variables capital-
gain and capital-loss for the sake of brevity. The upper row
of the figure depicts the noise for Task 1, while the lower row
corresponds to Task 2. For continuous variables, it is observed
that the noise added by our proposed mechanisms is generally
less than that by the ALFR and UAE-PUPET methods, with
the distributions retaining similar shapes.

In the context of categorical variables, noise is quantified
as label flips — essentially assessing whether labels change
before and after the application of the sanitization mechanism.
Figures [6a] and [6b] display the counts of label flips for each
categorical variable in Task 1 and Task 2, respectively. We
note that for categorical variables, the ALFR and UAE-PUPET
methods result in fewer label flips compared to our GPT-4 (P1)
and GPT-4 (P2) approaches, where for some variables almost
all the categories are flipped.

Our research further seeks to determine whether actual
private and utility labels are necessary for effective dataset
sanitization. To explore this, we experimented with an unsu-
pervised approach, as depicted in Fig. |1} without supervision
block, where the models were not provided with actual labels
(including no range for income), to assess if they could
autonomously discern the true values and sanitize the dataset
accordingly. We find that including true label values, i.e., the
supervised approach is important.

Private feature Utility feature

Acc  Precision F1 Acc  Precision F1
Task 1 0.68 0.73 0.69 0.78 0.78 0.78
Task 2 0.69 0.59 0.62  0.60 0.61 0.60

TABLE III: GPT-4 (P1) sanitization without supervision.

Table [IT] displays the highest accuracy, precision, and F1
scores achieved across the five classification models used in
our study. While the outcomes for Task 1 were somewhat



acceptable, the results for Task 2 clearly indicate the necessity
of true labels for effective sanitization. It’s also noteworthy
that the highest accuracy for the utility feature in Task 1,
as mentioned in the table, was achieved by only a single
model. For the remaining models, there was a notable absence
of preserved information for the utility feature, underscoring
the challenges faced by unsupervised method in maintaining
utility while protecting privacy.

VI. CONCLUSION

In our study, we present an initial study of GPT-4 based
sanitization mechanism that operates without the need for
additional training, relying solely on the implementation of
specifically designed prompts. Our findings reveal that this
approach offers a level of privacy protection against vari-
ous machine learning models that is comparable to existing
techniques, despite its relative simplicity. While our method
demonstrates efficacy in privacy protection, it does not con-
sistently meet fairness constraints to the same extent as
existing methods. However, certain results within our study
do show promise, exhibiting comparable outcomes to those
of established techniques. Given the rapid advancement in
model development, we are optimistic that future iterations
of such models will further enhance the capabilities of our
proposed method, potentially addressing its current limitations
in ensuring fairness.
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