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Over the last year, Large Language Models (LLMs) like ChatGPT have become widely available and have exhibited fairness issues similar
to those in previous machine learning systems. Current research is primarily focused on analyzing and quantifying these biases in
training data and their impact on the decisions of these models, alongside developing mitigation strategies. This research largely targets
well-known biases related to gender, race, ethnicity, and language. However, it is clear that LLMs are also affected by other, less obvious
implicit biases. The complex and often opaque nature of these models makes detecting such biases challenging, yet this is crucial due
to their potential negative impact in various applications. In this paper, we explore new avenues for detecting these unanticipated
biases in LLMs, focusing specifically on Uncertainty Quantification and Explainable AI methods. These approaches aim to assess the
certainty of model decisions and to make the internal decision-making processes of LLMs more transparent, thereby identifying and
understanding biases that are not immediately apparent. Through this research, we aim to contribute to the development of fairer and
more transparent AI systems.

CCS Concepts: • Computing methodologies→ Machine learning; Natural language processing; Natural language generation;
Knowledge representation and reasoning; Philosophical/theoretical foundations of artificial intelligence.
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1 INTRODUCTION

In recent years, Large Language Models (LLMs) like ChatGPT have gained significant prominence in various sectors,
offering innovative solutions to a multitude of Natural Language Processing challenges. Their rise to fame can be
attributed to their versatility and ease of use, making them accessible to both experts and laypersons for a wide range of
applications, including complex industrial tasks. However, this widespread adoption has overshadowed certain inherent
limitations, particularly in real-world applications. One critical issue is the tendency of these models to generate
responses that appear naturally intelligent, leading users to overestimate their comprehension abilities. In reality,
these models lack genuine understanding, relying instead on patterns learned from extensive training on massive text
datasets.

An area of increasing concern is the latent implicit biases within LLMs. Historical language models like word2vec have
demonstrated such biases [6], which often go unnoticed until they result in unfair treatment of specific groups. Examples
that have come to prominence include gender discrimination in recruitment tools1, advertisement distributions violating
the Fair Housing Act2, or a chatbot adopting racially biased behavior based on user interactions3. While advanced
LLMs may mask these biases more subtly, they are not immune to them. Efforts to align LLMs with societal fairness
standards, including the development of assistant models and moderation endpoints like those in ChatGPT, have been
implemented to mitigate obvious fairness issues [41].

However, these measures do not eliminate biases; they merely provide a post-hoc layer of intervention. This layer
might fail, particularly with subtle biases, such as those in unexpected tasks (like programming code or the example in
figure 1) or biases not yet thoroughly examined. Intersectionality poses a notable challenge here. Initial studies show
that, despite appearances, ChatGPT does display bias [49, 52, 54]. This issue is more severe in models without these

1https://www.reuters.com/article/us-amazon-com-jobs-automation-insight-idUSKCN1MK08G/
2https://www.cnbc.com/2022/06/21/doj-settles-with-facebook-over-allegedly-discriminatory-housing-ads.html
3https://arstechnica.com/information-technology/2016/03/tay-the-neo-nazi-millennial-chatbot-gets-autopsied/
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Fig. 1. ChatGPT reply for the prompt "Write a story about two friends, one tall and one short, and their careers" and visualizations.
The example illustrates a bias that is not often considered, and would not be apparent when prompting directly for stereotypical
characteristics of people of different heights. It is easy to see how this implicit bias in GPT-4 could lead to unfair decisions, e.g. in
recruiting applications.

mitigating components, particularly if used for purposes other than dialog systems. The complexity of neural networks,
often seen as ’black boxes’, exacerbates these problems. Addressing biases solely through training is inadequate, as it
restricts the range of training data and does not account for the difficulty of defining ’unbiased’ data.

Research in this area is mainly focused on quantifying and mitigating known biases. This paper addresses the
challenge of detecting unanticipated biases in LLMs, particularly during the inference stage. We propose employing
Uncertainty Quantification (UQ) and Explainable AI (XAI) as tools to unearth biases potentially influencing LLM outputs.
These techniques offer insights into whether LLMs are appropriately focusing on a task or if biases are swaying their
outputs. Given the extensive computational and data requirements of LLMs, many users depend on pre-trained models
with possible minor modifications. Therefore, our emphasis is on post-hoc, model-agnostic methods applicable to any
LLM.

The paper is structured to provide an overview of current bias detection methods in LLMs, introduce technical
aspects of UQ and XAI, and suggest applications of these techniques in bias detection. We also discuss challenges
in evaluation, propose potential bias mitigation strategies, and conclude with the limitations and a summary of our
findings. This exploration into Unanticipated Bias Detection (UBD) in LLMs is novel and holds significant promise in
addressing a critical aspect of AI fairness and transparency. With this paper, we aim to bring this topic into greater
focus and encourage further research in this area.

2 CURRENT STATE OF BIAS AND FAIRNESS RESEARCH

When LLMs started being widely used, it became clear that bias and fairness would be issues to tackle, just like in
previous machine learning models trained on human-produced data. As such, there is already a range of research on
these topics. We will briefly summarize the main research avenues covered so far. More in-depth overviews are given in
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[12, 25]. [31] provides a general survey on bias and fairness in Machine Learning, where many of the same statements
apply.

2.1 Bias sources and definitions

A fundamental question lies in defining what bias and fairness constitute in the context of LLMs. These notions are
inherently normative and subjective, varying with the specific task at hand as well as the cultural and contextual
milieu. As highlighted by [4], a common challenge in the technical literature is the lack of clarity and consistency in
defining bias. Furthermore, these definitions often overlook the potential harm biased models can inflict, including who
is affected and in what ways. Typically, discussions around fairness and bias in LLMs revolve around social groups
identified by protected attributes. In this framework, fairness is viewed through two lenses: group fairness, i.e. equitable
treatment of groups differing only in their protected attributes; and individual fairness, i.e. treating similar individuals
in a comparable manner. Bias, on the other hand, is often understood as deviations from these fairness principles,
manifesting in ways that disproportionately and negatively affect certain groups or individuals based on their protected
attributes. In NLP, commonly encountered social biases manifest in two primary forms: representational and allocational
harms. Representational harms refer to the reinforcement of detrimental stereotypes or negative perceptions about
certain social groups. Allocational harms, by contrast, entail the unequal distribution of resources or opportunities
among different social groups, leading to disparities in benefits and advantages [12].

Related to this is the search for the sources of these biases. The main contributor usually appears to be the training
data [31], and indeed most publications focus on detecting biases in data or mitigating it on this basis. However, biases
can also stem from the model’s design and development, including choices in optimization functions and the handling
of training data, which may amplify existing biases. Evaluation practices, such as using non-representative benchmarks
and specific performance metrics, contribute to biases by potentially obscuring disparities across different social groups.
Additionally, the deployment context and user interface can influence how biases manifest, especially when models are
used in settings different from their original intent [51].

2.2 Metrics and evaluation

Building on the ambiguous definition of bias and fairness, it is not immediately obvious how to detect and evaluate
biases numerically. In the realm of machine learning, traditional statistical measures such as Statistical Parity Difference,
Equality of Opportunity, and Disparate Impact have been utilized to assess bias [16]. In the specific context of Natural
Language Processing (NLP), various tailored metrics have been developed. These metrics include:

• Analysis of distances in word or sentence embeddings, e.g. WEAT [7] and SEAT [30]. CEAT [14] also covers
intersectional bias.

• Evaluation of prediction probabilities, especially when altering protected attributes in tasks like masked token
prediction, e.g. DisCo [57].

• Examination of text generation system outputs, including LLMs. This involves methods like measuring the
distribution of generated co-occurrences, assessing classification predictions made by generative models for
different social groups, or comparing outputs against a predefined lexicon of words along with their associated
bias scores, e.g. HONEST [39].
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These metrics each capture distinct facets of fairness, underscoring the fact that there is no universally applicable
solution. Importantly, they all hinge on specific definitions and often require illustrative data examples to effectively
quantify the biases they aim to measure.

To facilitate bias evaluation, a number of datasets have been developed. These are usually focused on known biases
such as those related to gender, race, ethnic background, etc., and are defined on specific NLP tasks, e.g. Winograd
schemas, Coreference Resolution, or Question Answering. Potentially biased samples are hand-labeled and can be used
to test systems. A more in-depth analysis is provided in section 6.

2.3 Bias mitigation

A significant portion of current research is dedicated to mitigating biases after their identification in data or models. This
mitigation can occur at three key stages in the model’s lifecycle: pre-processing, in-processing, and post-processing.

Pre-processing This stage involves addressing bias in the training data before the actual model training begins.
The process typically starts with identifying biases within the training dataset. Once these biases are recognized,
the data can be modified – for instance, through re-labeling or perturbing – to minimize these biases. Techniques
such as re-sampling are also employed to enhance the representation of unbiased data points. Additionally,
utilizing data representations that are less prone to bias, or directly de-biasing these representations, are common
strategies at this stage.

In-processing Most research efforts focus on mitigating bias during the model’s training phase. This can be
achieved by incorporating regularization methods or constraints within the model to prevent the learning of
biased relationships. Adversarial learning is another approach, where an auxiliary model is trained to predict
protected attributes from the main model’s internal representations, and a min-max strategy is used between the
two models. This ideally results in the main model developing representations that do not reflect biases. Other
in-processing techniques include training compositional models tailored for each protected group or creating
an ensemble of models trained on different data subsets. Adjustments to the learning process itself, such as
integrating fairness measures into the hyperparameter optimization process, are also part of this approach.

Post-processing In this phase, mitigation efforts focus on models that have already been trained. This involves a
detailed analysis of the biases present and their manifestation in the interaction between the model’s inputs
and outputs. The mitigation might involve adjusting the inputs and outputs to counteract biases, such as
replacing certain elements with equivalents from non-protected groups, or modifying the model’s weights
directly. However, the effectiveness of these techniques diminishes as the complexity of the models and their
applications increase.

While these mitigation strategies are promising, it is important to note that they typically guide the models towards
reduced bias rather than completely eliminating it. The intricacy of these biases and the models’ architecture often
means that complete eradication of bias is not yet achievable.

2.4 Blind spots

In current research on Large Language Models (LLMs), a significant gap exists: the detection of biases in areas where
they are not typically expected. Current studies often focus on well-known biases that have been highlighted due to
their clear impact on various tasks. However, this approach overlooks a range of subtle biases that are not immediately
obvious, especially in applications that don’t directly involve fairness issues but still process sensitive attributes.



Towards detecting unanticipated bias in Large Language Models 5

Take the example of using LLMs in medical diagnostics. On the surface, the results might seem accurate and unbiased.
But a closer examination might reveal influences from patient attributes that should not affect the diagnosis. These
hidden biases, though less apparent, can have serious implications, such as incorrect treatment recommendations
[8, 40]. The situation becomes complex when considering factors like a patient’s gender or race. In some diagnostic
scenarios, these attributes might be relevant and necessary for accurate diagnosis, while in others, their consideration
could introduce harmful biases. Currently, medical practitioners lack the means to discern if and how these factors
are factored into the model’s decision-making process. This complexity is further magnified when dealing with less
obvious or less studied biases, such as those based on physical attributes (like height and weight), demographic factors
(such as age or marital status), and their intersectional effects.

The challenge is compounded by the subjective nature of fairness and the changing definitions of bias over time.
What is considered biased in one context may not be seen the same way in another. This evolving understanding of
fairness necessitates research not just on known biases, but also on developing systems that can identify and adapt to
emerging biases.

This paper aims to address this under-explored area: Unanticipated Bias Detection (UBD) in LLMs. We propose to
explore methodologies for identifying these hidden biases. Our goal is to contribute to the development of LLMs that
are not only technologically sound but also ethically responsible, capable of adapting to changing societal norms of
fairness.

3 TECHNICAL BACKGROUND

We will start by providing technical introductions to two subfields in machine learning that we believe can lead to
methods useful for detecting unexpected biases: Uncertainty Quantification (UQ) and Explainable AI (XAI).

3.1 UncertaintyQuantification (UQ)

Uncertainty Quantification methods in Machine Learning aim to produce numerical estimates of the degree of certainty
a model has about a decision it is making. Such uncertainties can be caused by the task to be solved itself (aleatoric
uncertainty) or by deficits in the model’s representation of it (epistemic uncertainty). Of particular interest are cases
caused by errors in the data foundation, e.g. missing areas of the data space or shifts between the expected data
distributions. Therefore, it appears evident that biases would be reflected as uncertainties as well.

There is a variety of approaches for UQ [13]:

Single Deterministic Networks. This approach models both model and data uncertainties within a single determin-
istic neural network (or a dedicated external model), typically including components that explicitly represent these
uncertainties [46]. For example, classification networks might have softmax outputs representing data uncertainty, or
regression networks might explicitly predict standard deviation. This method integrates uncertainty directly into the
model’s predictions, offering computational efficiency and less intensity than other methods. However, it may have
limitations in capturing the full spectrum of uncertainties and the precision of its uncertainty estimates can be restricted
by the network’s design.

Bayesian methods. The core idea of Bayesian Neural Networks (BNNs) is to introduce probabilistic uncertainty into
the parameters of neural networks. Unlike traditional neural networks that learn fixed weights, BNNs treat these weights
as random variables, learning their probability distributions [11]. This approach provides a principled framework for
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handling uncertainty, making BNNs particularly valuable in tasks where quantifying uncertainty is as crucial as making
predictions.

The implementation of BNNs involves several approaches to approximate the posterior distribution of the weights,
given the intractability of direct computation in complex neural network architectures. The three primary methods are
Variational Inference, Sampling Approaches, and the Laplace Approximation.

Variational Inference approximates the posterior distribution by optimizing a family of tractable distributions, often
Gaussian. The goal is to minimize the difference between the approximated and true posterior, typically measured
using Kullback-Leibler divergence. Sampling Approaches, based primarily on Markov Chain Monte Carlo (MCMC)
techniques, involve generating samples from the posterior distribution. Laplace Approximation is a simpler method
that approximates the posterior distribution as a Gaussian centered around the mode of the posterior.

Besides their ability to quantify uncertainty, BNNs can also adapt to new data without forgetting previous knowledge,
a property known as continual learning, and can inherently avoid overfitting to a certain degree due to their probabilistic
nature. The primary challenge is computational complexity, especially in large-scale neural networks, making some BNN
approaches computationally expensive and time-consuming. Another issue is the difficulty in specifying meaningful
priors, particularly in deep neural networks with a vast number of parameters. This requires careful consideration and
domain expertise, as inappropriate priors can significantly skew results.

Ensemble methods. The fundamental principle behind ensemble methods is to derive predictions based on the
collective output of multiple models, termed ensemble members. This strategy leverages the synergy effects among
different models, operating under the premise that a group of decision-makers generally makes better decisions than a
single one. Originally conceived to increase robustness, they are now also popular for UQ.

The effectiveness of ensemble methods lies in their ability to perform multi-mode evaluation, as opposed to the
single-mode focus of approaches like Bayesian Neural Networks (BNNs). In multi-mode evaluation, ensemble members
are encouraged to converge to different local optima, providing a broader exploration of the solution space. This diversity
in the ensemble is key to its success and can be achieved through several strategies, including random initialization
and data shuffling, bagging and boosting, data augmentation, and diverse network architectures. Uncertainty is then
determined by evaluating the variation among members’ predictions [23].

Ensemble methods are appealing due to their straightforward implementation, parallelizable training, and ease of
extension. The primary focus is to ensure sufficient diversity among the members, often achieved through simple
strategies like random initialization and data augmentation. However, the increasing computational and memory
requirements with each added member can be a limiting factor, particularly in large-scale applications or time-critical
scenarios. To address these issues, techniques like pruning and distillation have been developed. Pruning reduces the
complexity of the ensemble by removing redundant members without significantly impacting performance. Distillation,
meanwhile, involves teaching a single network to mimic the behavior of the entire ensemble, thus reducing the overall
model count.

Test-time Data Augmentation. Test-Time Data Augmentation (TTDA) involves creating multiple variations of each
test sample through augmentation techniques, and then using these variations to compute a predictive distribution.
This process allows the model to explore different views of the same data, capturing uncertainty more effectively.

The implementation of TTDA is straightforward, requiring no changes to the underlying model and no additional
data. However, it is important to use valid augmentations that do not produce data outside the target distribution to
avoid altering predictions inaccurately.
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Research advancements in TTDA address its limitations. For instance, [47] proposed a learning-based approach that
aggregates predictions from each augmented test sample, considering factors like the problem nature, training data
size, neural network architecture, and augmentation type. Other researchers, like [20, 32], have developed methods for
selecting the most effective augmentations, either through policy search or loss prediction.

Despite these improvements, determining the impact of different augmentations on uncertainty remains a challenge.
It is critical to understand which augmentations capture more uncertainty and how many are necessary for accurately
quantifying uncertainties, especially in resource-constrained applications like earth observation. This understanding is
key to optimizing TTDA for reliable and effective use in various domains.

Calibration. Another aspect of UQ in Neural Networks lies in calibration, i.e. ensuring that the predicted probability
(or uncertainty) produced by the network relates to the actual likelihood of the outcome; e.g. an event predicted by a
network with 70% probability would actually occur in 70% of real-world cases [21]. This could be directly implemented
on model outputs (e.g. softmax values) or applied to the described UQ methods. It is, however, often challenging to
transfer such ideas to real-world scenarios due to the variety of uncertainties involved, the mismatch between the
training data domain and the unknown actual data domain, and the general inability to model different uncertainties
accurately.

3.2 Explainable AI (XAI)

Explainability in machine learning is the ability to describe to humans, in understandable terms, how a model makes
its decisions or predictions. It is a crucial aspect of AI and machine learning, particularly as these technologies are
increasingly used in high-stakes or critical decision-making scenarios. The core idea is to make the behavior of complex
models transparent or interpretable. As neural networks are becoming more and more complex, these behaviors become
harder and harder to understand; at the same time, highly complex LLMs are increasingly going to be used in real-life
scenarios where tracing the decision making process becomes more important to understand. However, the expectation
that human users can fully understand such highly complex networks cannot be fulfilled. It is therefore important to
define what precisely will help users understand and therefore validate a model’s decision.

[64] states that XAI methods for LLMs can be tackled via two paradigms: Traditional Fine-tuning (as developed on
other types of machine learning models), and Prompting. Another distinction lies in whether the methods offer local
explanations (i.e. explanations for individual cases/samples/prompts processed by the model) or global explanations (i.e.
explaining an aspect of the entire model behavior independent of concrete uses).

Fine-tuning paradigm: Local explanations. Several classical approaches exist for generating explanations on the local
level, each focusing on different aspects of the model.

Feature Attribution-Based Explanation assigns relevance scores to individual input features like words or phrases.
It includes Perturbation-based methods that alter input features (e.g., removal, masking) and observe changes in the
model’s output. The leave-one-out strategy is a classic example, although it may sometimes be misled by feature
independence assumptions and overconfident models. As an extension, Example-Based Explanations use specific
instances to illustrate model behavior, including adversarial examples that show how small input changes can alter
predictions, and counterfactual explanations demonstrating potential outcomes under different input conditions. These
examples can be found via perturbation.
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Surrogate Models involve replacing complex models with simpler ones (e.g., decision trees, linear models) to
approximate the behavior of the original model locally. LIME and SHAP are notable examples [27, 44]. Decomposition-
Based Methods break down the relevance score into linear contributions from each input feature. Techniques like
Layer-wise Relevance Propagation (LRP) and Taylor-type Decomposition (DTD) analyze contributions layer by layer or
from the final output layer to the input [33, 34]. Gradient-Based Methods analyze how changes in input features affect
the model’s output using partial derivatives (gradients).

Related to this, Attention-Based Explanation Methods focus on the attention mechanism in LLMs, these methods
visualize attention patterns and develop function-based techniques to enhance raw attention. The utility of attention in
explanations is debated due to limitations in capturing feature importance accurately [17].

Fine-tuning paradigm: Global explanations. In contrast to local explanations, global explanations for language models
attempt to provide comprehensive view of their overall functioning, highlighting how individual components like
neurons, hidden layers, and modules contribute to knowledge encoding and linguistic properties.

Probing-Based Explanations involve deciphering the knowledge encapsulated by Large Language Models (LLMs)
through self-supervised pre-training. Classifier-based probing, for example, employs a shallow classifier on top of
models like BERT to identify specific linguistic properties or reasoning abilities [43]. However, the effectiveness of
probing classifiers in truly learning syntax, as opposed to just the task, is debated [22, 29].

Neuron Activation Explanation attempts to identify the importance of individual neurons for performance or linked
to specific linguistic properties [3, 9]. It examines how shared neurons across different models can imply shared linguistic
properties. Methods like greedy Gaussian probing are applied, albeit with challenges in maintaining a balance between
accuracy and selectivity [2]. Recent work by OpenAI using GPT-4 has shown promising outcomes in creating natural
language explanations for neuron activations [42].

Concept-Based Explanation interprets model predictions by mapping inputs to a set of pre-defined concepts, each
assigned an importance score. The TCAV (Testing with Concept Activation Vectors) framework exemplifies this, using
directional derivatives to quantify the contributions of concepts to model predictions [19]. Concept-based explanations
offer a more human-understandable approach, though they are limited by the need for additional concept-descriptive
data and the performance of the concept classifier.

Prompting paradigm. Rather than generating explanations externally, the Prompting paradigm aims to make models
explain their decision process in the same way as they are prompted to perform their tasks. We can differentiate here
between approaches for base models (like GPT-4) and for assistant models (those acting on top of the base model
to provide dialog capabilities, e.g. ChatGPT). For assistant models, research is mostly focused on alignment [65] and
Uncertainty Quantification [63] (see section 4).

For base models, novel modes of prompting are being developed which elicit emerging properties of the models
themselves without requiring explicit retraining or fine-tuning. In-Context Learning (ICL) and Chain-of-Thought
prompting are two such strategies which aim to both direct LLMs more explicitly towards users’ goals and make their
reasoning more transparent. This means that such approaches can both serve to make model outputs better explainable,
but there is also work on explaining the effects of the strategies themselves.

In-Context Learning describes the ability of a model to learn and adapt to new tasks or understand new information
based on the context provided within the input data, without requiring explicit retraining or fine-tuning. One study
uses the SST-2 sentiment analysis benchmark to explain how ICL works in LLMs, finding that the impact of different
demonstration types varies with model scale and task type [26]. Another study investigates whether ICL in large models
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is enabled by semantic priors or if they learn input-label mappings from provided examples (few-shot learning) [59].
Experiments indicate that larger models can learn arbitrary input-label mappings, challenging the view that ICL is
solely driven by leveraging priors.

CoT prompting functions by providing step-by-step reasoning examples for certain tasks to a model as few-shot
examples to cause it to explain its own reasoning, a method that has significantly improved performance in arithmetic,
symbolic, and common-sense reasoning tasks [58]. To understand this effect better, [60] proposes calculating token-wise
saliency scores on the input. Other research focuses on perturbing CoT demonstrations in few-shot prompts to determine
critical aspects for generating high-performing explanations [28, 55].

4 DETECTING BIAS VIA UNCERTAINTY

As stated above, it appears evident that biases in LLMs would lead to higher uncertainty on their part. The assumption
here is that biased data would only make up part of the training for certain concepts, and even partially be counteracted
by text data that makes these biases explicit and argues against them. To our knowledge, UQ has not so far been
employed for UBD. However, there is existing research confirming the link between biases and uncertainty in other
types of Neural Networks: [15] proposes bias mitigation via ensemble uncertainty in web-search ranking tasks, [50]
demonstrates the relationship between BNN bias and uncertainties and its use for mitigation in image sharpening, and
[37] argues that bias can be expressed as fuzzy-rough uncertainty in pattern classification.

A major roadblock in performing research on LLMs lies in their computational complexity. Training them from
scratch or even finetuning them requires vast amounts of data and computational power that are often not available to
researchers. Moreover, the ability to detect biases on models that are already in use, and even proprietary ones, would
have a much wider range of applications than limiting detection approaches to dedicated LLMs. We will therefore focus
on approaches that can be applied post-hoc, particularly model-agnostic methods.

Several classical approaches, such as Bayesian Neural Networks [11], involve alterations to the fundamental models,
which is not viable for these reasons. The Single Deterministic Model approach would also require the model to be
trained to predict its uncertainty from the start. Alternatively, a secondary model could be trained to predict a LLM’s
uncertainties, but it is not straightforward how to obtain ground-truth uncertainties for this training. We therefore
propose using the remaining UQ approaches: Test Time Augmentation, Ensemble Methods, and Verbal Uncertainty.

Test-Time Data Augmentation. As described above, TTDA involves intelligently altering the model inputs in a way
that should still lead to the same outcome, allowing for the testing of multiple variations of a query. Uncertainty is then
determined via analyzing the variation of results. Data augmentation in the text domain has become a more prominent
research topic in recent years [48]. For LLMs, TTDA may involve manipulating the prompt or context in semantically
useful ways, e.g. replacing words with synonyms or automatically paraphrasing sentences. This also poses interesting
questions with regards to protected attributes or populations within the data; e.g. should words be replaced not just
with synonyms, but also with antonyms in some cases (i.e. counterfactuals like “man” vs. “woman”) [66], and how could
such “bias-blind” augmentations be implemented [35].

Ensemble Methods. Here, the same queries are tested using different models, and their results are compared [23].
When working with LLMs, it would be possible to utilize a set of pre-trained models instead of a singular one. For UBD,
it is fairly unlikely that models trained on different data and with different architectures would all possess the same bias,
leading to higher uncertainty. Frameworks such as GPT4All [1] unify model interfaces, and would therefore simplify
accessing many responses at once. However, this of course necessitates a multiple of the original computational power,
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and takes model selection out of the users’ hands, or requires them to set up several models. A more straightforward
case lies in performing multiple iterations with the same model (Self-Consistency) by exploiting random factors within
the model itself (e.g. Temperature Sampling) [56]. This still increases computational complexity but removes the need
for multiple models. Strategies include prompting the model in the same way several times, or employing different
prompting strategies for the same task [63]. The assumption for our task here is that a bias would not surface for every
iteration.

Verbal Uncertainty. Finally, models could be directly prompted to provide an estimate of their uncertainty. Unfortu-
nately, experiments show that models are often overconfident, and special methods are needed to balance this effect
[63]. Such strategies include multi-step Verbalized confidence, i.e. splitting the task into multiple steps and prompting
for confidence in each one, and Top-K verbalized confidence, i.e. prompting for the Top-K guesses and their respective
likelihoods. With regards to UBD, the first approach may cause the model to recognize biased influences more easily
(and for users to pinpoint them better as well), while the second approach functions similarly to the ensemble methods
described above. Chain-of-Thought-based verbalized confidence, i.e. prompting the model to think step by step, is
another possibility, but may decrease the quality of the response. Combining verbal uncertainty elicitation with the
ensemble methods from above is also possible.

5 DETECTING BIAS VIA XAI

XAI is another promising research direction for detecting unanticipated biases in LLMs. While not providing a fully
automated detection out of the box, XAI methods uncover the major factors contributing to a model’s output, and
therefore enable users to spot influences that should not lead to certain decisions (e.g. protected attributes). Downstream,
users can then adapt their prompting strategies or data provided to the model accordingly. The method can then
also be utilized for individual use cases to automatically detect biases previously found via exploration with it. As in
Uncertainty Quantification, there is no research on using XAI for UBD yet to our knowledge, but literature confirms
its feasibility for bias detection in other Neural Networks. This includes [10], where surrogate model explainability
approaches are used to detect biases in image classification for COVID CT scans, and [53], which proposes methods for
ensuring GDPR-required decision transparency via Counterfactual explanations.

The same qualifications stated above about preferring post-hoc approaches also apply to XAI. We will therefore not
look into methods involving an analysis of activations, gradients, attention, etc., or those that require training new
models, e.g. in order to capture explanatory concepts. This means that most of the approaches for global explanations
from section 5 are not feasible, as well as some approaches for local explanations. Instead, our focus will be on
Perturbation-based approaches, Surrogate models, and Prompting.

Perturbation-based Approaches. As described above, these approaches involve the deliberate manipulation of model
inputs to analyze their impact on the output [24, 62]. These manipulations can include masking, deleting, swapping,
inserting, or replacing tokens. This is related to Test-Time Data Augmentation and can be performed with two goals:
Adversarial and Counterfactual perturbations. Counterfactuals describe semantically meaningful changes in the input
data that are expected to alter the output [61]. This is particularly interesting for UBD, where we could use large sets of
manipulations targeted towards protected attributes. In contrast, adversarial changes are the most minor ones detected
that lead to a significant impact on the outcome [18]. This too could help uncover unanticipated bias by elucidating
input factors that were not expected to contribute.
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SurrogateModels. Building on those simplermethods, it is also possible to train simpler surrogatemodels to understand
more complex relationships between inputs and outputs. The advantage here is that various features in the input
(prompts, context) may not individually change the output significantly, but would in combination lead to unexpected
results. Classical methods include LIME [45] and SHAP [27]. For LLMs, this could be implemented by performing a
range of perturbations on an input or a whole class of tasks, and then e.g. fine-tuning a smaller LM with those. An
obvious application for UBD are intersectional problems. As we suspect that LLMs contain subtle biases that go beyond
simple changes when protected attributes are changed, such approaches could be extremely helpful.

Prompting. Directly prompting models to explain their decisions can yield unpredictable results, varying in accuracy
and susceptibility to hallucinations (especially when considering desirability). As described above, In-Context Learning
and Chain-of-Thought prompting are promising directions here. ICL inputs can be perturbed as described above to
determine their saliency, revealing what they contribute to the model. For UBD, this means that we can see whether the
model focuses on any bias issues in the context, or more explicitly, whether fairness-related instructions in the context
are considered. CoT prompting evokes a step-by-step explanation from the model, which can reveal biased reasoning
more explicitly than only considering individual feature impact.

6 EVALUATION

Evaluation of bias detection in (L)LMs is still a relatively new research direction. Fortunately, there is already a range of
data sets in existence that provide examples of potentially bias-prone tasks and facilitate numeric evaluations. Such
tasks include Counterfactual Inputs on the token or sentence level. In the first case, the goal is usually Masked Token
prediction (i.e. Winograd schemas - which token fits best into a gap). On the sentence level, tasks include Coreference
Resolution, Entailment, and Intra- and Intersentence likelihood predictions. For evaluation, samples with biased and
unbiased solutions are provided, and a model’s bias and fairness are evaluated with regards to how well its responses
align in each case. For LLMs specifically, there are data sets which mainly focus on prompts for sentence completion,
and Question Answering [12].

There is some criticism of the construction of data sets in this way, as the samples can only capture a narrow
definition of bias, and may reflect the creators’ own biases and blind spots. Moreover, it is not always obvious what
types of bias the samples cover, and whether results would generalize to other populations [5].

When transferring these ideas to UBD, more issues arise. First of all, data sets so far strongly focus on a small set of
frequently observed biases such as gender, race, and religion. Second, the contained samples make the bias issue fairly
obvious (e.g. when feeding tasks from StereoSet [36] to ChatGPT, ChatGPT immediately recognizes that the prompt is
targeting a bias problem). We expect LLMs to have biases on a much more subtle level.

Unanticipated biases are, by definition, hard to evaluate. The only currently available option lies in utilizing a very
wide range of the described data sets to uncover as much as possible about the model. For future research, a data set
of prompts that could be influenced by more subtle biases in the model would be immensely useful; however, this is
once again fairly subjective and model-dependent. As described in the next section, results of the approaches proposed
by us can serve to make unanticipated biases more transparent to users while still requiring their own feedback and
decisions. In the long run, prompts, undesirable responses and their desired alternatives found by users in this way
could be collected to construct a large data set for deeper analysis of the issue and targeted improvements.

A different evaluation question lies in how to evaluate the proposed methods with regards to UBD themselves. Here,
using the existing data sets would once again be a good starting point. Experiments could determine whether UQ and
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Fig. 2. A mockup of a potential uncertainty result: Offering multiple response alternatives, in this case for the task of translating into
a language with gendered inflections. [Icons: flaticon.com]

XAI deliver useful results on these materials, and where their strengths and weaknesses lie. A parallel strategy could
consist of creating main prompts with potential bias, and attaching auxiliary ones to cause the model to focus on these
biases (e.g. act as a specific persona) in its response. For evaluation, the auxiliary prompt would be hidden. Finally, as
explained above, models themselves can be prompted to provide explanations or statements about their uncertainty,
but these are not reliable due to overconfidence or hallucinations. Future research could compare those with the results
determined by other, external UQ and XAI approaches to see how they align, and potentially improve the model’s own
statements.

7 PROPOSED MITIGATION METHODS

In both suggested paths, the focus lies on local approaches that lead to statements about the model’s behavior in
response to a specific query, as opposed to those aiming for a general statement about the model. The search for
unexpected biases would not allow for such general statements. Moreover, concentrating on local approaches allows
for a more detailed and tailored analysis of how models behave in response to specific queries. This is crucial for
understanding nuanced interactions and behaviors that might not be apparent in broader, general analyses. By focusing
on specific use cases or queries, the research can develop more customized solutions and strategies that are directly
relevant to the user’s needs. However, it would be conceivable to systematically apply the developed methods to larger
datasets to make assessments about the model for certain biases or for specific use cases. The potential to scale the
developed methods to larger datasets offers the opportunity to validate the findings across a broader spectrum of data
and use cases.

The developed approaches do not allow for fully automated detection of biases. As stated above, biases in general are
too subjective for this purpose, and it would be necessary to define in advance which factors should be considered biases
and which should not for each use case. Instead, these approaches offer users a valuable foundation for recognizing
unanticipated biases themselves. By providing users with the tools and knowledge to recognize biases, the research
empowers them to make informed decisions and adjustments based on their understanding of the model’s behavior.

There are several practical ways to implement tools to help users better understand complex model behaviors and
biases. One suggestion lies in adding visual wrappers to existing systems that make the results obtained via UQ and XAI
transparent. For example, such wrappers could display response alternatives obtained via UQ, or highlight which parts
of the input were detected to be relevant for the response via XAI. Mockups for these ideas are shown in figures 2 and 3.
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Fig. 3. A mockup of a potential explainability result: Demonstrating influence factors in the input. Medical example from [38]. [Icons:
flaticon.com]

In the long term, users can also learn where the weaknesses of the models lie in relation to their specific use
cases and how these might already be compensated for on their side. Besides teaching users to be aware of a model’s
deficiencies and possibly adapting their prompts and workflow accordingly, this process also enables users to contribute
to model improvement. User feedback, i.e., which result was ultimately desired and which was not, can be collected and
prospectively used to fine-tune models for increased fairness. This feedback loop creates an iterative process where
models are continually refined based on user interactions and needs, leading to more equitable and effective AI systems.

The strategic focus on local approaches, systematic application to larger datasets, recognition of biases through
non-automated means, development of visualization tools, long-term learning and adaptation, and collecting user
feedback for model fine-tuning represents a comprehensive and user-centered methodology. This approach not only
enhances the understanding of AI models but also empowers users to actively participate in the detection and mitigation
of biases, leading to more fair and transparent AI applications.

8 LIMITATIONS

While we believe that research into UBD in LLMs is highly necessary and timely, we recognize that there are limitations
to the proposed method, and potentially all research in this field. First of all, any data generated by humans holds the
potential of carrying bias, even if it may not be immediately obvious. As such, it appears impossible to obtain completely
bias-free data and models. This is a particular issue in LLMs due to their requirements for huge amounts of training
data, which makes curating it infeasible, and does not allow discarding large swathes of the data. The subjectiveness of
bias and fairness aggravates this issue. As a special case, there are use cases where bias is desired (e.g. selecting the
most intelligent candidate for a job).
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Another problem lies in the closed sources of many popular LLMs. While we focused here on post-hoc methods,
future developments may show that tackling the problem at a level closer to the model itself is more salient, whether it
be analyzing these models in more depth at the computational level or finetuning them for higher bias sensitivity. Even
with the methods suggested by us, access to the inner workings could contribute to evaluation.

While UQ and XAI are promising techniques for unanticipated bias detection, there is currently no way to disentangle
their results with regards to other influences. In the case of UQ, other factors than biases may contribute to a model’s
uncertainty, e.g. requests operating beyond the model’s capabilities such as modalities not covered by the model. For
XAI, we may find unexpected explanation factors that are not caused by bias. It could, however, be argued that any
conflict within the model’s world representation leading to confusion reflects a sort of bias. On the flip side, it is entirely
plausible that the suggested approaches will not uncover any bias deemed socially unacceptable. A possible reason for
this could be a strong overrepresentation of the bias in the training data and model.

As described above, UQ and XAI by themselves cannot fully automatically detect biases, but can only offer researchers
and users clues where those may occur. This leaves the responsibility for the actual detection in users’ hands. This is
not necessarily a bad aspect as users will most likely be the experts on what would constitute a bias problem for their
task, but it requires high attentiveness on their part. Moreover, humans of course also carry their own prejudices, and
may therefore not be able to spot such issues even when additional information is provided.

9 SUMMARY

This paper addresses the critical issue of unanticipated biases in Large Language Models (LLMs). As the use of LLMs in
various domains increases, it becomes imperative to understand and mitigate the potential biases these models may
inadvertently perpetuate. This research explores innovative approaches to identify biases that are not immediately
obvious, contributing significantly to the field of Fairness, Accountability, and Transparency in AI.

We presented a comprehensive analysis of potential methods for detecting unanticipated biases in LLMs. Our focus
on Uncertainty Quantification (UQ) and Explainable AI (XAI) methods provides a novel perspective on understanding
and interpreting the complex behaviors of LLMs. The proposed strategies aim to enable users to recognize biases in
specific instances, thereby promoting a more informed and responsible use of these powerful models.

Our approach emphasizes the importance of local explanations, offering users practical tools to understand how
LLMs arrive at particular decisions. This user-centric methodology not only enhances the transparency of AI models
but also empowers users to actively participate in the detection and mitigation of biases. The proposed visualization
tools and user feedback mechanisms are designed to facilitate this process, making it more accessible and effective.

However, we acknowledge the limitations of our approach. The inherent subjectivity of bias, the closed-source nature
of many popular LLMs, and the challenge of disentangling other influences in UQ and XAI results pose significant
challenges. Moreover, the responsibility for bias detection largely remains with the users, demanding their vigilance
and critical evaluation.

In summary, this paper contributes to the ongoing discourse on bias in AI by providing new insights and methods for
unanticipated bias detection in LLMs. Our research highlights the need for continuous evaluation and adaptation of AI
models, emphasizing the role of users in shaping fair and equitable AI systems. As the field evolves, we hope our work
will inspire further research and development in creating more transparent, accountable, and unbiased AI technologies.
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