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Abstract

Spatial autoregressive (SAR) models are important tools for studying network
effects. However, with an increasing emphasis on data privacy, data providers
often implement privacy protection measures that make classical SAR models
inapplicable. In this study, we introduce a privacy-protected SAR model with
noise-added response and covariates to meet privacy-protection requirements.
However, in this scenario, the traditional quasi-maximum likelihood estimator
becomes infeasible because the likelihood function cannot be formulated. To
address this issue, we first consider an explicit expression for the likelihood func-
tion with only noise-added responses. However, the derivatives are biased owing
to the noise in the covariates. Therefore, we develop techniques that can cor-
rect the biases introduced by noise. Correspondingly, a Newton-Raphson-type
algorithm is proposed to obtain the estimator, leading to a corrected likelihood
estimator. To further enhance computational efficiency, we introduce a corrected
least squares estimator based on the idea of bias correction. These two estima-
tion methods ensure both data security and the attainment of statistically valid
estimators. Theoretical analysis of both estimators is carefully conducted, and
statistical inference methods are discussed. The finite sample performances of
different methods are demonstrated through extensive simulations and the anal-
ysis of a real dataset.
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1. INTRODUCTION

A network refers to a set of nodes and their observed relationships (i.e., edges), and
network data refer to the information collected from a network. Network data from
different nodes are likely to be dependent on each other because different nodes in the
networks are mutually connected with each other by edges. This is arguably the most
important type of dependence induced by a network structure. For convenience, we
refer to it as network dependence. To study network dependence, the spatial autore-
gressive (SAR, Ord 1975) model has been considered an extremely useful tool. The
key idea of the SAR model is to assume that the response collected from each node is
linearly related to its connected neighbors. This simple mechanism introduced a so-
phisticated and elegant network-dependency relationship, which leads to the frequent
usage of the SAR model and its variants in real practice (Anselin et al., 2008; Chen

et al., 2013; Zhu et al., 2017; Beenstock et al., 2019).

In fact, the classical SAR models have inspired numerous follow-up studies. For ex-
ample, Lee and Yu (2010) introduced the SAR panel model with individual effects and
SAR disturbances. Yang and Lee (2017) and Zhu et al. (2020) developed a multivari-
ate SAR model that models multivariate responses collected from each node. Various
partially linear semiparametric spatial models were also developed to allow the SAR
parameter to meaningfully vary across different nodes (Su, 2012; Malikova and Sun,
2017). The spatial dynamic panel data models were proposed to model time and net-
work dependence simultaneously (Yu et al., 2008; Lee and Yu, 2014; Li, 2017). To
compute the maximum likelihood estimator for various SAR models, the determinant
of a large-scale matrix must be computed. This creates a significantly high level of
computational complexity. To alleviate the computational cost, various smart com-

puting algorithms were developed (Pace et al., 2000; Chen et al., 2013; Zhou et al.,



2017). Particularly, the least squares method of Huang et al. (2019) and Zhu et al.

(2020) has been demonstrated to be practically useful.

Notably, the above-mentioned studies assumed that the network data could be ob-
served faithfully. This is indeed the case for many real applications where data privacy
protection is not a serious issue. However, privacy protection has become of great con-
cern in an increasing number of situations. Consider, for example, the “Wide-ranging
Online Data for Epidemiologic Research” of the Centers for Disease Control and Pre-
vention (CDC WONDER, https://wonder.cdc.gov/). This is a web-based tool for the
dissemination of epidemiologic data collected by the National Vital Statistics System.
Researchers can obtain details on the number of deaths attributed to different causes
in a given region (e.g., county) and numerous auxiliary variables. Thus, each region
can be treated as a node, and their spatial adjacency relationships become the edges.
This leads to a network adjacency matrix, which is publicly known. We can also obtain
accurate information related to particular regions, such as demographic data, economic
development data, and healthcare coverage status. Ideally, various SAR models can be
used to study the spatial dependence structure of lethal diseases. However, for many
small counties, the number of deaths attributed to different causes together with aux-
iliary variables may be of significant privacy concern (Dinur and Nissim, 2003; Quick
and Waller, 2018; Quick, 2021). From a broader perspective, in collaborations across
different institutions, ensuring the protection of individual information necessitates
privacy-protection measures for certain variables. Many similar scenarios exist, includ-
ing medical research collaborations, transaction data analysis, and social media studies.
To protect the privacy of individuals, appropriate measures have been developed and

implemented to protect the raw data.

These privacy protection measures include, but are not limited to, data swapping



(Reiter, 2005), data imputation (Raghunathan et al., 2003; Reiter, 2005), posterior
distribution sampling (Hu et al., 2018; Wilde et al., 2021), and noise addition (Dwork
et al., 2006; Wilde et al., 2021; Ito et al., 2021). Among these measures, noise addition
has gained arguably the greatest popularity. Its popularity may be due to two reasons.
First, noise addition is a simple method and can be easily implemented in practice.
Second, different levels of privacy protection can be provided by specifying different
noise levels for the added random noise. In fact, the relationship between the added
noise level and privacy-protection strength can be analytically studied using the theory
of differential privacy (Dwork and Roth, 2014). However, extending this useful idea
to privacy-protected spatial data analysis becomes a challenge. Therefore, we start
with a classical SAR model with a faithfully observed response and publicly available
explanatory variables. Subsequently, we consider protecting the raw response and some
other explanatory variables with privacy-protection requirements by adding artificially

generated random noise.

In this study, we propose a privacy-protected SAR (PSAR) model to meet the
privacy-protection requirements. Unlike previous SAR models, the unavailability of
true values for both the response and some explanatory variables makes the classical
quasi-maximum likelihood estimator (QMLE) inapplicable. To address this challenge,
we first focus on deriving the likelihood function based on the true explanatory vari-
ables and observed responses. This enables the explicit expression of the log likelihood
function and facilitates the derivation of first- and second-order derivatives. However,
directly using observed explanatory variables may introduce a bias for the deriva-
tives. Fortunately, the bias can be analytically expressed under suitable regularity
conditions. Then, we compute the bias-corrected derivatives. Subsequently, a Newton-

Raphson-type algorithm can be designed to obtain a corrected likelihood estimator



(CLE). Nonetheless, computing the CLE becomes highly challenging for large-scale
networks due to the computational complexity associated with high-dimensional ma-
trix operations, such as determinant and inverse computations. To address this issue,
we propose a corrected least squares estimator (CLS) for the PSAR model inspired
by Huang et al. (2019), Zhu et al. (2020), and the concept of bias correction. Ad-
ditionally, we propose a statistical inference method based on observed explanatory
variables with noise added. In the theoretical analysis, we establish the identifiability,

asymptotic normality, and numerical convergence properties for the estimators.

The remainder of this paper is organized as follows. Section 2 describes the es-
timation methods in detail. Section 3 presents the theoretical properties from both
statistical and numerical perspectives and provides a discussion of these methods. Sec-
tion 4 presents the numerical results, including those of simulation studies and a real
data example. Section 5 presents the concluding remarks. All technical details are

relegated to the supplementary material.

2. PRIVACY-PROTECTED SPATIAL AUTOREGRESSIVE
MODEL AND ESTIMATORS

2.1. Model and Notations

Consider a network with a total of N nodes. To describe the network structure,
we define an adjacency matrix A = (a;,5,) € {0,1}¥*N (1 <'iy,iy < N). Each element
a;i, = 1 if there exists an edge from node i; to iy (i; # i2); otherwise, a;;, = 0. We

assume a; = 0 for 1 < i < N. We define the weighting matrix W = (w;;) € RV*N

with element w;; = a;;/d;, where d; = Zj\;l a;; represents the nodal out-degree of node
1. Throughout the remainder of this paper, we assume d; > 0 for every 1 < i < N.

Otherwise, nodes with d; = 0 should not be included for analysis.
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Next, let ¥; be the response collected from the i-th node (1 < ¢ < N) and x; € RP
be the associated covariate vector. Write Y = (Y7,---,Yy)" € R as the response
vector, X = (x1,---,xy)! € RV*P as the associated covariate matrix representing
all explanatory variables, and E = (ey,--- ,ey)’ € RY as the error vector, where e;s
are independent and identically distributed with mean 0 and covariance oj. If all the

response and explanatory variables can be faithfully observed, we consider the following

SAR model (Ord, 1975; Anselin et al., 2008),

Y = poWY + Xp, +E, (2.1)

where py € R is the network autocorrelation parameter measuring the network effect,
and fy € RP is the regression-coefficient vector reflecting the effect of nodal covariates.
We define Sy = Iy — poW, where Iy € RV*Y is the identity matrix. We then have
Y = S; ' (X8 + E). By omitting the constant term, the log-likelihood function for the

parameter of interest § = (p, 87,02)" € RPT2 can be written as follows,

06,Y,X) = log |S| — N/2log o — 1/20> (SY - XB)T <SY - Xﬁ).

Accordingly, a QMLE for # can be obtained as 0 = arg maxy £(0,Y, X). Its asymptotic

properties have been well studied. For example, refer to Lee (2004) and Anselin (2013).

However, in a privacy-protection scenario, we assume that the response Y and
part of the explanatory covariates cannot be faithfully observed. Specifically, for the
covariates, we assume that X = (X, X;) with X; € RV*P1 X, € RV*P2 and py+ps = p.
Here, we define X; to be the matrix collecting the faithfully observed covariates, and
X35 = Xy +&, € RV*P2 t0 be the matrix collecting explanatory variables with artificially

created error matrix &, = (g,;;) € RV*P2. Further, we assume that each element ¢, ;;



(1 <i < N,1 <j < py)iné&, is independently and identically distributed with
mean 0 and predefined variance A\2. Moreover, for the response, a data user can only
observe Y* = Y + £ with an artificially created noise vector £ = (e1,--- ,en)’ € RY.
Here, we assume that different ¢;s are independent and identically distributed with
mean 0 and known variance A\2. We assume here that data users cannot observe the
true response variables Y and some explanatory variables X;. However, to better
utilize the data, they are aware of the privacy-protection parameters \> and A2. This
assumption ensures the privacy of the data while simultaneously facilitating better

estimation results for data users.

Based on the above notations, we can derive the expression for Y* based on the

observed X* = (X, X}) as,

Y* = (IN - P0W>1{X1501 + (X5 — &) Boz2 + E} + &, (2.2)

where (3y; € RP! represents the coefficient for the truly observed covariates, By € RP2
is the coefficient corresponding to covariates with noise added, and we have [y =
(Boys Bez) T For convenience, we refer to this model in (2.2) as the privacy-protected
spatial autoregressive (PSAR) model. Notably, model (2.2) only represents the rela-
tionship between the observable Y* and X*. However, the challenge here is that Y* is

generated by true X, which is not fully observable to data users.
2.2. Corrected Likelihood Estimator

To accomplish model estimation, the foremost method worth considering is QMLE.
However, note that the likelihood function for (2.2) is hard to be spelled out because Y*
is generated according to the true Xy. Unfortunately, as mentioned above, X, cannot

be observed. Consequently, the classical QMLE method is not applicable in this case.
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To address this issue, we begin the analysis by assuming that X, is known, and we

consider the underlying generating process of the observed Y*. Therefore, we have,
Y* = (In — poW) ' (XBy + E) + &. (2.3)
By (2.3), the negative log-likelihood function for Y* could be expressed as,
L(0) = L£(0,Y*,X) = —log |S] + %log Q] + %(SY* - Xﬁ)Tﬁl (sy* - Xﬁ), (2.4)

where 0 = 02y + A25S". Ideally, we can apply the classical Newton-Raphson al-
gorithm to solve the optimization problem arg ming £(#), and obtain estimates with
desirable properties. Unfortunately, equation (2.4) is computationally infeasible in real
practice because we can only observe X3. One solution is to directly substitute X, with
X35 in (2.4) for feasible computation, which yields £*(0) = L£(0, Y*,X*). However, this
approach will inevitably result in biased estimation. This is because the key statistical
estimators derived from £*(f), including the first and second derivatives, are all biased.
We then analyze these derivatives to confirm this finding, and subsequently develop a

bias-corrected Newton-Raphson-type algorithm to address this problem.

We first analyze the first derivatives of £(#) and L£*(#). To this end, we define

. . . . T
£(0) = (£20). {£20)} T, £7°(0)) € R”*? to be the first-order derivative of £(-) with
respect to 0, where £°(0), £°(6), and L7 () are the first-order derivatives of £() with

respect to p, 3, and o2, respectively. Then, we can calculate that,

£r(0) = —A\r (Q‘1WST) FAVTQIWSTOY + tr<WS—1> VWY

£90) = —X"QV, and c’oz(e):%tr(sz—l)—%@m—w, (2.5)



where V. = SY* — X3, and we should have E{E(@o)} = 0,42, where 0, is a p-
dimensional zero vector. Subsequently, we define £*(#) to be the first-order deriva-
tive of £*(f), and we can observe E{ﬁ*(@o)} #£ 0. To be more precise, let £*(0) =
<£*”(0),ﬁ*ﬁ(e)T,ﬁ*”2(€)>T € RP2 where £*(0) = (ﬁ*ﬁl(ﬁ)T,ﬁ*ﬁz(Q)T)T. It could

be computed that,

E{L*(00)} = A2A§5§2502tr(ﬂglwsg le), (2.6)
B{EA0)) = (0] X)) (27)
B{£7(00)) = — 5N AAntr(5?) (28)

We define this difference for the first-order derivative caused by observed X* as AScy,(6y) =
E{L*(00)}

Similarly, we could define the second order derivative for £(6) and £*(6), which is

denoted by £(#) and L£*(0), respectively. Define Wg = W ST + SWT. Then we have,

) = M (Q*1WSQ*1WST> FATOTIWO T W0V
VT QY — 222V T QT W Y
+A2tr(9—1WWT) + tr(WS—1WS—1> LY TWTQIWY
L) = —NXTQ'WQ 'V + XTQ WY, (2.9)
L8 = )\;tr<91WSQI> YWV - N2VTQ T W02V,

£PT(9) = XTQIX, £P7(0) =XTQ2V, KU%Q(Q)——%H(QQ)+§/TQ3V

Similarly, E*(Q) could be calculated with X replaced by X*. Then, define the difference



between the expectations of second order derivatives for £*(6y) and L(6y) as,

HE, HE HE
AHcw(6h) = E{L*(60)} — E{L(60)} = | ®. BHY ®HY |. (2.10)

o BoT oo
He, He, HE
It could be verified that AH¢y, is symmetric and

HE =MNA2 802 800tr (9 2 Wi, Q5 Wi, ) — XNA2 B Boatr (Q " WWT),

T
HZL = (07, AA20r(Q W, ), ) o HET = ~ A2 atr (25 Ws, ),
Hg/i = (0101 sp1s Op1xpa i Opayxpr 5 )‘itr<Qal>Ipz) )

T
HY = (0], N85 ) HE = A2 0mtr(2°).

See Appendix A.1 for detailed verifications. Based on the explicitly expressed bias in
the derivatives led by X3, a natural method to accurately estimate parameter 6, is to
reconstruct an estimator using the bias-corrected first- and second- order derivatives.
We refer to this estimator as the corrected likelihood estimator (CLE) , which is denoted
as Oorp. Accordingly, an iterative algorithm can be developed. At each iteration, we
conduct three steps: (1) (Calculating) compute the first and second derivatives based
on the observed X* and Y*; (2) (Debiasing) perform bias correction for the derivatives;
and (3) (Updating) conduct a Newton-Raphson-type iterative formula based on the

corrected derivatives.

To be more specific, let GCLE = (pCLE, BCLE , aé(&)a) € RP*2 be the initial estimator,
which could be, for example, the QMLE estimator assuming that X3 as the true Xj.
Let HCLE = (pCLE7 BgLE, Aé(ﬁ:) € RP*2 be the estimator obtained in the ¢-th iteration,

and S®, Q® be S, Q with the plugged-in estimator HASI)JE obtained in the ¢-th iteration.
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We next consider how to update égI)JE to égﬁé) = (ﬁgﬁé), Angl)T, 6%%;1))T € R?™2 in the

(t 4+ 1)-th iteration. We start from the parameter v = (p, 37)" € RP*! and its update

~(t+1) (A(t—&-l) AE+1)T

YcLE pore s Berg, )T+ It could be calculated that, for the first-order derivative,
ASS)L _ ASpﬁ (GCLE) ()\2)\25;)75;)“{( )flwé'(t)T(Q(t)) }’ 0;1’ /\itr{(Q(tUﬂ}

BVT) € Re*L. Similarly, define A, = ARZ (00) = (B2, HEOT Y, HEO)
€ RPH*P+) which could be calculated with plugged in GCLE correspondingly. Then,

ngTE) can be obtained using a corrected Newton-Raphson-type algorithm as,

1
(1 N¢; Swry A t sy A (E ¢
’VéLE) = ’VéI)JE - {£ 7(H(C)LE) - AH(C)L} {£ 7(H(C)LE) - AS(Ci},

where £7(08) ) = (£0(085). £77(08)) " and £7(0%) = (£0(0)). £777 (0% )
L8 (égiE), L*08 (ég{ﬂ) Note that L’*V(GCLE) AS%L is a bias-corrected alternative
for the first-order derivative £7(6) = (ﬁ*p(ﬁ), ,C*BT(Q)>T, and E*V(égiE) — AH(Ct)L is a
bias-corrected alternative for the second-order derivative £7(8) by (2.6)-(2.7) in the
t-th iteration, where £7(0) is similarly defined with £7(). Then, in the (t + 1)-th

iteration, the estimate of o2 can be obtained by solving (2.8), which is (62 5)+Y.

To better illustrate the algorithm, the procedure of obtaining the CLE is presented
in Algorithm 1. The algorithm can then be iteratively executed till convergence. This
leads to the final estimator ég)LE We establish the numerical convergence of ég)LE in

the next section.
2.3. Corrected Least Squares Estimator

The proposed CLE offers a feasible parameter-estimation method for the PSAR
model. However, the calculation of the CLE involves the determinants of S = Iy — pW
and Q = 02y +A2SS". This makes the estimation process computationally expensive

for large-scale networks with complexity of order O(N?). Consequently, inspired by the
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Algorithm 1 The iterative algorithm for the corrected likelihood estimator

Input: Initial estimator 600, = (301 (62, )@ " observed response Y*, observed
CLE CLE: \OCLE

covariates X*, weighting matrix 7, and privacy-protection level A\* and A\2;

t +0;

repeat o o
(Calculating Step) Compute £+7(%) ) and £7(6%) ) with X* and Y* plugged
into (2.5) and (2.9).
(Debiasing Step) Compute ASS{ by (2.6)—(2.8) and AHgI)J by (2.10).

(Updating Step) Obtain égﬁEl) = (ﬁngl)T, (&%LE)("/H))T as,
96 = Al - {6768 - 8HQY 2068 - asY ),
(62p) ) = N7 [{smgﬁé)w* ~x A sy - s
—vu{swg:;»smgzg>T}] — NBITAL,

where ngg is the CLE for (2 in the (¢ 4 1)-th iteration.
t+—t+1;

until 0% — 6% || < 1076,

Output: Corrected likelihood estimator ég%E

least squares estimation method proposed by Huang et al. (2019) for the univariate SAR
model and Zhu et al. (2020) for the multivariate SAR model, we propose a corrected

least squares estimator for the PSAR model as follows.

To illustrate the idea, we start with model (2.1) based on the true response Y
and covariates Xy. Consider the conditional expectation of Y;, given the responses
of all other nodes. Define F_;y = o{(Xy,Yy) : 7' # i} to be the o-field generated
by all other nodes. Then, under the assumption of a normal distributed E, we have,

E{Yi|F-n} = mi+ X5 (Y — ), where u; = E(Y;) and

Polwis + Wii) = P3 D Wrik; (2.11)

Qi =
! 140§ >, Wi

12



Define d, = diag™'(STS) and recall that v = (p, 37)7. Accordingly, a least-squares-

type objective function can be constructed as,

f(—i)}] 2 =

Then, a least squares estimator can be obtained as 415 = argminLpg(7).

2

Lis(v) = Lis(; Y, X) = Z (2.12)

i

Yi—E{Yi

d,S7 (SY _ Xﬁ)

We make some remarks about this method. First, by equation (2.11), we could see
that, for node 4, only directly connected nodes (i.e., a;; + a;; # 0) and certain types of
indirectly connected nodes with ), ax;ax; 7# 0 are considered for the calculation of the
conditional mean. These nodes will then be involved in the computation of the objective
function (2.12). Thus, as long as the network is sufficiently sparse, the computation of
the objective function will be easy. Second, the construction of the objective function
here is inspired by the assumption that E follows a normal distribution. However, the
formal statistical analysis does not rely on the normal assumption. Specific assumptions

of the error term are provided in the next section.

Notably, the above mentioned method fails in scenarios requiring privacy protection
because accurate observations of X and Y are necessary. However, the key challenge
here is that we can only observe the noise-added responses Y* and covariates X3.
This leads to the noise-added loss function L£f¢(v) = Lrs(y, Y*, X*) instead of Lyg(7).
Similar to the analysis of the CLE, we consider a corrected least squares method, while
simultaneously correcting the biases introduced by the observational errors of X* and
Y* on both the first and second derivatives. This results in the corrected least squares

estimator (CLS) oLs.

Specifically, let Lig(v) = (Li%(7), ﬁ;ﬁs(y)T)T € RPT! be the first-order derivative of

L1s() with respect to . Here, £:%(v) and £}%(7) represent the first-order derivatives
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of L1s(y) with respect to p and f3, respectively. Define dp and dp to be the first- and

second-order derivatives of d, with respect to p, respectively. For ﬁLS(y), we have,
£05(7) = —2(Y W SESTV + VWSV - V' 5d,d, STV,

(2.13)

Lis(7) = —2XTSd2STV,

where V = SY — X3. Then, we can verify that the expectation of the first order with

respect to v is 0,4;. However, with noise-added responses Y* and covariate X3, we

have E{L;s(70)} # Ops1. Define W =W TS + STW and recall that V* = SY* — X*8.

It can be verified that,

. T .
B{LR(0)} = B|=2(duSTV5) (duW Vi + dSTWY" = d,, ST V)

= 202 [tr{ (57 50) oty } — t1(S] S, Wo) |
20285, o { 11 (ST Socdpy ) — tr(Sod2, W) }, (2.14)

B{L3 (0} = B(—2XT S, STVh) = (0], 202(S7 S0d2,)8%) . (2.15)

P’

The verification details of equations (2.14) and (2.15) are given in Appendix A.2.
Define the right-hand side of (2.14)-(2.15) as ASps(7v) = E{ﬁfs(VO)}. Consequently,

the estimator obtained by directly minimizing £ () cannot be consistent.

To propose a Newton-Raphson-type algorithm with bias-corrected first- and second-
order derivatives for Lf¢(7), we still need to discuss the second order derivatives.
Define Lig(v) = (ﬁﬁ’é(y),ﬁf@(v)ﬂ L2 (), Efg('y)) to be the second-order derivative

of L1s(y). Then, it could be calculated that,

£4() = YW (WaST +SEWT)V - s(Y WS+ VW )d,d,STV

F2Y W SESTWY + 2V (Wa2W T + Sdpd,S™ + Sd2ST)V,
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L) = 2XTSd2STX, (2.16)

£3() = 2XT(WaST + SEWT)V 42X Sd2STWY — 4X7Sd,d,STV.

Next, we can further define the difference between the expectations of second-order

derivatives for L£j¢(v) and Lrs(7v) as,

H?” HpﬂT
A A LS LS
AHys(v) = E{Lis(10)} — E{LLs(n)} = . (2.17)
e gy~
LS LS

As a result, we can verify that AHyg(70) is symmetric and
HY = 2)2 [tr (Wodgowo) + Qtr(SOT sodiowTW) — dtr <W0dp0deSOT SO>

+tr{ (SOT 50)2 (dio +d,, d'po) }

+57 Soldpudyy +2,)} .

+ 2028 o | tr{W W, — dtx(W iy, 7

. T
L = (05, A200(Sodpudp ST )5 — N0 (W 2, ST)50) (2.18)

Opl Xp1 Opl Xp2

0] ps 2A2tr(Sod2 Sg) 1,

P1Xp2
The verifications details of (2.18) and the expressions for it are given in Appendix A.2.

An iterative algorithm can then be developed, which can also be described in the
three steps (calculating, debiasing, and updating) discussed for the CLE. Here, we
have only listed the updating equation for simplicity. See Algorithm 2 for a detailed
illustration. Let &((30138 = (ﬁéoﬁs, ,@éOBST )" € RP™ be the initial estimator and ﬁg{s =

(ﬁg)LS, Ag{g)T € RP*! be the estimator obtained after the ¢-th iteration. The estimator

in the (¢ 4 1)-th iteration can then be updated by a Newton-Raphson-type algorithm
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as follows,
(1 ~(t N OL " pe (ot t
V(CEFS) = Véis - { LS (7((3 ) AHL%} { LS <7§J£s> - AS(L%}a

where AS(LS = ASpg (”YCLS) and AHLS = AHig (fy((jis) By the time of convergence,

we obtain the final estimator. It will be shown in the next section that 7828 numerically

converges to Ycrs. This is the second estimator we have developed in this work.

Algorithm 2 The iterative algorithm for the corrected least squares estimator

Input: Initial estimator ’yg}zs, observed response Y*, observed covariates X*, weight-

ing matrix W, privacy-protection level \? and \?;

t +0;

repeat
(Calculating Step) Compute ﬁis(&t 5) and £ (7CLS) with X* and Y* plugged
into (2.13) and (2.16).
(Debiasing Step) Compute ASL% by (2.14)—(2.15) and AH{% by (2.17).

(Updating Step) Obtain 'y&fs) as

~(t+1 ~(t ok A~ 1 5%
Vé{s) = 7((3115_{ LS(WCLS) AHLS} { LS(’YCLS) ASLS}

tt+1;

(t 1
until [45s" — 48] < 107, "
t

Output: Corrected least squares estimator ¢ g.

In terms of the computational advantage, the CLS is observed to avoid the need
for large-scale matrix-inversion calculations throughout the entire algorithm. This
includes computing the first-order derivative, second-order derivative, and correction
terms in equations (2.14)—(2.18). Consequently, this approach significantly reduces the
computational time required compared to the CLE. The substantial computational

advantages of Acrg are further illustrated in the next section.

3. THEORETICAL PROPERTIES

In this section, we theoretically analyze both the numerical and statistical properties
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of the CLE and CLS. First, we introduce some theoretical assumptions.
3.1. Theoretical Assumptions

Define ||Bl[; = max; ), [bj;| to be Ly norm and || Bl|lo = max; Y _; [bij| to be Lo
norm for an arbitrary matrix B = (b;;) € R¥*¥. For theoretical analysis, the following

regularity conditions are required.
(C1) (Covariates) Assume that limy_.. N~'XTX exists and is non-singular.

(C2) (Uniform Boundedness) The elements of X are uniformly bounded for all
N. Moreover, the elements w;; of W are uniformly bounded with the uniform or-
der O(1/h,,), where h,, can be bounded or divergent with h,/N — 0 as N — oo.

Furthermore, W and S; ! have bounded L; and L., norms.

(C3) (Noise Term) Assume that all the e;s, s, and €f;s (1 < i,j < V) are indepen-
dently and identically distributed with mean zero. For the variance, we assume that
Var(e;) = A* and Var(ef;) = A2. To simplify the asymptotic covariance form of the
estimators, we assume E(e) = E(€}) = E(ef?) = 0. For higher moment conditions, we
assume that E(e}) = ug, E(e}) = pg, E(e) = i, E(ef —05)* = ¢, E(e] = X)* = ¢,

e’ €

and E(eff — A2)* = ¢, , for positive constants u§, u§, p§*, c,, ¢., and c,_.

Condition (C1) requires the covariance to exist and be non-singular. The same condi-
tion was adopted by Lee (2004), Yang and Lee (2017), and Zhu et al. (2020). Condition
(C2) requires the uniform boundedness of features X, the weighting matrix W, and
Sgt; this is a classical regularity condition in the SAR model (Lee, 2004; Yang and
Lee, 2017). Condition (C3) is a typical assumption for the noise term (Huang et al.,
2019; Zhu et al., 2020; Huang et al., 2020). It is remarkable that the artificially created
noise is allowed to be non-Gaussian, as long as the moment conditions are satisfied.
Furthermore, condition E(e}) = E(e}) = E(e}) = 0 is assumed for convenience. The
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aim is to simplify the form of the asymptotic covariances for the estimators. Notably,
the theory to be presented can be softly generalized under the assumption of non-zero
third-order moments using the same theoretical proof techniques in this work. Given

these conditions, we then establish the theoretical results in the subsequent subsections.
3.2. Theoretical Properties of the CLE

Before establishing the theoretical properties of the CLE, we first address the chal-
lenges in the theoretical analysis of the PSAR model compared to the traditional
SAR models without privacy protection. Next, we discuss the identification issue of
éCLE. The consistency and asymptotic normality of éCLE are then carefully established.
Finally, the numerical convergence of the proposed iterative algorithm is rigorously

proved.

In the theoretical analysis of the traditional SAR estimators based on the likelihood
function, the proof core involves handling of the matrix S~ = (Iy — pW)~'. The
existing literature presents two primary approaches to address this issue. The first
method considers bounding both the L; norm and L. norm of S~!. This can be
verified by assuming that the row and column sums of W and S~! are uniformly
bounded; for example, refer to Lee (2004) and Yang and Lee (2017). Meanwhile, the
second approach considers the application of Taylor’s expansion to S~!, based on the
assumption that the weighting matrix W is a transition-probability matrix, and the

stationary distribution for the network nodes exists; for example, refer to Huang et al.

(2019) and Zhu et al. (2020).

However, to estimate the parameters for the PSAR model based on the likelihood
function, we need to analyze Q7! = (02] N+ A2S ST)_l, which distinguishes the esti-

mation procedure from the previous two approaches. On the one hand, even if W and
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S~ satisfy the boundedness conditions of the L; and L., norms, it cannot be directly
proven that Q! is bounded in L; and L., norms. Consequently, the first method
cannot be employed. On the other hand, notice that ST.S in Q7! cannot be analyzed
as a transition-probability matrix; thus, the assumption of the existence of a station-
ary distribution cannot be made either. This makes the second method inapplicable.
Therefore, we need to reexamine the theoretical properties of the CLE fcir based on

the PSAR model. We begin with the discussion of the identification issue.

The aim of the discussion for identification is to demonstrate that 6; could be
identified by equations (2.6)—(2.8). We then verify that this is equivalent to clarifying
that 6y can be identified by minimizing the negative log-likelihood function F {E(Q)}

defined in (2.4) for the observed response Y*. To this end, we define
1
Qur(0) = £7(0) = 5 A2 tr ()

to be one of the primitive functions of £*(#) — AS¢r (), which means that Q¢ (6) =

L£*(0) — AScr (). Subsequently, define Qcr,(6) = E{QcL(6)}. Then, we have,

QcL(9) = 1og\S|+—1og|Q|+ tr{sTQ 1555 100(S }+ fﬂXTQ 'XpB

+ §6JXT(55 ) STOISSIX By — BTXTQSSy KBy = B{L(6)},

and Qc (6 E{ﬁ* 0)} — AScy(6). This means that solving equations (2.6)—(2.8) is
equivalent to minimizing Qcr,(f). Consequently, to address the identification issue, it

suffices to verify that 6, can be identified by minimizing Qcy,(6) = E{L(6)}.

Next, note that for any parameter # in the parameter space, by the calculation of
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(2.7), we can express 3 as a function of p,o? and 6 as,
B(p,o?) = (XTQ'X)IXTQSS; X5, (3.1)

Consequently, one only needs to verify the identification of py and o2, which will lead

to the identification of 6. By substituting (3.1) into Qcr (), we have

1 1
Qor(p,0®) = —log|S|+ 5 log|Q + 54 X' (S5) S' Q7 Ho S5y "Xy

1
+§tr{STQ‘1SSglﬂO(Sgl)T}, (3.2)

where Hg = Iy — X(XTQ7!X)"!XTQ~L. Then, to address the identification issue, we
only need to demonstrate that (pg, o) can be identified by minimizing (3.2). Before

presenting the theoretical results, the following identification condition is required.
(C4) (Identification) Assume that at least one of the following conditions holds:
(a) Hmy oo N 7180 XT (WS ) TQ T HoW S, ' X3y is positive for any (p,0?) in param-
eter space; or (b) limy .o N718] XT (WS, 1) TQ T HoW Sy X8y = 0, sequence {h,} is
bounded, and for any (p,0?) # (po, 02), imy_ee N 1tr{STQ 1SS Qo (Sy ") T} # 1.
Condition (C4) assumes that either (a) covariates X and WS, 'X3] do not exhibit

asymptotic multicollinearity, or (b) the variance matrix of Y* is unique. A similar type

of condition was also assumed by Lee (2004). Then, we have the following theorem.

Theorem 1. (Identification of CLE) Assume (C1)-(C4) hold. Then, (po,03) is iden-

tifiable. That is, for any € > 0, we have

. . 1
lim inf min )N{QCL(,O, 02) - QCL(pOaUCQ))} > 0.

N—oo (p,02)ENe(po,02

Here, N (po,0?) is the complement of an open neighborhood of (py,02) in parameter
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space and has a diameter of €.

The proof of Theorem 1 is given in Appendix C.1. The theorem guarantees the iden-
tification of (pg,0?), which subsequently leads to the identification of §;. We then

examine the statistical property of the CLE, which results in the following theorem.

Theorem 2. (Asymptotic Normality of CLE) Assume that (C1)-(C4) hold. Then, we
have VN (Ocrg —00) =4 N (0,40, (B5) 7 12C(2M) 1) as N — oo, where £ and L§*

are assumed to be positive definite matrices expressed as

CL CLN\T CL CL CLN\T CL
pr (Epﬁ ) 2;)02 App (Apﬁ ) Ap02

C C C

S S s g | S| A ag A% | 69)
2501‘2 01><p 232%2 ASJE (Aggz)T Agngz

The formula of the asymptotic covariance in (3.3) is provided in Appendiz A.2.

The proof of Theorem 2 is given in Appendix C.2. The theorem guarantees the asymp-
totic normality of Ocrn. By combining the previous discussion on identification issues,
we can employ the proposed Newton-Raphson-type method to iteratively obtain the
CLE by Algorithm 1. In real practice, we obtain ég)LE instead of éCLE. Thus, it is nec-
essary to discuss the relationship between éCLE and égI)JE in the proposed algorithm.

In this regard, the following theorem could be established.

Theorem 3. (Numerical Convergence of CLE) Assume that (C1)-(C4) hold. If the
initial value ég)gE lies close to Ocrg, then égI{E — Ocrg as t — oo with probability

tending to 1.

The proof of Theorem 3 is given in Appendix C.3. Theorem 3 guarantees the numerical
convergence of the proposed algorithm. This suggests that the proposed iterative

algorithm can obtain fcrr with asymptotic normality.
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3.8. Discussion of Statistical Inference for the CLE

Remarkably, for the inference of éCLE, the asymptotic covariance in (3.3) cannot be
immediately obtained when X is unobserved. Therefore, we denote XL = YCL(X 0)
(k =1,2) as a function of X and 6. In this subsection, for simplicity, we use 6 to rep-
resent the true parameter. Then, the difference between {1 (X* 6) and BV (X, 6)
should be considered. This is because data users can only observe X* instead of

X, and statistical inference can be made relying only on X*. Thus, define Ag(6) =

E{Z(X*,0)} — 295(X, 0), and G = WS~!. Then, we have

BY Botr(GTOQ72G) 0] r(Q2@)E 0

0, 0p,xp 0p, xp 0,
A?L(e) - Aiﬁ;@ ' e L ! ,
tr(QdG)ﬁZ 0ps 51 tr(Qi2)Ipz 0y,

0 0; 0;2 0
By Botr(GTQTIG) 0] tr(Q7IG)B; By Botr(Q72G)
AZHO) = A O O Opire 0p,
tr(Q71G) B, Opyxp,  tr(Q71)I, 0,,
By Batr(Q72G) 0y 0,, 0

Therefore, based on the idea of bias correction, we can obtain a bias-corrected
estimator for each element of the covariance matrix in (3.3) based on the observed X*.
The estimators can be denoted as f]SL = DOL(X*, fcrr) — ASM(Ocrs) (k = 1,2) with
Ocrr plugged in. Employing a technique similar to that used in the proof of Lemma
6 in Appendix B, the consistency of iSL can be established. Then, the estimated
standard error of Ocrp could be calculated by the estimated asymptotic covariance

matrix (S58) 180k (S0 -L,
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Then, we consider gaining a more intuitive understanding of the privacy-protection
level and statistical efficiency of Ot Notably, the covariance structure of the estima-
tor is quite complex here. For simplicity, we consider a special case of the pure SAR
with 8 = 0, known o2, and Gaussian error terms. We focus on estimating the network
effect p to intuitively express the impact of adding noise. Considering that p is usually
sufficiently small (Chen et al., 2013), we are then motivated to conduct Taylor’s ex-
pansion on X¢Ls (k = 1,2) to obtain their leading terms in order to approximate the
asymptotic covariance of the CLE. Then, it could be calculated that ASY = o(1) and
SPHE( g

1 ot
(o +a%) (554) (25 +Aagk) = Mo gt (V2 +WIWT) + o),
Thus, we can clearly observe that as the privacy-protection level A\? increases, the
asymptotic variance (L) 1EPL(ESY) 7! gradually increases. Increasing the privacy-
protection level A\? enhances data security, but inevitably decreases the statistical effi-
ciency of the resulting estimator. Therefore, in practice, data providers need to set a
reasonable level of privacy protection to balance between data security and statistical
efficiency. Efforts should be made to ensure that while protecting data, the statisti-
cal efficiency of the estimates obtained by data users remains acceptable. Note that
for more general cases, providing the specific form of the asymptotic variance is diffi-
cult as the privacy-protection level \? varies. We show more evidence of this through

numerical simulations.
3.4. Theoretical Properties of the CLS

In this subsection, we establish the theoretical properties of the CLS. The analysis

procedure is similar to those in Section 3.2. Therefore, for brevity and to avoid rep-
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etition, we will omit the detailed discussion of the technique here. We start with the
identification issue. To this end, define X, = W.S; X3, and X = (X,, X) € RVx(+1),

The following assumption is necessary for the identification of the parameter.

(C4*) (Identification) Assume that (a) limy_,e N XX exists and is non-singular,
and 0 > 0 exists such that min,<;_s )\min(SST) > 7, where 7 is a positive constant; or
(b) for the SAR model with no exogenous covariates, assume I, W, W' and W'W

are linearly independent.

Here, the identification issue is discussed in two cases: with covariates and without
covariates. The condition is similar to that in Zhu et al. (2020) and Huang et al.

(2020). We then have the following theorem.

Theorem 4. (Identification of CLS) Assume (C1)-(C3) and (C4*) hold. Then, -y, is

wdentifiable.

The proof of Theorem 4 is given in Appendix C.4. Next, we establish the following

statistical theoretical properties of Ycrs.

Theorem 5. (Asymptotic Normality of CLS) Assume that (C1)-(C83) and (C4*) hold.
We then have VN (5crs — 70) —a N(0pp1, (Z55)I8S(2E9) 1) as N — oo, where XIS

and X5 are assumed to be positive definite matrices expressed as

ZLS ELS T ELS (ELS T
S A E o8
i Liss Yops Vg

See Appendiz A.2 for the detailed formula of the asymptotic covariance in (3.4).

Through Theorem 5, we can conclude that the CLS estimator 4¢rg, as well as the CLE

discussed earlier, are both v/N-consistent. Practically, we obtain &gI)JS by Algorithm 2
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instead of 4crs. Similar to the discussion of QAgI)JE, we need to establish the numerical

convergence of ’AYgI)Js' Therefore, the following theorem is presented.

Theorem 6. (Numerical Convergence of CLS) Assume that (C1)-(C3) and (C4*)
hold. If the initial value ’}(COL)S lies close to AcLs, then ’AygI)JS — JcLs as t — oo with

probability tending to 1.

For statistical inference, similar to the discussion for éCLE, we can also provide
consistent estimators for each element in the asymptotic covariance matrix (3.4) based
on the observed X*. Define 15 = ¥E5(X +) (k = 1,2) as functions of X and ~, which
are expressed in (3.4). Then, we could plug X* 4crs in to obtain YE5(X* 4qps) for
k=1,2. As aresult, ALS(y) = E{3(X*,0)} — BE5(X, ) could be calculated as,

B;BQtr{GT(SszT)QG} 0, tr{(Sdf,ST)2G}52T
AP(Y) = 4X8, B 0,, 01 o, Op1xeps
tr{(SdiSTVG}Bg 0p5 51 tr{(Sodf,oST)z}[m
lgﬁztr(GTSdf,STG) 0, tr(SdﬁSTG)ﬁgT
AP(y) = 2X 0p, 0, xp, 0p, xps

r(SPSTG) By Oppy  tr(SA2ST)I,,

With 4crs plugged in, the consistent estimators for S5 could be obtained as SLS =
YES(X* Jers) — AMS(Jars) (k= 1,2). In this way, we could obtain the estimated stan-
dard error of 4cpg by the estimated asymptotic covariance matrix ($55)~15LS(SLS) 1,
Using a technique similar to that used in the proof of Lemma 8 in Appendix B, the

consistency of i};s can be established.

4. NUMERICAL STUDIES
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4.1. Sitmulation Models

To demonstrate the finite-sample performance of the proposed methods, we present
three simulation examples based on the following generating mechanisms: the network
structure A, data generation, noise distribution, and privacy-protection level. The
proposed estimators (i.e., CLE and CLS) are compared. The network structures are

given as follows.

Example 1. (Dyad Independence Network) Following Holland and Leinhardt
(1981), we define a dyad as A;; = (a;j,a5) (1 <i < j < N) and assume that different
A ;s are independent. To allow for network sparsity, we set P(A;; = (1,1)) = 10N*
and P(A;; = (1,0)) = P(A;; = (0,1)) = 0.5N°8. Then, the probability of a null

dyad is P(A;; = (0,0)) =1 — 10Nt — N=%8 which is close to 1 when N is large.

Example 2. (Stochastic Block Network) The next network type that is considered
is the stochastic block network (Wang and Wong, 1987; Nowicki and Snijders, 2001).
Following Nowicki and Snijders (2001), we randomly assign a block label k (1 < k < K)
for each node with K = 20 as the total number of blocks. Define P(a;; = 1) = 20N ~*
if i and j belong to the same block, and P(a;; = 1) = 2N ! otherwise. Thus, the nodes

in the same block are more likely to be connected.

Example 3. (Power-Law Distribution Network) It is commonly observed in net-
work analysis that the majority of nodes have few links but a small proportion have a
large number of edges (Barabasi and Albert, 1999). Therefore, we simulate the adja-
cency matrix A according to Clauset et al. (2009). The in-degree m; =} a;; for node
i is generated by the discrete power-law distribution with P(m; = k) = ck~*, with a
normalizing constant ¢ and = 3. For the ¢th node, m; nodes are randomly selected

to be its followers.
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Data Generation. For each node, we generate the true exogenous covariates x; =
(741, T0) " € R? from a multivariate normal distribution with mean 0y and ¥, = I5. The
corresponding network autoregression coefficient is fixed to be py = 0.2 and coefficient
Bo = (0.3,0.3)". The response Y* is generated based on Y* = (Iy — poW) H(XpBy +
E) + &. Define X; = (x5, -+ ,an)" for 1 < j < 2. To simulate privacy-protected
covariates, we fix X; = X; € RY and assume that Xy = X, € RY cannot be faithfully
observed. Then, X} can be generated by X; = Xy + € with € = (e,;), which follows

the setting of the noise distribution.

Noise Distribution. We consider that €, ; follows a normal distribution with mean
0 and A2 = 0.5. We consider two different distributions to generate ¢; independently
with mean 0 and A? = 0.5: (1) a normal distribution, and (2) a ¢-distribution with
degree 6. It is remarkable that for the ¢-distribution, each element is divided by v/3 to
make var(e;) = A\? = 0.5. For the noise ¢;, we consider the same cases for N(0,1) and
t(6). Here, we set the sample size as N =500, 1,000, and 2,000 and consider all the

network models.

Privacy-Protection Level. To better illustrate the effect of the privacy-protection
level, we consider a fixed sample size N = 1,000 and the dyad independent network-
generation model as an example. Different ¢;s and €, ;s are generated from normal
distributions with variances of A* and A2, respectively. We consider the impact of the

variations in A2 and A\? on the estimation results. Specifically, for fixed A\? = 0.5, we

consider A2 = (0.2,0.5,0.8). For fixed A2 = 0.5, we consider A\? = (0.2,0.5,0.8).

4.2. Performance Measurements and Simulation Results

For a better comparison, we focus here on the estimation results of py and .

To gauge the finite-sample performance, we use the following metrics. Define D0 =
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{ciy) ?:1 € R? as the estimator from the rth replication with ¢ = p + 1. For any
1 < j < g, the bias can be evaluated as Bias; = |d; — d;|, where d; = R™*Y" ciy),
and d; is the jth element of the true parameter. The standard error can be estimated
using g]\Ej =Ry, @;T). Notably, @Er) represents the jth diagonal element of the
estimated asymptotic covariance matrix, which can be computed using (3.3) or (3.4)
with D™ plugged in, followed by a correction step, as discussed in Section 3.3 for
the CLE and Section 3.4 for the CLS. Define SE; = {R™! Zr(dgr) — d;)?}Y? as the

Monte Carlo standard deviation of ciy), and the estimation efficiency of §I\Ej can be

evaluated by comparing S/]\Ej and SE;. In addition, for each J§T), a 95% confidence
)

r)

interval could be constructed as CIY) = [d@ — 20975V *1@5 ,d;r) + 20.975 IV *18/]?); ],

J
where z, is the lower ath quantile of the standard normal distribution. The empirical
coverage probability is then evaluated as CP; = R™' 2% T (cigf) € CIy)), where I(-)

is the indicator function.

Each experiment is replicated 500 times (R = 500). All simulations are conducted
on a Linux server with a 3.60 GHz Intel Core i7-9700K CPU and 16 GB RAM. Due to
the similar estimation performances across different noise distributions, we only present
the results for the normal distributions of both E and £ in Tables 2, and the other
results are provided in Appendix D. Moreover, the estimation outcomes for different
values of A\? and A2 are illustrated in Table 3. We present the Bias, SE, and CP in
Tables 2-3. Then, we show the averaged CPU time for deriving CLE and CLS in Figure

1 to evaluate the computation efficiency.

Estimation Performance. From Table 2, we draw the following conclusions.
First, the estimation bias is sufficiently small for all sample sizes. Second, as the
sample size N increases, Bias, SE, and SE all decrease, which shows the consistency

of all three methods. Third, all the CP values are approximately 95% for o = 0.05
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with SE and SE clearly being close to each other. This corroborates the theoretical
conclusions in Theorem 2 for the CLE and in Theorem 5 for the CLS. Finally, CLE

has a smaller SE than CLS.

Effect of Privacy-Protection Level. Based on the results in Table 3, we can
conclude that an increase in the privacy-protection level leads to a larger SE for the
estimators. Specifically, when A2 is fixed, increasing \* leads to an increase in SE for
all estimators. However, when \? is fixed, as A2 increases, only SE for the estimator
corresponding to the unobserved X, increases, whereas those for the other estimators

remain relatively stable.
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Figure 1: Average CPU time for three simulation examples with 100 replicates under
the assumption of a normal noise distribution: Example 1 (left panel), Example 2
(middle panel), and Example 3 (right panel). The solid line is the average CPU time

for CLE and the dashed line is for CLS.

Computation Time. We conduct the same experiment as previously, but with a
normal noise distribution and fixed o2 = 1, A2 = 1, and A\? = 0.5. Moreover, we change

N from 500 to 5,000 for R = 100 (100 replicates) to further compare the computa-

29



tional efficiency of CLE and CLS. Figure 1 shows the results from a computational
perspective. Evidently, as the sample size N increases, the computational time of
CLE increases dramatically, whereas that of CLS increases much slower. In practice,
a method should be chosen based on the balance between computational time and

statistical accuracy.

4.8. A Real Data Example

We compare the CLE and CLS using a transaction dataset of small- and medium-
sized restaurants. The dataset is provided by Shougianba, which is one of a leading
company in China’s mobile payment market (http://www.shougianbao.com.cn/). This
dataset contains information from N = 2024 fast-food restaurants specializing in snacks
in Guangzhou, China. For each restaurant i (1 <i < N), Y; is defined as the transac-
tion volume of the restaurant from April 1st to June 1st, 2024. Subsequently, for each
restaurant, we consider three covariates: (1) repeat customers X, which is defined
as the percentage of consumers who dined at the restaurant for two or more times
in the previous two months; (2) operating hours Xs, wherein zy; = 1 indicates that
the restaurant operates during both lunch and dinner hours, and z5; = 0 indicates
otherwise; (3) transaction amount per customer Xs, which is defined as the average
amount of each transaction in the previous two months. All the continuous variables
are standardized. For privacy protection, the platform has added Gaussian noise to
the average transaction amount per customer for restaurants with A2 = 0.2, and added

Gaussian noise to the response Y with \? = 0.25.

To analyze the effect of the network structure, we construct a network between
restaurants based on the customers who have dined at them. Specifically, if two restau-

rants 7 and j have at least five common customers, an edge is defined with a;; = 1;
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otherwise, a;; = 0. Furthermore, the network density (i.e., {N(N — 1)}7" 37, & ai,)

is 0.31%, which implies that this is a relatively sparse network.

Then, we estimate the model using the CLE and CLS estimators. In addition to

reporting the measurements from the simulation results, we also provide the root mean

~

square error (RMSE) of each method for comparison. To be more precise, define (p, 3)
as the estimators of (pg, fp) (i-e., CLE or CLS). The RMSE is calculated by RMSE =
{N—! le\il(ﬁ —Y;)2}/2 and (Y, ...,Yn)T = (In—pW) 'X*3. The estimation results

are summarized in Table 1.

Table 1: CLE and CLS results on real data. For each estimator (i.e., CLE, and CLS),

“*7 denotes that the estimator is significant at a level of 0.05.

CLE(SE)

CLS(SE)

Intercept

Network Effect

Repeat Customers
Operating Hours

Transaction Amount Per Customer

0.227(0.021)*

-0.072(0.020)*
0.010(0.021)
0.122(0.023)*

0.063(0.027)*

0.282(0.023)*
-0.072(0.023)*
0.045(0.021)*
0.108(0.025)*
(0.029)

0.067(0.029)*

RMSE

Time

2.703

33.443

3.200

3.238

From the results, we can draw the following conclusions. First, it can be observed
that the estimation results for both the network effect and covariates using both meth-
ods are similar, where the estimated values differ by no larger than 0.04. Second,
the network effects estimated by both methods are significantly negative. This is be-
cause the network construction is based on customers who have dined at the same

restaurants. The more customers who have dined at both restaurants, the stronger the
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competition between those restaurants. Therefore, the negative network effect can be
intuitively explained. Third, the CLS has slightly larger RMSE than that of the CLE.
Lastly, the CLS only requires less than one tenth of the computational time of the CLE

as it does not involve the calculation of Q1.

5. CONCLUDING REMARKS

This study addressed the issue of privacy protection in the SAR model with noise-
added response and covariates. We focused on achieving a consistent estimation of the
model parameters and proposed two different estimators: the CLE and the CLS. Both
of the estimators provide reliable solutions in privacy-protected scenarios. Theoretical

properties have been carefully established.

For future research, we will discuss three potential directions. First, the most
common form of the SAR model is discussed here. However, more generalized SAR
models are worth exploring, and the properties of estimation after the addition of noise
can be investigated. Second, network data is often distributed and stored on different
local machines. The challenges of distributed algorithms in privacy-protected scenarios
should be addressed. Third, when handling large-scale data, the problem of network
sampling often arises. Therefore, addressing the estimation bias caused by network

sampling in the presence of noise-added variables is an interesting research problem.
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Table 2:  Simulation results with 500 replicatesions for E and £ following a normal
distribution in three network-generartion settings. The bias, SE, SE, and CP are
reported for CLE and CLS respectively.

N Est. | CLE CLS

—~

| Bas SE SE CP | Bias SE SE CP
Case 1: dyad independence model

500 p 0.000 0.065 0.062 92.0 | 0.010 0.110 0.107 94.0
B1 | 0.003 0.058 0.056 94.0 | 0.005 0.057 0.057 94.0
B2 | 0.005 0.071 0.069 94.4 | 0.008 0.074 0.081 95.8
1000 0 0.002 0.042 0.044 95.0 | 0.004 0.083 0.081 95.6
B1 | 0.000 0.039 0.039 95.0 | 0.001 0.040 0.040 94.2
B2 | 0.004 0.046 0.048 96.2 | 0.003 0.048 0.057 96.8
2000 p 0.001 0.031 0.031 95.0 | 0.000 0.058 0.060 96.0
B | 0.000 0.026 0.027 96.4 | 0.000 0.027 0.028 97.0
B2 | 0.000 0.035 0.034 94.4 | 0.000 0.036 0.040 96.4

Case 2: stochastic block model
500 p 0.005 0.066 0.070 94.8 | 0.005 0.086 0.077 93.0
B1 | 0.002 0.052 0.055 96.4 | 0.001 0.056 0.057 95.8
B2 | 0.001 0.067 0.068 95.2 | 0.002 0.070 0.071 95.8
1000 p 0.002 0.050 0.049 94.6 | 0.003 0.053 0.054 96.0
B1 | 0.003 0.040 0.039 93.6 | 0.002 0.042 0.040 93.0
B2 | 0.001 0.047 0.048 96.4 | 0.001 0.050 0.053 96.4
2000 p 0.001 0.035 0.035 95.0 | 0.001 0.039 0.038 93.6
61 | 0.000 0.027 0.027 94.6 | 0.000 0.028 0.028 94.6
B2 | 0.000 0.034 0.034 95.8 | 0.000 0.036 0.038 96.2
Case 3: powerlaw model
500 p 0.001 0.065 0.062 92.8 | 0.005 0.072 0.070 95.4
£1 | 0.003 0.058 0.056 93.8 | 0.005 0.061 0.057 93.4
B2 | 0.004 0.071 0.069 94.6 | 0.008 0.076 0.082 95.8
1000 p 0.001 0.043 0.044 96.0 | 0.001 0.050 0.049 94.4
B1 | 0.000 0.038 0.039 95.2 | 0.001 0.040 0.040 94.0
B2 | 0.004 0.046 0.048 95.4 | 0.002 0.049 0.050 97.6
2000 p 0.000 0.032 0.031 94.2 | 0.002 0.035 0.035 94.6
B1 | 0.000 0.026 0.027 96.6 | 0.000 0.027 0.028 96.0
B2 | 0.000 0.035 0.034 94.2 | 0.000 0.037 0.040 97.8
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Table 3: Simulation results with 500 replicates for different privacy-protection levels.
The bias, SE, SE, and CP are reported for CLE and CLS.

CLE CLS
A2 A\?  Est. | Bias SE SE CP | Bias SE SE CP
02 05 p |0.002 0.070 0.074 96.6 | 0.001 0.084 0.079 93.2

B1 | 0.000 0.038 0.039 94.6 | 0.000 0.040 0.039 92.8
B2 | 0.003 0.041 0.043 96.8 | 0.002 0.042 0.046 94.6
0.5 0.5 p 0.002 0.073 0.076 95.4 | 0.002 0.082 0.081 94.8
B1 | 0.000 0.038 0.039 95.8 | 0.001 0.037 0.040 95.6
B2 | 0.002 0.048 0.048 954 | 0.000 0.053 0.057 95.8
0.8 0.5 p 0.002 0.076 0.077 94.8 | 0.002 0.085 0.081 93.2
81 | 0.001 0.038 0.039 96.4 | 0.001 0.039 0.040 94.2
B2 | 0.002 0.055 0.054 95.8 | 0.002 0.055 0.066 97.6
0.5 0.2 P 0.004 0.059 0.061 95.6 | 0.003 0.069 0.064 94.0
B1 | 0.000 0.036 0.035 95.4 | 0.000 0.035 0.036 95.2
B2 | 0.002 0.041 0.043 96.4 | 0.002 0.044 0.047 964
0.5 0.5 p 0.002 0.073 0.076 95.4 | 0.002 0.082 0.081 94.8
B1 | 0.000 0.038 0.039 95.8 | 0.001 0.037 0.040 95.6
B2 | 0.002 0.048 0.048 95.4 | 0.000 0.053 0.057 95.8
0.5 0.8 p 0.002 0.090 0.089 95.0 | 0.001 0.097 0.096 94.6
B1 | 0.001 0.039 0.043 954 | 0.002 0.043 0.044 964
B2 | 0.001 0.056 0.053 92.0 | 0.002 0.056 0.062 97.6
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