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Abstract. In the fast-evolving field of medical image analysis, Deep
Learning (DL)-based methods have achieved tremendous success. How-
ever, these methods require plaintext data for training and inference
stages, raising privacy concerns, especially in the sensitive area of med-
ical data. To tackle these concerns, this paper proposes a novel frame-
work that uses surrogate images for analysis, eliminating the need for
plaintext images. This approach is called Frequency-domain Exchange
Style Fusion (FESF). The framework includes two main components:
Image Hidden Module (IHM) and Image Quality Enhancement Mod-
ule (IQEM). The IHM performs in the frequency domain, blending the
features of plaintext medical images into host medical images, and then
combines this with IQEM to improve and create surrogate images ef-
fectively. During the diagnostic model training process, only surrogate
images are used, enabling anonymous analysis without any plaintext data
during both training and inference stages. Extensive evaluations demon-
strate that our framework effectively preserves the privacy of medical
images and maintains diagnostic accuracy of DL models at a relatively
high level, proving its effectiveness across various datasets and DL-based
models.

Keywords: Privacy-preserving - Medical Image analysis - Deep Learn-
ing - Frequency-Domain Exchange - Image concealment.

1 Introduction

Rapidly developing deep learning (DL) methodologies have demonstrated great
potential in the medical field, offering high accuracy and efficiency in diagnosis,
treatment planning, and patient care [21,15]. However, as DL is a data-driven
approach [8,20], the increasing demand for large volumes of plaintext medical
images for training DL models raises significant privacy concerns in its applica-
tions within the medical field. Medical images hold extensive privacy information,
including personal identification, medical history, diagnosis, biometric data, and
more [11]. Therefore, to facilitate the public availability of large-scale medical
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Fig. 1. The concepts of the traditional medical image disease diagnosis method and
ours.

image databases for the purposes of advancing medical research and improving
patient care, the development and implementation of robust privacy-preserving
methods for medical imaging have become urgently necessary.

Traditional DL-based methodologies necessitate the server’s aggregation of
data from multiple clients, raising privacy concerns during client-server data
transmission. These methods also rely on plaintext medical images for training
and inference [4, 3]. With this scenario, the application of DL methodologies to
analyze anonymized medical images has emerged as a promising approach to
overcome data-sharing limitations and mitigating the risk of data leakage. Tra-
ditional anonymization techniques for medical images often involve removing
the patient’s name or blurring identifiable information. Some DL-based meth-
ods, such as Kai et al. [14], employ generative models to generate adversar-
ial images, forming a new dataset for thoracic abnormality classification tasks.
Kim et al. [12] proposed Privacy-Net, a framework designed to eliminate privacy-
sensitive features from medical images while retaining task-relevant information
for segmentation. However, these approaches often retain some visual informa-
tion from the original images, which does not fully protect the visual privacy
of the images. As a result, current medical analysis models face two main chal-
lenges: i) How to preserve the privacy information in medical data; and ii) How
to maintain its discriminate ability after concealing the information of plaintext
images within host images.

Studies in visual psychophysics reveal that the visual recognition of images
is predominantly reliant on phase information, which maintains essential visual
content and perceptual quality, despite partial spectrum changes [7, 16]. Precise
control of spectral transformations allows for effective information concealment
while preserving the image’s visual identity. As a result, we propose a novel
Frequency-domain Exchange Style Fusion (FESF) framework to alleviate the
above issues and balance the trade-off between utility and privacy.

For clarity, Fig. 1 illustrates the differences between the traditional medical
image analysis model and ours. Traditional methods use plaintext medical images
for DL model training and inference. In our method, we conceal plaintext medical
images within host images to generate surrogate images, which are then used for
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Fig. 2. The overview of the proposed FESF framework.

training and inference in the network model. By doing this, our approach ensures
no plaintext images are exposed during training and inference, greatly reducing
privacy concerns related to data leakage.

In summary, the main contributions of this paper are highlighted as follows:

— We introduce a novel FESF framework for privacy-preserving medical image
analysis by eliminating the need for plaintext images during the training and
inference processes of DL models.

— We preserve the data privacy by swapping partial frequency domain informa-
tion between plaintext and host medical images, generating surrogate images
that maintain the utility for DL-based medical image analysis models.

— Extensive experimental assessments across diverse datasets and with vari-
ous DL models reveal that our method effectively balances privacy and utility
in medical image analysis models.

2 Proposed Method

2.1 Overview

The overview of the proposed FESF framework is depicted in Fig. 2. The FESF
framework comprises two main components: an Image Hidden Module (THM)
and an Image Quality Enhancement Module (IQEM). Initially, it transforms
host images alongside plaintext images into the frequency domain using the Fast
Fourier Transform (FFT), resulting in amplitude and phase spectra. It then em-
beds the feature of plaintext images into the host image by manipulating specific
frequency components. Subsequently, the inverse FFT generates synthetic im-
ages containing the hidden data. To further refine the visual quality of these
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synthetic images, the IQEM extracts features from the host images to adapt
and improve the quality of the synthetic images and generates surrogate images.
Then, low-intensity ITHM is used to refine the surrogate images. Finally, the
models are trained by feeding the surrogate images into the networks. Patients
can upload their personal surrogate images to the server for diagnosis using DL
models. The training and inference processes of the DL model rely solely on
surrogate images, thereby eliminating the need for plaintext medical images.
This framework innovatively preserves the privacy and the practical utility of
sensitive medical data.

2.2 Image Hidden Module

The core idea of data concealment is to employ THM to discreetly embed plain-
text images within a host image. This method leverages the amplitude spec-
trum to represent an image’s low-level distribution and the phase spectrum to
encapsulate high-level semantic information [6]. Notably, changes to the am-
plitude spectrum have been found to minimally affect the visual perception of
the image [19]. Partial frequency domain information is extracted from plain-
text images and exchanged with the counterpart of the host image by using
Frequency-Domain Exchange Moddle (FDEM), ensuring that the host image
conveys specific distribution details of plaintext images without noticeable vi-
sual changes.

Initially, a host image (2*°) and a plaintext image dataset X containing N
plaintext images, which can be formulated as X = {;vzfl, ...,x%}. N plaintext
images are selected to be transformed into the frequency domain using FFT.
This transformation is mathematically formulated as:

ho)

F (2" (c,m,n) = Zx’(c, h,w)efﬂﬂ(%"ﬁwn), (1)

h,w

where 2’ € U X € REXHXW ¢ H and W denotes the dimensions of the
image. (¢, m,n) and (¢, h, w) represent the coordinates in frequency and spatial
domains, respectively.

This frequency space signal F (2’) can be further decomposed to an amplitude
spectrum A, € REXHXW and a phase spectrum P, € REXH*W Then, a binary
mask, M, is used to selectively blend the low-frequency components of the host
image’s amplitude spectrum with those of the plaintext images. It is defined as
follows:

)

1,if me[—aH,aH] and né€[—aW,aW]
) = .
0, otherwise
where a determines the low-frequency region intended for exchange.
In order to determine the exchange ratio between the amplitude spectra
of the plaintext image A ,» and the host image A n., a hyper-parameter 3 is
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introduced to modulate the intensity of the host’s spectrum to construct the
synthetic amplitude spectrum A_sy, which is defined as:

Ax:” = |:(]- - B)Axi“’ + ﬁAzPl] @ M+ Agho @ (1 - M)a (3)

where "®" represents the Hadamard product operation.

Euler’s formula is then employed to reconstruct the frequency domain signal
using the synthetic amplitude spectrum A, sy and the phase spectrum of the
original host image, which is defined as cho.l Finally, the inverse FF'T, denoted
as F 1, is applied to yield the synthetic image x;¥. The entire synthesis process
is formulated as:

o = F1 (Amiy, 73) . (4)

In this way, the information of the plaintext images can be effectively con-
cealed into the host image while preserving the essential phase information of
the host image. This results in a synthetic image that contains the host image’s
structural features.

2.3 Image Quality Enhancement Module

After being processed by IHM, the IQEM is introduced to enhance the visual
consistency of synthetic images with the host image.

Our methodology aims to learn a mapping function G that converts images
from synthetic image domain S to host image domain K. An adversarial dis-
criminator D is then used to distinguish between the host image z"° € K and
the synthetic images {G(x;¥)}Y ,,z;¥ € S. The mapping function G : S — K
and its discriminator Dx are optimized together via a min-max problem using
the following adversarial loss function Lgan(G, Dk, S, K):

mgin max Laan(9, Di, S, K) =E g pyra (i) [l0g Dic (z")]
K

g (5)
FE o log(1 = Dic(G(")))],

where G aims to generate surrogate images {z5“}Y ; that mimic the distribution

of domain K. Egpi... (ahey and Eg (z:v) denote the expectations over K
and S, respectively. The primary objective of G is to minimize this adversar-
ial loss, effectively fooling the discriminator into classifying generated images as
belonging to domain K. Conversely, Dx endeavors to maximize the same loss,
enhancing its ability to identify the origins of the images. Our approach en-
sures that the generator G and discriminator Dx evolve in a symbiotic manner,
promoting the generation of high-fidelity surrogate images that retain the key
features of the host images.

After IQEM, we apply IHM once again to stabilize the image quality. We set

. . /
o' and B’ to obtain refined surrogate images {z5* }V .
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Fig. 3. Visual comparison of host, plaintext, synthetic, and surrogate images across
different datasets.

2.4 Implementation

Patients provide plaintext medical images and use IHM and IQEM to generate
personal surrogate medical images. Patients then upload the surrogate images to
the server, utilize a trained DL model to analyze the surrogate medical images,
and return the prediction results.

3 Experiments

Training Details. We utilized four datasets for DL training and testing, each
representing a distinct disease classification task including Br35H [2], Retinal
Fundus Images [13], Cervical Cancer [1] and Skin Cancer [5]. Each dataset was
processed using plaintext images and their corresponding surrogates generated
by the FESF framework, a set to 0.5, o’ set to 0.5, 8 set to 0.5, and 3’ set to
0.1. Each dataset was randomly divided into a training set and a test set with a
ratio of 6:4 and each image in the datasets was resized to 512 x 512 pixels.

In this study, four well-known networks, including VGG16 [17], ResNet34 [9],
MobileNetv3 [10], and EfficientNetv2 [18] are on four datasets. All the DL meth-
ods were trained with 150 epochs. The performance of each network was then
evaluated to verify the effectiveness of our proposed framework with metrics
including Accuracy (Acc), Precision (P), Recall rate (R), and F1 score (F1).
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Table 1. Quantitative analysis results of FESF framework across various medical image
datasets with different DL models.

Skin
Cancer

Cervical
Cancer

Retinal Fundus
Disease

Br35H

’
su su

L g T

xT

pl su su’

T T x

pl su su’

T T x

. ’
:L,pl 25U :L_su

Acc 83.20 53.23 80.36

99.79 90.59 97.52

85.38 73.75 74.75

97.69 75.88 91.24

Efficient- P 62.06 41.99 59.10 99.79 90.64 97.52 77.75 68.57 62.00 97.13 77.30 91.23
Net R 63.88 34.48 61.62 99.79 90.59 97.52 80.47 56.73 72.19 97.51 75.88 91.26
F1 62.87 32.85 58.79 99.79 90.57 97.52 76.72 59.79 59.45 96.78 75.76 91.24

Acc 85.53 55.30 76.74 99.94 94.89 98.94 87.38 79.73 82.06 98.85 73.37 92.15

Mobile- P 72.34 43.06 62.81 99.94 94.89 98.94 81.10 76.41 70.38 98.54 74.27 92.14
Net R 70.70 40.42 64.72 99.94 94.89 98.94 82.61 65.95 76.53 98.52 73.37 92.43
F1 71.34 40.83 61.84 99.94 94.89 98.94 80.28 69.35 68.43 98.55 73.12 92.15

Acc 88.37 57.36 79.59 99.96 93.72 98.67 87.71 80.73 83.39 97.33 77.96 92.49

ResNet P 69.73 47.28 62.00 99.96 93.72 98.67 81.04 81.60 72.15 97.33 80.61 92.48
SRR 71.59 39.07 64.33 99.96 93.72 98.67 84.00 66.35 80.69 97.40 77.96 92.64
F1 69.26 39.41 60.93 99.96 93.72 98.67 79.88 69.43 69.71 97.33 77.48 92.49

Acc 85.01 59.17 78.29 99.78 94.48 94.72 87.38 80.73 81.40 95.99 77.63 93.32

Neele P 65.16 49.71 58.10 99.78 94.48 94.72 78.69 74.59 70.46 95.99 78.83 93.32

R 65.79 40.31 59.56
F1 64.98 40.35 58.05

99.78 94.48 94.72
99.78 94.48 94.72

83.44 66.39 74.24
78.07 69.41 69.20

96.20 77.63 93.35
95.99 77.39 93.32

The training was implemented using the PyTorch library and executed on one

NVIDIA GeForce RTX 4090 GPU.

Experimental Results. As illustrated in Fig. 3, plaintext images are embed-
ded into the host images to generate surrogate images, while maintaining high
similarity to the host images. Moreover, during the IQEM process, there was a
notable reduction in the color feature information of the synthetic images com-
pared to the refined surrogate images.

The quantitative results of the proposed methods across different DL net-
works are detailed in Tab. 1. We use the results of training only with plaintext
as the upper bound. It is observed that the performance degradation is accept-
able, especially in Cervical Cancer and Br35H datasets. The main reason lies
in that the diagnosis of these two datasets is mainly relies on anatomical and
cellular morphology features, which are preserved in the amplitude spectrum’s
low-frequency components. The performance degradation is greater in Retinal
Fundus and Skin Cancer datasets, due to their reliance on color information
for diagnosis. However, in order to preserve the privacy information and im-
prove the image quality, IQEM would abandon kind of color information. The
repeated application of IHM positively influences the utility of surrogate medical
images in DL applications, potentially enhancing the models’ ability to produce
more accurate diagnostic outcomes.



8 M. Sun et al.

Table 2. Image quality analysis between host image, refined surrogate images and
synthetic images.

SSIM PSNR LPIPS
(l’ho, x:u’) (Iho, l'fy) (xho7 Ifu/) (xho, wlsy) (QT}LO, x:u’) (CEhU, l'fy)
Skin Cancer 0.9748 0.9422 34.5861  28.9633  0.0223 0.1105
Cervical Cancer 0.9297 0.8679 31.5723  28.4355 0.0488 0.1934
Retinal Fundus Disease 0.9005 0.6851 32.6282 28.8184  0.0638 0.3170
Br35H 0.8280 0.4477  30.3095 28.1640  0.1094 0.5375

Table 3. Image quality analysis between plaintext images, refined surrogate images
and synthetic images.

SSIM PSNR LPIPS
@ @) @ @) (@ o) (@) (@2 (@)
Skin Cancer 0.7066  0.6801 28.1574 28.4204 0.3807  0.3126
Cervical Cancer 0.4976 0.4664 27.9686 28.0364 0.5485 0.5314
Retinal Fundus Disease 0.6488 0.4975  29.0442 28.4616 0.3807 0.4822
Br35H 0.1352 0.0815 28.3169 28.2764 0.5195 0.6510

We conduct a quantitative analysis of the host images, plaintext images,
and their corresponding surrogate and refined surrogate images, with the results
presented in Tab. 2 and 3. Three image quality evaluation metrics are used to val-
idate the image quality, including Structural Similarity Index Measure (SSIM),
Peak Signal-to-Noise Ratio (PSNR), and Learned Perceptual Image Patch Sim-
ilarity (LPIPS). IQEM has been shown to significantly enhance image quality,
bringing the generated images into closer alignment with domain /C. The SSIM
values for the pairs (2", z5%") and (z?', z5*") show a marked decrease in the Cer-
vical Cancer and Br35H datasets, suggesting substantial structural alterations
in the images. In contrast, the Skin Cancer and Retinal Fundus Disease datasets
exhibit smaller SSIM reduction due to their intrinsic similarity, which compli-
cates classification. However, the THM process aids in providing color information
that enhances the analysis. The PSNR of four all datasets are high which means
refined surrogate images maintain a high degree of fidelity to the host images,
confirming that the quality of the surrogate images is generally well-preserved.
Additionally, the LPIPS scores suggest that the surrogate images hold a high
degree of visual similarity to the host images, indicating effective concealment.

4 Conclusion

In this study, we propose a novel FESF framework specifically designed to ad-
dress critical data privacy concerns in the application of DL in the medical field,
particularly during model training and inference stages. We ensure data pri-
vacy by using the IHM to extract partial frequency domain information from
plaintext medical images and exchange this information with the counterpart
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of the host image. This process guarantees that the surrogate images convey
certain distribution details from the plaintext images while visually unrelated
to the plaintext image. Extensive experiments on various datasets with different
DL models demonstrate that our framework offers two main benefits: surrogate
images can replace plaintext images and maintain diagnostic accuracy of DL
models at a relatively high level, and it well balances privacy and utility.
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