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Abstract—High altitude platforms (HAPs)-aided terrestrial-
aerial communication technology based on free-space optical
(FSO) and Terahertz (THz) feeder links has been attracting
notable interest recently due to its great potential in reaching
a higher data rate and connectivity. Nonetheless, the presence
of harsh vertical propagation environments and potential aerial
eavesdroppers are two of the main challenges limiting the relia-
bility and security of such a technology. In this work, a secrecy-
enhancing scheme for HAP-aided ground-aerial communication
is proposed. The considered network consists of HAP-assisted
communication between a ground station and a legitimate user
under the threat of an aerial and ground eavesdropper. Thus,
the proposed scheme leverages (i) HAP diversity by exploiting
the presence of multiple flying HAPs and (ii) the use of a hybrid
FSO/THz transmission scheme to offer better resilience against
eavesdropping attacks. An analytical secrecy outage probability
(SOP) expression is derived for the scheme in consideration.
Results manifest the notable gain in security of the proposed
scheme with respect to both (i) the single-HAP and (ii) THz
feeder-based benchmark ones, where the proposed scheme’s SOP
is decreased by four orders of magnitude using 4 HAPs with
respect to the first benchmark scheme, while a 5-dB secrecy gain
is manifested with respect to the second benchmark one.

Index Terms—Atmospheric attenuation, high-altitude plat-
forms, free-space optics, physical layer security, Terahertz com-
munication, pointing errors.

I. INTRODUCTION

Throughout the past few years, there has been an increasing
interest in exploiting the aerial interface, composed of un-
manned aircraft, high-altitude platforms (HAPs), and satellites,
for extending the area coverage of several underserved zones
over the earth and significantly increasing the peak data rate
[1]]. HAPs and satellites can broaden communication coverage
and boost data rates through multi-beam transmissions and by
leveraging very high-throughput backhaul/feeder links from an
earth station. In this optic, HAPs manifested several benefits
compared to conventional low-earth orbit (LEO) satellites,
essentially its shorter signal round-trip time compared to their
LEO counterpart due to the shorter distance to the earth
surfaces, i.e., placed in the stratosphere (17-50 Km), hence
providing a low communication latency [?2].

From another front, the adoption of the THz and FSO trans-
missions as a backhaul feeder link for terrestrial-aerial/satellite
transmissions has been among the advocated solutions to
cater to the high data rate needs. Such technologies can
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solve the spectrum saturation issue in the radio frequency
(RF) spectrum in the Ku and Ka bands [2f], [3]. FSO is
based on transmitting conical-shaped optical beams in the
infrared (IR)/near IR or visible light spectrum. Its immunity
to interference, security, high amount of bandwidth, and low
implementation cost make FSO feeder links a viable solution
for the continuous needs in bandwidth. On the other hand,
THz technology is based on the utilization of the 0.1 THz-
10 THz RF spectrum for transmitting directive RF beams [4].
To this end, THz technology can offer at least an order of
magnitude of bandwidth gain compared to its mmWave coun-
terpart. However, despite the aforementioned features, the two
technologies suffer from several common impairments, such
as beam wandering, atmospheric turbulence-induced fading,
and, essentially, beam pointing errors due to the transceivers’
vibration/movement. In addition to this, it has been shown
that FSO suffers heavily from meteorological conditions, such
as the presence of fog, heavy rain, and clouds, whereas
THz manifests better resilience against severe weather. It is
worth mentioning that the presence of molecular absorption is
an additional impairment affecting the THz communication’s
performance, while the FSO transmission is less affected by
it.

The physical layer security (PLS) paradigm has been at-
tracting the wireless community in the past years. PLS’
objective is to ensure secure keyless transmission, from ei-
ther a confidentiality or authentication point of view, relying
solely on the physical layer parameters, e.g., fading, antenna
diversity, and precoding. Confidentiality-based PLS relies on
maximizing/enhancing the secrecy capacity (SC) metric to
counter eavesdropping attacks, which can guarantee a higher
transmission rate as well as a target decoding failure at
eavesdroppers. From FSO and THz communications point of
view, in spite of their high beam directivity, exhibiting "by
nature" a secure transmission, THz and optical beams are of
divergent nature at higher transmission distances. Precisely,
the beam spot size at an aerial receiver in the stratosphere
can reach the order of tens-hundreds of meters, which puts
it under a continuous threat of malicious aircraft/unmanned
aerial vehicles (UAVs) that can be located within the beam
divergence area and eavesdrop on the ground-space/satellite
feeder link [5], [6]]. Therefore, securing the feeder link in
hybrid terrestrial-aerial/satellite links is crucial.



A. Related Work

Concerning the literature on FSO-based terrestrial-
aerial/satellite networks, several works inspected its
performance in terms of bit error and outage probabilities
and link margin, as detailed in [7]-[9]. In addition to this, the
authors of [[10] explored the potential of THz communication
in airplane-satellite links, whereby a holistic channel modeling
encompassing the various propagation attenuation phenomena
and a performance evaluation of the system were provided.
On the other hand, several techniques have been proposed to
enhance the performance of ground-aerial/satellite networks.
For instance, the authors in [11]] proposed the incorporation of
site diversity by using multiple ground stations to counter the
high attenuation of ground-satellite FSO links. Furthermore,
in [12]], [13]], another approach was proposed to enhance the
reliability performance of hybrid terrestrial-aerial/satellite
networks by adopting a hybrid RF/FSO transmission, where
the system switches to the RF Ka-band signals whenever
the received FSO signal power falls below a threshold limit.
Furthermore, in [14]], a HAPs diversity scheme was proposed
to increase the reliability of downlink satellite-HAP-earth
networks by selecting the best relaying HAP in terms of the
instantaneous signal-to-noise ratio (SNR).

From another front, some research works inspected the
secrecy of FSO- and THz-based terrestrial-aerial/satellite net-
works. For instance, the secrecy of a dual-hop terrestrial-
satellite network was analyzed in [3] with an FSO feeder
link and under the presence of an eavesdropper in each of the
two hops, i.e., uplink ground-satellite and downlink satellite-
ground. In order to increase the secrecy of the considered
network, both optical aperture diversity and RF beams precod-
ing were considered. Also, Ma et al. tackled in [15] the se-
crecy evaluation of a mixed RF-FSO uplink terrestrial-satellite
connection assisted by a relay UAV. In addition, the authors
of [16] analyzed the security level of a satellite- and HAP-
based network under two communication scenarios, namely
the satellite-to-HAP and HAP-to-ground under eavesdropping
attacks. The same authors inspected in [[17] the secrecy of a
satellite-ground communication system assisted by a HAP as
a relay, where an eavesdropper attempts to compromise the
second hop operating with RF Ka-band. In [[18], the security
of an RF-based reconfigurable intelligent surface (RIS)-and
UAV-aided satellite-ground communication was analyzed in
the presence of multiple ground eavesdroppers. The work of
Ben Yahia et al. in [19]] aimed to inspect the security of an
FSO-based satellite-HAP network when a malicious spacecraft
attempts to overhear the legitimate signal from the diver-
gent optical beam. The same authors elaborated an extension
of the aforementioned work in [20], where the analysis of
secrecy considered FSO-based satellite-HAP, uplink ground-
HAP, and downlink HAP-ground networks in the presence
of a HAP eavesdropper. In [21]], a cognitive radio-based
terrestrial-satellite network with an optical feeder link was
quantified in terms of the key system parameters. It is worth
highlighting notable existing works that quantified the secrecy
level of terrestrial FSO communication systems under different
eavesdropping situations and positions, such as in [5], [6].

Lastly, from the THz-based vertical networks’ point of view,
the work in [22] provided a thorough secrecy investigation of
a THz-based downlink satellite-ground communication aided
by a HAP. A RIS is mounted onboard the HAP to act as a
passive relay and beamsteer the THz beam towards a ground
user, under the presence of an eavesdropper in its vicinity.

B. Motivation

It has been established from the above-discussed literature
work that the reliability performance of FSO- and THz-based
hybrid terrestrial-aerial/satellite networks is heavily impacted
by atmospheric attenuation, turbulence, and beam misalign-
ment (pointing errors). The proposed reliability enhancing
techniques, such as HAP/site diversity and hybrid RF/FSO
transmission, have been established to fulfill a higher reliabil-
ity target based on the received SNR as a metric [|11[|—[|14]]. On
the other hand, from a network secrecy point of view, most
prior secrecy investigations considered eavesdropping threats
solely on the RF side of the network, i.e., generally in the
fronthaul (radio access) satellite/HAP-to-earth station (user)
links. Also, the work in [[16], [19], [20], [22] showed that the
system’s secrecy can exhibit some weakness in several scenar-
ios. Essentially, the FSO, THz, and RF links’ impairments in
such vertical links significantly affect their respective secrecy.
Therefore, it is of paramount importance to design secrecy-
enhancing schemes for terrestrial-aerial/satellite networks to
fulfill better data reliability (higher SNR levels) and also higher
resilience against eavesdropping attacks from potential aerial
eavesdroppers.

Motivated by the above, the current work aims to propose
a novel PLS scheme for hybrid terrestrial-aerial networks by
exploiting both HAPs diversity alongside a hybrid FSO/THz-
feeder link transmission. The considered network consists of
a HAP-aided communication between a ground station (GS)
and a ground user, whereby the GS-HAP communication
operates mainly over an FSO link due to its very high data
rates, whereas the HAP decodes and forwards the received
signal to the ground user. Under the potential presence of
an eavesdropping HAP and a ground eavesdropper aiming
to compromise both transmission hops, the proposed scheme
aims at the exploitation of multiple available flying HAPs
within the reach of the legitimate transmit ground station (GS)
to select the one maximizing its secrecy performance under the
presence of several aerial eavesdroppers and a single terrestrial
one. In addition to this, the proposed scheme relies on a hybrid
FSO/THz GS-HAPs feeder link, whereby THz transmission is
activated as a backup link whenever the FSO transmission
fails in fulfilling a target secrecy level. The use of THz as a
backup link is expected to enhance the secrecy performance
of the system further, in addition to HAP diversity, due to
its resilience to propagation phenomena compared to its FSO
counterpart. The current work exhibits the main differences
with respect to the aforementioned previous works, where in
[11]]-[14], the performance of the considered networks was
analyzed from reliability’s point of view and not analyzing
the secrecy considering either HAPs diversity [14] or hybrid
RF/FSO links [12]], [[13]], while in [3], [15]-[20], [22], [23],



the secrecy performance was inspected by considering FSO-
feeder links and a single relay/HAP/satellite. To the best of
our knowledge, the current work is the first to propose the use
of HAPs diversity and hybrid FSO/THz transmission for the
secrecy enhancement of HAP-aided terrestrial-aerial networks.

C. Contributions

The main contributions of the current work can be summa-
rized as follows:

« A novel secrecy-enhancing scheme is proposed by har-
nessing the benefits of HAPs diversity and hybrid
THz/FSO transmission.

« A novel mathematical framework for evaluating the net-
work’s secrecy outage probability (SOP) metric is de-
rived, encompassing key system parameters.

« Several analytical observations are provided to demon-
strate analytically the effect of some system parameters.

« Extensive numerical simulations are conducted to analyze
the effect of key system parameters on the system’s
secrecy performance.

The rest of this paper is organized as follows: Section
IT presents the considered system and channel model, while
Section III provides useful statistical functions for the secrecy
evaluation. In Section IV, the proposed scheme is detailed, and
its secrecy performance is derived. Section V is dedicated to
showing illustrative numerical results for the system’s secrecy.
Lastly, Section VI concludes the paper.

II. SYSTEM MODEL
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Fig. 1: System model

The transmission from the GS at the earth to an end-user
is carried out through the help of N HAPs {H,},_; .
acting as relays, as shown in Fig. [l FSO beams convey the
transmit data symbols of the ground user over a turbulent
uplink vertical channel impaired by atmospheric turbulence,
scattering caused by particles, free-space path loss, and the
potential presence of clouds, rain, or fog. In addition to this,
the beam misalignment between the ground station and each
relay HAP causes inevitable pointing errors. Furthermore,

multiple eavesdropping HAPs {E (1)} are targeting the

.....

located at the vicinity of a legrtlmate one, precisely in the
optical beam divergence area, to decode the legitimate signal.
Due to the presence of the aforementioned impairments, the
FSO link might become unreliable at some transmission slots
and manifests a very high power loss. To this end, a backup
THz link is adopted to ensure a backhaul communication
between the GS and the HAP in the case of the FSO link’s
severe attenuation. The GS selects a HAP among the N HAPs
according to the highest secrecy level, which will be detailed
in the next section. Afterward, the selected HAP decodes the
received information signal over either the THz or FSO link,
regenerates it, and forwards it to a ground user U using an RF
link operating over the Ka-band. It is assumed that the second
hop’s communication is under the threat of a malicious ground
eavesdropper E(?) that targets the illegitimate interception of
the RF beam.

1) FSO Link: The optical wireless transmission between
the earth and the flying HAPs is established using either
intensity modulation with direct detection (IM/DD) or co-
herent heterodyne detection (CHD) one. While the former
is established by modulating the information using the light
intensity of the optical signal, the latter technique conveys
the information symbols using the amplitude (i.e., intensity),
phase, or frequency. In addition to this, each eavesdropper is
assumed to capture a portion pg of the optical beam’s power
that was not captured by the corresponding legitimate HAP,
as proposed in [5]]. Without loss of generality, it is assumed
that the optical power is shared between the legitimate and
illegitimate HAPs such that py, = 1-pg, , with pg, indicating
the portion of power captured by the nth legitimate HAP
H,,. To this end, the received optical signal at the nth legiti-
mate/illegitimate HAP, using both aforementioned techniques
can be expressed as follows [3|]

ygso) (anISXn) x+wx,, X € {H,E(l)} (1)
where 1 is the electrical-to-optical conversion efficiency in
A/W, Isx, is the received light irradiance, x is the transmit
signal with an average optical power E [x] = P,, r € {1,2}
is a detection-dependent parameter that equals 1 for CHD and
2 for the IM/DD, and wy, is the additive white Gaussian
noise process (AWGN) at the receiving HAP of zero mean and
variance a'F The received light irradiance generally results
from three main signal attenuation phenomena, namely:

1) The atmospheric attenuation, denoted by Iél))( , due to

the scattering by air particles throughout the propagation
path, rain/fog attenuation, and free-space path-loss.

2) The 1nduced fading caused by atmospheric turbulence,
1., I SX

3) The pomtmg errors fluctuating attenuation caused by
transceivers misalignment, i.e., / g{

Consequently, the resulting light irradiance expression can
be formulated as follows: Isx, =1 él))( I é;’() 1 é‘? The path-loss
term is mainly caused by scattering loss through the small
droplets in rain, fog, and clouds, and other particles in the

atmosphere. In addition to this, propagation’s free-space path



loss attenuates the received optical signal power. As a result,
the aggregate optical attenuation can be expressed as [14],
[24]]-[26]]

T
I(l) = exp (—o- L(eff,cloud/fog [km])) exp (_ Xy, )
cos

SX n=sx,
" n (¥sx,)
2
_ o(rain,FSO) ; (eff,rain) AFso
% 10" %xn  Lsx, GEVT’FSO)G(;{’FSO) )
n 47TLSX"

where o is the geometric scattering extinction coefficient due
to cloud or fog droplets, which can be evaluated as follows

loml\ ™
1 o = (32) ;;g)  where V, = L2

visibility in kilometers, K is the liquid water content in g/m™3
and Q indicates the cloud contentration in m~3. Furthermore,
/lgls"g is the FSO signal’s wavelength in micrometers, and
q is the particle size-related coefficient defined per the Kim’s

model as [27]]

is the

1.6, V,, > 50

1.3, 6 <V, <50

0.16V, +0.34, 1 <V, <6 3)
V,—05,05<V, <1

0,V, <0.5

where the visibiligty bounds in the last equation are in kilo-
meters. Also, L;?i cloudffog) ' the effective scattering length
between the GS and the nth benign/malign HAP spanning only
along the actual cloud or fog thickness, defined as follows [28]

L§zf,cloud/f0g, [km]) _ A (cloud/fog, [km]) @

cos (¥sx,)
where AL(Cloudfog. kmD g the cloud/fog layer thickness and
Ysx, is the zenith angle between the GS and the nth legit-
imate/illegitimate HAP. On the other hand, £, refers to the
Mie scattering extinction coefficient caused by microscopic
water particles at the sea surface, and is expressed as follows

3 2
7x, = P1 (Arso) [h[;(m]] + p2 (Arso) [hg"“‘]]
+ p3 (Arso) 5™ + pa (Arso) 4)

where hgkm] is the GS altitude above the sea level in kilometers,
and p; (1) (i = 1,...,4) are wavelength-dependent parameters
defined as [25]

(]| (] >
p1 (Arso) = 0.000487 (el - 0.002237 (2l
+0.0038644 — 0.004442, 6)
3 2
P (Arso) = —0.00573 (k') +0.02639 (Aep))
— 0.0455220451 +0.05164, 9
[pan] | (] >
ps (drso) = 0.02565 (alke!)” - 0.1191 (afee))
+0.20385 (A[F‘;g]) ~0.216, ®)

I"The notation [x] in the superscript of some length parameters refers to the
parameter value in X units, e.g., /anSn(])] refers to the FSO signal wavelength
in nanometers. Not specifying a unit in the superscript indicates the use of
meters as a unit.

3 2
ps(Arso) = —0.0638 (Ae)) +0.3034 (440
~0.5083414%1 +0.425. ©)

Rain attenuation contributes also to the overall path loss in
vertical FSO links. In practice, rain droplets’ size increases in
heavy rain situations which causes additional photon refrac-
tions and scattering [21]]. Carbonneau deployed an analytical
model by leveraging on empirical observations of rain attenu-
ation in FSO transmissions in [24]]. The underlying rain atten-
uation coefficient is represented by 65&1:’}:50) = 1.076R%-67
(dB/km), where R is the rain rate in mm/hr. It is worth
highlighting that, equivalently to the cloud/fog attenuation,
the rain attenuation is considered onlfy along the rain layer
thickness, as given in H where Lge)f(’mm’[km]) is the optical
signal propagation length throughout the rain layer, defined as

(28]

7 (eftrain,km)) _ AL (rain.fkm))

SX, (10)

cos (¥sx,)

where ALT@nmMD jg the rain layer thickness in km. On top
of that, G ™2and G&™ denote the optical gains for the
GS’ transmit laser and the receiving HAP’s photodetector,
respectively, and Ly, is the GS-nth legitimate/illegitimate
HAP link distance. Lastly, the

As far as the turbulence-induced fading (i.e., I;?()n) is con-
cerned, Gamma-Gamma distribution has been widely adopted
as a unifying distribution manifesting a wide range of turbu-
lence regimes (i.e., from weak to strong turbulence). On the
other hand, the Rayleigh pointing error model has shown a
notable accuracy in representing the statistics of the fluctu-
ation due to pointing error provoked by beam misalignment
(i.e., 1 g(l) The next section details the mathematical repre-
sentation of the received irradiance and SNR’s statistics.

The receiver performs either direct detection to decode
the information symbol relying on the light intensity or the
coherent heterodyne one whereby either the optical signal’s
intensity (i.e., amplitude), phase, or frequency modulates the
information symbol. To this end, the received signal-to-noise
ratio (SNR) at the nth legitimate/illegitimate HAP is given as

(FSO) _ (UPXnISXn)r Pr
1,X, — 2 ’
OX,,.F

Y

where Pr is the average transmit electrical power of the GS
over the FSO link.

A. THz Link

When the ground-to-HAP transmission operates with the
THz band, the propagation is affected essentially by molecular
absorption, atmospheric attenuation due to cloud/fog and rain,
free-space path loss, and pointing errors. As a result, the
received SNR at the nth legitimate/illegitimate HAP can be
expressed as

(rain,THz) <(cloud/fog,THz)
(THz) _ PrLsx, 6SXH Osx

1.X,

, 12)

exp (Ka (f) LSXn) hSX” |2 O-)zfn,sT



where Pr is the average transmit THz signal power,

RTHz) [ ATHz
L - G(T,THZ)G( , 13
S Xn 4rLsx, (1)
is the free-space path loss term,
) 8 (Aqp, )R (ATHZ) Lgf rain, [km})
ST 2 10 ™ (14)

is the rain attenuation, where R is the attenuation rate,
? (A1H,) and v (Ay,) are medium- and wavelength-dependent
constants for the rain attenuation,

_ (eff, cloud/fog, [km])
5100 2 1~ KM () L, (15)

is the cloud/fog attenuation coefficient, where M (Ary,) is
medium- and wavelength-dependent cloud attenuation coeffi-
cient. The values for the parameters  (.) and v (.) can be com-
puted from [29} Egs. (4), (5), Table 5] for the considered THz
frequency, while the cloud/fog attenuation parameter M (Aty,)
can be computed using [30, Egs. (2)-(11)]. In addition, x, (f)
is the frequency-dependent absorption coefficient in km~!, and
hsx, is the pointing errors random fluctuations term.

B. Second Hop: mmWave Link

After decoding the received signal and regenerating it, the
selected legitimate HAP forwards it to the legitimate ground
user U, under the presence of a malicious eavesdropping node
attempting to overhear the legitimate RF signal beam. The
propagation over the RF Ka-Band is less affected by molecular
absorption, and beams are usually of large footprints, allowing
eavesdroppers to intercept the legitimate message with higher
probability. Therefore, RF transmission is not impacted by
pointing errors. Nonetheless, it is worth highlighting that
multipath fading and shadowing affect RF vertical links. To
this end, the SNR at the legitimate/illegitimate ground receiver,
given the signal is received from the nth HAP, is formulated
as

i K 2
PH65{;11;](‘1)6210;d/f0g,Ka)£HnZ |thZ|

')’;K;) — n n > 7€ {U,E(Z)},
’ o
z
(16)
where Py is the HAP transmit power, 65{1‘2;]@) and

6(I_Cllo;d/f°g’Ka) are, Similar to the THz link, the respective rain

and cloud/fog attenuation of the RF link. Also,

/lKa )2
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is the path-loss of the HAP-user link, iy, is the complex-
valued shadowed fading coefficient, modeled by the shadowed
Rician distribution, and 0'% is the additive white Gaussian
noise at the receiver.

ITII. USEFUL STATISTICS

In this section, statistical properties of the received SNR of
each particular link is detailed, which will be used in the next
section for the system’s secrecy evaluation.

A. FSO Link

The PDF and cumulative distribution function (CDF) of the
SNR y(Fso) in can be expressed as [3, Egs. (14)-(15)]

1.X,
2
£ oso(2) = £X,,.Fs0
(FSO) =
Y1.Xn ral (ax,) T (Bx,)
1
Fx,12|" — &3 +1
<G| Das | | 2 el |as
“\\ 7y, 8,0, 550" XXn> By~
and
7 ¥Xn +Bxn _Z«S)Z(n,FSO
Fy(FSO)(Z) = —1
1.Xn (2n)" ' T (ax,) T (Bx.n)
Fx,rz | 1;8%)
3r,1 ns" ’
XGr+],3r+1 (V(FSO) E(Xi),o > (19)
X, 2

respectively, for X € {H, E (1)}, where

(FSO)
A WZ("?
£X,,Fs0 = , (20)
207
accounts for the severity of the pointing errors, where
FSO FSO
w0 = w0 1)

refers to e%uivalent beam radius at the receiver plane [31]
where w(zFS ) is the FSO beam waist at the receiver’s plane,

AT £ erf? (vEso) (22)

is the fraction of collected power in pointing error-free trans-
mission,

. FSO
viso 2 VT /2Reso/we >,

Rrso is the HAP’s photodetector radius, and oy is the re-
ceiver’s jitter standard deviation along the x and y axes.
Additionally, @x, and Bx, are the turbulence-induced fading
parameters, defined for the case of untracked uplink beam as

(23)

(32, Eq. ]
#50)\ 3 2 17!
2 Ope
o257 2
X = 0.490°2 - 24
+exp (—ﬁ;" 7| -1
(1+0.5601%, )
and
-1
0.5107
Bx.n = |exp 576 ,
(1+0.600% )

respectively, where wq is the beam waist at the transmit GS,

-3/5

th
ro = [0.42k2 sec (¥x,) / C2? (h) dh] (25)
hG



is the atmospheric coherence diameter with k = 27 /Aggo being
the wave number, and

10 h
21y = (1073 ~ 1000
Cz (h) =0.00594 (V/27) (10 h) eXP( 1000)

h
+2.7x 10 Cexp |- ——| +C —h/100), (26
CXP( 1500) oexp (—h/100), (26)
is the refractive index structure parameter in m~2/3, where V
is root mean square value of the wind speed, and Cj is the
refractive index structure parameter value at the GS’ altitude
above sea level. Additionally,

2\ 1/6
2”W(()FSO) /
0
1-

27rw(FSO) 2
Lx, Arso | ( " )“
o—pe:o.54( SX"FS‘:)SO) ~ 27)
2SO FS0)\ 3
0 2W0
Also,

i, h—hg \b
0B x, = 2.25k8 sec™ (sx,) /h (1 - ﬁ)
S n

x C2 (h) (h - hs)¢ dh, (28)

is the Rytov variance of the propagation system, representing
the turbulence severity level, with hg and hx, representing
the altitudes of the GS and X,, above the sea level, respec-
tively. Furthermore, G, (.|.) is the Meijer’s G—fullction (33l

2
Eq. (07.34.02.0001.01)], Fx,.» = Ex F50 WXnPXn gan) A
r2(§)2(n.FSO+1>
£xprs0t] (Xn) & £% rsotl ax,+i Pxati
r 9’ 82 — r N P . " s
i=1,..,r i=0,..,r—1
and .
_@so)_ LF (npxnlél))(n) B [Ié?(p)]
Yx, = 3 (29)

O%,.F
is the corresponding average electrical SNR with [34]

(FSO)
&% rsoA

(ap)| _ X, FSO“ 0

E [ISX ] = 2XuFSOT0

1 (30)

2
‘fx,,,Fso

B. THz Link
Similarly to the FSO link, the THz channel is impacted by
Rayleigh-distributed pointing errors, whereby the correspond-

ing attenuation attenuation’s magnitude, i.e., |hSX,,|, has the
following PDF

2
é:X,, ,THz

£2
(THz) \ ®Xn.THz
(4™

xnm! 0 < x < AIMY | (31)

f|hsxn| (x) =

where fg(,,,THz is the pointing errors severity for the THz link,
which can be computed equivalently to the FSO channel using
(20)-(23), by substituting the FSO beam waist by the THz
beam’s one, and the photodetector’s size by the THz antenna’s
physical aperture. As a consequence, armed by the Jacobian
transform as well as some algebraic manipulations, one can

retrieve the PDF and CDF of the THz link’s SNR, expressed

in (T2), as

2
Xn.THz |
I
2
EXn TH: ( i) T )
— . Z,max
fy(THz) (x) = 1’)2” ,1f0<x < Yix
1. Xn o[ ATHD €% 1, THz —(THz) »An
0 Y1.Xn
0, elsewhere
(32)
and
f)z(n,THz
I
X
(7”"") (THzmax)
F ) (x) = LXn . z,max 33
yf;?( ) 0 <x <ypy , (33)

£2
( A(TH2)) “Xp THz
0

1, elsewhere

, 2
respectively, where y{TH#m39) 2 3(TH?) (AE)THZ)) and

1,Xn X,

w2 PrEsx, OGS0 gy ]
Yix, = (34

1. X exp (ka (f) Lsx,) 0%, 1

is the average THz link’s SNR with

2
2 (THz)
é:X n,THz (A 0 )

2
&x,,.TH, + 2

Remark 1. It can be noted from equations (29), (30), (34), and
that the average fading power due to the pointing errors
for both the FSO and THz links depends on the value &x, x
(x € {THz, FSO}), defined in 20). This latter is proportional
to the equivalent beam waist radius w(z?q, which is per se an
proportional to the beam waist (spot size) at the receiver, as
shown in (Z1). Therefore, the higher the higher the received
beam’s spot size at the receiver (higher £x, . ), the greater
is the corresponding moments in (30), (33) and average SNR
levels in (@I} (|3_Z|) Consequently, this results in an increased
average received SNR value.

B [[hsx, '] = (35)

C. MmWave Link

The HAP-to-ground user communication is performed using
Ka-band RF signals that are subject to shadowed fading
impairments. Abdi et al. developed in [35]] a theoretical model
to represent the distribution of signal attenuation in a land
mobile-satellite link, for which the underlying PDF and CDF
of the SNR in (T6) is given as [3| Eqs. (18)-(19)]

m® -1 (m” =1 (M)"

¢z vzX n I\¥z
Sy (X)) = =——exp|-—=— — (36)
7 Y2,z Y2,z nzz;) n!
and
m® -1, (2) na, ( 4], Hzx
5 m —1\HzYinc |1 'y,
Fy, 7 (2) = ¢z ' n ) n+l = 6D
n=0 vz

(Z) mg
. 2) a1 2bmg
respectively, where Z € {U,E }, bz=55 om0 Dol s

i 2
P H55;T§Ka)5giogdjfog’l<a)ﬁﬂnZE [|thZ| ]

Y2,z = 2 ’
0z

(38)



is the average received SNR at the legitimate/illegitimate
receiver, vz = {z—uz, {7z = ﬁ, 2by is the average power of

o Additi
—_—. 1t1on-
2by (2bzm§2) 0@ )

1> N

multipath components, and uz

ally, Qiz) is the average power of the LOS components, mgz)

is the fading severity parameter, and 7iyc (.,.) is the lower-
incomplete Gamma function [36, Eq. (9.210)].

IV. PROPOSED SCHEME AND SECRECY ANALYSIS

In this section, the proposed HAP selection scheme and
the respective secrecy evaluation is detailed. In the considered
network, the ground station (GS) aims at selecting one relaying
HAP among the N available ones, along with the suitable
transmission link (i.e., either the FSO or THz) that exhibits
the highest SC. It is assumed that prior to each transmission
instant, the GS has knowledge of the instantaneous channel
state information of the S-H,, S-E,(ll), H,-U, and Hn-E(z)
links, which can be used to compute the respective links’” SNR
levels.

A. Communication Secrecy: Background

From PLS’ perspective, a confidential transmission exists
if and only if the legitimate channel’s capacity exceeds the
malicious one’s. Such a capacity difference defines the well-
known SC metric as

Cs=[CL-Cgl", (39)

where the indices L and E refer to any pair of legitimate and
illegitimate transceivers/entities in a wireless network, where

Cr/e =1logy (1+vy1/E) (40)

and y; g denote the malign/benign link’s bandwidth-
normalized channel capacity and yr,g, respectively, and
[x]* = max (0,x). The SC defines the maximal transmission
rate that can guarantee both communication reliability, i.e.,
successful message decoding at the legitimate receiver, and a
unit equivocation rate at the eavesdropper [37]. It can be noted
from (39) that the greater the legitimate link’s capacity (i.e.,
SNR) and/or the lower the malign ones, the better the SC, thus
allowing for higher secure transmission rates.

The SC is randomly fluctuating according to the wireless
channel (i.e., SNR) statistics. Thus, in practice, a commu-
nication rate is fixed such that the SC unlikely falls below
it. If the latter scenario occurs, a secrecy outage event takes
place, where the preset communication rate R cannot fail in
ensuring either data reliability at the legitimate receiver or the
target equivocation at the eavesdropper. Therefore, the SOP is
defined as [38]]

Py = Pr[Cs <R;]

Pryr <2% (1+yg)-1].
Such a probability can be expressed in terms of the PDF and

CDF of the illegitimate channel’s SNR and the legitimate’s
one, respectively, as

(41)

Pe= [ R (M- 1) f @ @)

YE

The interval D, defines the range of the eavesdropper’s
SNR yg. Typically, D,, = R* for most of propagation
scenarios. Nonetheless, it should be pointed out that the SNR
can exhibit some limit values, such as THz communication
subject to pointing errors, whereby the SNR exhibits the limit

2
—(THz) ( 4(TH?)
Y1.x, (Ao ) :

B. Proposed Scheme

The proposed scheme’s objective is to select a single HAP
out of the N available ones, along with the transmission link
(i.e., either THz or FSO), exhibiting the best SC. Without loss
of generality, it is assumed that a perfect CSI knowledge of
all the channels is available at GS for HAP/link selection. The
proposed scheme’s process can be detailed as follows:

1) The GS inspects the CSI of the channels with respect
to the N legitimate and illegitimate HAPs over both the
THz and FSO links, which can be obtained by feedback
links. At the same time, each HAP estimates its CSI
from the legitimate and illegitimate ground receivers
through the same mechanism.

2) Then, the measured second-hop CSI values are sent
back to the GS to compute the corresponding legitimate
and illegitimate SNRs, and, consequently, the secrecy
capacity of each link using (39) and (40).

3) Then, for each of the N haps, the GS selects the link
¢ € {THz, FSO} according to the following rule

. (n)
_ { FSO, if Cf;})»FSO > Ry . @)
THz, if C Y pso < Rs» € {my, = Rs
where Cs(nl)FSO and CAE’"])’THZ are the respective FSO and

THz channels’ SCs, which can be expressed using @I)
(@0), and the SNR expression in (II) and (I2). It is
worth mentioning that the third case when both SCs fall
below Rj is identified as a communication outage, where
transmission is suspended.

4) The GS selects the best HAP H,: encompassing the
highest end-to-end (e2e) SC as

n*=arg max C, (44)
n=l1,..., N
where
C™ = min (cs(j“l{ . Cs(f;{Ka) 45)

is the e2e SC of the dual-hop link via the nth HAP
operating with decode-and-forward (DF) relaying and
c™ . is the corresponding second hop’s SC over the

s,2,Ka
RF link.

C. Secrecy Evaluation of the Proposed Scheme

Proposition 1. The SOP of the proposed scheme can be
formulated as

N
PS — l_[ [P(l’n) P(lsn) +P(2Jl) _ P(ls”) P(l’”) P(z,'l)

s,FSO” s,THz s,Ka s, FSO" s, THz" s,Ka | * (46)

n=1

where P P\ and P indicate the SOP of the FSO,

THz, and Ka-band RF links
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Proof. Kindly refer to Appendix A. O
Remark 2. It can be seen from equation ({#0)) that the overall
system’s SOP is expressed in terms of the individual per-link
and per-hop SOP, independently. Therefore, the quantification
of each of the underlying link’s SOP can provide an overall
system’s SOP evaluation.

Proposition 2. The SOP of the individual FSO, THz, and RF
links, given the communication is performed through the nth
HAP, can be expressed in (@, (@), and (@I}, respectively,
shown at the top of the current and next page where
,.|.) is the bivariate Meijer’s G-function [39)],

...........

r

&4 pso@HBH, | 2R 1
G = [ —(FS0)° (50)
r (f%_, FSO+1) YH,
-
Q A gén,FsannﬁEn 1 - Z_R 51
B —(F50) ’ (51)
r? (fé FS0+1) YE,

2F1 (., .;.;.) is the Gauss hypergeometric function [33| Egq.

(THz,max)
(1)
(07.23.02.0001.01)], ¥y u, “e— — 1, and Ty (., .)
stands for the upper incomplete Gamma function [36, Egq.

(8.350.2)].

A

Proof. Kindly refer to Appendix B.

V. NUMERICAL EVALUATION

In this section, numerical results of the proposed scheme’s
secrecy are presented to manifest its secrecy performance with
respect to the various system parameters incorporated. Unless
otherwise mentioned, the considered system parameter values
are highlighted in Table [l Throughout the results’ figures, the
analytical curves were plotted by evaluating the analytical SOP
expression by [@6), @7). @8), and @9). In addition, it is worth
highlighting that Monte Carlo simulation results were obtained
by generating 3 x 10° random values to mimic each link’s
random fading attenuation, per the distributions in @, (]312[),
and (36). Also, the numerical results were evaluated by setting
Yu, = Yy, =Y, where Yg, Pt s the transmit SNR

2
9 Hy, FIT
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[ Parameter [unit] [ Value | Parameter [unit] [ Value
n 1 G0 GRISO 4Ri] | 10" [26]
o, 2/3 G(TTH)_GRTHD [qB;] 0|
r 2 AtH, [mm)] 1.5
Apso [nm] 1550 wo o [em] 2
K [g/m3] 0.064 [14] YV [m/s] 21
0 [em™3] 0.025 |14 w0 THD 1) 15
ALCPMD () 5 o [m] 10
AL®® [km] 0.3 m'?) 19
UsXy: Wi,z [deg] 30 ol” 1.29
i 0.01 bz 0.158
ka [km~T] [40] 4.4 %1073 Ry [bps/Hz] 3

10% ¢
—o— Anal. (Proposed Scheme)

TABLE I: Simulation parameters’ values.
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15‘5 170
Fig. 2: SOP of the proposed scheme vs. Y for different beam
waist values.

of the first hop over either the FSO/THz links, while Yy =
PH/O'LZJ, whereas YE,(,]) =Yg =130 dB.

Fig. [ presents the system’s secrecy in terms of the average
legitimate transmit SNR Y for different values of the received
beam waist for the FSO and THz links, i.e., w(ZFSO) and
W(ZTHZ). It is observed that the system’s secrecy is enhanced
i.e., decreasing SOP, with the increase of the beam’s spot size
at the receiver. This is due to the fact that the greater the
beam waist at the receiver plane, the smaller the impact of the
severity of the pointing errors, i.e., higher f?(,,,Fso and §§H,THZ,
which results in a higher average received SNR, as shown in
Remark

In Fig. [3] the system’s SOP performance is shown versus
the legitimate transmit SNR Y for different values of the
number of HAPs N. One can ascertain that the increase in
the number of HAPs results in a system’s secrecy flourishing,
where the SOP can reach 107!° with Y = 165 dB and N = 12.
In addition, it can also be noted that at high Y values, the
SOP improves by four orders of magnitude when increasing
the number of HAPs from N = 1 (benchmark single-HAP
system) to N = 4. Furthermore, to gain better insights into
the system’s secrecy gain, a comparison with a benchmark
scheme relying solely on the THz feeder link is performed.
It is obvious that the proposed hybrid FSO/THz results in
better secrecy enhancement with respect to the THz-feeder-
link transmission system, where the secrecy gain can reach
around 4 and 5 dB at P, = 1076 and P, = 10710, respectively.

%  Anal. (THz-based feeder)
— — — — Simulation

10'10

150 160 165
Yy [dB]

Fig. 3: SOP of the proposed scheme vs. Y for different N
values.
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Fig. 4: SOP of the proposed scheme vs. Y for different RF
shadowing scenarios.

150 155 170

The scheme’s secrecy performance is shown in Fig.
@ with respect to different second hop’s RF shadowing
scenarios, namely light, average (mild), and strong
shadowing scenarios. To this end, the corresponding
fading parameters for the aforementioned scenarios are set,

respectively, (miz) - 19,Q%) = 1.29,b, = 0.158),
(m§,2> - 10,07 = 0.835,b, = 0.126),

m{? =1,0" =8.97x 1074, by = 0.063), as considered
in [35]. The system’s SOP shows an enhancement in the
light shadowing regime where it can reach a level of 107’
with Y = 170 dB, whereas a drop by around one and two
orders of magnitude is manifested when the second hop’s RF
propagation is under moderate and strong shadowing cases,
respectively.

Fig. @] presents the scheme’s SOP in terms of varying values
of the zenith angle (¥sx,) between the GS and the N HAPs.
We consider that Y = 150 dB, while Yz = Yge = 130 dB.
In order to get more insights on other physical parameters,
such as the HAPs altitude, the performance is shown for dif-
ferent values of the latter parameter. Several observations can
be made from this figure. For instance, it is ascertained that,

as

and
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Fig. 5: SOP of the proposed scheme vs. ¥sx, for different
HAPs altitude.

for a HAP altitude of 19 km, the system’s secrecy flourishes
in spite of the increase in ¥gx,. This is due to the fact that,
for a relatively lower HAPs altitude, the FSO, THz, and RF
signals are less affected by the distance-dependant free-space
path loss, which results in a high average SNR levels at both
legitimate and illegitimate terminals. The increase in Ygx,
between 0° and 60° results in a higher path loss attenuation as

the GS-HAP distance can be expressed as Lgx, = c:;‘(’(‘//—;hs)
Xn

Therefore, this results in an SNR degradation for the legitimate
and illegitimate channels, where one can conclude that the
secrecy enhancement in such a high SNR regime is mainly
dominated by degrading the illegitimate channel’s SNR. For
Ysx, > 60°, the SOP increases due to increased path-loss,
significantly degrading the SNRs of both types of link. For
instance, a SOP of 1073 can be reached with N = 4 HAPs
at 50 km of altitude. It can be also noted that low HAPs
altitude (i.e., high received average SNR) for lower zenith
angle values results in a slight secrecy degradation compared
to higher HAPs altitudes. This is also due to the fact that for
lower zenith angles, a lower altitude yields a high average
SNR at the malign and benign HAPs, where the secrecy
enhancement is mainly dominated by the degradation in the
illegitimate channel’s SNR (increasing HAPs altitude) rather
than the increase of the legitimate channel’s one.

In Fig. [f] the proposed scheme’s performance is shown as
a function of different levels of precipitation rates and zenith
angles. It is worth mentioning that the curves were obtained
by setting Ry = 5 bps/Hz and pp, = 3/4, while the SOP
performance is shown versus Yy, with Yy [dB]=Yg [dB] +30,
Yo =130dB, and Y = 160 dB. One can note the secrecy
degradation of the considered scheme with the increase in the
rain rate and zenith angle, where a SOP level of 2.4% can be
reached at a precipitation rate R =100 mm/hr (i.e., heavy rain)
with a zenith angle ysx, = 70° at hx, = 19 km, while a SOP
of unit (i.e., worst secrecy scenario is reached at hy, =40 km
at the same aforementioned rain rate and zenith angle levels.
Thus, the average SNRs of the FSO, THz, and RF links are
attenuated, yielding a decrease in the respective link’s SCs and
an increase in their SOPs, degrading the total SOP. It is worth
mentioning that the rain attenuation effect is more significant

R [mm/hr|

50

R [mm/hr| 60 40
30
¥, [deg]

40 20

(b) hx, =40 km.

Fig. 6: SOP of the proposed scheme vs. the rain rate (R) and
the zenith angle ¥y, .

in zenith angle values between 20° and 60°.

Fig. [7] depicts the analyzed scheme’s secrecy performance
for different levels of fog. The figure’s curves were obtained
by setting Ry = 5 bps/Hz and pp, = 3/4. Results show that
the system’s secrecy exhibits a significant degradation at a
dense fog regime for a zenith angle yx, = 50°, where the
secrecy loss can reach around 4 and 5 dB with respect to
the thick, light, and moderate types of fog. It is worth noting
also that at a lower zenith angle value, i.e., ¢¥x, = 30°, the
scheme’s secrecy is equal for light, moderate, and thick fog
types, while it shows a secrecy loss of 3 dB with respect to the
dense fog type. This is due to the fact that at lower yx,, the
free-space path loss is less significant, and the transmit SNR
can compensate for the fog loss and the free-space path loss
at both the legitimate and illegitimate HAPs.

VI. CONCLUSION

In this paper, a secrecy-enhancing scheme for a HAP-aided
hybrid terrestrial-aerial transmission network was proposed.
In particular, the proposed scheme relied on the adoption of a
THz feeder link as a backup for the FSO one, whenever the
latter one fails in achieving a target SC level. In addition,
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Fig. 7: SOP of the proposed scheme vs. Y for different fog
regimes.

the proposed scheme utilizes multi-HAP diversity to com-
bat eavesdropping through the presence of multiple relaying
HAPs. A closed-form expression for the overall system’s
SOP was derived encompassing the key parameters of the
considered scheme. Obtained results manifested the secrecy
enhancement of the proposed scheme with the increase of the
FSO and THz beam spot size at the receiver when transmitting
in light or moderate RF signals shadowing, or the decrease
of HAPs’ zenith angles with respect to the GS at higher
altitudes. Furthermore, it has been shown that the proposed
scheme exhibits higher secrecy compared to the benchmark
single-HAP and FSO-based feeder link scheme, where both
(i) HAPs diversity and (ii) the presence of the backup THz
link significantly contribute to enhancing the security level of
the network. Precisely, results manifested a SOP decrease by
N orders of magnitude at the high SNR level when raising
the number of HAPs from a unit to N. Furthermore, a 5-
dB secrecy gain is manifested with respect to the benchmark
FSO-based one at high SNR levels.

APPENDIX A: PROOF OF PROPOSITION 1

The proposed scheme is based on switching between the
THz and FSO links per their respective SCs, where the

FSO link is primarily adopted whenever its SC exceeds a
communication threshold rate R;. Otherwise, the THz link is
activated if its SC surpasses R;. Therefore, an outage event
takes place when both links’ SCs are less than R;. Thus, we
can formulate the SOP of the first hop link for the pair of
legitimate/illegitimate HAPs, i.e., H,/E,, as

P — py [c‘") < R,,C™

s,1,FSO — s,1,THz = RS:I

(52)

As both the FSO and THz links are independent, the expres-
sion in (32)) can be reformulated as

P =pr[c) (53)

()
"so < R|Pr|Cly, < R

s,1,THz = 'S

2 p(ln)
7PS,THZ

On the other hand, when DF relaying is implemented, it
is established that the e2e SC of DF-based dual-hop wireless
networks is the minimum of the two hops’ SCs. Henceforth,
an outage in at least one of the two hops results in an e2e
outage event, Thus, for a given pair H,/E,, the e2e SOP is
expressed a

P P (1= ) (1) B 0

5o
where
2.n) _ (n)
PEY =Pr|cly, < R, (55)

is the second hop’s SC. As a result, the e2e SOP of the dual-
hop link through the nth HAP is expressed from (53)-(53) as

Pgn) — P(L") P(]’n) +P(2’n) —P(]’n) P(]’n) P(Z,n)

s,FSO” s,THz s,Ka s,FSO" s,THz" s,Ka °’ (56)

Finally, as the proposed scheme picks the HAP exhibiting the
greatest SC (i.e., lowest SOP), it can be inferred that a secrecy
outage event occurs only if all the N links (through the N
HAPs) are in outarge, that is

N
po=[ ]P0
n=1

[P(]’n) P(]’n) +P(2’n) _ P(lsn) P(lsn) P(zan)

—-

s,FSO” s,THz s,Ka s,FSO” s,THz" s,Ka (57)

3
I
—_

which concludes the proposition’s proof.

APPENDIX B: PROOF OF PROPOSITION 2
A. FSO Link
The SOP of the nth FSO link (i.e., S-H,) can be expressed

by inserting the CDF in (I9) with X = H,, and the PDF in
with X = E(V into (42) as

ax, HBxn—2 £2
XX e FSO

F rs0)(2) = (27T (ax,) T (Bx.n)

Y1.Xn

r Lo (Xn)
31 (Gx.) z| ;e
XGr+1,3r+1( —(FSO) S(Xy})_o , (58)
X’] 2 ’
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where Step (b) in (39b) stems from Step (a) through the
Mellin-Barnes representation of the Meijer’s G-function in
[33} Eq. (07.34.02.0001.01)]. Thus, relying on the identity [33}
Eq. (07.34.21.0086.01)] and some algebraic manipulations, it
yields

QE, +ﬁEn +aH, +ﬁyn -3

gi?,,,FSOé‘:%-In,FSOr (L)Z
r 2m)*" "V (ag,) T (Be,) T (an,) T (Ba,) \27)

></ / Tr, (rs )T (1 =v) T, (r,v)Qpy, O, dsdv.
Cs JCy
(6D

(I,n) _
s,FSO

It is worthwile that the double complex integral above requires
the following conditions on the complex contours of integral,
ie., Cs =]cg — joo,c5 + joo[, Cy = Jcy — joo, ¢y + joo, as

: 2
min (é:Hy,,,FSO’ aH, ﬁHn)

2

0 &= 1¢s <0, (62)

Cs €

which implies that the poles of I' (—v) and I' (s +v) will
overlap as ¢, > 0 to guarantee a non-overlapping of the
poles of the second integral. Thus, residues on poles of " (—v)
from the first pole v 0 up to ¢, must be subtracted
from the double integral term in (6I). Therefore, relying on
the aforementioned subtraction and the bivariate Meijer’s G-
function representation in [39], it yields .

B. THz Link

By incorporating the CDF in (33) with X = H, and the
PDF in (32) with X = E,, into (#2), the SOP of the first hop’s

nth link (S-H,) link when operating with the THz band can
be expressed as

—(THz,max)

pln) _ /V‘E" Fyna (2% (2 +1) = 1) f a0 () d2
s,THz o VSH,Z, ySE; '
(63)
where y(THZ M) and Wy, are defined in the proposition.

It can be observed that the integral in the last equation can
exhibit three cases, per the intervals defining the legitimate
link’s CDF as:

1) Case 1I: y(THZ max) ¥ g, > 0: In such a scenario, the
integral in (63) can be expressed as the sum of two terms,
as the legitimate link’s CDF term in (63) equals unit for z >
¥.m,. as can be deduced from (33). Thus, it yields

2 _5121,,,'11-11
IRy _ 1) g2 5(THz) 2
(1) (@ (2% -1) $E,.Hz \ Y 1.H,
Pv THz — 2
(THz) &b et EE (THz) fE"’; —
7))\ ©Hn,THz " SE.n,THz [_ 7
2 (™) (7))
. fzzsn,THz _1
Hpn z 2
X / > dz
0  $Hy THz
Rs
(e
5 (TH ) ‘fén,n,THz -1
Z,max 2
$Eyn, THZ /71 -En ( z
£2 —_(THz)
(THz)\ *En.THz _(THz) ¥ ¥1.11,, y
2 (A ) 'yl E, 1,E,
(64a)
52 ‘flz-l,n,THz
R )T S(TH2) ™72
(b) ( - ) EE . THL 1,H,
= 62
é:H TH é:E TH. (THz) M
(THz) n,THz n,THz [ z
2 (™) (7))
< F _an,THz fEn,THz_fEn,THz_'_ ._ZRS‘PLH,,
2 1 2 9 2 b 2 9’ 2R_S _ 1
+F ( (THz, mﬂ"’) F o (W 64b
VfSTEHn) 71 E, (STEHn> ( 1,H, ) ( )

where Step (b) is reached by utilizing [36, Eq. (3.194.1)]
for computing the first term, while the second term of Step
(a) yields the difference of CDF values at the two specified
integration bounds, i.e., ¥} g, and 7(THZ -max)

2) Case 2: y(THzmux) <YW H,:

l| is truncated to yngZ M3 a5 the PDF vanishes for values

exceeding the aforementioned bound. Therefore, this yields,
similarly to Case 1, the

: In this case, the integral of

B f%l,g,mz
Ry 2 ~(THz)
(1) (2% -1) $En.TH, (71,Hn )
Ps,THz = 2
n,THz

°E
f +.’f ZEn.n, 10z
(THz) \ ®H.n,THz" °E,n,THz (—(THz) 2
2 (A ) (71 b )

2
SHp THz
3

R, ., (THz,max)
F an,THz fE,,,Tl—[z_ ‘fEn,THz - 2%,
ATy Ty Ty TR

(65)

|



3) Case 3: ¥ nu, < 0: This third case is manifested when
the CDF’s argument in (63) is always above the integral’s
upper bound for all integration values , i.e., 28 (z+1) -1 >

Vg "™ Vz > 0. Thus, Fon (2% (z+1) = 1) =1 for z €

[0 (THZ maX) | and the SOP equals unit as it is the integral of

the PDF f (1t (z) over the whole range of y(THZ).

Therefore "by grouping the three above- detalled cases to-
gether, this yields (48).

C. RF link

Similarly to the FSO and THz links, the SOP of the H,-U
RF link yields from incorporating (37) with Z = U and (36)
with Z = E® into as follows

(2)
=) (m‘EE )—1) ( Hp ) )" Oy

m; = } P
pm @ dUudE Z n ) Z Hy
s.Ka Y2 E@ 5 n! - VZH
s n= p=
() 2Rs (14z) -1
(ms —1) w0 Z"Yine (p+1 pu (28 (142) ))
% P YU dz
| V,.(2) 2 ’
p: 0 exp j#
Y2.EQ2)
(66a)
1
VE(z) [ZIT_I]
xp [ —————— @) 0
(b) Pudre exp Y2, m =1 m(F
L. n
IR (n+1)72’E(2) o] n!
(U) ) _
mg ) =1 (mg =1y P n n
x(ﬂEm )" Z ( p )1y XZ (q)
> il — HR.\D T
Y2,E® = v = (1—2R)

VE@)! k
€X —7E—_ MUt
o p ( Yy, 2225 ) _ryt L (72 U)
2Rs _| t =
(66b)

where Step (b) can be achieved from Step (a) by virtue of the
change of variable ¢ = 2% (1 +z) — 1 the binomial expansion
for the term (t +1- ZR)", and the identity [36} Eq. (8.352.1)].
Finally, using [36, Eq. (3.381.3)], (@9) is reached.
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