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Abstract

In this paper, we study the problem of watermarking large language models (LLMs). We consider
the trade-off between model distortion and detection ability and formulate it as a constrained opti-
mization problem based on the green-red algorithm of Kirchenbauer et al. (2023a). We show that
the optimal solution to the optimization problem enjoys a nice analytical property which provides a
better understanding and inspires the algorithm design for the watermarking process. We develop
an online dual gradient ascent watermarking algorithm in light of this optimization formulation and
prove its asymptotic Pareto optimality between model distortion and detection ability. Such a result
guarantees an averaged increased green list probability and henceforth detection ability explicitly
(in contrast to previous results). Moreover, we provide a systematic discussion on the choice of the
model distortion metrics for the watermarking problem. We justify our choice of KL divergence and
present issues with the existing criteria of “distortion-free” and perplexity. Finally, we empirically
evaluate our algorithms on extensive datasets against benchmark algorithms.

1 Introduction

As the ability of large language models (LLMs) evolves rapidly, their applications have gradually touched
every corner of our daily lives. However, these fast-developing tools raise concerns about the abuse of
LLMs. The misuse of LLMs could harm human society in ways such as launching bots on social media,
creating fake news and content, and cheating on writing school essays. The overwhelming synthetic data
created by the LLMs rather than real humans is also dragging down the efforts to improve the LLMs
themselves: the synthetic data pollutes the data pool and should be detected and removed to create a
high-quality dataset before training (Radford et al., 2023). Numerous attempts have been made to make
the detection possible which can mainly be classified into two categories: post hoc detection that does
not modify the language model and the watermarking that changes the output to encode information in
the content.

Post hoc detection aims to train models that directly label the texts without monitoring the generation
process. Although post hoc detections do not require access to modify the output of LLMs, they do make
use of statistical features such as the internal activations of the LLMs. For example, when being inspected
by another LLM, the statistical properties of machine-generated texts deviate from the human-generated
ones in some aspects such as the distributions of token log-likelihoods (Gehrmann et al., 2019; Ippolito
et al., 2019; Zellers et al., 2019; Solaiman et al., 2019; Tian, 2023; Mitchell et al., 2023). However, post
hoc ways usually rely on the fundamental assumption that machine-generated texts statistically deviate
from human-generated texts, which could be challenged in two ways. The first threat is that LLMs
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can mimic humans better and better as time moves on, which will lead to a situation where LLMs are
becoming more and more statistically indistinguishable from humans (Sadasivan et al., 2023). Although
the detection is possible when LLMs are still imperfect in learning the distributions of human-generated
texts (Chakraborty et al., 2023), such a cat-and-mouse game makes the detection less reliable with new
models. Another drawback is that there might not be a universal statistical property of human speech
across different groups of people. For instance, Liang et al. (2023) points out that GPT detectors are
biased against non-native speakers as their word choices are statistically different from the ones of native
speakers.

It has reached a consensus that the usage of LLMs should be regulated and tech companies have
agreed to add restrictions on the LLMs (Paul et al., 2023), the watermarking scheme has become not only
a widely discussed topic academically (Aaronson, 2023; Christ et al., 2023; Kirchenbauer et al., 2023a;
Sadasivan et al., 2023) but also an important and feasible solution in practice. Watermarking as one kind
of steganography can be divided into two cases: the ones that directly encode the output and those that
twist the generation process of the language models. The former way is more traditional and the methods
used can be traced back to ancient steganography to encode arbitrary information into a text. Early
efforts to watermark natural language include Atallah et al. (2001, 2002); Chiang et al. (2004); Topkara
et al. (2006); Meral et al. (2009); Venugopal et al. (2011). As the transformer-based language models
(Vaswani et al., 2017) have been widely adopted, the nature of the next-token-prediction generating
process enables the researchers to develop improved watermarking methods by monitoring/utilizing the
next-token distribution. Existing methods (Aaronson, 2023; Christ et al., 2023; Kuditipudi et al., 2023;
Kirchenbauer et al., 2023a; Zhao et al., 2023; Fernandez et al., 2023) mainly distort the distribution via
a (sequence of) random variable(s) called key(s), and at the test phase, the detector could use the key(s)
to examine the statistical properties of the texts. In short, watermarking algorithms intentionally twist
the distribution of machine-generated texts to some extent and obtain a certain level of detection ability.

While watermarking algorithms such as Kirchenbauer et al. (2023a) have gained impressive empirical
performance, there is no consensus on analyzing the trade-off between the model distortion and the
detection ability; and there is also a lack of theoretical understanding of its success. For example, almost
all theoretical analyses show how to achieve a detectable watermark up to some standard (Aaronson,
2023; Kirchenbauer et al., 2023a). But few characterize the price paid to obtain such a watermark –
there are no common criteria to define the model distortion. For instance, Aaronson (2023); Kuditipudi
et al. (2023) argue that the so-called “distortion-free” criteria should be considered when evaluating
different watermarking algorithms, and suggest the model distortion unnecessary. Even for the models
that explicitly twist the model, the hyperparameter that controls the twist extent is still chosen in a
heuristic way (Kirchenbauer et al., 2023a). Another important matter is which measurement of model
distortion should be used: current empirical validation mostly uses the difference of log-perplexity to
measure the statistical distortion of the model (Kirchenbauer et al., 2023a) which is later analyzed by
Wouters (2023), while Zhao et al. (2023) use the Kullback-Leibler divergence to measure the model
distortion. In this paper, we try to give a better understanding of the watermarking algorithms by
answering the following questions: Statistically, what is the minimal price for the (soft) watermarking
algorithm to attain a certain level of detection ability? Furthermore, what should be considered a good
measurement for the price? In summary, we address our main contributions as follows:

• In Section 2, we study the statistical price paid when applying a generalized version of the soft
watermarking scheme introduced in Kirchenbauer et al. (2023a). We formulate the trade-off be-
tween the model distortion and the detection ability as a constrained optimization problem that
minimizes the Kullback-Leibler divergence of the watermarked model towards the original language
model subject to lower bounds on the average increased green list probability (as a proxy for the
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detection ability). We curve the trade-off and develop an online optimization watermarking algo-
rithm (Algorithm 2) as an asymptotic Pareto optimum under mild assumptions (Assumption 2.7)
as is shown in Theorem 2.8.

• In Section 3, we justify our choice of Kullback-Leibler divergence as the model distortion. We
first show that any watermarked model close to the original model in the sense of KL divergence
is hardly detectable via an information-theoretic lower bound (Proposition 3.1). We also show in
Proposition 3.5 that the so-called “distortion-free” criterion focuses on “the distance of the expected
model from the original one” rather than “the expected distance of the model from the original
one”. Such two results suggest that the marginal distortion-free criterion should be reconsidered
carefully and used cautiously. Later, we justify the choice of KL divergence against the difference
of log-perplexity, where the latter could be smaller than zero under distortion.

• In Section 4, we give some further analyses of our proposed algorithm. We develop both types of
error rate guarantees over a z-test, and discuss the robustness under adversarial attacks. In Section
5, we present numerical experiments. First, we compare our main algorithm Dual Gradient Ascent
(Algorithm 2, abbreviated as DualGA) with existing algorithms on benchmark datasets, validating
that it achieves the optimal trade-off between the model distortion and the detection ability and
ensures the detectable watermark individually for every prompt. As a side result, we find that the
text repetition issue encountered in existing hashing-based algorithms Kirchenbauer et al. (2023a);
Aaronson (2023) is real-time detectable by monitoring DualGA’s dual variable. We also evaluate
the robustness under attacks of our algorithms.

1.1 Related Literature

Watermarking Natural Languages. Unlike the computer vision tasks where the underlying data is
continuous, watermarking natural languages is deemed more difficult due to its discrete nature (Johnson
et al., 2001). Traditional watermarking schemes try to transform the text into a whole new text to
encode information, such as syntactic structure restructuring (Atallah et al., 2001), paraphrasing (Atallah
et al., 2002), semantic substitution (Chiang et al., 2004), synonym substitution (Topkara et al., 2006),
morphosyntactic alterations (Meral et al., 2009), and so on. Recent advancements in modern language
models such as Transformer (Vaswani et al., 2017) enable researchers to construct new approaches based
on monitoring the token generation. Aaronson (2023); Christ et al. (2023) propose an exponential
minimum sampling algorithm that maintains the marginal distribution per token the same. When
generating the t-th token, they use the previously observed n tokens as a seed for the pseudo-random
function to generate a sequence of uniformly distributed random variables rt,k over [0, 1] for each k ∈ |V|,
and select the token to minimize − log(rt,k)

pt,k
. By showing that the marginal distribution of each token

is identical to the original distribution when averaged across the whole space of rt,k, the authors argue
that such a property is desirable when conducting watermarking. Kuditipudi et al. (2023) later derive a
watermarking scheme by assuming a sequence of secret keys so that each token can be uniquely assigned
a pseudo-random function, resulting in a more robust watermarking at the cost of higher requirements
of sharing the secret keys. Kirchenbauer et al. (2023a) develop a soft watermarking scheme based on
pseudo-randomly dividing the vocabulary into a red list and a green list and increasing the probabilities
in the green list. Zhao et al. (2023) propose fitting the red/green list across the whole sequence, leading
to a provably more robust watermarking in comparison to the original one in Kirchenbauer et al. (2023a).
Fernandez et al. (2023) point out that the z-score test used in previous research (Kirchenbauer et al.,
2023a) relies on a fundamental assumption of i.i.d. tokens, which may not hold in some cases, leading to
an underestimated false positive rate. Wouters (2023) curves the Pareto optimum of the difference of the
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green list probability against the difference of the log-perplexity, arguing that the optimal strategy is to
apply no watermarking at all when the expected change of log-perplexity is greater than some threshold
while applying the hard watermarking in the opposite cases. While our Pareto optimum result measured
by the KL divergence suggests that one should set the strength of the watermarking equal across the
whole sequence, the proposal by Wouters (2023) is optimized against the difference of log-perplexity,
which could be even negative and should not be regarded as a good measurement of distortion for the
watermarking problem (See Section 3).

Post Hoc Detection. The difference between the statistical properties of machine-generated texts and
human-generated texts has been noticed for a long time, and researchers are making various attempts to
distinguish the machine-generated texts using those features. For instance, Gehrmann et al. (2019) build
a model named GLTR to use the information of the histograms of the log-likelihoods to detect machine-
generated texts. Solaiman et al. (2019) make a simpler proposal by inspecting the total log-likelihood of
the whole sequence. Researchers also attempt to use another language model to distinguish the texts:
Ippolito et al. (2019) employ a fine-tuned BERT (Devlin et al., 2018) to classify the texts; Zellers et al.
(2019) train a model called Grover to generate texts given titles and use the Grover model itself to detect
the texts. A more recent example is Tian (2023) which detects the abnormally low variation in perplexity
when evaluated by corresponding LLMs. Mitchell et al. (2023) observe that the outputs of LLMs tend
to stay in the negative curvature regions of the log-likelihood functions and derive a classifier based on
that observation.

Possibility/Impossibility Results. There are also some debates on whether the detection of machine-
generated texts is possible. Sadasivan et al. (2023) prove that if the total variation distance (denoted by
TV) between the language model’s distribution and the human’s language distribution vanishes, then
any detector cannot get a result better than a random decision with respect to AUROC. Their impos-
sibility result shares the same spirit of Le Cam’s method with our Proposition 3.1, which could also be
regarded as another proof supporting the argument that no detection ability could be obtained without
model distortion. Later, Chakraborty et al. (2023) mitigates the impossibility result by showing the term
1− TV degrades exponentially fast as the number of tokens increases under the i.i.d. assumption. This
implies the possibility of detection by increasing the sequence length under the circumstances that the
language model deviates from humans by only a small margin per token. However, their result involving
the total variation distance requires the unnatural i.i.d. assumption over the distribution per token.
In contrast, our Proposition 2.3 decomposes the joint KL divergence token-wise without any specifying
assumption, supporting the natural choice of the KL divergence as model distortion measurement.

1.2 Model Setup

Language models (LMs) describe the probabilities of a sequence of words that appear in a sentence. The
currently mainstream LMs (Radford et al., 2019; Brown et al., 2020) work in an autoregressive manner by
predicting the next token based on a given prompt and all previously observed tokens. Mathematically,
an LM M is a function that treats both a prompt x and previous t − 1 tokens y1, . . . , yt−1 as context
(abbreviated as y[t−1]) and maps the context to a probability vector pt ∈ ∆(V) as a prediction for the
next token, where ∆(V) denotes the set of all probability distributions over the vocabulary V. To obtain
this vector pt, a typical LM first outputs a logit vector lt = (lt,1, ..., lt,|V|) and applies a softmax layer to
output a probability vector

pt,k :=
exp(lt,k)∑

k′∈V exp(lt,k′)
.
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Based on the distribution pt = (pt,1, ..., pt,|V|)
⊤, the next token yt is sampled. The LM continues this

procedure until a terminate symbol vterm ∈ V is sampled or the token sequence reaches a pre-specified
maximum length Tmax. It does not hurt to assume that after receiving the first vterm the LM continues
outputting the same vterm until the maximum length is reached. Finally, we compactly denote the whole
generating process by the map p[Tmax] : X → ∆(VTmax), where X is the prompt space. For simplicity, we
omit the subscript and use p to denote the whole mapping/probability model when there is no ambiguity.

We denote the marginal distribution of p that generates the first t tokens by p[t](·) and the distribution
of the t-th token conditioned on the previous t− 1 tokens by pt|[t−1](·).

The watermarking of LMs refers to a procedure that develops a watermarked language model accom-
panied by a detection algorithm. Ideally, the watermarked LM behaves closely to the original LM, and
the detection algorithm can predict accurately whether the generated sentence is from the watermarked
LM or a human. We follow the next word prediction mechanism of the LMs and denote a watermarked
model by an algorithm A and a key K to be a function that maps the prompt x and previous tokens
y[t−1] to another probability vector q

(A,K)
t over the same vocabulary V. Similar to the original LM,

the watermarked LM is autoregressive and based on those probability vectors q
(A,K)
t . In the following,

we will use q to represent the probability vectors of watermarked models and (sometimes) omit the
superscript (A,K) for notation simplicity. A detection procedure D receives the detection key K and a
token sequence as inputs and then gives a binary output as a prediction of whether the token sequence
is generated from the watermarked LM, i.e., generated by q(A,K) (1 for yes and 0 for no). Naturally, one
can define the two types of errors as follows:

αp(D, x) := P
(
D(K,y[Tmax]) = 1

∣∣y[Tmax] ∼ p(x)
)
.

β(D, x) := P
(
D(K,y[Tmax]) = 0

∣∣y[Tmax] ∼ q(A,K)(x)
)
.

Here αp(D, x) is the type I error that describes the probability of predicting a normal sequence as
generated by the (watermarked) LM. Precisely, the conditional part requires that the sequence y[Tmax]

is generated by p, which can be based on a human, the unwatermarked LM, or other watermarked
LMs. Also, β(D, x) is the type II error that describes the probability of predicting an LM-generated
sequence as written by a human. We remark that the two errors are affected by both the watermarking
procedure/algorithm and the detection algorithm.

2 Trade-off between Model Distortion and Detection Ability

The two natural desiderata for a watermarking algorithm are (i) the watermarked LM stays close to the
unwatermarked LM and (ii) the watermarked text can be easily detected. We aim to provide a precise
characterization of the trade-off between these two aspects. Specifically, we adopt the Kullback-Leibler
divergence to measure the closeness between the two LMs (i.e., the extent of model distortion caused by
watermarking) and we consider the two types of errors defined earlier as a measurement of the detection
ability. To begin with, we state a generalized version of the soft watermarking scheme proposed by
(Kirchenbauer et al., 2023a). The theoretical analysis, on the one hand, shows a nice structure of the
algorithm, and on the other hand, reveals potential issues of the algorithm. In the next section, we
discuss other watermarking algorithms and more justifications for our formulation and this red-green
list-based watermarking scheme.

Algorithm 1 states a generalized soft watermarking algorithm of Kirchenbauer et al. (2023a). At
each step t, the algorithm randomly partitions the vocabulary into green words (with ratio γ) and red
words (with ratio 1−γ). The partition is based on the previous word yt−1 and some random function f .

5



Algorithm 1 Generalized soft watermarking (Kirchenbauer et al., 2023a)

Input: Original LM p, prompt x, green list ratio γ, pseudorandom function f , perturbs {δt,k >
0}t∈[Tmax],k∈V , random seed K

Output: y1, . . . , yTmax

1: Initialize t← 1, y0 ← K
2: while t ≤ Tmax and yt−1 ̸= vterm do
3: Input the seed K and (a hash of) yt−1 into a pseudorandom function f to randomly partition the

vocabulary into a green list with size λ|V| and a red list with size (1− λ)|V|
4: Compute the logit vector generated by the original LM p and modify it to produce a probability

vector
qt,k ←

exp(lt,k + δt,k · 1{k green at t})∑|V|
k′=1 exp(lt,k′ + δt,k′ · 1{k′ green at t})

5: Sample a token
yt ∼

(
qt,1, . . . , qt,|V|

)
,

6: t← t+ 1
7: end while
8: if t < Tmax then
9: Set all remaining yt+1, . . . , yTmax to be vterm

10: end if

Then, the watermarks are inserted into the generated token sequence by increasing the probabilities of
the green words. Equivalently, one adds a positive number δt,k to the logit value where t is the index of
the token location in the sequence, and k is the word index in the vocabulary. The algorithm is stated
in a more general way than Kirchenbauer et al. (2023a) in that it allows different values of δt,k while
Kirchenbauer et al. (2023a) keep all of them constant, i.e., δt,k ≡ δ.

2.1 Constrained Optimization Formulation

The design of the algorithm increases the probability of green words appearing in the generated text,
and this is the key for the detection algorithm as well. Specifically, the detection algorithm uses the key
K to recover the green list and the red list at each token and thus can identify whether each token in the
sequence is a green or red one. If there are significantly more green words than red words over a sequence
or subsequence of tokens, it will be an indicator of watermarking. In this light, the following quantity
is an important indicator of the intensity of the watermarking and is closely related to the detection
ability. As noted earlier, we use q to denote the watermarked LM and p to denote the original LM and
we define the difference of the green word probability (DG) at the t-th token by

DGt(qt) :=
∑

k=green,k∈V

qt,k −
∑

k=green,k∈V

pt,k. (1)

The quantity DG measures the change in terms of the green word probability from the watermarked LM
to the original LM. The larger the value of DG, the easier the generated text can be detected. We note
that this quantity is a random variable that relies on the context up to token t−1, i.e. the prompt x and
y[t−1]. In particular, the randomness comes from the partition of the green/red list which is essentially
determined by the context through the hashing. However, we note that the value of DG can be fully
controlled by the parameters δt,k’s as we can see from Step 4 of Algorithm 1.

To measure the distortion of the watermarking, we consider the KL divergence defined as follows.

Definition 2.1. For two distributions Q and P that Q ≪ P, the Kullback-Leibler (KL) divergence is
defined by

Dkl(Q∥P) :=
∫

log
(dQ
dP

)
dQ.
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At each step t, the original LM generates the token with the distribution pt, and the watermarked LM
generates the token with the distribution qt. The KL divergence between these two quantifies the extent
to which the watermarking algorithm twists the t-th token. As the key interest is always measuring the
distance against the original LM pt, we abbreviate and define

Dkl,t(qt) := Dkl(qt∥pt).

We note from Algorithm 1 and the discussion above that both the difference of green word probability
DG and the KL divergence can be fully controlled by the perturbs δt,k’s under the generalized soft
watermarking scheme. Thus we can rewrite both quantities as a function of δt,k’s. That is, we denote
the DG function and KL divergence by DGt(δt,1, . . . , δt,|V|) and Dkl,t(δt,1, . . . , δt,|V|).

Consider the following constrained optimization problem:

OPT(∆) := min
δt,k

1

T

T∑
t=1

Dkl,t(δt,1, . . . , δt,|V|)

s.t.
1

T

T∑
t=1

DGt(δt,1, . . . , δt,|V|) ≥ ∆,

(2)

where the decision variables are δk,t’s. The right-hand side of the constraint ∆ > 0 imposes a condition
that the average change of the green word probability should exceed a threshold. We will see shortly that
the quantity ∆ is closely related to the detection ability. In this light, the optimization problem searches
from a minimal twisted LM that achieves a certain level of detection ability. It explicitly trade-offs the
two desiderata we mentioned at the beginning of this section. In particular, if we extend the domain
δt,k ∈ [−∞,∞], the optimization formulation also covers the hard watermarking scheme (Kirchenbauer
et al., 2023a).

Two closely related optimization problems are

OPTstatic-k(∆) := min
δt

1

T

T∑
t=1

Dkl,t(δt)

s.t.
1

T

T∑
t=1

DGt(δt) ≥ ∆,

(3)

where we restrict δt,1 = · · · = δt,|V| = δt for all t and abbreviate Dkl,t(δt, . . . , δt) and DGt(δt, ..., δt) as
Dkl,t(δt) and DGt(δt), respectively.

OPTstatic-t,k(∆) := min
δ

1

T

T∑
t=1

Dkl,t(δ)

s.t.
1

T

T∑
t=1

DGt(δ) ≥ ∆.

(4)

where we restrict δt,k = δ for all t and k.
These optimization problems also correspond to different versions of the algorithm. For example,

(2) corresponds to Algorithm 1 while (4) corresponds to the original soft watermarking algorithm in
(Kirchenbauer et al., 2023a).

It is easy to see that

OPT(∆) ≤ OPTstatic k(∆) ≤ OPTstatic t,k(∆).
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In the next, we will show in Proposition 2.4 and Proposition 2.5 that

OPT(∆) = OPTstatic k(∆) = OPTstatic t,k(∆)

and discuss the implications.

2.2 Analytical Properties of the Optimization Problem

In the above optimization problems, the objective function calculates the single-step KL divergence for
each step and takes the summation. Indeed, we show that this also corresponds to the KL divergence
between the two LMs p and q.

Definition 2.2. Q and P are two (joint) distributions of (U, V ) on the space U × V. The conditional
KL divergence is defined by

Dkl(QV |U∥PV |U |QU ) := Eu∼QU

[
Dkl(QV |U=u∥PV |U=u)

]
,

where the expectation is taken with respect to u ∼ QU .

This definition gives us a tool to represent the KL divergence by the summation of single-step KL
divergences as the following proposition.

Proposition 2.3. For an LM p, prompt x ∈ X and the watermarked LM q watermarked by algorithm
A and key K, the following decomposition holds

Dkl

(
q(x)

∥∥p(x)) =

Tmax∑
t=1

Dkl

(
qt|[t−1](x)

∥∥pt|[t−1](x)
∣∣∣q[t−1](x)

)
.

The left-hand side treats the two LMs as distributions over the space of sequences of Tmax tokens and
measures their KL divergence. The right-hand side is decomposed into a summation where each term is
the single-step conditional KL divergence. In the context of watermarking, the left-hand side captures
the total amount of distortion between the original LM and the watermarked LM. And the proposition
states that this total distortion is equal to the summation of token-wise distortion at each token/time
step. Thus the optimization objectives are related to the proposition in the following way

E

[
Tmax∑
t=1

Dkl,t(δt,1, . . . , δt,|V|)

]
=

Tmax∑
t=1

Dkl

(
qt|[t−1](x)

∥∥pt|[t−1](x)
∣∣q[t−1](x)

)
=Dkl

(
q(x)

∥∥p(x))
To see this, the objective function is a realization of the conditional KL divergence which replaces the
expectation with respect to q[t−1](x) for the first t−1 tokens with the realized sequence. In other words,
the objective function for the optimization problems can be viewed an unbiased estimator of the KL
divergence between the original LM and the watermarked LM.

We remark that this decomposition relationship does not hold generally for other divergence measures
between two distributions. Apart from this theoretical structure, the optimization problem’s objective
function also has a nice analytical form: the single-step KL divergence can be expressed closed-form in
terms of δk,t’s. This enables us to derive the following results on the optimal solution.

Proposition 2.4. Suppose the problem (2) is feasible. The optimal solution satisfies

δ∗t,1 = · · · = δ∗t,|V|, ∀t ∈ [T ].
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In other words, the optimal solution of (2) shares the same form as that of (3).

Proposition 2.5. Suppose the problem (3) is feasible. The optimal solution of (3) satisfies

δ∗1 = · · · = δ∗T .

In other words, the optimal solution of (3) shares the same form as the program (4).

These two propositions state that under mild feasibility assumption, the three optimization problems
(2), (3), and (4) share the same optimal solution. From an algorithm viewpoint, it means the generaliza-
tion of Algorithm 1 over the original algorithm of Kirchenbauer et al. (2023a) does not bring additional
benefits. We make several remarks on the implications for watermarking LLMs:

• The optimal value of δ for the optimization problems above depends on the prompt x and the
original LM p, precisely, on the conditional distribution p(·|x). For example, if we want to achieve
the same level of detection ability (as the constraint of the optimization problems) for two prompts:
(i) “Where is the capital of U.K.?” and (ii) “What is your favorite color?”, we should use different
δ. For different prompts, i.e., for different p(·|x), it corresponds to different optimal solution δ∗

for the optimization problem. Reversely, if we use a fixed δ for all the generations as the original
design in (Kirchenbauer et al., 2023a), it will result in a different level of detection ability and
KL-divergence (from the original LM) for every prompt.

• The optimization problems above can only be solved in an online fashion as it depends on the
roll-out of the sequence. When we implement the watermarking algorithm, it generates the tokens
one by one, and at time t, we cannot foresee the future terms (from t+1 to T ) in the optimization
problems, which disallows solving them in an offline manner.

• The proposition above states the structure of the optimal solution of the optimization problems.
If we view minimizing model distortion and maximizing detection ability as a multi-objective
optimization problem, one subtle point is that the fixed-δ version of Algorithm 1 (Kirchenbauer
et al., 2023a) does not result in a Pareto optimum. This is because although the optimal δ∗

remains fixed over time, it depends on the prompt, the LM, and also the green word ratio γ in
a very complicated way. Even if we forget about the aspects of the prompt and the LM, it still
requires careful coordination between the values of γ and δ to make the resultant generation on
the Pareto optimal curve. This point is also verified by our numerical experiments.

These discussions motivate our development of an online algorithm for the problem which enables a
uniform level of detection ability or KL-divergence across all the generations. As we will see later, it also
brings other benefits to the problem.

2.3 Online Algorithm with Adaptive δ

Motivated by the discussions above, we develop an algorithm that not only ensures Pareto optimality
(of model distortion and detection ability) but also achieves a pre-specified detection ability (∆ in (4))
for every generated token sequence. This requires (i) an adaptive choice of δ based on the prompt, the
LM, and γ and (ii) an online implementation that learns the optimal δ on the fly.

Algorithm 2 gives our online algorithm for adaptive choosing δ. For the optimization problem (4),
the optimal solution δ∗ depends on (i) the prompt x, (ii) the LM p, and (iii) the realized generation of
the tokens. Algorithm 2 uses a different δt over time, and ideally, it aims to have δt → δ∗ quickly. In
this way, it learns the optimal δ∗ online and adaptively (to the prompt). The idea of Algorithm 2 is to
perform an online gradient ascent algorithm on the Lagrangian dual function for the dual variable λt,
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and uses λt to approximate the optimal dual variable λ∗. To see this, we first introduce the Lagrangian
of the optimization problem (4) as follows where the dual variable is denoted by λ ≥ 0,

L(δ, λ) :=
1

T

T∑
t=1

Dkl,t(δ)− λ ·

(
1

T

T∑
t=1

DGt(δ)−∆

)

=
1

T

T∑
t=1

Dkl,t(δ)−
1

T

T∑
t=1

λ · (DGt(δ)−∆) . (5)

Denote the corresponding primal function as

f(δ) := sup
λ≥0

L(δ, λ),

and the dual function as
g(λ) := inf

δ
L(δ, λ).

The following lemma states some key properties of the optimization problem (4) (which also applies to
the other two optimization problems (2) and (3)).

Lemma 2.6. (a) The infimum that defines g(λ) can always be achieved by setting δ = λ. That is
g(λ) = L(λ, λ).

(b) The Lagrangian dual g(λ) can be decomposed token-wise: if we define Lt(δ, λ) := Dkl,t(δ) − λ ·
(DGt(δ)−∆) and henceforth ft and gt accordingly, then (i) Part (a) also holds for each gt(λ), and
(ii) we have

g(λ) =
1

T

T∑
t=1

gt(λ)

and each gt is concave with dgt
dλ = ∆−DGt(λ).

(c) Suppose the primal problem (4) is feasible. Then the strong duality holds

inf
δ

f(δ) = sup
λ≥0

g(λ). (6)

with δ∗ = λ∗, where λ∗ is the optimal choice of λ for maximizing the Lagrangian dual g(λ).

Lemma 2.6 justifies the design of Algorithm 2. The choice of δt ← λt in Step 4 of the algorithm
serves two purposes: First, if we have λt converging to λ∗, then we will also have a converging δt to δ∗

according to Part (c) of Lemma 2.6. Second, only the choice of δt = λt can result in that ∆ − DGt(δt)

is the gradient of gt and thus it ensures that the algorithm’s update of λt+1 performs online gradient
ascent in the dual space. The online gradient ascent procedure will converge because of the concavity of
each gt(λ), and this exactly dictates how we update the dual variable in Step 7 and Step 8 of Algorithm
2, where the hyper-parameter η is the step size of the gradient-based updates.

The existing practice of the watermarking algorithm of (Kirchenbauer et al., 2023a) usually involves
a hyper-parameter tuning procedure that finds a proper combination of γ and δ. Yet we note that the
procedure is conducted on a population level – once γ and δ are selected, they are applied to all the
generations (for all the prompts). And we will see in the numerical experiment that this population-level
choice prevents the chosen combination from staying on the Pareto optimality curve (of model distortion
and detection ability). In contrast, for our algorithm, we choose δ adaptively for each prompt x. The
choice is also adaptive to the LM p and also the realization of the generation.
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Algorithm 2 Dual Gradient Ascent for Soft Watermarking
Input: Original LM p, prompt x, pseudorandom function fγ to determine the green list with ratio γ,

random seed K, DG constraint ∆, step size η, initial dual variable λ1
Output: y1, . . . , yTmax

1: Initialize the dual variable λ1, t← 1, y0 ← K
2: while t ≤ Tmax and yt−1 ̸= vterm do
3: Decide the green list via f(yt−1) and observe the green list probability

Gt ←
∑

k=green,k∈V

pt,k

4: Set δt according to the Lagrangian dual

δt ← λt

5: Compute the logit vector generated by the original LM p and modify it to produce a probability
vector

qt,k ←
exp(lt,k + δt · 1{k green at t})∑|V|

k′=1 exp(lt,k′ + δt · 1{k′ green at t})
6: Sample out a token

yt ∼ qt =
(
qt,1, ..., qt,|V|

)
7: Compute the online gradient of the dual function

gdt ← ∆−DGt(δt)

8: Update the dual variable via online gradient ascent

λt+1 ← λt + η · gdt

9: t← t+ 1
10: end while
11: if t < Tmax then
12: Set all remaining yt+1, . . . , yTmax to be vterm
13: end if

2.4 Algorithm Analysis

Now we provide some theoretical analysis of the algorithm. The techniques are not new, and we simply
aim to generate more intuitions for this watermarking algorithm.

Assumption 2.7. We assume that

(a) The green word probabilities under the original LM Gt :=
∑
k=green,k∈V pt,k ∈ [0, 1] are i.i.d.

random variables for all t ∈ [T ].

(b) The optimal dual variable λ∗ is bounded with a known upper bound M :

λ∗ ∈ [0,M ].

Furthermore, we assume the initial λ1 and the final λT+1 are within this range.

For the assumptions, Part (a) states that the green work probabilities are i.i.d., and it is much milder
than to enforce all the conditional probabilities pt|[t−1](·) to be i.i.d. (which is quite unrealistic). We will
also relax this assumption shortly. Part (b) imposes a mild condition on the boundedness of the dual
optimal solution.
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Remark. We note that all the three optimization problems (2), (3), and (4) are feasible if Gt ∈ (0, 1)

for all t ∈ [T ] and
∑T
t=1(1 − Gt) ≥ T∆. Under Assumption 2.7, both requirements are satisfied with

probability at least 1 − ε if ∆ < 1 − γ − Õ(1/
√
T ) where Õ hides the poly-logarithmic factors. With a

moderate choice of ∆, we can always see the optimization problems as feasible.

Theorem 2.8. Under Assumption 2.7, with the step size η = Θ(1/
√
T ), Algorithm 2 satisfies

1

T

T∑
t=1

E[Dkl,t(δt)] ≤ E
[
OPT(∆)

]
+O(1/

√
T )

and
1

T

T∑
t=1

E[DGt(δt)] ≥ ∆−O(1/
√
T )

where the expectations are taken with respect to the randomness of the algorithm and the language model
jointly.

The theorem states that the expected optimality gap and the expected constraint violation are all on
the order of 1√

T
. Note that the algorithm does not require any prior knowledge or any hyper-parameter

tuning; it can adaptively fit into whatever prompt and LM and achieve a similar level of near-optimality.
The proof is standard in the literature of online stochastic programming and online resource allocation
(Agrawal and Devanur, 2014; Li et al., 2020).

Part (a) of Assumption 2.7 is not critical. For Algorithm 2, we can explicitly relate the sub-optimality
with the extent of non-i.i.d.ness. Specifically, we can define a global non-stationarity measure (as the
bandits with knapsacks literature (Liu et al., 2022))

WT,1 :=

T∑
t=1

∥Dkl,t −Dkl∥∞,

WT,2 :=

T∑
t=1

∥DGt −DG∥∞,

where Dkl and DG denotes the average of the KL divergence and the DG function, respectively. Then
the bounds in Theorem 2.8 accordingly become

1

T

T∑
t=1

E[Dkl,t(δt)] ≤ E
[
OPT(∆)

]
+O(1/

√
T ) +O(WT,1/T ),

1

T

T∑
t=1

E[DGt(δt)] ≥ ∆−O(1/
√
T )−O(WT,2/T ).

In addition to the sub-optimality gap O(1/
√
T ), there is an additional term related to the non-i.i.d.ness

of the online process. We note that the bounds can be conservative in that in practice, we observe
the algorithms perform much better than the bounds prescribe. But at least, these bounds assure that
Algorithm 2 still gives a stable performance even if the i.i.d. part of Assumption 2.7 does not hold.

Remark. We note that Algorithm 2 is not the only algorithm that works for this online setting. We
choose this mainly for its simplicity and nice empirical performance. As the optimization problems (3)
and (4) share the same optimum and both of them can be transformed into equivalent convex programs,
we can apply the algorithms in the literature of the online convex optimization with constraints to obtain
theoretical guarantees without the i.i.d. assumption at all. For example, Neely and Yu (2017) proposes a
virtual queue (also known as backpressure) algorithm that achieves both O(1/

√
T ) guarantees for regret
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and constraint violation without the i.i.d. assumption. Numerically, we find Algorithm 2 performs better
than the backpressure algorithm and it is easier to implement as well.

3 Discussions on Model Distortion and KL Divergence

In this section, we provide more discussions on the choice of KL divergence and compare it against the
other two popular criteria for the watermarking problem – perplexity and marginal distortion-free. We
hope the discussion calls for more reflections on the rigorousness and properness of the measurements
for the watermarked LMs’ model distortion. We believe in comparison with these two criteria, the KL
divergence is a better one in quantifying the distortion of a watermarked LM and these discussions also
further justify our choice of the objective function in our optimization problems.

3.1 Distortion as a Price for Watermarking

In Section 2.2, we establish a connection between the objective function of the optimization problems
and the KL divergence between the original LM p and the watermarked LM q. The following proposition
further connects the two types of errors with the model distortion under the KL divergence.

Proposition 3.1. For any prompt x and any watermarking scheme q, we have

inf
D
αp(D, x) + β(D, x) ≥ 1−

√
1− exp

(
−Dkl(q(x)∥p(x))

)
.

In particular, when the KL divergence tends to zero, the sum of two types of errors under any detection
algorithm D cannot be better than a random decision.

While the above proposition seems similar to the results in Sadasivan et al. (2023); Chakraborty et al.
(2023), the intuition behind it is quite different. Specifically, the existing results (Sadasivan et al., 2023;
Chakraborty et al., 2023) characterize the possibility/impossibility of distinguishing AI-generated texts
from humans. For the watermarking problem, the setting is quite different in that the watermarking
algorithm is allowed to twist the original LM. In this sense, the KL divergence can be viewed as a
minimum price for distinguishing the watermarked LM q against an arbitrary distribution p.

The optimization problems (2), (3), and (4) all concern the minimum model distortion (the objective)
to achieve a certain level of detection ability (the constraint). The above proposition further reinforces
such a relationship that one has to distort the model (in terms of a positive KL divergence) to be able
to distinguish the watermarked LM from all the other LMs.

3.2 Comparison with Other Criteria

The distribution distortion caused by watermarking is mainly characterized in two ways by the existing
literature: (i) the distance between the marginal distributions that generate each token yt and (ii) the
difference of expected logarithm perplexity. The former is often used in theoretical analysis (Aaronson,
2023; Christ et al., 2023; Kuditipudi et al., 2023) and the latter in empirical evaluation (Tian, 2023;
Liang et al., 2023; Kirchenbauer et al., 2023a; Wouters, 2023). In this subsection, we compare the KL
divergence with those two popular criteria.

3.2.1 Comparison with Log-Perplexity

The notion of perplexity (PPL) has been long used as a performance measure for evaluating language
models, and it is also commonly used for the problem detecting AI-generated texts from humans (Wallach
et al., 2009; Beresneva, 2016; Tian, 2023). Formally, the perplexity is defined as follows.
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Definition 3.2. For an evaluation language model peval, a prompt x, and a token sequence y[T ], the
perplexity (PPL) is defined as

PPL(y[T ]|peval, x) := exp
(
− 1

T

T∑
t=1

log
(
peval(x,y[t−1])yt

))
.

In practice, the perplexity is often used taking the logarithm, resulting in the logarithm of the perplexity
(LoP). Furthermore, the expected logarithm of the perplexity of a language model p can be defined as

LoP(p|peval, x) := Ey∼p

[
LoP(y|peval, x)

]
,

and the model distortion of q is measured via the difference of the expected logarithm of the perplexity
(DLoP)

DLoP(q,p|peval, x) := LoP(q|peval, x)− LoP(p|peval, x).

A line of research (Kirchenbauer et al., 2023a; Wouters, 2023) in the watermarking field utilizes DLoP
as a measurement of model distortion in the belief that the model distortion is small if the DLoP is small.
In such a measurement the evaluation LM peval is often chosen to be the original LM or a larger LM.
Despite the properness of the perplexity in other NLP tasks, its usage in evaluating model distortion
in watermarking can be misleading. The reason is that it may lead to an awkward situation where one
could severely twist the language model while making the perplexity even smaller. Such an intuition is
formalized as follows.

Proposition 3.3. Consider generating a fixed length of T tokens with a prompt x and using the same
language model in evaluation so that p = peval. Suppose there is no tie in VT for p(·|x) and |VT | ≥ 3.
Then there exists q̃, s.t.

DLoP(q̃,p|p, x) < 0,

while
Dkl(q̃∥p) > 0.

The LM q̃ can be simply constructed by a deterministic LM that always predicts the word with the
largest probability under the original LM p. This q̃ even decreases the perplexity against the original
LM but it is apparently not a good LM in that (i) it is a deterministic one and (ii) it has a positive
KL-divergence from the original LM p. Therefore, Proposition 3.3 warns a potential issue of using the
perplexity to measure the performance of a watermarked LM.

3.2.2 Comparison with Marginal Distortion-Free

Another popular criterion for defining a good watermarking algorithm is to check if the watermarked LM
is marginal distortion-free (Aaronson, 2023; Christ et al., 2023; Kuditipudi et al., 2023). A watermarking
algorithm is called marginal distortion-free if the average distribution of the next token prediction under
the watermarked LM exactly matches the original LM, where the average is taken for the key K. We
formally define it as follows.

Definition 3.4. A watermarking algorithm A is called as marginally distortion-free if for any language
model p, the following holds for all t ≤ Tmax and prompt x ∈ X

EK
[
qt|[t−1](x)

]
= pt|[t−1](x).

From this definition, we believe a rigorous name for this property should be marginally distortion-free,
while the existing literature simply calls it distortion-free. Calling it distortion-free gives a misconception
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that the watermarking algorithm does not make or need any change to the underlying LM, which can be
misleading and dangerous. One can think of this marginal distortion-free property as a property of
the watermarking algorithm on the population level. Population-wise, if we aggregate the LM received
by all the users (statistically, marginalizing over the users), it matches the original LM. But each user
may receive one sample path of the watermarked LM which is drastically different from the original LM.
A guarantee of marginally distortion-free says nothing about one user’s experience as it only concerns an
averaging experience for all the users. In comparison, the KL-divergence that we study throughout our
paper and in all the above optimization problems, ensure the model distortion in a sample-path manner.
That is, it ensures every realization of the watermarked LM behaves closely to the original LM.

Proposition 3.5. It holds that

Dkl

(
EK[q]

∥∥p) ≤ EK
[
Dkl(q∥p)

]
.

The above proposition characterizes the relationship between the two measurements of model distor-
tion. Our measurement of the KL divergence can be viewed as an upper bound of the marginal distortion
of the LM (on the left-hand side). The marginal distortion-free property requires Dkl

(
EK[q]

∥∥p) = 0

To give some concrete examples, we provide a result on the popular exponential minimum sampling
in Aaronson (2023); Christ et al. (2023); Kuditipudi et al. (2023). We show that it yields an expected
KL divergence whose quantity is the same as the entropy of the original model.

Example 3.6. Exponential minimum sampling (Aaronson, 2023; Christ et al., 2023; Kuditipudi et al.,
2023) is not distortion-free.

Dkl

(
EK
[
qt|[t−1]

]∥∥∥pt|[t−1]

)
= 0,

but
EK

[
Dkl

(
qt|[t−1]

∥∥pt|[t−1]

)]
= Entyt

(
pt|[t−1]

)
,

where Entyt(·) denotes the entropy with respect to the t-th token yt.

To interpret this example, it means the watermarked LM (of the exponential minimum sampling
algorithm) received by one user qt|[t−1] has a KL divergence towards the original LM pt|[t−1] that is as
large as the entropy of the original LM. This resolves the seeming contradiction between our impossibility
result in Proposition 3.1 and the existence of “distortion-free” algorithms. The marginal distortion-free
criterion hides the necessary price paid for the watermarking. Such a criterion itself does not necessarily
imply a practical failure, but it does not rule out those possibilities. For example, Kuditipudi et al.
(2023) notice a phenomenon in practice when applying the watermarking scheme of Aaronson (2023)
that the watermarked model would be easily trapped in a tautology (that is, constantly repeating the
same sentence). The above proposition and example explain such an undesirable phenomenon.

4 Detection Ability and Robustness

In this section, we develop error guarantees for our algorithm/the optimization problems and discuss the
robustness aspect of the algorithm.

4.1 Type I and Type II Error

When we present the optimization problems, the constraint is interpreted as a proxy for detection ability.
Now we formally establish the connection between the cumulative difference in green word probability
(DG) and the detection error. The result shows that such an optimization formulation and Algorithm 2
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provide not only a better theoretical guarantee but also an explicit handle for controlling the individual
guarantee for both types of error of the watermarked LM regardless of the received prompt in contrast
to previous algorithms.

As noted in Fernandez et al. (2023), the z-test used in Kirchenbauer et al. (2023a) only serves as
an asymptotic approximation of the true positive rate. Thus, we follow the Beta distribution way in
Fernandez et al. (2023) in practice. For theoretical simplicity, we present two types of error bounds based
on setting an explicit threshold for the z-score on the green token numbers. We define the z-score as

z ← |y2:T |G − γ(T − 1)√
(T − 1)γ(1− γ)

, (7)

where |y2:T |G is defined by the count of green words from the 2-nd token to the T -th token. Then we
have the following bound.

Proposition 4.1. Suppose that the constraint of the optimization problem (4) is met. Under Assumption
2.7, for any prompt x and any decision threshold z0 that a sequence is labeled as generated by the
watermarked LM if z ≥ z0, we have

αp(D, x) ≤ exp
(
− 2(γ(1− γ)z20)

)
,

and
β(D, x) ≤ exp

(
− 2((∆

√
T − 1−

√
γ(1− γ)z0)2)

)
.

Proposition 4.1 states that if we fix the type I error rate α, the type II error rate decreases exponen-
tially fast in terms of ∆2T . Importantly, this result entails an individual control of the actual ∆, i.e, the
meet the constraint of the optimization problem for each prompt, LM, and γ. The requires to solve the
optimization program (4) in hindsight. While this is impossible generally, our algorithm ensures the con-
straint is violated up to the order of 1√

T
. Comparatively, this logic also explains why Kirchenbauer et al.

(2023a)’s heuristic and fixed choice of δ does not lead to any type II error rate until it has witnessed all
the realized tokens; such an intuition is also shown in the original type II error analysis of Kirchenbauer
et al. (2023a), which relies on the average entropy of the token sequence and cannot be guaranteed until
the full sequence is generated.

Figure 1 provides a visualization of the relationship between the realized DG and the z-score. First, we
observe that a larger realized DG corresponds to a larger z-score which justifies the choice of using DG as
the constraint of the optimization problem. Second, we observe that our algorithm, though implemented
in an online fashion, meets the (offline) constraint well (that the realized DG ≥ ∆). Third, our adaptive
choice of δ gives a more precise control of the realized DG and the z-score. For any combination of γ
and δ, the sequences generated by SRL have a quite dispersed DG and realized z-score.

4.2 Robustness

The following proposition states the robustness of our watermarked algorithm. Specifically, it says how
the detection ability changes under different adversarial attacks that aim to undermine the effectiveness
of the watermarking algorithm.

Proposition 4.2. Consider the following three adversarial attacks:

• Deletion: One adversarially deletes a certain length of the token sequence from the sequence gener-
ated by the watermarked LM of Algorithm 2. Let the length of the deleted sequence being T ′ = l ·T ,
and define

∆′ =
∆− l + lγ

1− l
.
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Figure 1: The scatter plot of z-score v.s. realized DG for different algorithms. SRL stands for
the algorithm in (Kirchenbauer et al., 2023a) and DualGA stands for our Algorithm 2 under
different parameter combinations. Each point represents one generated sequence, and for each
algorithm, 200 sequences are generated.

• Insertion: One adversarially inserts a certain length of token sequence into the sequence generated
by the watermarked LM of Algorithm 2. Let the inserted sequence length T ′ = l · T , and define

∆′ =
∆− lγ − 1

T

1 + l
.

• Edit: One adversarially edits a certain length of the token sequence generated by the watermarked
LM of Algorithm 2. Let the edited sequence length T ′ = l · T , and define

∆′ = ∆− l − 1

T
.

The error bound in Proposition 4.1 holds for ∆′ instead of ∆ and new sequence length correspondingly.

The proof of the proposition follows the same logic as that of Proposition 4.1. It implies that the
watermarked text is robust against an adversarial attack up to linearly many changes to the generated
text.

5 Experiments

In this section, we evaluate our Dual Gradient Ascent (DualGA) algorithm (Algorithm 2). The code for
the numerical experiments is available at https://github.com/ZhongzeCai/DualGA. First, we compare
the algorithm’s detection ability and model distortion extent with existing benchmarks and empirically
show it achieves the optimal trade-off between these two aspects and consistently assures the detection
ability across every prompt. Second, we further test the algorithm’s robustness under attacks on the
watermarked texts. Third, we provide an approach for detecting the text repetition issue in hashing-based
watermarking methods by monitoring DualGA’s dual variable.
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5.1 Experiment Setup

To generate watermarked texts, we utilize the LLaMA-7B model (Touvron et al., 2023), leveraging the
Huggingface Library (Wolf et al., 2019) for text generation and data management.

Datasets. The experiments test the algorithms in two datasets: C4 (Raffel et al., 2020) and LFQA
(Fan et al., 2019). The C4 dataset is an extensive collection of English-language texts sourced from the
public Common Crawl web scrape, and its “realnewslike” subset is where we extract prompt samples.
Specifically, we select text data from its “text” domain, where the last 200 tokens are taken as the
baseline completion and the rest of tokens are used to construct the prompt dataset. The LFQA dataset,
designed for long-form question-answering, is compiled by picking questions with their longest answers
from Reddit. We directly take the questions as prompts and the best answers as baseline completions.
More details about the dataset construction are provided in Appendix D.1.1.

Benchmark Algorithms. We consider the Soft Red List (SRL) watermarking algorithm proposed
in Kirchenbauer et al. (2023a) (which keeps δt,k ≡ δ in Algorithm 1) and the Exponential Minimum
Sampling (EMS) method from Aaronson (2023). For the SRL algorithm, we tune the hyper-parameter
γ, i.e., the proportion of the green list, and the parameter δ, i.e., the constant perturbs added to all green
list’s words. For the EMS algorithm, as suggested in Fernandez et al. (2023), we tune the generating
temperature τ , which adjusts the logits used to generate watermarked texts. Further implementation
details of these benchmark algorithms and DualGA are provided in Appendix D.1.2.

5.2 Detection Ability, Distortion, and Pareto Optimality

In this subsection, we evaluate the detection ability and distortion level of different algorithms. To
test the detection ability, we control the false positive rate (FPR), i.e., the probability of predicting an
unwatermarked text as watermarked, at pre-specified levels (10−4 or 10−6) and quantifies the detection
ability by the true positive rates (TPR), i.e., the probability of successfully detecting a watermarked
text. The model distortion is measured by the KL-divergence (KL) (averaged over tokens) between
the watermarked and unwatermarked text distributions, as defined in Section 3. We also provide more
discussions on the detection ability metrics in Appendix D.1.3.

Table 1 shows the evaluation of the detection ability (TPR) alongside the model distortion (KL). For
each algorithm family we set multiple configurations, with each of them tested on two datasets with two
significance levels (10−4 and 10−6) (with the results under more configurations deferred to Table 2 in
Appendix D.2.1). Each configuration of these algorithms corresponds to a different combination of the
detection ability and the model distortion. In comparison, our algorithm of DualGA exhibits a better
trade-off between the two aspects; for a certain level of model distortion, our algorithm achieves a higher
TPR, and conversely, for a certain level of TPR, our algorithm exhibits a smaller model distortion.

Figure 2 visualizes the trade-off between the detection ability and the model distortion. It plots
the realized DG against the KL both on the population level (left) where each point represents one
algorithm configuration’s averaged performance of 500 test prompts, and on the individual level (right),
where each point corresponds to the outcome from a single prompt. Here, the realized DG is calculated
as the realized difference in the green word probability (defined in (1) and computed by the average over
t ∈ [1, Tmax] for each prompt).

On the population level, Figure 2 (left) shows that our algorithm achieves a Pareto optimality in
comparison with the SRL algorithm. The SRL algorithm exhibits suboptimality when the parameters δ
and γ do not coordinate well (the blue points and the two green points). This reinforces the theoretical
finding in Section 2.2 that the optimal choice of δ depends on many factors including γ. On the individual
(prompt) level, Figure 2 (right) shows the performance of these algorithms for each prompt. For our
algorithm, it exhibits a very concentrated DG level (near the target ∆) for different prompts. For the
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Method Configuration
C4 LFQA

TPR ↑ KL↓ TPR↑ KL↓
FPR< 10−4 FPR< 10−6 FPR< 10−4 FPR< 10−6

SRL

δ = 1, γ = 0.1 0.15 0.04 0.04 0.31 0.1 0.04
δ = 1, γ = 0.5 0.49 0.18 0.07 0.56 0.22 0.07
δ = 1, γ = 0.7 0.22 0.04 0.05 0.33 0.11 0.05
δ = 5, γ = 0.1 0.99 0.98 1.3 1.0 0.98 1.29
δ = 5, γ = 0.5 1.0 1.0 0.7 1.0 1.0 0.69
δ = 5, γ = 0.7 0.96 0.92 0.39 0.98 0.96 0.39
δ = 10, γ = 0.1 1.0 0.99 1.69 1.0 0.98 1.46
δ = 10, γ = 0.5 1.0 0.99 1.07 0.99 0.99 0.9
δ = 10, γ = 0.7 0.99 0.96 0.62 0.96 0.94 0.51

EMS
τ = 0.5 0.44 0.21 0.65 0.26 0.16 0.47
τ = 1 0.94 0.87 0.98 0.94 0.94 0.91
τ = 1.5 0.98 0.98 2.44 1.0 1.0 1.64

DualGA

∆ = 0.2 0.9 0.7 0.15 0.91 0.72 0.13
∆ = 0.3 0.97 0.96 0.33 0.98 0.96 0.3
∆ = 0.4 1.0 0.98 0.61 1.0 1.0 0.55
∆ = 0.5 1.0 1.0 0.93 1.0 0.98 0.83

Table 1: The detection ability (TPR) and model distortion (KL) of watermarking algorithms across dif-
ferent hyperparameter configurations. The TPR under different FPR thresholds measures the detection
ability (the higher the better). The KL measures the distortion of the watermarked text (the lower the
better).

SRL algorithm, we can see that it attains a highly varied level of model distortion and detection ability
for each prompt even under the same parameter configuration of δ and γ. Moreover, both plots in Figure
2 show that our algorithm achieves a Pareto optimality for whatever choice of the constraint budget
parameter ∆. In other words, the parameter ∆ gives a handle to balance the trade-off but does not
affect the algorithm’s Pareto optimality.

Another interesting phenomenon in Figure 2 (right) is that, for our DualGA algorithm, the variation
of its distortion (KL) and the realized DG exhibit a positive correlation. We note that the algorithm
minimizes model distortion subject to a specific detection ability, and this suggests that prompts that are
inherently more challenging to watermark (e.g., factual questions like “Where is the capital of the U.K.?”)
require a greater distortion change to achieve the same level of detection abilities compared to inherently
easier prompts (e.g., opinion questions like “What is your favorite color?”). For a small detection target
∆, both types of prompts may only need some minor modification to the original response to meet the
detection target and thus both allow low distortion. However, to achieve higher detection ability, more
complex prompts necessitate stronger watermarking efforts, potentially skewing the correct answer or
incorporating redundant tokens, whereas easier prompts allow more flexibility for embedding watermarks
and thus still a small distortion. Additional results using the C4 dataset and comparisons with the EMS
algorithm are provided in Appendix D.2.2.

5.3 Robustness under Attacks

We further assess the robustness of our DualGA algorithm by considering three common types of attacks
on watermarked texts: deletion, insertion, and substitution. Figure 3 shows the median p-value (see
Appendix D.1.3 for definition) under the deletion attack on the C4 dataset for different algorithms and
varying deletion rates (proportions of deleted tokens). From the plot, the benchmark algorithms that
achieve a higher level of robustness (smaller p-value) than our algorithm all result in a much larger KL
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Figure 2: Detection ability (Realized DG) and distortion (KL) on the LFQA dataset at the population
level (left) and the individual prompt level (right). Left: On the population level, the performances
of some SRL and all DualGA configurations stay on the Pareto-optimal curve, illustrating an effective
balance between detection ability and distortion. Exceptions notably falling below the curve include
specific configurations in SRL (γ = 0.7, δ = 5 and γ = 0.7, δ = 10). Right: The DualGA algorithm
demonstrates a consistent ability to ensure uniform detection across individual prompts.

divergence (model distortion). For robustness analyses and more discussions under other types of attacks
please refer to Appendix D.2.3.
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Figure 3: The median p-values under different proportions of deleted tokens (Attack Rate) on the C4
dataset. The black dashed line represents p = 10−4.

5.4 Detection of Repetitions in Generated Text

Most (if not all) of these existing watermarking algorithms rely on hashing-based rules for generating
watermarks. For example, the green word-based watermarking algorithms generate the partition of the
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vocabulary for each token based on a hashing-based pseudo-random function. This type of hashing-
based design can cause the issue of text repetition, as empirically observed by Kuditipudi et al. (2023).
Specifically, if a sequence of tokens typically appears together and the hashing code for the final token
in the sequence happens to skew the vocabulary distribution significantly towards the first token, this
can lead to the sampling of a repetitive chunk, creating a cyclical pattern (illustrated in Figure 4 (left)).
While such cycles may emerge infrequently at the population level, their detection with the subsequent
fixing is crucial to ensure quality on the individual (prompt) level. Traditional global metrics like entropy
or KL-divergence are insufficient for identifying these repetitions, as they might happen only two or three
times before the generating process exits the cycle.

Figure 4: Left: the repeated chunks of tokens generated by DualGA. Right: The abnormal consistent
rise in λt.

Figure 4 (right) plots the dual variables λt of our algorithm for the sequence generated on Figure 4
(left). We can see the dual variable significantly jumps up when the repetition starts. This phenomenon
is indeed general and reasonable. The rationale is that, generally, a token sequence appearing with
high certainty may pose a great challenge to the watermarking process: modest watermarking strength
(smaller dual variable λt) may not suffice to override the certainty inherent in selecting the subsequent
word. Therefore, the algorithm needs to increase the dual variable significantly. The repetitions can
be viewed as a very deterministic generation that requires increasing the dual variable. In this light,
the dual variable works as a monitor for the repetition phenomenon of the watermarking process. We
provide more examples in Appendix D.2.4.
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A Proofs and Discussions in Section 2

A.1 Proof of Proposition 2.4

Proof. We consider the following one-step optimization program with respect to δt,1, . . . , δt,|V| where we
omit the subscript of t for notation simiplicity:

min
δ1,...,δ|V|∈[−∞,+∞]

Dkl(δ1, . . . , δ|V|)

s.t. DG(δ1, . . . , δ|V|) ≥ ∆.

(8)

By checking the Lagrangian dual, we have the following lemma.

Lemma A.1. Denote the optimal solution of the optimization program (8) by δ∗1 , . . . , δ∗|V|. Assume the
program is feasible with ∆ ≤

∑
k is red pk. Then

δ∗1 = · · · = δ∗|V|.

With the above lemma in mind, we shall easily see why the optimal solution must be in the form of

δ∗t,1 = · · · = δ∗t,|V|, ∀t ∈ [T ].

The reason is straightforward: if there were an optimal solution δ′ deviating from the above form, say,
∃t0 ∈ [T ], such that the above equality does not hold for t0. Then, one can easily get another feasible
solution δ′′ by setting

δ′′t,k :=

δ̃t0,k, if t = t0,

δ′t,k, otherwise,

where δ̃t0 is the optimal solution of the following program

min
δ1,...,δ|V|

Dkl,t0(δ1, . . . , δ|V|)

s.t. DGt0(δ1, . . . , δ|V|) ≥ DGt0(δ
′
t0,1, . . . , δ

′
t0,|V|).

From Lemma A.1, we know that δ′t0,1, . . . , δ
′
t0,|V| cannot be the optimal solution of the above program.

Thus, the newly derived solution δ′′ is strictly better than δ′, which contradicts the assumption.

Proof of Lemma A.1. First, we transform the optimization problem (8) into another equivalent form,
where each probability pk is watermarked to be rkpk.

min
r1,...,r|V|

|V|∑
k=1

rkpk log(rk)

s.t.
∑

k∈[|V|],k is green

(rk − 1)pk ≥ ∆,

|V|∑
k=1

(rk − 1)pk = 0.

(9)
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We write down the Lagrangian of the optimization program (9) as

L(r1, . . . , r|V|, λ, µ) :=
∑
k

rkpk log(rk) + λ(∆−
∑

k is green

(rk − 1)pk) + µ(
∑
k

(rk − 1)pk)

=
∑

k is green

rkpk(log(rk)− λ+ µ) +
∑

k is red

rkpk(log(rk) + µ) + λ(∆ +
∑

k is green

pk)− µ
∑
k

pk

= G · rk(log(rk)− λ+ µ) +R · rk(log(rk) + µ) + λ(∆ +G)− µ(G+R),

where we have denoted
∑
k is green pk by G and

∑
k is red by R (since we assume feasibility, we automat-

ically have G+R = 1 and ∆ ≤ R). Then we can write the Lagrangian dual function as

ϕ(λ, µ) := inf
r1,...,r|V|

L(r1, . . . , r|V|, λ, µ),

where λ ≥ 0 and µ ∈ R.
We derive the first-order partial derivative of Lagrangian to be

∂L

∂rk
=

pk
(
log(rk) + 1− λ+ µ

)
, k green,

pk
(
log(rk) + 1 + µ

)
, k red.

Then the supremum (note that the supremum is taken for unconstrained rk ≥ 0 now) is reached when
the first-order condition is satisfied, that is

r∗k =

exp(−1 + λ− µ), k green,

exp(−1− µ), k red.

Substituting into the Lagrangian, we have the Lagrangian dual function as

ϕ(λ, µ) = −Ge−1+λ−µ −Re−1−µ + λ(∆ +G)− µ(G+R).

Note that the dual function is always concave, thus we can solve the dual problem

max
λ≥0,µ∈R

ϕ(λ, µ)

by inspecting the first-order conditione−1+λ−µG+ e−1−µR− (G+R) = 0,

−e−1+λ−µ +∆+G = 0.

The dual optimum is attained at λ∗ = log
( (∆+G)R
(R−∆)G

)
,

µ∗ = −1 + log
(

R
R−∆

)
,

where the optimum is

ϕ(λ∗, µ∗) = (R−∆) log

(
R−∆

R

)
+ (∆+G) log

(
∆+G

G

)
.
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To prove the strong duality, one just needs to notice that

ϕ(λ∗, µ∗) =

|V|∑
k=1

r∗kpk log(r
∗
k).

Therefore, the optimal solution of the optimization program (9) satisfies r∗1 = · · · = r∗|V|, which
concludes the proof.

Remark A.2. A quick note on the optimization problem (9) is that the primal program itself is a convex
program, yet Slater’s condition does not necessarily hold if ∆ = R. This case corresponds to the original
program’s case of δk = +∞ for some green k. Thus, if we rule out the possibility of DG constraint ∆ to
be no less than R, the strong duality can be directly derived from Slater’s condition.

A.2 Proof of Proposition 2.5

Proof. Similar to the notations in the proof of Proposition 2.4, we write down the optimization program
as

min
δ1,...,δT

1

T

T∑
t=1

[ Gtδt · eδt
Gteδt −Gt + 1

− log(Gte
δt −Gt + 1)

]
s.t.

1

T

T∑
t=1

Gt(1−Gt)(eδt − 1)

Gteδt −Gt + 1
≥ ∆.

The Lagrangian of the program is

L(δ1, . . . , δT , λ) :=

T∑
t=1

Gtδt · eδt
Gteδt −Gt + 1

− log(Gte
δt −Gt + 1) + λ ·

(
∆− 1

T

T∑
t=1

Gt(1−Gt)(eδt − 1)

Gteδt −Gt + 1

)
.

The next step is to compute the Lagrangian dual

ϕ(λ) := inf
δ1,...,δT∈[−∞,+∞]

L(δ1, . . . , δT , λ).

We first check the first-order derivative

∂L

∂δt
=

1

T

[
∂Dkl,t

∂δt
− λ∂DGt

∂δt

]
.

Since the exponential transformation keeps the monotonicity, we transform the partial derivative into
the form of νt = eδt as

∂L

∂νt
=

1

T

[
∂Dkl,t

∂νt
− λ∂DGt

∂νt

]
=

1

T
· Gt(1−Gt)
(Gtνt −Gt + 1)2

· (log(νt)− λ).

Thus we can see explicitly that the first-order condition suffices to reach the minimum with ν∗t = eλ,
equal to

δ∗t = λ.
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We substitute it into the Lagrangian to derive the expression of the Lagrangian dual:

ϕ(λ) = L(λ, . . . , λ, λ)

= λ ·

(
1

T

T∑
t=1

Gt +∆

)
− 1

T

T∑
t=1

log(Gte
λ −Gt + 1).

To derive the supremum of the Lagrangian dual, we calculate its first-order derivative as

∂ϕ

∂λ
= ∆− 1

T

T∑
t=1

Gt(1−Gt)(eλ − 1)

Gteλ −Gt + 1

= ∆− 1

T

T∑
t=1

DGt(λ).

Since we have assumed the feasibility of the primal program, we have

1

T

T∑
t=1

DGt(λ) ≥ ∆.

Combining it with the fact that DGt is a monotonically increasing function, we conclude that the unique
supremum of the dual function is reached when λ = λ∗ > 0 such that

1

T

T∑
t=1

DGt(λ
∗) = ∆.

Substituting it into the expression of the Lagrangian dual, we have

ϕ(λ∗) =

T∑
t=1

Dkl,t(λ
∗).

Note that if we set all δ1, . . . , δT to be λ∗, then we have the primal target function to be exactly the
same as ϕ(λ∗). We now conclude that the strong duality holds. Therefore, the optimum of the primal
program is reached at

δ∗1 = · · · = δ∗T = λ∗.

Remark A.3. We note that the strong duality can also be derived in a similar way to that in the proof
of Proposition 2.4. To see that, we can transform the program with respect to δ to the probability ratio
r, forming a convex program. Then if we assume ∆ < 1

T

∑T
t=1Rt, we can directly get the strong duality

from Slater’s condition.
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A.3 Proof of Lemma 2.6

Proof of Part (a). We first examine the first-order condition of L(δ, λ) w.r.t. δ. Since ν := eδ is mono-
tonically increasing w.r.t. δ, we can check the first-order condition w.r.t. ν instead:

∂L

∂ν
=

1

T

T∑
t=1

∂Dkl,t

∂ν
− λ · 1

T

T∑
t=1

∂DGt
∂ν

=
1

T

T∑
t=1

(1−Gt)Gt
(Gtν −Gt + 1)2

· (log(ν)− λ)

=
1

T

T∑
t=1

(1−Gt)Gt
(Gtν −Gt + 1)2

· (δ − λ).

Since Gt ∈ [0, 1] and ν ≥ 0, we have the conclusion that the minimum of L w.r.t. δ is taken when setting
δ ← λ, implying

g(λ) = inf
δ
L(δ, λ) = L(λ, λ).

Proof of Part (b). The token-wise conclusion (for example, for t0) can be easily verified by setting all
Dkl,t and DGt to be one specific token case (for example, replacing all Dkl,t and DGt by Dkl,t0 and
DGt0). The decomposition automatically holds if we set all δt to be one specific value of λ.

Proof of Part (c). By straightforward calculation,

gt(λ) = Gtλ+∆λ− log(Gte
λ −Gt + 1).

One can check the first-order derivative by

dgt
dλ

= Gt +∆− Gte
λ

Gteλ −Gt + 1

= ∆+
−(1−Gt)Gteλ + (1−Gt)Gt

Gteλ −Gt + 1

= ∆−DGt(λ).

The concavity can be derived by the fact that DGt(·) is a monotonically increasing function for each
Gt ∈ [0, 1].

Proof of Part (d). The strong duality can actually be derived from the proof of Proposition 2.5 (see
Appendix A.2). However, we present the whole proof here for completeness. From the conclusions of
Part (b) and Part (c), we know that

dg

dλ
= ∆− 1

T

T∑
t=1

DGt(λ).

If the primal problem (4) is feasible, then ∆ should be moderately small so that 1
T

∑T
t=1 DGt(∞) > ∆.

In that case, there always exists one single λ∗ that achieves the supremum of g(λ) with

∆− 1

T

T∑
t=1

DGt(λ
∗) = 0.
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Substituting the above into the original definition of Lagrangian (5), we have

g(λ∗) =
1

T

T∑
t=1

(
(Gt +∆) · λ∗ − log(Gte

λ −Gt + 1)
)

=
1

T

T∑
t=1

(
(Gt +DGt(λ

∗)) · λ∗ − log(Gte
λ −Gt + 1)

)
=

1

T

T∑
t=1

( Gte
λ

Gteλ −Gt + 1
· λ∗ − log(Gte

λ −Gt + 1)
)

=
1

T

T∑
t=1

Dkl,t(λ
∗)

≥ 1

T

T∑
t=1

Dkl,t(δ
∗)

≥ 1

T

T∑
t=1

ft(δ
∗)

= inf
δ

f(δ).

Combining the inequality with the weak duality (Boyd and Vandenberghe, 2004) such that supλ≥0 g(λ) ≤
infδ f(δ), we have the conclusion of strong duality. The equality δ∗ = λ∗ easily follows from Part (a).

A.4 Proof of Theorem 2.8

Proof. Recall that we have defined the Lagrangian dual function as ϕ(λ). We also define the step-wise
Lagrangian dual function

ϕt(λ) := inf
δ
{Dkl,t(δ) + λ(∆−DGt(δ))},

where we directly have

ϕ(λ) =
1

T

T∑
t=1

ϕt(λ),

and all infimums are taken at δ∗(λ) = λ. At every step, since we are setting δt = λ = δ∗(λ), we have

Dkl,t(δt) = ϕt(λt) + λt(DGt(δt)−∆). (10)

Since we are running gradient ascent on the Lagrangian dual function ϕt, we have

λt+1 = λt + η(∆−DGt(δt)),

which is identical to running a gradient descent algorithm on

ξt(λ) := λ(DGt(δt)−∆).
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Since we have chosen η = Θ(1/
√
T ), by standard Online Gradient Descent analysis (Zinkevich, 2003),

we have for any λ′ ∈ [0,M ],

1

T

T∑
t=1

ξt(λt) ≤
1

T

T∑
t=1

ξt(λ
′) +O(1/

√
T )

= λ′
( 1

T

T∑
t=1

DGt(δt)−∆
)
+O(1/

√
T ).

Setting λ′ = 0, we have
1

T

T∑
t=1

ξt(λt) ≤ O(1/
√
T ). (11)

Hence (defining ϕ̄ := E[ϕ] and λ̄∗ := argmaxλ∈[0,M ] ϕ̄(λ))

1

T

T∑
t=1

E[Dkl,t(δt)] =
1

T

T∑
t=1

E[ϕt(λt)] +
1

T

T∑
t=1

E[ξt(λt)]

≤ 1

T

T∑
t=1

E[ϕt(λt)] +O(1/
√
T )

=
1

T

T∑
t=1

E
[
E[ϕt(λt)|Ft−1]

]
+O(1/

√
T )

=
1

T

T∑
t=1

E
[
ϕ̄(λt)

]
+O(1/

√
T )

≤ E
[
ϕ̄
( 1

T
λt

)]
+O(1/

√
T )

≤ ϕ̄(λ̄∗) +O(1/
√
T )

= E[ϕ(λ̄∗)] +O(1/
√
T )

≤ E[ϕ(λ∗)] +O(1/
√
T )

=
1

T
E
[ T∑
t=1

Dkl,t(δ
∗)
]
+O(1/

√
T )

= E
[
OPT(∆)

]
+O(1/

√
T ),

where the first equality comes from the linearity of the expectation and (10), the first inequality from
the OGD analysis (11), the second equality from the fact that λt is adapted to Ft−1 (that is, λt is
determined by previous t − 1 steps’ outcome), the third equality from that ϕt is uniquely determined
by Gt that is adapted to Ft and independent of previous t − 1 steps’ outcome by Assumption 2.7, the
second inequality from the fact that ϕt’s are i.i.d. according to Assumption 2.7 and the concavity of
the Lagrangian dual function, the third inequality from the optimality of λ̄∗ w.r.t. E[ϕ] = E[ϕt] = ϕ̄

according to our definition, the fourth equality again from the i.i.d. assumption, the fourth inequality
from the optimality of λ∗ w.r.t. ϕ = 1

T

∑T
t=1 ϕt, the fifth equality from the strong duality of the program

(4), and the last equality from the definition of OPT and Proposition 2.4, 2.5.
As for the constraint violation, we notice that

λt+1 − λt = η(∆−DGt(δt)), ∀t ∈ [T ].
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Summing the above from t = 1 to T , we have

M ≥ λT+1 − λ1 = η

T∑
t=1

(∆−DGt(δt))

= Θ(
√
T )

T∑
t=1

(∆−DGt(δt)),

which verifies the proof.

A.5 Discussions on Choosing Green List Ratio γ

The Pareto optimality of the KL divergence-difference of green probability trade-off (4) holds for the
case in regards to any sequence of {Gt}Tt=1. However, if the green list ratio γ (that is, the expectation of
Gt) is also considered as a decision variable, then the heuristic way of choosing γ (Kirchenbauer et al.,
2023a) is no more Pareto optimal. To derive the universal Pareto optimum, one needs to solve the
optimization problem (4) for each possible sample path {Gt}Tt=1 and minimize its expectation to find the
optimal γ. But it is generally a hard problem to precisely find the optimal γ as the sequence of {Gt}Tt=1

is random and cannot be foreseen in hindsight. Thus, we consider the certainty equivalent version of
the optimization problem (4) where each Gt is treated as γ by taking the expectation, and derive the
(approximate) optimal γ as follows. To give the full details, we first define the certainty equivalent
problem of (4) as

OPTCE(∆, γ) := min
δ

γδeδ

γeδ − γ + 1
− log(γeδ − γ + 1)

s.t.
(1− γ)γ(eδ − 1)

γeδ − γ + 1
≥ ∆.

(12)

The optimal delta δ∗(∆, γ) of the certainty equivalent problem (12) can be calculated straightforwardly
by considering the binding constraint such that

(1− γ)γ(eδ∗ − 1)

γeδ∗ − γ + 1
= ∆,

where δ∗(∆, γ) = log(1+ ∆
γ )+log(1+ ∆

1−γ−∆ ). Substituting that into the KL divergence as the objective,
we have

Dkl(δ
∗(∆, γ)) = (∆ + γ)

[
log(γ +∆)− log(γ)

]
+ (1−∆− γ)

[
log(1− γ −∆)− log(1− γ)

]
.

Calculating its first-order partial derivative w.r.t. γ, we have

∂Dkl(δ
∗(∆, γ))

∂γ
= −∆

γ
− ∆

1− γ
+ log(γ +∆)− log(γ)− log(1− γ −∆) + log(1− γ).

The second-order partial derivative w.r.t. γ is

∂2Dkl(δ
∗(∆, γ))

∂γ2
=

∆2

γ2(γ +∆)
+

∆2

(1− γ)2(1− γ −∆)
> 0.

Hence, the optimal γ∗ to minimize the KL divergence is derived from the first-order condition s.t.

−∆

γ∗
− ∆

1− γ∗
+ log(γ∗ +∆)− log(γ∗)− log(1− γ∗ −∆) + log(1− γ∗) = 0. (13)
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In practice, we numerically solve the above equation (13) and guide our choice of γ. We find our choice
of γ performs better than the heuristic choice in Kirchenbauer et al. (2023a) (for example, see Figure 2
and Figure 5).

B Proofs in Section 3

B.1 Proof of Proposition 2.3

Proof. Notice that we just need to prove the following inequality for any two distributions Q and P on
U × V with Q ≪ P:

Dkl(Q∥P) = Dkl(QU∥PU ) +Dkl(QV |U∥PV |U |QU ).

Such an equality is the direct result of the following computation

Dkl(QU∥PU ) +Dkl(QV |U∥PV |U |QU ) = Dkl(QU∥PU ) + Eu∼QU
[Dkl(QV |U=u∥PV |U=u)]

=

∫
U
log
(dQU
dPU

)
dQU +

∫
U
dQU (u)

∫
V
log
(dQV |U=u

dPV |U=u

)
dQV |U=u

=

∫
U
dQU (u)

∫
V
dQV |U=u(v) log

(dQU (u)
dPU (u)

·
dQV |U=u(v)

dPV |U=u(v)

)
=

∫
U
dQU (u)

∫
V
dQV |U=u(v) log

(dQ(u, v)
dP(u, v)

)
=

∫
U×V

dQ(u, v) log
(dQ(u, v)
dP(u, v)

)
= Dkl(Q∥P),

where the first equality comes from the definition of conditional KL divergence, the second and the sixth
from the definition of KL divergence, the third from the linearity of integrals, and the fourth and the
fifth from the definition of conditional distribution.

Repeat the decomposition for Tmax − 1 times and we shall finish the proof.

B.2 Proof of Proposition 3.1

Before we state the proof, we first define the total variation distance as

Definition B.1. For any two distributions Q and P over the measurable space (Ω,F), the total variation
distance is defined as

TV := sup
A∈F
{|Q(A)− P(A)|}.

Proof. Proposition 3.1 is a direct consequence of the following two lemmas.

Lemma B.2 (Le Cam’s Lemma (Le Cam, 2012)). For any two distributions Q and P over the space
(Ω,F), and denote ψ as a measurable function from Ω to {0, 1}. Then

inf
ψ

{
Q(ψ(ω) = 0) + P(ψ(ω) = 1)

}
= 1− TV(Q,P).

Furthermore, such an infimum is met with the following function

ψ∗(s) := 1

{dQ
dP

(s) ≥ 1
}
.
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Lemma B.3 (Bretagnolle-Huber’s Inequality (Bretagnolle and Huber, 1978)). For any two distributions
Q and P, we have

TV(Q,P) ≤
√

1− e−Dkl(Q∥P).

B.3 Proof of Proposition 3.3

Proof. With the knowledge of the full generating process of p(x), we can find the token sequence with
the largest likelihood as

y∗ := argmax
y∈VT

T∏
t=1

pt|[t−1](x,y[t−1])yt ,

where we assume there is no tie for simplicity. Then we can construct a modified model q̃, s.t.

q(x,y[t−1])k =

1, if k = y∗
t ,

0, otherwise.

Then

LoP(q̃|p, x) = − 1

T
max
y∈VT

T∑
t=1

log(pt|[t−1](x,y[t−1])yt)

≤ − 1

T
Ey∼p

[ T∑
t=1

log(pt|[t−1](x,y[t−1])yt)
]

= LoP(p|p, x), (14)

where the equality only holds if p = q̃.
By the assumption that |VT | ≥ 3 and there is no tie in p(x,y), we shall see that p(x, ·) cannot be a

Dirac delta function while q̃(x, ·) itself is a Dirac delta function, implying

p ̸= q̃.

Thus, we can conclude the proof with (14) and the fact that KL divergence is only zero if the two
distributions are identical.

B.4 Proof of Proposition 3.5

Proof. The proposition is the direct result of the following convexity lemma and Jensen’s inequality.

Lemma B.4 (Convexity of KL divergence, e.g., Theorem 4.1 of Polyanskiy and Wu (2014)). Kullback-
Leibler divergence Dkl(Q∥P) is convex for the joint argument (Q,P).

B.5 Computation of Example 3.6

The exponential minimum sampling generates a sequence of rt,k ∼ Unif[0, 1] random variables as the
key. For any sequence of rt,k’s, the next word is deterministically chosen as

yt = argmin
k∈[|V|]

− log(rt,k)

pt,k
.
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The intuition behind this sampling procedure is that the larger pt,k is, the larger the chance k is chosen at
the t-th token. Aaronson (2023); Kuditipudi et al. (2023); Christ et al. (2023) show that the exponential
minimum sampling is marginally distortion-free:

Ert,k [qt] = pt (15)

While the distortion of the marginal model is zero, the expectation of its model distortion is never zero
on any trajectory of the rt,k. The watermarked model is now a delta distribution whose KL divergence
is

Dkl,t =
∑
k∈[|V|]

− log(pt,k)1{k is chosen at t},

which directly leads the our conclusion when combined with (15):

Ert,k
[
Dkl,t

]
=
∑
k∈[|V|]

− log(pt,k)pt,k = Entyt
(
pt
)
.

C Proofs in Section 4

C.1 Proof of Proposition 4.1

Proof. Note that the random variables 1{t-th token is green}’s are independent and Bernoulli random
variables. Thus, those two inequalities are the direct consequences of Hoeffding’s inequality (which is
stated below for completeness).

Lemma C.1 (Hoeffding’s inequality (Hoeffding, 1994)). Suppose Xi’s are n independent random vari-
ables which are almost surely bounded by [ai, bi]’s. Then

P
( 1
n

n∑
i=1

Xi −
1

n

n∑
i=1

E[Xi] ≥ ε
)
≤ exp

(
− 2 · n2ε2∑n

i=1(bi − ai)2
)
.

C.2 Proof of Proposition 4.2

Proof. Since the event that each token is green or not is a Bernoulli random variable and is uniformly
bounded no matter which adversarial attack is taken, the high probability guarantee in Proposition 4.1
still holds as long as we can lower bound the expectation of the difference of the number of green tokens
for the new sequence. We thus analyze the average difference of green list probability.

• Deletion. For the watermarked sequence, the expected number of green tokens is (∆ + γ)T , while
the expected number of red tokens is (1 − ∆ − γ)T . Suppose the worst case happens where the
deleted T ′ = l · T tokens are all green. Then the expected green token ratio in the modified
sequence is ∆+γ−l

1−l . Subtracting the green token ratio in the unwatermarked sequence (which is γ
on expectation), we complete the proof.

• Insertion. Similar to the deletion case, the worst case of insertion happens when all the inserted
T ′ = l · T are red tokens. The next token after the insertion could also be adversarially changed to
be a red token. Then the expected green token ratio in the modified sequence is at least ∆+γ+ 1

T

1+l .
Subtracting the term γ completes the proof.

• Substitution. Similar to the insertion case, the worst case of substitution takes place if one sub-
stitutes T ′ = l · T green tokens to be red and an additional green token is changed to red right
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after the substituted substring. The expected green token ratio in the modified sequence is at least
∆+ γ − l − 1

T , leading to our conclusion.

D Experiments Details

D.1 Experiment Settings

In this section, we provide more details on the experiment setting. The large language model we use to
generate watermarked texts is the LLaMA-7B model downloaded from the https://huggingface.co/

huggyllama/llama-7b Huggingface library (Wolf et al., 2019). When evaluating each configuration of
algorithms, we randomly pick 500 samples from the target dataset generated by the following steps.

D.1.1 Dataset Construction

We extract the prompt data from the following two datasets:

• Colossal Common Crawl Cleaned corpus (Raffel et al., 2020, abbreviated as C4): Following the
data processing method in Kirchenbauer et al. (2023a), we randomly select 500 samples from the
“text” field of the “realnewslike” subset of the C4 dataset, under the condition that each text has
more than 250 tokens. From each selected text, we create a prompt by trimming a fixed number
of 200 tokens from the end of the text and using the left tokens as the prompt.

• Long-Form Question Answering (Fan et al., 2019, abbreviated as LFQA): We generate prompts by
randomly selecting 500 questions from the “prefix” field of the dataset. The “gold_completion” is
used as the baseline completion. This generation method is the same as the one used in Kirchen-
bauer et al. (2023b).

D.1.2 Watermarking Algorithms

The implementation details of watermarking algorithms are presented below.

• Soft Red List (Kirchenbauer et al., 2023a, abbreviated as SRL): As given in Algorithm 1 (with
δt,k ≡ δ for some hyperparameter δ), the SRL algorithm partitions the vocabulary list into a
green/red list with ratio γ/(1−γ) when sampling the next token yt, where γ is the hyperparameter
deciding the green list ratio. The partition scheme is determined pseudo-randomly by a random
number generator seeded by a hash of token yt−1, where we use the same hash function employed in
Kirchenbauer et al. (2023a) in the experiments. The algorithm adds δ to the “green-list” logits and
skews the sampling towards the green list, where δ is a pre-specified hyperparameter representing
the watermarking strength. The next token yt is sampled from the softmax distribution of this
“skewed” logit vector. We set the hash to be determined by the previous 1 token (also called
1-gram) as is done in Kirchenbauer et al. (2023a). We also conduct the beam search with 1 beam.

• Exponential Minimum Sampling (Aaronson, 2023, abbreviated as EMS): EMS generates the next
token by yt = argmink∈V −ln(rt,k)/pt,k, where pt,k is the original probability of token k following
the language model, and {rt,k}|V|

k=1 are generated pseudo-randomly as Uniform(0, 1) variables from
a random generator whose seed is from the hash of the previous token yt−1. The Gumbel-trick
(Yellott Jr, 1977) guarantees that if {rt,k}|V|

k=1 are indeed i.i.d. random (instead of pseudo-random)
variable from Uniform(0, 1) then argmink∈V −ln(rt,k)/pt,k marginally recovers the original distri-
bution of pt,k. As suggested in Fernandez et al. (2023), we use the generating temperature τ (to
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adjust the actual logits used for generation) as a hyperparameter of EMS. Intuitively, a higher
temperature flattens the original probability pt,k and thus reduces its power in deciding the final
watermarked token. In this way, the watermarked token depends more on the generated key rt,k
and thus is easier to detect.

• Dual Gradient Ascent (Algorithm 2, abbreviated as DualGA): We use the same hash function as
in SRL, and set the step size η = 0.5. In practice, we find the DualGA algorithm is resilient to
a relatively large step size (in the range η ∈ [0.1, 1]), and a small step size (η < 0.05) makes the
overall performance similar to the vanilla SRL. The initial dual variable λ0 is set to the one that
induces the best performance on a tiny validation set with 16 samples, typically around 10×∆. The
ratio γ is chosen to minimize the certainty equivalent problem (12) given some ∆ by numerically
solving (13). The experiments manually set the ∆ values for demonstration purposes. However, in
practical applications, ∆ can be chosen to adapt to the specific generation length constraints and
task requirements either theoretically or empirically.

D.1.3 Detection Ability Metrics

Detection of the watermark can be formulated as a hypothesis testing problem – to test the null hypothesis
H0: “the text is unwatermarked”, against H1: “the text is watermarked”. Following this formulation,
all the algorithms share a similar detection paradigm: a score statistic is calculated from the text to be
tested, and then a p-value is calculated based on the score. Here the p-value represents the probability of
observing a score at least as extreme as the observed score under the null hypothesis and will be elaborated
on for each algorithm. A detection threshold set to match the false positive rate is applied. If the p-value
falls below this threshold, the null hypothesis is rejected and the text is classified as watermarked; if not,
it is classified as unwatermarked. Different watermarking algorithms adopt different score statistics.

• SRL and DualGA: The original SRL (Kirchenbauer et al., 2023a) uses the z-score as the test
statistic. Under the null hypothesis, the event whether yt belongs to the green list is i.i.d., implying
that the z-score defined in (7) asymptotically follows a standard normal distribution. Consequently,
for a text yielding a z-score of z0, its corresponding p-value is calculated by

p0 = P(Z > z0), Z ∼ N (0, 1). (16)

However, Fernandez et al. (2023) challenge the definition which is built for the asymptotic behavior,
by presenting evidence that the empirical FPRs significantly exceed theoretical predictions. The
gap between the theoretical guarantees and the performance in practice suggests that the z-score
might be further improved. To mitigate the gap, they use the number of tokens in the green list
S = |y|G as the score statistic. Under the null hypothesis, S follows a binomial distribution with
T of trials and γ as the success probability (denoted by B(T, γ)). Thus, a text with score |y|G = s0

has a p-value given by
p0 = P(S > s0), S ∼ B(T, γ). (17)

In our experiments, p-values are calculated following (17).

• EMS: Detecting an EMS watermark needs to rerun the generating process of {rt,k}|V|
k=1 with the

given random seed for each step t, and calculate− log(1−rt,yt) for each observed token yt. Under the
null hypothesis, variables {rt,yt}Tt=1 can be treated as i.i.d. samples from the uniform distribution
Uniform(0, 1), thus {− log(1 − rt,yt)}Tt=1 are i.i.d. sampled from an exponential distribution with
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Figure 5: Detection ability (Realized DG) and distortion (KL) on the C4 dataset at the population level
(left) and the individual prompt level (right).

mean 1. The originally proposed z-score for EMS is given by

Z =
ST − T√

T
, with ST :=

T∑
t=1

− log(1− rt,yt). (18)

By the central limit theorem, the z-score defined in (18) asymptotically follows a standard normal
distribution under the null hypothesis, and correspondingly the p-value can be calculated by (16).
But for the same reason as in SRL, Fernandez et al. (2023) suggests considering the finite sample
distribution, where the ST follows a gamma distribution Γ(T, 1) under H0. For a text with a score
s0, its p-value is calculated through

p0 = P(ST > s0), ST ∼ Γ(T, 1). (19)

In the experiments, our p-values of EMS are calculated from (19).

D.2 Additional Experiment Results and Discussions

In this subsection, we present the additional experiments omitted in the main body of the paper.

D.2.1 The extended version of Table 1

The complete test experiment of the algorithm evaluation over their detection ability and model distortion
across different configurations is given in Table 2.

D.2.2 Pareto Optimality and Stability of DualGA

Figure 5 visualizes the detection ability (Realized DG) and distortion (KL) on the C4 dataset at the
population level (left) and the individual prompt level (right), which has a similar trend as LFQA (Figure
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Method Config.
C4 LFQA

TPR ↑ KL↓ TPR↑ KL↓
FPR< 10−4 FPR< 10−6 FPR< 10−4 FPR< 10−6

SRL

δ = 1, γ = 0.1 0.15 0.04 0.04 0.31 0.1 0.04
δ = 1, γ = 0.25 0.56 0.26 0.06 0.59 0.29 0.07
δ = 1, γ = 0.5 0.49 0.18 0.07 0.56 0.22 0.07
δ = 1, γ = 0.7 0.22 0.04 0.05 0.33 0.11 0.05
δ = 2, γ = 0.1 0.91 0.82 0.19 0.96 0.94 0.22
δ = 2, γ = 0.25 0.96 0.91 0.26 1.0 0.99 0.3
δ = 2, γ = 0.5 0.93 0.88 0.22 1.0 0.96 0.25
δ = 2, γ = 0.7 0.8 0.57 0.14 0.92 0.8 0.16
δ = 5, γ = 0.1 0.99 0.98 1.3 1.0 0.98 1.29
δ = 5, γ = 0.25 1.0 1.0 1.16 1.0 1.0 1.16
δ = 5, γ = 0.5 1.0 1.0 0.7 1.0 1.0 0.69
δ = 5, γ = 0.7 0.96 0.92 0.39 0.98 0.96 0.39
δ = 10, γ = 0.1 1.0 0.99 1.69 1.0 0.98 1.46
δ = 10, γ = 0.25 1.0 1.0 1.53 1.0 1.0 1.41
δ = 10, γ = 0.5 1.0 0.99 1.07 0.99 0.99 0.9
δ = 10, γ = 0.7 0.99 0.96 0.62 0.96 0.94 0.51

EMS

τ = 0.5 0.44 0.21 0.65 0.26 0.16 0.47
τ = 0.8 0.88 0.74 0.82 0.85 0.69 0.69
τ = 1 0.94 0.87 0.98 0.94 0.94 0.91
τ = 1.2 0.96 0.96 1.18 1.0 0.94 1.0
τ = 1.5 0.98 0.98 2.44 1.0 1.0 1.64

DualGA

∆ = 0.1 0.18 0.02 0.04 0.11 0.02 0.03
∆ = 0.2 0.9 0.7 0.15 0.91 0.72 0.13
∆ = 0.3 0.97 0.96 0.33 0.98 0.96 0.3
∆ = 0.4 1.0 0.98 0.61 1.0 1.0 0.55
∆ = 0.5 1.0 1.0 0.93 1.0 0.98 0.83

Table 2: The extended version of Table 1: performance on detection ability and text distortion across
hyperparameter configurations. We use true positive rate (TPR) under different FPR thresholds to
measure the detection ability, the higher the better. Conversely, the KL divergence (KL) measures the
distortion of the watermarked text, the lower the better.

2): Figure 5 (left) shows the Pareto optimality of the DG-KL trade-off for the DualGA, and Figure 5
(right) demonstrates DualGA’s consistency in its detection ability across different prompts. In contrast,
the SRL algorithm lacks the Pareto optimality with several hyperparameters (e.g., γ = 0.7, δ = 10), and
has varying levels of detection ability and distortion for different prompts.

Furthermore, Figure 6 includes a comparison with the EMS algorithm on the C4 dataset, employing
z-scores (defined in Appendix D.1.3) as a measure of detection ability since EMS does not divide the
vocabulary into green/red lists (and thus no DG). Figure 6 uses boxplots to show the detection ability
across algorithms, where the horizontal axis’s location is computed by the mean of KL divergences over
500 samples. It highlights DualGA’s stability in detection ability, as evidenced by its smaller dispersion
in z-scores compared to benchmark algorithms.

D.2.3 Robustness under Attacks

We evaluate the robustness of DualGA and other benchmark methods on three types of attacks: deletion,
insertion, and substitution. The methodologies for each attack type are as follows:

• Deletion: A certain percentage of tokens, referred to as the Attack Rate, is randomly selected from
the watermarked text and deleted to produce the text for detection.

39



0.00.20.40.60.81.01.21.41.6
KL

0

5

10

15

20

25

z-
sc

or
e

SRL, γ= 0.25, δ= 1
SRL, γ= 0.25, δ= 2
SRL, γ= 0.25, δ= 5
SRL, γ= 0.25, δ= 10

SRL, γ= 0.5, δ= 1
SRL, γ= 0.5, δ= 2
SRL, γ= 0.5, δ= 5
SRL, γ= 0.5, δ= 10

EMS, τ= 0.5
EMS, τ= 0.8
EMS, τ= 1
EMS, τ= 1.2

DualGA, Δ = 0.2
DualGA, Δ = 0.Δ
DualGA, Δ = 0.4
DualGA, Δ = 0.5

Figure 6: The dispersion in detection ability across different algorithms. Boxplots (showing the 0th, 10th,
50th, 90th, and 100th percentiles) are applied to represent the distributions of z-scores calculated from
500 samples of C4, illustrating the dispersion in detection ability (z-scores) among several algorithms.
The x-axis is the averaged KL across 500 test prompts.

• Insertion: We first randomly sample a position in the watermarked text and insert a randomly
sampled token from the vocabulary list. This process is repeated a number of times equal to the
Attack Rate multiplied by the original length of the watermarked text.

• Substitution: Similar to the deletion approach, a proportion of tokens specified by the Attack Rate
is randomly selected from the watermarked text. These tokens are then replaced with randomly
chosen tokens from the vocabulary to create the text.

Figure 7 illustrates the detection ability of watermarking methods, measured by p-values (as defined
in Appendix D.1.3, lower values signify better detection), under different types and rates of attacks. Key
observations include: (i) Under mild attack scenarios (Attack Rate ≤ 30%), most methods maintain
strong performance, as reflected by their median p-values below 10−4 (the black dashed line in the
figures). (ii) Typically, enhanced robustness appears with the increased distortion, as evidenced by higher
KL values noted in the legend. (iii) Specifically for DualGA, we observe an improvement in robustness
as the parameter ∆ increases. Since ∆ is the target DG and directly controls the watermarking strength,
texts watermarked by DualGA with higher ∆ are easier to detect and more robust to withstand attacks.

D.2.4 More Examples on Repeated Text Chunks

Below we give four more examples (Figure 8) of text repetition that we extract by monitoring the
fluctuation curve of dual variable λt. The yellow blocks on the left show the generated text, while the
record curves on the right depict the dynamic of λt with step t. We select from the group of text
generated from DualGA with ∆ = 0.5 whose {λt} ever reaches above 12, and in all the 4 examples that
we pick out, text repetition is observed.
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Figure 7: The robustness of the detection ability across different types of attack on the LFQA and C4.
The black dashed horizontal line is p = 10−4. Attack rate is the proportion of tokens that are deleted
from, inserted into, or substituted from the original text. All algorithms lose their detection ability as the
attack rate gets larger, but generally, watermarking configurations that induce heavier model distortion
are more robust to attacks.

E Possibility for Other Variants of Watermarking

In this section, we introduce a variant for the design of watermark algorithms other than increasing the
green list probability only. We hope this section serves as an inspiration for further developments of
watermarking schemes. The red-green list scheme guarantees that under the null hypothesis, variables
Nt := 1{yt ∈ fγ(yt−1)} − γ’s are i.i.d. and mean-zero random variables. In other words, a violation of
this i.i.d. assumption in any sense can serve as a watermarking scheme. Specifically, for any statistic
ST = S({Nt}Tt=1) and a corresponding watermarking paradigm such that for watermarked texts the
distribution of ST deviates from the distribution of S({Nt}Tt=1) under the null hypothesis, we can also
derive a reasonable watermarking algorithm. In both SRL (Algorithm 1) and DualGA (Algorithm 2), we
construct the statistic by ST =

∑T
t=1Nt. Other variants of watermarking algorithms exploiting different

statistics could also be developed, which may serve well in certain circumstances.
To give an example, consider using the sample autocovariance as the score statistic

ST =
1

T

T−1∑
t=1

(Nt −N)(Nt+1 −N), N :=
1

T

T∑
t=1

Nt,

which, by Theorem 7.2.1 in Brockwell and Davis (1986), has the following asymptotic property

lim
T→∞

√
T · ST

γ(1− γ)
d

=⇒ N (0, 1).

Define ZT :=

√
T · ST

γ(1− γ)
. The above property says that under the null hypothesis (where Nt’s are i.i.d.

and mean-zero), the statistic ZT asymptotically has a standard normal distribution. In light of this,
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Figure 8: Examples for the repetitions (left) and the abnormal consistent rise in λt (right).

a watermarking algorithm is designed to induce the largest deviation of ZT from a standard normal
distribution, at the least cost of model distortion (measured in KL-divergence). One possible approach
is to greedily minimize the stepwise autocovariance. Once we observe that yt is realized into the green
list, we add δt+1 to the red list logits of the next token and encourage the model to pick a different color;
on the contrary, once we observe that yt is realized as red, we add δt+1 to the green list logits for the
next token.
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Algorithm 3 Dual Gradient Ascent on Autocovariance
Input: Original LM p, prompt x, pseudorandom function fγ to determine the green list with ratio γ,

random seed K, DG constraint ∆, step size η, initial dual variable λ0
Output: y1, . . . , yTmax

1: Initialize λ1 ← λ0, t← 1, y0 ← K, color y0 with red
2: while t ≤ Tmax & yt−1 ̸= vterm do
3: Decide the green list via f(yt−1) and observe the green list probability Gt and the red list prob-

ability Rt
Gt ←

∑
k green at t

pt,k, Rt ← 1−Gt

4: Set δt so that the Lagrangian is maximized

δt ← λt

5: Compute the logit vector generated by the original LM p. Base on the color of yt−1:
6: if yt−1 is red then
7: Produce probability vector qδtt by

qδtt,k ←
exp(lt,k + δt · 1{k green at t})∑|V|

k′=1 exp(lt,k′ + δt · 1{k′ green at t})

8: else
9: Produce probability vector qδtt by

qδtt,k ←
exp(lt,k + δt · 1{k red at t})∑|V|

k′=1 exp(lt,k′ + δt · 1{k′ red at t})

10: end if
11: Sample out a token and record its color

yt ∼ qδtt

12: Compute the gradient of the dual function

gdt ← ∆+DAt(δt)

13: Update the dual variable via gradient ascent

λt+1 ← λt + η · gdt

14: t← t+ 1
15: end while
16: if t < Tmax then
17: Set all remaining yt+1, . . . , yTmax to be vterm
18: end if

For the test statistic, we define ST as ST :=
1

T

∑T−1
t=1 Nt · Nt+1, which satisfies the asymptotically

normal property under the null hypothesis. When applying watermarks, our objective is to minimize
the expectation of ST , which can be decomposed into stepwise minimizations of difference of the auto-
covariance DAt, defined by

−DAt(qt, yt−1) :=γ · 1{yt−1 = red} · (
∑

k=green,k∈V

qt,k −
∑

k=green,k∈V

pt,k)

+ (1− γ) · 1{yt−1 = green} · (
∑

k=red,k∈V

qt,k −
∑

k=red,k∈V

pt,k).

The new algorithm, DualGA-AutoCov is presented as Algorithm 3. The algorithm is evaluated based
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on its detection ability and distortion level on the C4 dataset. The comparison of DualGA-AutoCov
between DualGA and other benchmarks (Figure 9 (left)) shows that DualGA-AutoCov has a similar
trade-off pattern to SRL. Although the average p-value of DualGA-AutoCov is larger than the original
DualGA at the same distortion extent (when KL= 0.5), it performs consistently better than EMS under
different configurations. In the right 3 figures of Figure 9, the robustness of DualGA-AutoCov is tested
under the three common attacks given in Section 5.3. The new DualGA-AutoCov remains detectable
at a significance level of 10−4 when the attack rate is smaller than 0.3. This observation validates the
reasonable robustness of this new formulation under mild attacks.
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Figure 9: Evaluation of DualGA-AutoCov algorithm (abbreviated as AutoCov in the legends) on the
C4 dataset. The leftmost figure gives the population-level distortion (KL) and detection ability (p-
value) of DualGA-AutoCov. At the same distortion extent, a smaller p-value marks a better detection
ability. The three figures on the right show the robustness of different watermarking algorithms under
the three types of attack. The attack rate denotes the proportion of the attacked tokens and the black
dashed line represents a median p-value of 10−4 across the generated samples. Together the above figures
validate that DualGA-AutoCov is no worse than SRL in terms of the detection-distortion trade-off, and
is reasonably robust under mild attacks.
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