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Abstract—Machine Learning (ML) is susceptible to adversarial
attacks that aim to trick ML models, making them produce faulty
predictions. Adversarial training was found to increase the ro-
bustness of ML models against these attacks. However, in network
and cybersecurity, obtaining labeled training and adversarial
training data is challenging and costly. Furthermore, concept
drift deepens the challenge, particularly in dynamic domains
like network and cybersecurity, and requires various models
to conduct periodic retraining. This letter introduces Adaptive
Continuous Adversarial Training (ACAT) to continuously inte-
grate adversarial training samples into the model during ongoing
learning sessions, using real-world detected adversarial data, to
enhance model resilience against evolving adversarial threats.
ACAT is an adaptive defense mechanism that utilizes periodic
retraining to effectively counter adversarial attacks while mit-
igating catastrophic forgetting. Our approach also reduces the
total time required for adversarial sample detection, especially in
environments such as network security where the rate of attacks
could be very high. Traditional detection processes that involve
two stages may result in lengthy procedures. Experimental results
using a SPAM detection dataset demonstrate that with ACAT,
the accuracy of the SPAM filter increased from 69% to over
88% after just three retraining sessions. Furthermore, ACAT
outperforms conventional adversarial sample detectors, providing
faster decision times, up to four times faster in some cases.

Index Terms—Machine Learning, Deep Learning, Adversarial
Attacks, Content-Based SPAM Filtering, Continuous Learning,
Adversarial Training

I. INTRODUCTION

The most popular machine learning (ML) approach is
supervised learning [1], where labeled datasets are used to
train algorithms to classify data or predict outcomes accurately.
However, in network and cybersecurity, acquiring ground truth
(labels) for ML training datasets presents a challenging and
costly endeavor [2]. ML is also prone to adversarial attacks
that aim to trick ML models, making them produce faulty
predictions. These attacks pose a significant threat to ML
systems. On the other hand, adversarial training, a process
that involves augmenting training data with correctly labeled
adversarial examples, has been shown to improve the ro-
bustness of ML models against adversarial attacks [3] [4].
In adversarial training, training data is expanded by adding
adversarial perturbations to some samples with known ground
truth. Therefore, the scarcity of labeled training data in net-
work and cybersecurity domains also affects the availability
of adversarial training samples.

Another concern about the use of ML is “concept drift”,
which pertains to the unanticipated statistical changes in
the characteristics of the prediction target [5]. Concept drift

Fig. 1. Conventional Detecting Approach

Fig. 2. The Proposed Adaptive Continuous Adversarial Training (ACAT)

signifies that what is considered “normal” evolves over time,
causing ML models to produce inaccurate predictions. In
domains such as network and cybersecurity, where adversaries
frequently modify their tactics [6], concept drift is highly
prone to manifest. To counter concept drift in ML, several
techniques can be employed. One of the simplest and most
intuitive methods is to periodically retrain the model using
the most recent data. This ensures that the model adapts to
the changes in the underlying data distribution.

Our objective in this work is to continuously apply adversar-
ial training samples to ML models during continuous training
sessions, using real-world detected adversarial samples to
increase the robustness of the models against evolving adver-
sarial attacks. We present Adaptive Continuous Adversarial
Training (ACAT) and make the following contributions:

• Acts as an adaptive defence that uses continuous training.
• Addresses the problem of the lack of data for adversarial

training because it uses attack data for training. It does
not create new (e.g. artificial) attack data.

• Reduces the total time of adversarial sample detection,
especially in environments such as network security
where the rate of attacks could be very high. This is
a significant improvement over conventional detection
approache (Figure 1) that involve two stages and may
result in lengthy procedures.

• Deals with catastrophic forgetting [7] during periodic
continuous training

In order to evaluate ACAT, we used domain of SPAM
filtering which required the following contributions that are
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specific to the experimental evaluation:
• Adapting the adversarial detection approach by Ye et al.

[8] for the text-based SPAM problem.
• Training the adversarial detector using a balanced dataset

with an almost equal distribution of normal and adversar-
ial samples, as well as between ham and SPAM samples.

II. RELATED WORK

A. Adversarial Attacks and Adversarial Training

Szegedy et al. [9] discovered that ML models can misclas-
sify adversarial samples. Shortly afterward, Goodfellow et al.
[10] introduced the Fast Gradient Sign Method (FGSM) adver-
sarial attack, which inserts nearly imperceptible perturbations
into accurately classified images, guided by the gradient of the
cost function with respect to the input. Since then, adversarial
attacks have continued to evolve, now containing multiple
types and classes, becoming more diverse and effective while
requiring less knowledge about the target model from the
attacker.Evasion adversarial attacks, the primary focus of
this letter, involve adding perturbations to input data with
the intention of deceiving ML models during the decision-
making process. In contrast, adversarial training is a defensive
strategy used to enhance the robustness of ML models against
adversarial attacks by incorporating adversarial examples into
the training dataset, exposing the model to these deceptive
inputs during the training process [3] [4].

B. Continuous Machine Learning

To address concept drift, ML models must demonstrate
adaptability, indicating that they need to continuously adjust.
Several terms are employed to delineate these dynamic mod-
els, encompassing Online ML, Evolving ML, and Continuous
ML. There are diverse techniques for retraining, such as adap-
tive windowing [11], or simple ad-hoc continuous or periodic
retraining. However, in dynamic learning environments, there
is a risk of catastrophic forgetting which is the phenomenon
where a model, trained on a new task, significantly erases its
previously acquired knowledge or performance on earlier tasks
[7].

III. OUR PROPOSED ADAPTIVE CONTINUOUS
ADVERSARIAL TRAINING (ACAT)

Our objective is to continuously apply adversarial training
to the model during continuous training sessions. In other
words, Our approach aims to analyze data while undergoing
continuous adversarial training using an ML model designed
for identifying adversarial input samples to reduce the effect of
adversarial attacks on ML models. As depicted in Figure 2, the
architecture of our proposed approach includes the following
components:
Pre-processing: Pre-processing is the first step in ACAT. It
is a crucial phase in ML involving the refinement of raw
data to optimize its suitability for learning algorithms, thereby
enhancing overall model performance. There are standard
steps for pre-processing and in ACAT, the exact nature of
pre-processing depends on the target applications domain (e.g.

SPAM, network traffic, etc.). We explain our pre-processing
for our SPAM problem evaluation in Section IV-D.
ML Model: After proper data pre-processing, a suitable ML
algorithm is selected based on the nature of the problem and
the characteristics of the data. For time-series or sequential
data, Long Short-Term Memory (LSTM) networks, a type of
recurrent neural network (RNN), are often employed due to
their ability to capture temporal dependencies [12]. The next
stage involves training the model, where the LSTM network
learns to make predictions or decisions based on the input
data. This process involves iterative fine-tuning, followed by
testing for accuracy and effectiveness. Finally, the model is
deployed for real-world applications.
Adversarial detection: In general, when the perturbations
added to a sample are random, ML models tend to be robust
to them. However, when the perturbations are specifically
crafted, detecting these samples becomes more crucial and
difficult [13]. When the perturbations are subtle, detecting
these samples becomes even more challenging. To address
this issue, Ye et al. [8] proposed using feature maps from
the layers preceding the Softmax layer in image models
to improve the detection of changes in adversarial samples.
Even if the perturbations are minor at the beginning, the
feature maps from the original and perturbed samples often
exhibit significant differences. Consequently, this facilitates
the detection of adversarial samples. To ensure a balanced
distribution of spam and ham labels of the detected adversarial
samples, we performed random oversampling of the minority
class with replacement. Subsequently, these balanced samples
are used for the continuous adversarial training of the model
during retraining sessions.
Continuous training/Catastrophic forgetting: Our Adaptive
Continuous Adversarial Training (ACAT) approach imple-
ments Elastic Weight Consolidation (EWC) [7] as a strategic
approach to mitigate catastrophic forgetting. EWC offers a so-
lution to this by effectively balancing the incorporation of new
data with the retention of previously learned information. The
core principle of EWC lies in identifying and preserving the
importance of each parameter within the neural network. This
is accomplished by calculating Fisher Information matrices,
which quantify the significance of each model parameter in
relation to the tasks it has previously learned. These matrices
are used to generate a penalty term, which is integrated into
the model’s loss function. By applying this technique, our
approach can be sequentially adapted to new datasets while
retaining cumulative knowledge from previous datasets. An
alternative to EWC is fine-tuning, where we train our pre-
trained model using a subset of adversarial data and manually
adjust our model’s hyperparameters in every retraining session.

IV. EXPERIMENTAL EVALUATION USING PROBLEM-SPACE
ADVERSARIAL SAMPLES

A. Related work on ML in SPAM Filters

SPAM filters are software or algorithms that detect and
block unsolicited emails, commonly known as SPAM, from
reaching a user’s inbox. They are an essential component
of email services and clients, as they help users manage
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their emails more efficiently and protect them from phish-
ing attempts, scams, and other malicious content. There are
several techniques to detect SPAMs, including rule-based
filters, content-based filters, header-based filters, and blacklist
filters [14] [15]. Currently, ML significantly contributes to
SPAM filtering, particularly within content-based filters [15].
Machine and deep learning algorithms enable experiential
learning, resulting in the automatic generation of dynamic
classification rules, which enhances the overall effectiveness
of SPAM filtering. These adaptive and automated methods
outperform traditional approaches such as blacklisting or rule-
based filtering, which depend on manually crafted rules and
are susceptible to evolving SPAM and phishing email tactics
[16].

B. Problem-space adversarial attacks against SPAM Filters

Recent research studies have debated the practicality of
adversarial attacks in the context of network and cyberse-
curity [17][18][19]. Within network security, there exist two
adversarial attack spaces [20]; In Feature-space attacks, the
attacker modifies the input feature vector of the ML model by
introducing perturbations to construct the attack. Conversely,
in Problem-space attacks, the attacker introduces perturbations
directly into the actual file itself, such as a network packet,
to deceive the targeted model. Problem-space attacks are con-
sidered more realistic because gaining access to the model’s
feature vector input is typically implausible. Yet, perturbing
the actual file, for instance, a network packet, can potentially
disrupt network functionality or the intended behavior of the
perturbed files. However, attacking ML-based SPAM detection
systems might be less complicated. Well-crafted adversarial
attacks involve subtly rephrasing a SPAM email using syn-
onymous words and introducing perturbations in the problem
space. These alterations do not affect the malicious or net-
work functionality of the sample; they primarily involve word
substitutions. Researchers have explored practical adversarial
attacks against SPAM filters. Gregory et al. [21] proposed
AG-WEP, a framework that dynamically selects perturbations
to minimize modifications while misleading CNN-based clas-
sifiers with meaningful adversarial examples. Cheng et al.
[22] investigated vulnerabilities using adversarial examples,
translating these perturbations into “magic words” [23] to
cause misclassification. These studies show the effectiveness
of adversarial attacks against SPAM filters across models,
datasets, and methods.

C. Datasets and Adversarial Samples in our experiments

Datasets such as Ling-SPAM, SpamAssassin, Enron-SPAM,
and TREC07 are widely used in the Email domain to train
SPAM filters [24].Ling-SPAM and SpamAssassin corpora
have ham emails that may not be representative of typical
user inboxes, while Enron-SPAM and TREC07 corpora offer
better options for personalized SPAM filter development. In
our experiment, we focused on the Enron-SPAM Corpus for
both training and evaluation. To create a practical problem-
space black-box evasion adversarial attack and the dataset for
training and evaluating the adversarial samples detector, we

Fig. 3. Pre-processing of the Proposed approach, Adaptive Continuous
Adversarial Training (ACAT)

used the TextAttack [25] library to implement the TextFooler
Attack by Jin et al. [26]. As for the dataset and evaluation
of the ML-based adversarial attacks detector, we used a mix
of the adversarial samples and the SPAM dataset to create
training data of nearly 1264 samples, maintaining an equal
distribution between normal and adversarial, as well as ham
and SPAM samples to avoid bias. The dataset pairs normal
samples with their respective perturbed versions for training
on our neural network model.

D. Detailed pre-processing for the SPAM problem

The pre-processing phase is crucial for text data preparation.
It involves several key stages, as seen in Figure 3. First, we
remove non-letter characters, such as punctuation, symbols,
and numbers, which simplifies the text and reduces noise.
Next, we eliminate stop words, which are common, low-
context words like “and” and “the” to enhance data quality
and streamline downstream processes. After that, we tokenize
the text, segmenting it into individual words or subword
units, which facilitates structured representation and helps
capture linguistic patterns. Finally, we apply stemming to
reduce words to their base form, consolidating words with
similar meanings, shrinking the vocabulary, and enhancing
generalization. These pre-processing steps are crucial for en-
suring that the text data is clean, structured, and ready for
analysis. Then, a Text Vectorization phase is employed; In
our current approach we used GloVe word embeddings [27]
with 100 dimension vectors for training the LSTM model.
GloVe is an unsupervised learning algorithm for obtaining
vector representations for words. Training is performed on
aggregated global word-word co-occurrence statistics from a
corpus, and the resulting representations showcase interesting
linear substructures of the word vector space. The advantage of
GloVe is that, unlike Word2vec [28], GloVe does not rely just
on local statistics (local context information of words), but
incorporates global statistics (word co-occurrence) to obtain
word vectors.

V. RESULTS AND DISCUSSION

A. Hybrid LSTM SPAM filter performance

This section presents the results of testing the ML-based
SPAM filter before applying adversarial attacks and continuous
adversarial training. The trained hybrid LSTM model with
word embeddings on the Enron SPAM corpus demonstrated
an accuracy of 98.07% on the test data, constituting 20% of
the 11,209 samples (these test samples were unperturbed).
This accuracy was consistently observed across all evaluation
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TABLE I
PERFORMANCE OF THE HYBRID LSTM SPAM FILTER ON ENRON SPAM

TEST CORPUS (WITHOUT ADVERSARIAL SAMPLES)

Class Accuracy Precision Recall F1-Score
Ham 0.98 0.98 0.98 0.98

SPAM 0.98 0.98 0.98 0.98

TABLE II
PERFORMANCE OF ADVERSARIAL SAMPLE DETECTOR

Class Accuracy Precision Recall F1-Score
Normal 0.93 1.00 0.93 0.96

Adversarial 1.0 0.93 1.00 0.96

metrics, including precision, recall, and F1 score, for both
HAM and SPAM emails, all of which achieved a score of
0.98, as illustrated in Table I.

B. Adversarial sample detector performance

This section discusses the performance of the adversarial
samples detector. Initially, we created TextFooler adversarial
samples using the Enron SPAM dataset. We generated 505
adversarial samples to evade the Hybrid LSTM model, result-
ing in a total of 1010 samples consisting of normal and their
respective perturbed samples. To ensure that we maintained
the balanced distribution of SPAM and ham labels within our
dataset, we employed oversampling of the minority class with
replacement. This yielded an effective dataset of 1,264 samples
for further analysis and model training. These samples were
subsequently utilized to extract feature maps and assign labels
indicating whether they were adversarial or not and are used
to train the mentioned adversarial sample detector. This model
showed an accuracy of 96.44% on the 20% test split of the
1264 samples. The complete performance of the adversarial
sample detector is presented in Table II.

C. ACAT vs Conventional Model

This section compares ACAT’s prediction time to that of
a conventional approach that is depicted in Figure 1 which
utilizes the adversarial detector to predict final outputs instead
of employing a continuous learning approach. However, as
depicted in Figure 4, which illustrates the prediction time of
ACAT in comparison to the conventional approach, it becomes
apparent that the classification time of the alternative method
increases exponentially as the number of classified samples
grows. For instance, with a single sample, the ACAT approach
takes 0.1 seconds for classification, while the conventional
approach requires approximately 0.28 seconds. Furthermore,
as we scale up to 10000 samples, ACAT takes 12.58 seconds,
whereas the conventional approach requires 41.69 seconds.
This significant difference clearly underscores the efficiency
of our approach. The discrepancy arises because capturing
adversarial samples in ACAT occurs offline, while the alterna-
tive approach requires the use of feature maps during online
inference, effectively doubling the inference time.

Fig. 4. Prediction time of ACAT vs a Conventional Approach

Fig. 5. Accuracy of Fine Tuning vs EWC on the original training set (without
adversarial perturbations) during Adversarial Continuous Training. The solid
black line represents the 10 training epochs before deployment, while the
dotted lines represent the accuracy after each adversarial training session.

D. Fine Tuning vs EWC in Adversarial Continuous Training

This section shows the effect of continuous adversarial
training while actively countering the catastrophic forgetting.
Fine Tuning: illustrates the accuracy of the models on the
original, unperturbed training set during adversarial continuous
training, testing for catastrophic forgetting. In the case of fine-
tuning, a slight decrease in accuracy is evident. It dropped to as
low as 97.81% from its original accuracy of 99.55%. It’s worth
noting that, in Figure 5, continuous training started after the
ten training epochs of the LSTM model. Concurrently, Figure
6 illustrates the performance of our approach across three splits
(three adversarial training sessions), each containing perturbed
and unperturbed samples. Before adversarial retraining, the
model’s accuracy on Dtest is 69.70%. After fine-tuning for each
epoch, the accuracy improves significantly: it reaches 94.544%
after the first epoch, then slightly decreases to 94.18% in the
second epoch, and increases again to 96.36% by the third
epoch. These results are the average of 5 different tests with

Fig. 6. Effect of Continuous Adversarial Training: Accuracy Comparison on
(Dtest) of perturbed Enron SPAM (Fine Tuning vs EWC)
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data shuffling, and the standard deviations for these epochs are
1.795, 2.5, and 1.268, respectively. The confidence intervals
for these accuracies, shown in Figure 6, are calculated using
the t-distribution, appropriate for the small sample size (n=5).
EWC: In the case of the EWC, the accuracy remains almost
constant on the Enron SPAM training data, as displayed in
Figure 5, and also saw an increase in training accuracy to
99.57% from the base of 99.55% at the 2nd iteration. This
stability is also observed in the continuous training of the
hybrid LSTM model on the new adversarial sample data. In the
first two iterations, the model’s accuracy improves to 86.66%,
and further increases to 88.0% by the third epoch, as depicted
in Figure 6. The performance across these epochs is derived
as mentioned above, with the standard deviations recorded as
1.272, 0.541, and 1.176 across the three epochs, respectively.
The confidence intervals are also shown in Figure 6. Sum-
mary: Unperturbed data: EWC entirely avoids catastrophic
forgetting and exhibits lower performance variability across
epochs compared to fine-tuning (Figure 5). Perturbed data:
Both methods improve robustness after retraining (Figure 6).
While the confidence intervals mostly overlap (indicating that
the difference between them is insignificant), EWC has the
advantage of an automated, hassle-free retraining process.

VI. CONCLUSION

In this letter, we introduce ACAT, a novel approach to en-
hance the resilience of ML systems against adversarial attacks.
ACAT continuously integrates real-world detected adversarial
data into the model during ongoing learning sessions while
mitigating catastrophic forgetting during periodic continuous
training. Our work highlights the importance of considering
the dynamic nature of modern ML models to create a contin-
uous adversarial training defense system capable of adapting
to evolving attacks over time.

Using a SPAM detection dataset, our results show that
our adversarial detector, which captures adversarial samples
for continuous adversarial training and was trained using
the dataset we created, achieved an F1-measure of 0.96.
Additionally, after only three retraining sessions, the accuracy
of our attacked SPAM filter increased from 69% to 88%. Our
results indicate that ACAT gained cumulative and continuous
knowledge about adversarial samples without catastrophic for-
getting. Compared to the conventional approach of using two
separate models for adversarial detection and SPAM detection,
our proposed ACAT is faster at decision time (up to four times
faster when handling 10,000 samples).
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