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Abstract—Local differential privacy (LDP), which enables an
untrusted server to collect aggregated statistics from distributed
users while protecting the privacy of those users, has been widely
deployed in practice. However, LDP protocols for frequency
estimation are vulnerable to poisoning attacks, in which an
attacker can poison the aggregated frequencies by manipulating
the data sent from malicious users. Therefore, it is an open
challenge to recover the accurate aggregated frequencies from
poisoned ones.

In this work, we propose LDPRecover, a method that can
recover accurate aggregated frequencies from poisoning attacks,
even if the server does not learn the details of the attacks.
In LDPRecover, we establish a genuine frequency estimator
that theoretically guides the server to recover the frequencies
aggregated from genuine users’ data by eliminating the impact
of malicious users’ data in poisoned frequencies. Since the
server has no idea of the attacks, we propose an adaptive
attack to unify existing attacks and learn the statistics of the
malicious data within this adaptive attack by exploiting the
properties of LDP protocols. By taking the estimator and the
learning statistics as constraints, we formulate the problem
of recovering aggregated frequencies to approach the genuine
ones as a constraint inference (CI) problem. Consequently, the
server can obtain accurate aggregated frequencies by solving
this problem optimally. Moreover, LDPRecover can serve as
a frequency recovery paradigm that recovers more accurate
aggregated frequencies by integrating attack details as new
constraints in the CI problem. Our evaluation on two real-
world datasets, three LDP protocols, and untargeted and targeted
poisoning attacks shows that LDPRecover is both accurate and
widely applicable against various poisoning attacks.

I. INTRODUCTION

Local differential privacy (LDP) [1], a variant of differential
privacy [2], [3], is an emerging paradigm that enables an
untrusted server to gather aggregated statistics from distributed
users while providing provable privacy protection for these
users. In LDP, participating users perturb their data locally
and report the perturbed data to the untrusted server. Then the
server aggregates the statistics of interest from these perturbed
data. Thanks to its rigorous privacy guarantee, LDP has been
widely deployed in practice. For example, Google [4]–[6] has
integrated LDP in Chrome to collect default homepages and
search engines; Apple [7] gathers popular emojis and words
by deploying LDP in IOS.

However, due to its distributed settings, LDP is vulnerable
to poisoning attacks [8]–[10], where an attacker may hijack
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Fig. 1. Illustration of poisoning attack against LDP-based frequency estima-
tion and our frequency recovery.

users or inject malicious users to corrupt the LDP protocol.
For example, the attacker poisons the aggregated frequencies
of arbitrary items by crafting the data sent to the server
from these malicious users, as shown in Figure 1. Poisoning
attacks against LDP protocols can be further divided into
untargeted [8] and targeted poisoning attacks [9], [10]. In the
untargeted attacks, the attacker aims to degrade the overall
accuracy of the aggregated frequencies for all items. In the
targeted attacks, on the other hand, the attacker wants to
increase the aggregated frequencies of attacker-chosen items
(i.e., target items) and thus promote them as popular items.
Regardless of poisoning types, the server needs to recover
accurate aggregated frequencies from the poisoned ones.

In the literature, frequency recovery in the LDP protocol
suffering from poisoning attacks is largely unexplored. Al-
though there are a few countermeasures [9] against targeted
attacks, such as detecting malicious users, they are only
effective on specific attacks (e.g., MGA [9]) and require the
server to know the details of these attacks.

Our Contributions. In this work, we propose LDPRecover, a
method that can recover accurate aggregated frequencies from
the poisoned ones under LDP protocols, even if the details
of the attacks are unknown to the server. While LDPRecover
works against both untargeted and targeted attacks by enhanc-
ing the overall accuracy of items’ aggregated frequencies, for
the targeted attack (e.g., MGA [9]), LDPRecover can also
reduce the frequency gains (i.e., the increase in frequency)
by the attacker on the target items.

LDPRecover is built on our insight that in a poisoning
attack, the poisoned frequencies aggregated by the server
are mixture of genuine frequencies aggregated from gen-
uine users’ data and malicious frequencies aggregated from
malicious users’ data, as shown in Figure 1. As such, the
server can recover genuine frequencies by deducting malicious
frequencies from the poisoned frequencies. However, this idea
poses non-trivial challenges. First, the theoretical relationship
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between the distributions of poisoned, genuine, and malicious
frequencies is unexplored. Second, even if this relationship
could be derived, the server has yet no prior information about
malicious users to recover the genuine frequencies.

To address these challenges, we first propose an analytical
framework that generalizes the poisoning attacks against LDP
protocols, from which we derive the theoretical relationship
between poisoned, genuine, and malicious frequencies. On
this basis, we establish a genuine frequency estimator that
guides the server to recover the genuine frequencies from
the poisoned ones. Then, we propose an adaptive attack
to unify state-of-the-art untargeted and targeted attacks, in
which we can learn the statistics of malicious frequencies by
leveraging the aggregated properties of LDP protocols. By
taking both the genuine frequency estimator and the learnt
malicious statistics as constraints, we formulate the problem
of recovering aggregated frequencies to approach the genuine
ones as an constraint inference (CI) problem, whose objective
function is to minimize the L2 norm between the recovered
and genuine frequencies. Thus, LDPRecover can recover the
aggregated frequencies with high accuracy by solving the CI
problem optimally.

While LDPRecover does not depend on any specific details
about the attacks, these details can help LDPRecover to
recover more accurate aggregated frequencies by integrating
them as new constraints in the CI problem. For example, when
a targeted attack causes a significant increase in target items’
frequencies, conventional outlier detection techniques [11]–
[13] can identify these target items by detecting statistical
anomalies in the historical frequency data of each item. In
this case, LDPRecover can exploit such knowledge of target
items to recover more accurate aggregated frequencies.

We empirically evaluate our proposed LDPRecover using
two datasets, three popular LDP protocols (i.e., GRR [14],
OUE, and OLH [15]), as well as three poisoning attacks to
LDP (i.e., an untargeted poisoning attack called Manip [8], a
targeted poisoning attack called MGA [9], and our proposed
adaptive attack called AA). Results show that LDPRecover
not only recovers accurate aggregated frequencies from the
poisoned ones but also substantially reduces the frequency
gains of the targeted poisoning attacks. Our contributions can
be summarized as follows:

• To the best of our knowledge, we are the first to put
forward a systematic study on frequency recovery from
LDP protocols that suffer from general poisoning attacks.

• We propose an LDPRecover method to recover the ac-
curate aggregated frequencies from poisoned ones, even
if the server does not learn the details of the attacks.
Furthermore, LDPRecover can serve as a frequency re-
covery paradigm that further improves the accuracy of
the recovered frequencies by integrating attack details.

• We evaluate the effectiveness of LDPRecover for three
popular LDP protocols suffering from poisoning attacks
on two real-world datasets. Results reveal that our pro-
posed method can effectively recover accurate aggregated
frequencies and counter these poisoning attacks.

The rest of the paper is organized as follows. We discuss
related work in Section II, provide the preliminaries in Section
III, and formulate our problem statement in Section IV. Then,
we present our recovery method called LDPRecover in Section
V and show experimental results in Section VI. Finally, we
further discuss the applicability of LDPRecover in Section VII
and conclude this paper in Section VIII.

II. RELATED WORK

Local Differential Privacy. Local differential privacy
(LDP) [1]–[3] has become a de facto standard privacy model
in sensitive data collection and analysis. In LDP, the server,
which aims to collect private data from users, is considered
untrusted. Each user first locally perturbs her data by a certain
LDP mechanism (e.g., GRR [14]) before sending it to an
untrusted server. Based on the perturbed data from users, the
server can derive certain aggregated statistics without seeing
the actual private data of each user. Due to its rigorous privacy
properties, LDP has been widely studied in various tasks, in-
cluding frequency estimation [14]–[22], mean estimation [23]–
[27], heavy hitters identification [28]–[31], range queries [32]–
[34], and other more complex tasks [35]–[45].
Poisoning Attack against LDP. LDP is vulnerable to poison-
ing attacks [8]–[10], in which an attacker poisons the server’s
aggregated statistics by manipulating the data sent from ma-
licious users. Depending on the attackers’ goal, poisoning
attacks against LDP protocols be categorized into untargeted
poisoning attacks [8] and targeted poisoning attacks [9], [10].
In this work, we focus on countering poisoning attacks against
LDP protocols for frequency estimation, as these protocols can
serve as the building block of more advanced tasks. Thus, we
review Manip [8], which is a popular untargeted poisoning
attack, and MGA [9], which is a popular targeted poisoning
attack. Specifically, Manip seeks to distort the distribution of
aggregated frequencies in L1 norm. Conversely, MGA strives
to amplify the frequency gains of items chosen by the attacker,
where “frequency gain” denotes the increase in the target
item’s frequency after the targeted attack. Note that in both
attacks, the attacker requires that malicious users directly send
the attacker-crafted data to the server, as this is a more effective
way in terms of attack results [8], [9].
Countermeasures against Poisoning Attacks to LDP. We
note that several countermeasures were proposed to counter
the targeted poisoning attack (i.e., MGA), including malicious
users detection and conditional probability based detection [9].
Specifically, these countermeasures, which only apply to OUE
and OLH, are built on strong assumptions, e.g., the server
knows the details of this attack. However, in reality, these
assumptions do not always hold, resulting in these counter-
measures being invalid in most cases. As for the untargeted
poisoning attack, there is no study to deal with it yet.

III. PRELIMINARIES

A. Local Differential Privacy
In LDP [1], there are many users and one server. Each

user possesses an item (data) v from a domain D, and the



server, which is not trusted by users, wants to learn statistics
among all users’ data. To protect privacy, each user perturbs
her input item v ∈ D locally with an algorithm Ψ(·) and sends
the perturbed data Ψ(v) to the server. Formally, the privacy
requirement is that Ψ(·) satisfies the following property.

Definition 1 (ϵ-Local Differential Privacy [1]). A randomized
algorithm Ψ(·) satisfies ϵ-LDP, where ϵ >= 0, if and only if
for any two input v1, v2 ∈ D, we have

∀T ⊆ Range(Ψ) : Pr[Ψ(v1) ∈ T ] ≤ eϵ Pr[Ψ(v2) ∈ T ], (1)

where Range(Ψ) denotes the set of all possible outputs of Ψ.

The offered privacy is controlled by privacy budget ϵ, i.e.,
a smaller (resp. larger) ϵ implies a stronger (resp. weaker)
privacy level.

B. LDP Protocols for Frequency Estimation

We review three state-of-the-art pure LDP protocols for
frequency estimation. These protocols can be specified by a
pair of algorithms (Ψ,Φ): each user uses Ψ to perturb her input
item, and the server uses Φ to aggregate the items’ frequencies
in the perturbed data sent from the users.
General Randomized Response (GRR). General Random-
ized Response (GRR) [14], a generalized version of random-
ized response [16], is a basic protocol in LDP. In GRR, each
user sends her true item v ∈ D to the untrusted server with
probability p or sends a random v′ ̸= v with probability q.
Formally, the perturbation algorithm ΨGRR(ϵ) is defined as

Pr[ΨGRR(ϵ)(v) = b] =

{
eϵ

d−1+eϵ ≜ p, if b = v,
1

d−1+eϵ ≜ q, if b ̸= v,
(2)

where d is the size of D, i.e., d = |D|. It is easy to prove this
satisfies ϵ-LDP since p

q = eϵ. To estimate the frequency of v ∈
D, the server first counts v, denoted by C(v), then computes
the estimated count of the users who have v as private item:

ΦGRR(ϵ)(v) :=
C(v)− nq

p− q
, (3)

where n is the total number of users. Then the estimated
frequency of v is f̃(v) = 1

nΦGRR(ϵ)(v). In [15], it is shown
that ΦGRR(ϵ)(·) is an unbiased estimation of true counts, and
the variance of this estimation is

Var[ΦGRR(ϵ)(v)] = n · d− 2 + eϵ

(eϵ − 1)2
+ nf(v) · d− 2

eϵ − 1
(4)

Optimized Unary Encoding (OUE). Optimized Unary En-
coding (OUE) protocol is designed to avoid the variance of
the estimation depending on the domain size d by encoding
the item into the unary representation. In OUE, each user
first encodes her item v ∈ D to a d-bit binary vector
b = [b1 b2 · · · bd] whose bits are all 0 except for the 1 in
the v-th bit. Then, each user perturbs each bit of her encoded
binary vector with ΦOUE(ϵ)(·) independently. Specifically,

Pr[ΨOUE(ϵ)(bi) = 1] =

{
1
2 ≜ p, if i = v,
1

eϵ+1 ≜ q, otherwise,
(5)

where b̃i = ΨOUE(ϵ)(bi) is the i-th perturbed bit, and b̃ =

[b̃1 b̃2 · · · b̃d] is the perturbed vector.
Given the reports b̃j from all users j ∈ [n], to estimate the

frequency of v, the server counts the number of reports whose
v-th bit is set to 1, denoted by C(v) = |{j|b̃jv = 1}|. Then,
the server transforms C(v) to its unbiased estimation by

ΦOUE(ϵ)(v) :=
C(v)− nq

p− q
. (6)

It is proven in [15] that ΦOUE(ϵ)(·) satisfies ϵ-LDP, and the
estimated count is unbiased and has variance

Var[ΦOUE(ϵ)(v)] = n · 4eϵ

(eϵ − 1)2
(7)

Optimized Local Hashing (OLH). Optimized Local Hashing
(OLH) [15], [21] protocol aims to deal with a large domain
size d by applying a hash function to map an input item into
a smaller domain of size g (i.e., g ≪ d). In particular, OLH
sets g to ⌈eϵ+1⌉ by default, as it achieves the lowest variance
with this setting. In OLH, each user first randomly picks a hash
function H from a family of hash functions H (e.g., xxhash)
and then computes the hashed value of her item v as b =
H(v), where b ∈ {1, 2, ..., g} is a value hashed from v ∈ D
using H , and the tuple (H, b) is the encoded value for v. Note
that H should have the property that the distribution of each
v’s hash value is uniform over {1, 2, ..., g} and independent
from the distributions of other input items in D. Next, each
user perturbs her encoded value by the following perturbation
function.

ΨOLH(ϵ)(v) :=
〈
H,ΨGRR(ϵ)(H(v))

〉
. (8)

where ΨGRR(ϵ)(·) is the perturbation algorithm of GRR on the
domain {1, 2, ..., g}.

Let
〈
Hj , bj

〉
be the report from the j-th user. To esti-

mate the frequency of v ∈ D, the server first counts the
number of reports whose input item could be v, denoted by
C(v) = {j|Hj(x) = aj}. Then, the server transforms C(v)
to its unbiased estimation

ΦOLH(ϵ)(v) :=
C(v)− nq

p− q
, (9)

where p = eϵ/(eϵ + g − 1) and q = 1/g. The variance of this
estimation is

Var[ΦOLH(ϵ)(v)] = n · 4eϵ

(eϵ − 1)2
. (10)

C. Summary of Common Properties of LDP Protocols

Here we summarize the common properties of the pure LDP
protocols. When the server aggregates the reports from all
users, for each item v ∈ D, its estimated count for any LDP
protocol can be represented in a unified way:

Φϵ(v) :=
C(v)− nq

p− q
. (11)



Note that the perturbed probabilities p and q in various
protocols are different. Besides, since these protocols are pure
LDP protocols [15], C(v) can be represented as follows.

C(v) =
∑n

i=1
1S(ṽi)(v) (12)

where 1S(ṽi)(v) is a characteristic function:

1S(ṽi)(v) =

{
1, if v ∈ S(ṽi),

0, otherwise.
(13)

In particular, ṽi denotes the perturbed data of the i-th user,
and S(ṽi) denotes the set of items that ṽi supports, i.e., the
support S(ṽi) of a perturbed item ṽi is the set of items whose
encoded values could be ṽi.

IV. PROBLEM DEFINITION

A. Threat Model

We focus on the threat model in prior studies of poison-
ing attacks against LDP protocols [8], [9]. In what follows,
we discuss the attacker’s goals, capabilities, and background
knowledge in detail.
Attacker’s goals. In an untargeted poisoning attack, the
attacker’s goal is to indiscriminately increase the error in the
frequencies of items aggregated by the server. In a targeted
poisoning attack, the attacker aims to increase the frequencies
of the target items chosen by the attacker.
Attacker’s Capabilities and Background Knowledge. We
assume an attacker can control some malicious users in an
LDP protocol. These malicious users could be fake users
injected into the LDP protocol or genuine users compromised
by the attacker. The attacker crafts the malicious data sent
from these malicious users to the server.

Since the LDP protocol is executed on the users’ side, the
attacker knows the details of the LDP protocol adopted by
the genuine users. Specifically, the attacker knows various
parameters of the LDP protocols, including input domain D,
encoded domain D̃, and privacy budget ϵ.

B. Design Goals

We aim to design an accurate and widely-applicable fre-
quency recovery method for LDP protocols that suffer from
poisoning attacks. Even without knowledge about the poison-
ing attacks, our recovery method should still be able to recover
aggregated frequencies close to the genuine ones. Specifically,
our design goals are as follows.
Accuracy. The aggregated frequencies recovered by our re-
covery method should be accurate. For both untargeted and
targeted poisoning attacks, the recovered frequencies should
be close to the genuine frequencies that the server gathers
from genuine users using an LDP protocol. Furthermore, for
the targeted poisoning attack, we require that the frequency
gains of that attack in the aggregated frequencies recovered
by our method should be very low.
Applicability. Our recovery method should be widely applica-
ble to counter the poisoning attacks to LDP protocols, even if

the server does not know the details of the attacks. In particu-
lar, the server may acquire partial knowledge about the attacks
in some applications. For example, the server, utilizing outlier
detection methodologies [11]–[13], can deduce the attacker’s
target items through careful analysis of historical data. In this
case, our recovery method should be able to recover more
accurate frequencies by exploiting such knowledge of these
target items.

V. LDPRECOVER

A. Overview

LDPRecover is based on the following insights. Note that
in a poisoning attack, the poisoned frequencies are mixture of
genuine and malicious frequencies. Suppose we have a gen-
uine frequency estimator that enables the server to recover the
genuine frequencies by deducting the malicious frequencies
from the poisoned ones. Then, if we can learn the malicious
frequencies of items, the server can recover the aggregated
frequencies close to the genuine ones from the poisoned
ones. Following the insights, we design LDPRecover with
three major parts: estimator construction, malicious frequency
learning, and genuine frequency recovery.

Step 1: Estimator Construction. The first step of LDPRe-
cover is to construct a genuine frequency estimator, which
guides the server on how to recover the genuine frequencies.
As such, we first propose an analytical framework to general-
ize the poisoning attacks against LDP protocols, by which we
further derive the theoretical relationship between poisoned,
genuine, and malicious frequencies. On this basis, we establish
the genuine frequency estimator and analyze the expectation
and variance of the estimator. We provide the details of this
step in Section V-B and further give the error analysis of this
estimator in Section V-E.

Step 2: Malicious Frequency Learning. Since we assume
that the server has no details of the poisoning attacks, we
cannot obtain the malicious frequencies of items directly.
To tackle this challenge, we propose an adaptive attack that
unifies state-of-the-art untargeted and targeted attacks [8],
[9]. Following this, we leverage the aggregated properties of
LDP protocols to learn the statistics of malicious frequencies,
specifically their summation, within the adaptive attack. These
learning statistics serve as an alternative approximation for
the malicious frequencies. We give the details of this part in
Section V-C.

Step 3: Genuine Frequency Recovery. By treating the
genuine frequency estimator and the learning statistics of
malicious frequencies as constraints, we formulate the problem
of recovering aggregated frequencies to approach the genuine
ones as a Constraint Inference (CI) problem. The server can
obtain accurate aggregated frequencies by solving this CI
problem. Note that both the genuine frequency estimator and
the statistics of the malicious frequencies are derived from
the public information known to the server, such as the LDP
protocols. Therefore, LDPRecover can work even if the server
has no details of the attacks. More importantly, when the
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server is able to acquire partial knowledge about the attacks,
LDPRecover can also exploit such knowledge to help the
server better counter the attacks and improve the accuracy
of the recovered frequencies. More details of this step are
illustrated in Section V-D.

B. Estimator Construction

This subsection corresponds to Step 1 of LDPRecover. Here
we present a general framework for poisoning attacks against
LDP protocols, by which we further establish the genuine
frequency estimator.

1) Analytical Framework for Poisoning Attacks: Our frame-
work includes three parties: genuine users, an attacker, and a
server. Figure 2 summarizes our framework.

• Genuine User Side: Suppose there are n genuine users.
Each user possesses a private item x and perturbs it into
x̃ = Ψϵ(x) using the perturbation algorithm Ψϵ(·) of an
LDP protocol with a privacy budget ϵ. Then, the genuine
users report the perturbed data to the server. In particular, x̃
could be an index (e.g., for GRR), a binary vector (e.g., for
OUE), and a tuple (e.g., for OLH). We use xi ∈ D and x̃i ∈
D̃ to denote the original item and perturbed data of the i-th
user, where D and D̃ denote the input domain and encoded
domain of the LDP protocol, respectively. Moreover, we use
X = {x1, x2, ..., xn} and X̃ = {x̃1, x̃2, ..., x̃n} to denote
the original items and perturbed data of n genuine users,
respectively.

• Attacker Side: The attacker crafts data in D̃ for m mali-
cious users, and these users directly send the attacker-crafted
data to the server. We use Y = {y1, y2, ..., ym} to denote
the attacker-crafted data sent from these malicious users.

• Server Side: Once receiving the reported data from genuine
and malicious users, the server could estimate the count
of each item v ∈ D from the reported data. Let Z =
{z1, z2, ..., zn+m} denote the reported data, i.e., Z = X̃∪Y ,
and Φϵ,Z(v) be the estimated count of v in Z, where Φϵ(·)
denotes the aggregation algorithm executed on Z.

Under this framework, we can analyze the theoretical re-
lationship between the frequency of each item in X̃ , Y , and
Z. Specifically, for each item v ∈ D, we use f̃X̃(v), f̃Y (v)
and f̃Z(v) to denote the genuine, malicious, and poisoned
frequency of v, where f̃X̃(v), f̃Y (v) and f̃Z(v) are aggregated
from X̃ , Y , and Z, respectively, using an LDP protocol.
The relationship between f̃X̃(v), f̃Y (v) and f̃Z(v) can be
represented as follows.

f̃Z(v) =
n

n+m
f̃X̃(v) +

m

n+m
f̃Y (v). (14)

This equation implies that f̃Z(v) can be decomposed into
a linear combination of f̃X̃(v) and f̃Y (v). However, due
to the randomness of LDP protocols, f̃X̃(v) and f̃Y (v) are
distributions but not deterministic values. Therefore, we need
to establish the relationship of the distributions of f̃X̃(v),
f̃Y (v), and f̃Z(v). To be specific, for the data sent from
genuine users and malicious users (i.e., X̃ and Y ), we use
Φϵ,X̃(v) and Φϵ,Y (v) to denote the estimated counts of v in
X̃ and Y , respectively. Consequently, f̃X̃(v) and f̃Y (v) can
be expressed as:

f̃X̃(v) =
1

n
Φϵ,X̃(v), f̃Y (v) =

1

m
Φϵ,Y (v). (15)

Recalling the properties of LDP protocols mentioned in
Section III-C, both Φϵ,X̃(v) and Φϵ,Y (v) can be decomposed
as follows.

Φϵ,X̃(v) =
∑
x̃∈X̃

1S(x̃)(v)− q

p− q
, Φϵ,Y (v) =

∑
y∈Y

1S(y)(v)− q

p− q
,

(16)
where p and q represent the perturbation probabilities of the
LDP protocol. Without loss of generality, we slightly abuse
Φϵ,x̃(v) and Φϵ,y(v) to denote the estimated count of v in any
data x̃ and y, respectively, as follows:

Φϵ,x̃(v) =
1S(x̃)(v)− q

p− q
, Φϵ,y(v) =

1S(y)(v)− q

p− q
, (17)

where 1S(·)(v) is the characteristic function defined in Equa-
tion (13). Hence, Φϵ,X̃(v) and Φϵ,Y (v) can be redefined as:

Φϵ,X̃(v)=
∑

x̃∈X̃
Φϵ,x̃(v),Φϵ,Y (v) =

∑
y∈Y

Φϵ,y(v). (18)

Building on this groundwork, we can model the distributions
of f̃X̃(v) and f̃Y (v) using Lindeberg–Lévy Central Limit
Theorem (CLT) [46], [47].
Model the Distribution of f̃Y (v). We first model the distribu-
tion of f̃Y (v) in the poisoning attack. Note that Φϵ,Y (v) could
be regarded as the summation of m independent identically
distributed random variables (i.e., Φϵ,y(v)) 1. Therefore, the
following lemma establishes the asymptotic distribution of
f̃Y (v).

Lemma 1. The asymptotic distribution f̃Y (v) is N (µy, σ
2
y),

lim
m→∞

f̃Y (v) ∼ N (µy, σ
2
y), where N denotes a normal distri-

bution, µy = E[Φϵ,y(v)], and σ2
y = Var[Φϵ,y(v)]/m.

Proof. Please refer to our technical report [48].

Model the Distribution of f̃X̃(v). It is rather challenging
to model the distribution of f̃X̃(v). Indeed, f̃X̃(v) is the

1The process of an attacker crafting data for a malicious user is essentially
equivalent to sampling from the distribution specified by the attacker (See
Section V-C). Thus, the aggregated results of each sample (crafted data)
still follow the same distribution, as all samples are executed by the same
aggregation algorithm.



estimated frequency of v using the complete algorithm pair
(i.e., Ψ and Φ) of the LDP protocol on X . However, each
genuine user perturbs her original data x to x̃ = Ψϵ(x),
and different original data follow different perturbations (see
Section III-B). Thus, {Φϵ,x̃(v)|x̃ ∈ X̃} are probably not
identically distributed, which does not satisfy the prerequisite
of Lindeberg–Lévy CLT.

Fortunately, it is still viable to model f̃X̃(v) as one normal
distribution. This is because genuine users with identical input
data apply the same perturbation algorithm, leading to inde-
pendently and identically distributed estimated counts among
these users. As such, the perturbed data arising from identical
input data can be partitioned into distinct subsets. Following
this, one normal distribution can be deployed to approximate
the summation of v’s aggregated frequencies in each subset.
The asymptotic distribution of f̃X̃(v) is formalized in the
following lemma.

Lemma 2. The asymptotic distribution of f̃X̃(v) is N (µx̃, σ
2
x̃),

i.e., lim
n→∞

f̃X̃(v) ∼ N (µx̃, σ
2
x̃), where µx̃ = fX(v), σ2

x̃ =
q(1−q)
n(p−q)2 +

fX(v)(1−p−q)
n(p−q) , and fX(v) is the true frequency of v

in genuine data X .

Proof. Please refer to our technical report [48].

Model the Distribution of f̃Z(v). Note that Lemmas 1 and 2
state that the aggregated frequency of each item in the data,
sent to the server by either malicious or genuine users, approx-
imates a specific normal distribution. Thus, the distribution of
f̃Z(v) can be expressed jointly by the distributions of f̃X̃(v)
and f̃Y (v). The following theorem establishes the asymptotic
distribution of f̃Z(v).

Theorem 1. The asymptotic distribution of f̃Z(v) is
N (µz, σ

2
z), i.e., lim

n,m→∞
f̃Z(v) ∼ N (µz, σ

2
z), where µz =

1
1+ηµx̃ + η

1+ηµy , σ2
z = 1

(1+η)2σ
2
x̃ + η2

(1+η)2σ
2
y , and η denotes

the ratio of the number of malicious users to the number of
genuine users, i.e., η = m

n .

Proof. Please refer to our technical report [48].

2) Estimator Construction: Our analytic framework reveals
the relationship of the distributions of f̃X̃(v), f̃Y (v), and
f̃Z(v). On this basis, we propose the genuine frequency
estimator to recover f̃X̃(v) from f̃Z(v) as follows.

f̃X̃(v) = (1 + η)f̃Z(v)− ηf̃Y (v). (19)

This estimator shows that the server with f̃Z(v) can recover
f̃X̃(v) by removing f̃Y (v). Theorems 2 and 3 analyze the
expectation and variance of our estimator in Equation (19). As
we will show in experiments, setting a larger η is sufficient
to ensure good performance of the recovered aggregated
frequencies, even though the server does not know the true
value of η,

Theorem 2. The estimator in Equation (19) is approximately
unbiased, i.e., lim

n,m→∞
E[f̃X̃(v)] = fX(v), where fX(v) is the

true frequency of v in the genuine data X .

Proof. Please refer to our technical report [48].

Theorem 3. The approximate variance of the estimator (Equa-
tion (19)) is σ2

x̃, where σx̃ can be obtained from Lemma 2.

Proof. Please refer to our technical report [48].

C. Malicious Frequency Learning

This subsection corresponds to Step 2 in LDPRecover.
Adaptive Attack. Here we introduce an adaptive poisoning
attack that unifies existing poisoning attacks [9], [49] on the
LDP protocols. We observe that existing poisoning attacks
can be characterized as the sampling of malicious data for
each malicious user from an attacker-designed distribution.
Different attacks utilize different attacker-designed distribu-
tions, leading to various attackers’ objectives. Accordingly, the
adaptive attack is designed as follows: the attacker initially
establishes an attacker-designed (adaptive) distribution P over
the encoded domain D̃, and subsequently draws samples
v ∈ D̃ from P with probability P (v). These samples are
then employed as the crafted data for malicious users. For
example, the malicious data in MGA [9] are essentially
sampled from the attacker-designed distribution in which the
sampling probabilities of all untarget items are 0.
Approximate Summation of Malicious Frequencies. Next,
we estimate the statistics of malicious frequencies during an
adaptive attack as an approximate substitute for f̃Y (v), since
the server is unaware of f̃Y (v) in the genuine frequency es-
timator. Specifically, during the adaptive poisoning attack, we
can derive the expected summation of malicious frequencies
for all items, denoted by E[

∑
v∈D f̃Y (v)].

E[
∑

v∈D
f̃Y (v)] =

∑
v∈D fY (v)− qd

p− q
=

1− qd

p− q
(20)

where fY (v) is the frequency of item v in Y , d is the
size of D, and p, q are perturbation probabilities of the LDP
protocol. Note that the value of E[

∑
v∈D f̃Y (v)] changes with

varying parameters p and q in different LDP protocols. This
is due to the fact that the data reported by malicious users
bypasses the perturbation algorithm of the LDP protocol, but
is subjected to the aggregation algorithm of the LDP protocol.
Additionally, regardless of the attacker-designed distribution
P , we always have

∑
v∈D fY (v) = 1. Consequently, we

can use the expected summation to approximate the actual
summation of malicious frequencies for all items, i.e.,∑

v∈D
f̃Y (v) ≜ E[

∑
v∈D

f̃Y (v)] =
1− qd

p− q
. (21)

These approximate summations provide the necessary in-
formation for recovering the genuine frequencies from the
poisoned ones in the subsequent section.

D. Genuine Frequency Recovery

This subsection corresponds to Step 3 in LDPRecover.
Intuitively, we note that the process of recovering genuine fre-
quency is essentially solving a Constraint Inference problem.
A natural solution is to recover genuine frequencies from the



poisoned ones using Constrained Least Squares (CLS) [50],
where the constraints are the genuine frequency estimator in
Step 1 and the estimated summations of malicious frequencies
in Step 2. We also impose the publicly prior knowledge that all
individual frequencies should be non-negative, and they sum
up to one as the constraints to improve the accuracy [21].

Formally, given the poisoned frequency vector f̃Z , LDPRe-
cover outputs the recovered frequency vector f ′

X̃
by solving

the following problem:

minimize: ||f ′
X̃
− f̃X̃ ||2

subject to: ∀vf ′
X̃
(v) ≥ 0 (22)∑

v∈D
f ′
X̃
(v) = 1 (23)

f̃X̃(v) = (1 + η)f̃Z(v)− ηf̃Y (v) (24)∑
v∈D

f̃Y (v) =
1− qd

p− q
(25)

where the first two conditions come from the publicly prior
knowledge, and the last two derive from Steps 1 & 2 of
LDPRecover. To solve this problem, we first use conditions
(24) and (25) to estimate the genuine frequencies f̃X̃ , and then
refine f ′

X̃
from f̃X̃ under conditions (22) and (23).

Estimating Genuine Frequencies. Specifically, we consider
two scenarios: non-knowledge scenario and partial-knowledge
scenario. The former assumes that the server is unaware of the
attack details, while the latter assumes that the server knows
attacker-selected items in the targeted attack.

Non-Knowledge Recovery. In the non-knowledge scenario, the
server has no details about the attack. We divide the domain
D into two sub-domain D0 ⊆ D and D1 = D \ D0 such
that D0 = {v|f̃Z(v) ≤ 0} and D1 = D \D0. Intuitively, the
poisoned frequencies of potential items subjected to poisoning
attacks should be higher. Thus, the items in D1 are considered
to be potential items subject to poisoning attacks, and their
malicious frequencies are assumed as uniform. That is, for
any v ∈ D0, we assign f ′

Y (v) = 0, while for any v ∈ D1, we
assign

f̃ ′
Y (v) =

1

|D1|
∑

v∈D
f̃Y (v). (26)

where
∑

v∈D f̃Y (v) can be obtained from Equation (25). By
replacing f̃Y (v) with f̃ ′

Y (v) in Equation (24), we obtain the
estimated genuine frequency for each v ∈ D as follow.

f̃X̃(v) = (1 + η)f̃Z(v)− ηf̃ ′
Y (v) (27)

Partial-Knowledge Recovery. We observe that targeted attacks
tend to significantly increase the frequencies of attacker-
selected items, rendering these items as statistical outliers.
There are many outlier detection techniques [11]–[13] avail-
able for inferring the target items by analyzing statistical
anomalies in the frequency of each item in historical data. For
example, these works can encode the historical frequencies
of each item as a time series, fit a prediction model to the
time series and predict current frequencies using past data.
Aggregated frequencies of items that are very different from

their predicted frequencies are identified as outliers (i.e., target
items). Motivated by this, in the partial-knowledge scenario,
we assume that the server has awareness of the items selected
by the attacker. In what follows, we illustrate how to integrate
the available attack details into LDPRecover to estimate more
accurate genuine frequencies.

Specifically, let T denote the set of attacker-selected items.
With T , LDPRecover can update f̃ ′

Y (v) in Equation (26) as its
more accurate version, denoted by f̃∗

Y (v). Note that T affects
the estimated result of fY . Therefore, we first use T to obtain
f̃∗
Y (v) for all v ∈ D. In this step, we divide D into two cases:
D′ = D \ T , D′′ = D ∩ T . For both cases, we have the
following estimated results:
• v ∈ D′: As D′ does not include any target item in T ,

the frequencies of v in D′ in malicious data Y are 0,
i.e., P (v) = 0 for all v ∈ D′. Following Equation (20),
the approximate summation of malicious frequencies for all
items in D′ can be represented as follows.∑

v∈D′
f̃Y (v) ≜

∑
v∈D′ P (v)− qd

p− q
= − qd

p− q
(28)

• v ∈ D′′: In this case, v is the attacker-selected item
in T . With

∑
v∈D′ f̃Y (v), the approximate summation of

malicious frequencies for all items in D′′ can be computed
as follows.∑

v∈D′′
f̃Y (v) =

∑
v∈D

f̃Y (v)−
∑

v∈D′
f̃Y (v) (29)

where
∑

v∈D f̃Y (v) is obtained from Equation (25).
As we do not know the weights among the attacker-selected

items, we again assume that the frequencies of such items
are uniformly distributed. Putting things together, we have the
estimate the new malicious frequencies f̃∗

Y (v) as follows.

f̃∗
Y (v) =

− qd
|D′|(p−q) , v ∈ D′

1
|D′′| (

∑
v∈D

f̃Y (v)−
∑

v∈D′
f̃Y (v)), v ∈ D′′ (30)

Next, we can update Equation (27) with f̃∗
Y (v) to obtain the

recovered frequency as follows.

f̃X̃(v) = (1 + η)f̃Z(v)− ηf̃∗
X̃
(v) (31)

Intuitively, such partial knowledge can improve the accuracy
of genuine frequencies, thereby enabling LDPRecover to re-
cover a more accurate aggregated frequency. Our experiments
in Section VI-C confirm this intuition.
Refining Recovered Frequencies. With f̃X̃ , we use the KKT
condition [21], [51], [52] to solve this problem under condi-
tions (22) and (23). Specifically, the optimization target can
be augmented by the following equations:

minimize:
∑

v∈D
(f ′

X̃
(v)− f̃X̃(v))2 + a+ b

where: ∀vf ′
X̃
(v) ≥ 0,

∑
v
f ′
X̃
(v) = 1

a = µ
∑
v

f ′
X̃
(v)

b =
∑

v
λvf

′
X̃
(v),∀v : λv × f ′

X̃
(v) = 0



Note that a = µ is a constant, and b = 0. Therefore, the
conditions of the minimization objective are unchanged. As
the target is convex, we can find the minimum by deriving the
derivative for each variable f ′

X̃
(v):

∂
∑

v(f
′
X̃
(v)− f̃X̃(v))2 + a+ b

∂f ′
X̃
(v)

= 0

−→f ′
X̃
(v) = f̃X̃(v)− 1

2
(µ+ λv)

(32)

Then, we re-divide the domain D into two sub-domain D∗ ⊆
D and D∗ = D \ D∗ such that ∀v ∈ D∗, f ′

X̃
(v) = 0 and

∀v ∈ D∗, f
′
X̃
(v) > 0 ∧ λv = 0. For all v ∈ D, we have

1 =
∑
v∈D∗

f ′
X̃
(v) +

∑
v∈D∗

f ′
X̃
(v) =

∑
v∈D∗

f̃X̃(v)− |D∗|µ
2

(33)

From this, we can derive µ as follows.

µ =
2

|D∗|
(
∑

v∈D∗
f̃X̃(v)− 1) (34)

By plugging µ into Equation (32), for all v ∈ D∗ we have
f ′
X̃
(v) as follows:

f ′
X̃
(v) = f̃X̃(v)− 1

|D∗|
(
∑

v∈D∗
f̃X̃(v)− 1). (35)

Implementation of LDPRecover. We provide the pseudo-
code for LDPRecover without prior knowledge in Algorithm
1. Specifically, we first estimate the genuine frequencies (lines
1-4): we initialize D0, D1, compute the malicious frequencies
f̃ ′
Y (v) for each v ∈ D and estimate the genuine frequencies
f ′
X̃
(v) for each v ∈ D. Then, we through an iterative process

of finding D∗ to refine the recovered frequencies based on
the genuine frequencies (lines 5-11): we initiate D∗ = ∅
and D∗ = D, and then iteratively test whether f ′

X̃
(v) for all

v ∈ D∗ are positive. In each iteration, we move v from D∗ to
D∗ if f ′

X̃
(v) is negative. The iterative procedure is repeated

until f ′
X̃
(v) for all v ∈ D∗ are non-negative. In particular,

Algorithm 1 becomes the pseudo-code for LDPRecover with
partial knowledge by replacing f̃ ′

Y (v) and Equations (26) and
(27) with f̃∗

Y (v) and Equations (30) and (31).

E. Approximation Error of LDPRecover

LDPRecover is built on the genuine frequency estimator,
which assumes the server receives sufficient reports from
genuine and malicious users. When this assumption no longer
holds, the Lindeberg–Lévy CLT theorem provides an asymp-
totic approximation of the genuine frequency estimator. To
understand the gap between the asymptotic estimator and the
true one, we analyze the approximation error of f̃X̃(v) and
f̃Y (v) in our estimator in terms of the numbers of genuine
and fake users, i.e., n and m.

Specifically, for f̃Y (v), suppose its true probability density
function (pdf) is θ̃Y,v, then its cumulative distribution func-
tion (cdf) would be Θ̃Y,v(w) =

∫ w

−∞ θ̃Y,v(f̃Y (v))d(f̃Y (v)).
According to Lemma 1, the approximated pdf of f̃Y (v)

Algorithm 1 LDPRecover

Input: Poisoned frequencies f̃Z , estimated sum of
malicious frequencies

∑
v∈D f̃Y (v), η

Output: Recovered frequencies f ′
X̃

1: // Estimate genuine frequencies
2: Initialize D0 = {v|f̃Z(v) ≤ 0} and D1 = D \D0

3: Compute f̃ ′
Y (v) for all v ∈ D according to Equation (26)

4: Estimate f̃X̃(v) for all v ∈ D according to Equation (27)
5: // Refine recovered frequencies
6: Initialize D∗ = ∅ and D∗ = D

7: Initialize f ′
X̃
(v) for all v ∈ D∗ according to Equation (35)

8: while for all v ∈ D∗,min{f ′
X̃
(v)} < 0 do

9: Move v ∈ D∗ from D∗ to D∗ if f ′
X̃
(v) < 0

10: Update f ′
X̃
(v) for all v ∈ D∗ according to Equation (35)

11: end while
12: return f ′

X̃

is θ̂Y,v(f̃Y (v)) = 1√
2πσy

exp(− (f̃Y (v)−µy)
2

2σ2
y

), and its cdf is

Θ̂Y,v(w) =
∫ w

−∞ θ̂Y,v(f̃Y (v))d(f̃Y (v)). Then we have:

Theorem 4. For f̃Y (v), its true cdf Θ̃Y,v(w) and approxi-

mated cdf Θ̂Y,v(w) differ by no more than
0.33554(gy+0.415σ3

y)

σ3
y

√
m

,

where gy = E[|f̃Y (v)−µy|3], and µy, σy can be obtained from
Lemma 1.

Proof. Please refer to our technical report [48].

Similar to f̃Y (v), we have the error bound of f̃X̃(v) as
follows.

Theorem 5. For f̃X̃(v), its true cdf Θ̃X̃,v(w) and approxi-

mated cdf Θ̂X̃,v(w) differ by no more than 0.33554(gx+0.415σ3
x)

σ3
x

√
n

,

where gx = E[|f̃X̃(v) − µx|3], and µx, σx can be obtained
from Lemma 2.

In Theorems 4 and 5, the gap between asymptotic gain and
true one can be defined as functions of n and m. Therefore,
the speed of convergence rate in the asymptotic distributions
of f̃Y (v) and f̃X̃(v) are at least on the order of 1√

n
and 1√

m
,

respectively. That is, the approximation error is still tolerable
even if the number of reports is insufficient.

VI. EVALUATION

A. Experimental Setup

1) Datasets: We evaluate our proposed LDPRecover on
two real-world datasets, i.e., IPUMS [53] and Fire [54].
IPUMS [53]: The IPUMS dataset encompasses U.S. census
data collected over several years. For this study, we have
chosen to focus on the most recent data from 2017 and have
identified the attribute of “city” as the item held by each user.
This yields a total of 102 items across 389,894 users.
Fire [54]: The Fire dataset, collated by the San Francisco Fire
Department on January 16, 2023, documents details pertaining
to service calls. We refine these records based on call type and
utilize data corresponding to the “Alarms” category. The “unit
ID” is considered as the item held by each user, culminating
in a total of 490 items and 667,574 users.



2) LDP Settings: We consider three popular LDP protocols
for frequency estimation, namely GRR, OUE, and OLH, the
details of which are given in Section III-B. We set the default
parameters of the LDP protocols as ϵ = 0.5 and g = ⌈eϵ+1⌉.

3) Attack Settings: We consider two state-of-the-art poi-
soning attacks to LDP, namely Manip [8] and MGA [9], as
well as our proposed adaptive attack (AA) already described
in Section V-C. For Manip, we first sample a malicious data
domain H from the data domain D, and then draw uniform
samples (malicious data) from H . For MGA, we randomly se-
lect target items and draw samples from the attacker-designed
distribution, where the sampling probabilities of all untarget
items are 0 and that of the target items are 1/r (r is the number
of target items). For AA, we randomly generate the attacker-
designed distribution, then draw samples from this distribution
and use the samples as the malicious users’ data.

The parameters involved in the LDP protocols and attacks
are β = m

n+m (the fraction of malicious users) and r (the
number of target items in MGA). We set the default values of
these parameters as β = 0.05 and r = 10.

4) Recovery Settings: For ease of presentation, we use
LDPRecover and LDPRecover∗ to denote the versions of
LDPRecover operating without and with partial knowledge
of the items selected by the attacker, respectively. In LD-
PRecover, the server aggregates item frequencies without any
detail of the attacks. Conversely, LDPRecover∗ operates under
the assumption that the server is aware of the attacker-selected
items. In the context of MGA, these items are explicitly
identified as target items, while in AA, they are the items that
exhibit the top-r/2 frequency increase following the attack.

The parameter involved in LDPRecover and LDPRecover∗

is η = m
n (the ratio of the number of malicious users to the

number of genuine users). Since, in practice, the server does
not know what the real value of η is, we set a large η = 0.2
by default in the experiments, which is a value larger than the
real value (i.e., η ≫ β

1−β ). We also explore the impact of η on
recovered results from the poisoning attacks in Section VI-D,
where the range of η is η ∈ [0.01, 0.4].

5) Comparison Methods: To the best of our knowledge,
LDPRecover is the only method that recovers the accurate
aggregated frequencies from the poisoned ones, whether or not
the details of the attacks are known. To achieve a fair com-
parison, we incorporate partial knowledge (in Section V-D) to
adapt the detection method. Specifically, Detection identifies
users as malicious if their reported data matches the target
items.

B. Evaluation Metrics
We adopt mean squared error (MSE) and frequency gain

(FG) as evaluation metrics. We define them as follows.
Mean Squared Error (MSE). Given original frequencies and
(recovered or poisoned) aggregated frequencies, we use the
MSE to evaluate the average error of frequencies for all items.
Specifically,

MSE =
1

d

∑
v∈D

(f̃X(v)− f̃∗
Z(v))

2, (36)
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Fig. 3. The mean squared error (MSE) of LDPRecover and LDPRecover∗
for two datasets, three LDP protocols, and three attacks. “-Manip”, “-MGA”,
and “-AA” represents the results for recovery from Manip, MGA, and AA,
respectively.
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Fig. 4. The frequency gain (FG) of LDPRecover and LDPRecover∗ for
two datasets, three LDP protocols, and three attacks. “-Manip”, “-MGA”,
and “-AA” represents the results for recovery from Manip, MGA, and AA,
respectively.

where d is the size of the domain D, f̃X(v) is the original
frequency of v in genuine data X , and f̃∗

Z(v) could be the
recovered or poisoned frequency of v.

Frequency Gain (FG). For targeted poisoning attacks, we fol-
low [9] to evaluate the recovery methods via FG. Specifically,
given a set of target items T , FG is defined as the sum of
frequency gain of each target item t ∈ T , i.e.,

FG =
∑

t∈T
(f̃X̃(t)− f̃∗

Z(t)), (37)

where f̃X̃(v) is the genuine frequency of v aggregated from
genuine data X using LDP protocols.

We say a recovery method is more accurate and effective if
the recovered frequencies have a smaller MSE and FG: smaller
MSE means better accuracy, and smaller FG implies better
counter targeted attacks. Since the frequency recovery process
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IPUMS dataset in terms of MSE.

involves randomness, we average the results over 10 trials to
compute the MSE and FG in the experiments.

C. Experimental Results

Figures 3 and 4 show the MSE and FG of LDPRecover
and LDPRecover∗ for the two datasets, three LDP protocols,
and three attacks. From these figures, we have the following
observations:

Both LDPRecover and LDPRecover∗ are Accurate and
Widely Applicable. Both LDPRecover and LDPRecover∗ can
recover the accurate aggregated frequencies from the poisoned
ones caused by Manip, MGA, and AA, even if the default
η = 0.2 significantly exceeds the actual ratio β

1−β = 0.052.
Notably, LDPRecover∗ consistently performs best when coun-
tering MGA, i.e., it achieves a lower MSE than LDPRecover.
Specifically, both LDPRecover and LDPRecover∗ recover ag-
gregated frequencies by subtracting the malicious frequencies
from the poisoned frequencies, i.e., the more accurate the
estimated malicious frequencies, the more accurate the re-
covered frequencies are. Based on this, while LDPRecover
estimates these malicious frequencies based solely on the LDP
protocol’s properties, LDPRecover∗ refines these estimations
by incorporating information about the attacker-selected items,
thus enhancing accuracy. To confirm this, we evaluated the
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Fig. 6. Impact of differential parameters (β, ϵ, η) on recovery from AA on
fire dataset in terms of MSE.

β
(a) GRR

0.05 0.1 0.15 0.2 0.25

10−1

101

10−7

M
SE 10−3

10−3

β
(b) OUE

β
(c) OLH

0.05 0.1 0.15 0.2 0.25 0.05 0.1 0.15 0.2 0.25
10−4

10−410−3

10−2
10−1 10−2

10−5 10−5

10−6

LDPRecover*
LDPRecover

LDPRecover*
LDPRecover

LDPRecover*
LDPRecover

Fig. 7. MSE between LDPRecover and LDPRecover∗ estimated malicious
frequencies and true malicious frequencies (IPUMS).

MSEs of the malicious frequencies estimated by LDPRecover
and LDPRecover∗ versus the true malicious frequencies. The
experimental results in Figure 7 show that LDPRecover∗

estimates malicious frequencies more accurately than LDPRe-
cover. Consequently, LDPRecover∗ surpasses LDPRecover in
recovering the aggregated frequencies by estimating more ac-
curate malicious frequencies. In other words, the prior knowl-
edge of attacker-selected items introduced in LDPRecover∗

helps to improve the accuracy of the recovered frequency.
In addition, we note that LDPRecover and LDPRecover∗

outperform Detection in all cases. This is because Detection
removes all users with the target items indiscriminately, such
that the genuine users with the target items are incorrectly
removed.

Both LDPRecover and LDPRecover∗ reduce FG of Tar-



TABLE I
MSE OF THE LDPRECOVER EXECUTION ON THE UNPOISONED

FREQUENCIES

LDP
IPUMS Fire

Before-Rec After-Rec Before-Rec After-Rec
GRR 5.89E-4 5.31E-4 1.68E-3 3.62E-5
OUE 3.81E-5 5.33E-4 2.93E-5 3.64E-5
OLH 1.21E-6 5.30E-4 6.87E-7 3.63E-5

geted Attacks. LDPRecover and LDPRecover∗ can effectively
defend against targeted attacks. First, LDPRecover can signif-
icantly reduce the FG of targeted attacks, especially to almost
0 in most cases. Second, LDPRecover∗ even reduces the FG
to a negative value (FG< 0), which means that the recovered
frequencies of the target items are even small than the ones
before the attack. Third, Detection is much less effective
in dealing with targeted attacks than LDPRecover, not to
mention LDPRecover∗. This performance gap comes from the
same reason: Detection brutally removes all users with target
items. In contrast, LDPRecover∗, which has the same prior
knowledge as Detection, can obtain more accurate malicious
data, as shown in Figure 7. This allows LDPRecover∗ to finely
deduct malicious data from poisoned data, gaining a lower FG.

D. Effectiveness of Various Parameters
In this subsection, we aim to study the impact of different

parameter settings (i.e., β, ϵ, and η) on the recovery results
of our recovery methods from adaptive attacks. In particular,
β, ϵ are the parameters of the poisoning attacks, while η is the
parameter of our recovery methods. Specifically, we vary one
parameter while keeping the others fixed to their default values
to investigate its impact on our recovery methods, where the
range of these parameters are β = 0 (i.e., LDPRecover exe-
cutes on the unpoisoned data), β ∈ [0.001, 0.1], ϵ ∈ [0.1, 1.6],
and η ∈ [0.01, 0.4].
Impact of the fraction of malicious users β. The first
column of Figures 5 and 6 shows the impact of β on re-
covering frequencies from AA over IPUMS and Fire datasets,
respectively. We observe that when defensing against poison-
ing attacks, LDPRecover and LDPRecover∗ can recover the
accurate aggregated frequencies under various β. Moreover,
Table I shows the MSE of the LDPRecover execution on
the unpoisoned frequencies, where Before-Rec and After-Rec
denote the MSE of unpoisoned frequencies and the MSE of
the frequencies recovered by LDPRecover on the unpoisoned
frequencies, respectively. From this table, we observe that
when LDPRecover executes on the unpoisoned frequencies,
it can improve the accuracy of the frequencies from GRR and
reduce the accuracy of the frequencies from OLH and OLH.
This is because when LDPRecover executes on the unpoisoned
frequencies from OUE and OLH, it may remove frequencies
that should not be removed, thus reducing accuracy.
Impact of the privacy budget of the LDP protocols ϵ.
The second column of Figures 5 and 6 shows the impact
of the privacy budget on recovering frequencies from AA
over IPUMS and Fire datasets, respectively. We observe that

regardless of ϵ, LDPRecover and LDPRecover∗ are both
effective in recovering accurate aggregated frequencies. In
particular, for LDPRecover∗, the MSE remains low and stable
under in all cases; for LDPRecover, the MSE may decreases
or remains stable as ϵ grows. The discrepancy arises because
LDPRecover∗ exploits known details of the poisoning attack,
resulting in a stable and accurate estimation. In contrast, LD-
PRecover utilizes the LDP protocol’s properties for estimation,
rendering it susceptible to fluctuations caused by ϵ.
Impact of the ratio of the number of malicious users to the
number of genuine users η. The third column of Figures 5
and 6 shows the effect of η on LDPRecover and LDPRecover∗.
We observe that LDPRecover and LDPRecover∗ perform
optimally when η closely matches β. This is because a
more accurate η will enable our methods to estimate genuine
frequencies more accurately. Furthermore, they still maintain
effectiveness even there is a deviation between η and β.
This is because, even if the estimated genuine frequencies
are moderately accurate, our method can still refine accurate
recovered frequencies from the estimated genuine frequencies
using public available knowledge (i.e., Equations (22) and
(23)). For example, Figure 5 (a) illustrates that with β = 0.05
and η = 0.4, LDPRecover significantly outperforms the
poisoned data, with the average MSE of 1.42 × 10−4 for
LDPRecover versus 8.78×10−2 for the poisoned frequencies.

Overall, these observations illustrate the effectiveness and
applicability of our proposed recovery methods.

VII. DISCUSSION

A. Applicability to Other Aggregation Functions

LDPRecover is designed for frequency estimation in LDP
protocols. Its effectiveness is based on the principle that fre-
quencies aggregated by LDP protocols are normally distributed
when the number of users is sufficiently large, as supported by
Theorem 1. This foundational principle ensures that if other
aggregation functions (e.g., mean estimation) can be decom-
posed to frequency estimation problems, LDPRecover retains
its effectiveness. As a case in point, consider Harmony [55],
a common LDP protocol for mean estimation. Harmony dis-
cretizes numerical values into binary categories (e.g., 1 or
−1) and applies Randomized Response (an LDP protocol for
frequency) for perturbation, subsequently aggregating these
perturbed frequencies to compute the mean. Since Harmony
follows the frequency estimation paradigm, LDPRecover is
effective for Harmony.

B. Extension to Defend against Input Poisoning Attacks

Note that our threat model essentially follows the gen-
eral poisoning attack [8], [9], [56], [57], where malicious
users can send attacker-crafted data directly to the server,
bypassing LDP perturbation mechanisms. Some works [8],
[9], [56], [57] have also explored the input poisoning attack
(IPA) you mentioned, where malicious users strictly follow
the LDP perturbation. While IPA makes frequency recovery
more challenging due to perturbation, it is far less effective
than general poisoning attacks, as highlighted by the majority
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of existing studies [8], [9], [56], [57]. To verify this, we
implemented MGA under IPA (denoted as MGA-IPA) by
sending the MGA-produced malicious data to the server after
perturbing it via LDP perturbation mechanisms, and then
compared its performance difference with the original MGA
(under the general poisoning attack). The experimental results
in Figure 8 show that MGA-IPA performs significantly worse
than the original MGA (under the general poisoning attack).
For example, when attacking GRR, the MSE of original MGA
is between 6.07 × 10−2 ∼ 1.08 while that of MGA-IPA
alone is between 5.16 × 10−4 ∼ 6.21 × 10−4, resulting in
an improvement of 2 ∼ 4 orders of magnitude.

Although our primary focus is on defending against general
poisoning attacks, LDPRecover can be adapted to counteract
IPA by integrating existing detection methods, such as k-means
clustering approach [56], [57]. The k-means-based defense
samples multiple subsets from users and clusters these subsets
into two clusters: the cluster with more subsets is considered as
the genuine cluster and are used to frequency estimation, while
the other cluster is considered as the malicious cluster. Note
that under IPA, we cannot estimate the statistics of malicious
frequencies in the same way as in this work (e.g., Equation
(21)), since the statistics of malicious data align with the
genuine data. To address this problem, we integrate k-means-
based defense into LDPRecover (denoted by LDPRecover-
KM): we use k-means-based defense to estimate the cluster
of malicious users and learn statistics of malicious frequencies
from the cluster, making the proposed LDPRecover still effec-
tive. The results are shown in Figure 9, where ξ is the sample
rate of k-means-based defense. This figure shows that by
such integration, LDPRecover can recover accurate aggregated
frequencies under IPA. For example in Figure 9 (a), when
MGA-IPA attacks GRR, the integration of LDPRecover with
k-means clustering yields a 48.9% improvement in recovery
accuracy compared to using k-means clustering alone.

C. Applicability to Multi-Attacker Case

As a final note, LDPRecover can also be used to defend
against the multi-attacker threat model, in which multiple
attackers control different groups of malicious users. Specif-
ically, under the adaptive attack in LDPRecover, multiple at-
tackers sampling malicious data from their respective attacker-
designed distributions can be viewed as one attacker sampling
malicious data from the joint distribution of these distributions.
That is, the multi-attacker threat model can be treated as
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a case of the original threat model (in Section IV.A), so
LDPRecover is still effective for this case. To verify this, we
conduct the following experiments to evaluate the performance
of LDPRecover when dealing with multiple attackers. In the
experiment, we set up five attackers to perform AA and
randomly assign malicious users to these attackers. Figure 10
demonstrates that LDPRecover accurately recovers aggregated
frequencies from multi-attacker poisoned data. For example in
Figure 10 (a), LDPRecover achieves an average improvement
of 80.2% in the accuracy of aggregated frequencies compared
to the poisoned data. These results validate our analysis above.

VIII. CONCLUSION

In this work, we perform the first systematic study on
frequency recovery from LDP poisoning attacks. Our proposed
recovery method, called LDPRecover, can eliminate the impact
of poisoning attacks on the aggregated frequencies gathered
from LDP protocols. In particular, LDPRecover can be used
as a frequency recovery paradigm that can enhance the overall
accuracy of the recovered frequencies by integrating the attack
details into LDPRecover. Our experimental results confirm the
effectiveness of the proposed method at recovering aggregated
frequencies from the poisoned ones.

An interesting future work is to extend LDPRecover to
poisoning attacks on LDP protocols for more complex tasks,
such as key-value pairs collection under LDP.

ACKNOWLEDGMENT

This work was supported by the National Key Research
and Development Program of China (No. 2022ZD0120200),
the National Natural Science Foundation of China (Grant No:
62102334, 92270123 and 62372122), and the Research Grants
Council, Hong Kong SAR, China (Grant No: 15225921,
15209922, 15208923, 15210023 and C2004-21GF), the Fun-
damental Research Funds for the Central Universities (NO.
501QYJC2023121001).



REFERENCES

[1] J. C. Duchi, M. I. Jordan, and M. J. Wainwright, “Local privacy and
statistical minimax rates,” in FOCS, 2013.

[2] C. Dwork, F. McSherry, K. Nissim, and A. Smith, “Calibrating noise to
sensitivity in private data analysis,” in TCC, 2006.

[3] C. Dwork, A. Roth et al., “The algorithmic foundations of differential
privacy,” Foundations and Trends in Theoretical Computer Science,
2014.
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