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ABSTRACT
Deep Neural Networks (DNNs) do not inherently compute or exhibit empirically-justified task confidence. In mission
critical applications, it is important to both understand associated DNN reasoning and its supporting evidence. In this
paper, we propose a novel Bayesian approach to extract explanations, justifications, and uncertainty estimates from DNNs.
Our approach is efficient both in terms of memory and computation, and can be applied to any black box DNN without any
retraining, including applications to anomaly detection and out-of-distribution detection tasks. We validate our approach
on the CIFAR-10 dataset, and show that it can significantly improve the interpretability and reliability of DNNs.

INTRODUCTION
Deep neural networks (DNNs) are powerful machine learning models that can learn complex patterns from data. However,
their complexity can make it difficult to understand why a DNN makes a particular prediction purely from their mathemat-
ical construction. We build upon the prior Explainable AI (XAI) work from Virani et al.1 (see Figure 1) which effectively
explains if there is proper training data to support the decisions. However, their memory and computational footprint pre-
vents the approach from being effective for very large data sets and on edge devices. We exploit the concept of Sparse
Gaussian processes2–5 to overcome these two computational challenges while maintaining the their method’s accuracy
and explainability. Our approach is a computationally efficient XAI method that extracts example-based justifications and
uncertainty estimates that can be applied to any pre-trained DNN.

Explainable artificial intelligence addresses the black-box problem in many ways: it decomposes the model construc-
tion for more intuitive human understanding; it supplements models with tools that explain their decision-making; or a
structured combination of the previous two. By providing insights into how AI systems make decisions, XAI can help hu-
mans to identify and correct potential errors before they cause harm. As such, XAI is a critical tool for ensuring the safety
and human trust in mission-critical tasks such as jet engine maintenance and airport safety. In the context of jet engine
maintenance, XAI can be used to provide detailed reasoning about the evidence suggesting potential problems before they
can cause failures, recommend corrective actions to prevent potential issues, and monitor the performance of engines to
ensure that they continue to operate safely. In the context of airport safety, XAI can be used to detect and explain potential
hazards on the airport grounds, expedite human understanding of the evidence behind security threats, and monitor the
movement of aircraft to ensure that they follow safe takeoff and landing directions.

While there are a number of competing standards and meta-studies of XAI,6 primary seminal papers explore XAI using
one of three main approaches. The first approach is to use gradient-based methods to identify the input features that are
most important for a particular prediction.7 This can be done by calculating the gradient of the loss function with respect to
the input features - the features with the largest gradients are the ones that have the most influence on the prediction. The
second approach to explainability is to train the DNN to output text that explains its reasoning. This can be done by using
a technique called attention, which allows the DNN to focus on specific input features when making a prediction.8 The
DNN can then be trained to output text that describes the features that it focused on. The third approach to explainability
is to train the DNN using metric learning.9 This involves training the DNN to learn a distance metric that can be used to
measure the similarity between input features. The metric can then be used to explicitly identify training set samples that
are similar to any given test sample. The DNN can also then be used to make predictions for the testing sample based solely
on the predictions that it made for the similar training samples.

Each of these approaches has its own advantages and disadvantages. Gradient-based methods are relatively simple to
implement, but they can be difficult to interpret in their raw form. Text-based explanations can be more informative, but
they can be more difficult to generate without adding a complex model of relevant human language. Metric learning can
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Figure 1: An illustration of the example-based XAI approach of Virani et al.1 Their approach uses the transformation spaces
from intermittent layers of a pre-trained DNN to evaluate the model’s justification and builds a support neighborhood
around each test sample’s transformed point.

be used to generate both simple and informative explanations, but it can be more computationally expensive as it requires
retraining the neural network.

We address the limitations of existing methods by presenting an approach to extract example-based justifications and
uncertainty estimates from pre-trained DNNs. Our example-based justifications can be used to determine the training set
samples that were the most relevant to any given test sample. In scenarios where there are an insufficient number of relevant
training set samples, we can conclude that the neural network is extrapolating and has a high potential of misclassifica-
tion. In addition, our uncertainty estimates provide explicit information about the model’s prediction confidence based
upon local exemplar density and coherence, and this uncertainty can be thresholded to limit operation to avoid potential
misclassifications. Our contributions are as follows:

• We present an approach that uses sparse Gaussian processes to take the latent embeddings from a pre-trained DNN
and predict the model output. Such an approach will allow us to estimate the prediction uncertainty while also
leveraging the DNN’s representation power.

• We obtain example-based justifications for our model predictions by selecting the training set samples that are highly
correlated with the test samples. We use the SGP’s kernel functions to determine how the samples are correlated.

Advantages of our approach
• Bayesian uncertainty quantification using sparse Gaussian process (SGPs3, 10)

– SGPs have O(nm2 +m3) computation cost,4 where n is the number of training samples and m is the number
of SGP inducing points

– SGPs can be trained on large datasets using stochastic gradient descent11

– SGPs support non-Gaussian likelihoods (e.g., softmax likelihood)

– SGPs can be defined on Riemannian manifolds and leverage geodesics to determine correlations12

• Prediction justification from example-based explanations

– Reduce neighborhood operators’ computation cost by leveraging SGP inducing points



BACKGROUND: GAUSSIAN PROCESSES
Gaussian processes (GP),13 can be used as priors in a non-parametric Bayesian approach for regression and classification
problems. Let x ∈ Rd, then a Gaussian process is uniquely defined using a mean function m : Rd → R and covariance
function k : Rd × Rd → R. The covariance function k must be a positive-definite kernel function which may depend on a
set of parameters Θ. Given these two functions, a stochastic process f ∈ R indexed by x ∈ Rd such that

m(x) = E[f(x)],
k(x1,x2) = E[(f(x1)−m(x1))(f(x2)−m(x2))]

is a GP. If f is a Gaussian process with mean m(·) and covariance kernel k(·, ·) write

f(x) ∼ GP(f |m(x), k(x,x)).

For regression problems, the GP is often used to define a generative model of the form:

yi = f(xi) + ϵi,

ϵi ∼ N (ϵ|0, σ2
noise),

f(xi) ∼ GP(f |m(x, k(x,x)).

An essential concept in the following discussion is the number of variables x used in the calculations. The follow-
ing notation is used to highlight the set sizes with the goal of illuminating the computational complexity. Let Xn =
[x1,x2, ...,xn]

⊤ be a set of locations. Define 1 ≤ i, j ≤ n and let Knn be a matrix with elements k(xi,xj). Note that
the subscript nn refers to the number of rows and number of columns and not a row or column index. Define the random
vector fn = [f(x1), f(x2), ..., f(xn)]

⊤. Given the location x, define kxn = [k(x,x1), . . . , k(x,xn)]
⊤.

Bayesian methods assume a prior data model and calculate a posterior distribution once data is observed. Consider
an observed data set Dn = {(xi, yi) | 1 ≤ i ≤ n, xi ∈ Rn, yi ∈ R}. Define the vector y = [y1, . . . , yn]

⊤ and
assume that the mean function m(·) = 0. With this mean function, recall that the definition of a GP designates p(f |Xn) =
N (f |0,Knn). Since all the random variables in the GP regression model are Gaussian distributed, the posterior distribution
is also a GP with mean function my(·) and covariance kernel ky(·, ·) given by

my(x) = k⊤
xn(Knn + σ2

noiseI)
−1y ,

ky(x,x
′) = k(x,x′)− k⊤

xn(Knn + σ2
noiseI)

−1kx′n.
(1)

The parameters {Θ, σnoise} can be estimated by maximizing the log marginal likelihood

log p(y) = log[N (y|0,Knn + σ2
noiseI)].

Inspection of the posterior parameters illustrates a computational bottleneck. Specifically, computation is via an inver-
sion of a matrix of size n × n, where n is the cardinality of the data set, which is a O(n3) operation. For large data sets,
this is computationally infeasible. This observation has motivated the development of Sparse Gaussian processes.

Sparse Gaussian processes (SGPs)2–5 are designed to overcome the cubic nature of calculating GP posteriors by
approximating the GP using another Gaussian process supported with m ≪ n inducing points. This reduces the posterior
calculation to a matrix inversion using a m×m matrix; SGPs reduce the computations to O(m3).

This paper uses the sparse variational GP (SVGP).4, 14, 15 This approach implements a variational Bayesian method
that approximates the true posterior distribution with a variational distribution q defined using inducing points Xm, mean
parameter µ, and covariance parameter A as variational parameters.

Once these parameters are calculated, they can be used to define an approximate GP with mean parameter mq
y(·) and

covaraince function kqy(·, ·) given by

mq
y(x) = k⊤

xmK−1
mmµ ,

kqy(x,x
′) = k(x,x′)− k⊤

xmK−1
mmkmx′

+ k⊤
xmK−1

mmAK−1
mmkmx′ .

(2)



Given the inducing points Xm, the parameters µ and A can be calcualted as

µ = σ−2
noiseKmmΣKmny,

A = KmmΣKmm,

Σ = (Kmm + σ−2
noiseKmnKnm)−1.

There are many techniques to determine the inducing points Xm; See Titsias et al.4 for more details.

We point out that the subscripts of Kmn highlights if the inducing points or the data correspond to the first and second
component of the covariance function. For example, Kmn varies the inducing point across the rows and varies the data
points across the columns.

Bauer et al.15 provides an in-depth analysis of the SVGP’s lower bound which illuminates role of the inducing points.
The variational approximation maximizes the evidence lower bound (ELBO) F with regard to the variational distribution:

F =
n

2
log(2π)︸ ︷︷ ︸
constant

+
1

2
y⊤(Qnn + σ2

noiseI)
−1y︸ ︷︷ ︸

data fit

+
1

2
log |Qnn + σ2

noiseI|︸ ︷︷ ︸
complexity

− 1

2σ2
noise

Tr(Knn −Qnn)︸ ︷︷ ︸
trace

,
(3)

where Qnn = KnmK−1
mmKmn is the Nyström approximation to Knn. The separate terms have the following interpreta-

tions. The data fit term penalizes inaccuracies in outputs. The complexity term penalizes local density in inducing point
selection. When the trace term approaches zero, the m inducing points become a sufficient statistic for the n training
samples, meaning that SGP with inducing points Xm has the same distribution on the Xn samples points.

METHOD
Our approach replaces the support neighborhoods of Virani et al.1 with a SGP; thus, reducing the computational cost and
memory footprint from n data points to m inducing points. This greatly reduces the required computational resources when
m ≪ n, with m tunable based upon validation performance.

A review of the concepts in Virani et al.1 motivates our SGP approach. They first calculate the activations of each of
the layers for the training data points Xn. Given a new data point, if there are enough training point activations within an
ϵ-neighborhood around the new data point, then there is local evidence to support the final classification decision. If the
number of points within the ball is defined as a decision supporting set, then there is support-set-sufficiency to trust the
output. At wrost, though, this requires a comparison of all new operating points to all training points.

Instead of using ϵ-neighborhoods to calculate sufficient evidence, our approach includes a probability based measure
for sufficient evidence. Specifically, if the training set activation density is estimated using a Gaussian process, then the
Gaussian process’s training index set and covariance provides an estimate of the local supporting evidence. However,
the computations required for a Gaussian process requires a large memory and computational load. We overcome this
computational burden using SGPs.

The SGP’s inducing points Xm are a set of locations that can be used to effectively approximates the Gaussian dis-
tribution of the training data set D. The SGP calculates the covariance using only these inducing points and a test sample
exploits this computational efficient covariance to predict the support-set-sufficiency.

The covariances determines the limits of the support neighborhood; it gives example-based justification for the model’s
predictions using the inducing points. Compared with GPs, SGPs reduce the computation cost from O(n3) to O(nm2 +
m3); Thus, our support neighborhood determination is significantly faster than the prior approach for practical use. Figure 2
illustrates our approach.

To define the specific calculations, consider r observations Xr, define a = min(Kmm), b = max(Kmm), and X =
concat[Xr,Xm]. We estimate the distance to each inducing point, the covariance and posterior likelihood of generation
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Figure 2: An illustration of the proposed example-based XAI approach.

corresponding to the embedding around that inducing point, and a covariance-adjusted distance:

Drm = pairwise-distance(Xr,Xm),

K = kqy(X,X),

Krm =
K−1[: r, r :]− a

b− a
,

Prm = clip(Krm, 0, 1)

Dcov
rm = Drm + λPrm

(4)

With ϵ as a threshold parameter, for each new sample in Xr counting the number of inducing points such that Drm < ϵ or
Dcov

rm < ϵ provide a means to define ϵ-neighborhoods and support sets. These neighborhoods give local evidence to support
the final classification decision. As in Virani et al., this procedure defines epistemic operating points based label-coherent
support from the estimated local evidence. At a threshold level, epistemic uncertainty becomes apparent in the presence
of label-conflicting inclusions. Moreover, assuming a sufficient number of samples, for inducing points with conflicting
labels the function Prm directly estimate label prediction uncertainty. We showcase these uses below.

EXPERIMENTS
We compare the efficacy of our approach to Virani et al.’s performance. Using the CIFAR-10 dataset,16 we applied Virani et
al.’s method that uses all n data points against our method that uses SGPs and m << n inducing points using three metrics:
final labeling accuracy; new label confidence; and computation time. The new label confidence requires explanation.

New label confidence measures the supporting evidence of a new data point’s label and is measured using tunable
ϵ-neighborhoods. For Virani et al., the ϵ-neighborhood was an ϵ-ball around the new points. For our case, the ϵ-neighborhood
is defined by counting the number of inducing points with Dcov

rm or Drm in Equation 4. For both methods, if there are signif-
icant (thresholded) number of label-coherent points within the respectively defined ϵ-neighborhoods, then there is sufficient
training samples to support the decision and the sample point passes the ”I Know” (IK) requirement.

The metrics are shown in three figures. The accuracy of sample points that pass the IK requirement is in Figure 3,
the fraction of points that pass the IK requirement is in figure 4, and execution time is shown in Figure 5. In each case,
performance compared with the Virani et al. ”Baseline” is shown via a black dashed line. The ”SGP” method uses Drm

and ”Cov-SGP” uses Dcov
rm, and, instead of using variational methods to find the inducing points, ”Random Subset” uses a

randomly selected set of inducing points. The addition of a random subset highlights the utility of including the inducing



Figure 3: Label accuracy for CIFAR-10

Figure 4: Epistemic operation for CIFAR-10



Figure 5: Inference time for CIFAR-10

points as variational parameters in the Sparse Gaussian Process versus less nuanced embeddings. Performance variance
over 10 random restarts is shown as a shaded region around each operating curve to help clarify confidence in the appli-
cation of the approach even with varied instantiations. We observed that there was no significant measurable benefit if the
number of inducing points was incrased past 2500. For ease of visual comparison, this plateau effect of epistemic inclusion
thresholding is indicated with a dashed red line.

As shown, our SGP or Cov-SGP solution provides assured label performance slightly improving upon the baseline
regardless of the number of inducing points selected. Using the IK requirements as an epistemic selection criteria restricts
the CIFAR-10 dataset to label 79% of all validation points vs. 82% for Virani et al. Of most importance, however, is the
reduction of time required for inference by two orders of magnitude; this goes hand-in-hand with the reduction of data
points which need to be retained from the original 50,000 by at least an order of magnitude.

CONCLUSIONS
Based upon our findings, we believe that there is strong potential in deploying epistemic uncertainty-aware systems for
safe practice even in extremely confined size, weight, and power environments. The efficacy of SGPs for use in embedding
training experience suggests an initial path to high-confidence use, while we intend to further explore alternate embeddings
and other improvements in future work.
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