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ABSTRACT

While code review is central to the software development process,
it can be tedious and expensive to carry out. In this paper, we in-
vestigate whether and how Large Language Models (LLMs) can
aid with code reviews. Our investigation focuses on two tasks that
we argue are fundamental to good reviews: (i) flagging code with
security vulnerabilities and (ii) performing software functionality
validation, i.e., ensuring that code meets its intended functionality.
To test performance on both tasks, we use zero-shot and chain-of-
thought prompting to obtain final “approve or reject” recommen-
dations. As data, we employ seminal code generation datasets (Hu-
manEval and MBPP) along with expert-written code snippets with
security vulnerabilities from the Common Weakness Enumeration
(CWE). Our experiments consider a mixture of three proprietary
models from OpenAl and smaller open-source LLMs. We find that
the former outperforms the latter by a large margin. Motivated by
promising results, we finally ask our models to provide detailed
descriptions of security vulnerabilities. Results show that 36.7% of
LLM-generated descriptions can be associated with true CWE vul-
nerabilities.
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« Software and its engineering — Software verification and
validation; Software development techniques.
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1 INTRODUCTION

Code review is the process whereby software developers analyze
if peer contributions are of sufficient quality to be integrated into
codebases. The practice reduces bugs, increases code quality, and
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facilitates knowledge transfer [12]. Code reviews can, however, be
costly and tedious to carry out [5]. Furthermore, poorly performed
reviews may foster a negative work environment, provide a false
sense of security, and hinder innovation [16]. In an effort to ad-
dress such problems, previous studies have proposed methods to
automate code reviews, so far, though, with modest success [21].

Large language models (LLMs) have recently demonstrated re-
markable performance on a variety of tasks, including code gen-
eration and question answering [3]. In this paper, we investigate
whether and how LLMs can aid with code reviews. As models, we
consider a mixture of open-source and proprietary LLMs, includ-
ing models from the Dolly, Falcon, Llama, and GPT families. Ac-
knowledging that reviews contribute to many things, e.g., knowl-
edge sharing and maintainability, our experiments focus on two
tasks: (i) flagging code with security vulnerabilities and (ii) per-
forming software functional validation, i.e., ensuring that code meets
its intended functionality.! The tasks motivate our research ques-
tions:

RQ1. Can LLMs flag code security vulnerabilities?

RQ2. Can LLMs do software functional validation?

RQ3. Can LLMs simultaneously flag security vulnerabilities and
do software functional validation?

RQ4. Can LLMs provide feedback on security vulnerabilities?

2 RELATED WORK

Several studies have investigated how machine learning and natu-
ral language processing can support code reviews. The field is re-
lated to defect prediction, i.e., predicting if a code snippet contains
a bug. Studies vary substantially in their approach and the code
granularity being analyzed. They may, e.g., consider stand-alone
functions, source code files, or file changes (i.e., “diffs” in pull re-
quests).

Li et al. [8] consider classification of triplets made up of change
descriptions and snippets of old and new code. The aim is to pre-
dict if a triplet is accepted by reviewers. The authors propose a
deep learning model utilizing word2vec embeddings and convo-
lution layers, reporting F1 scores from 0.44 to 0.50 on data from
five software projects. Shi et al. [17] consider pairs of original and
changed source files. Aiming to predict if changes are approved by
areviewer, the authors propose a deep learning model with convo-
lution and LSTM layers. Using data from six projects, the authors
report F1 scores ranging from 0.40 to 0.57. Kim et al. [7] aim to
classify code changes from 12 projects as “buggy” or “clean” The
1We do not aim to generate unit tests (which should be applied before a code review).

Rather, we aim to determine if a code snippet meets its intended functionality without
executing it.


http://arxiv.org/abs/2403.08429v1
https://doi.org/xxx
https://doi.org/xxx

NLBSE 2024, April 2024, Lisbon, Portugal

authors use SVM on features that include bag-of-words metrics. Re-
porting 78% accuracy, the authors note that their data may contain
an inflated number of bugs. Lu et al. [10] propose Llama-Reviewer,
a framework to fine-tune LLMs for code reviews in a parameter-
efficient manner. Considering code changes, the authors, in partic-
ular, report an F1 score around 0.70 trying to predict the necessity
of code reviews.

Our paper adds to the existing literature by (i) investigating how
LLMs may be used to flag (and describe) security vulnerabilities,
not (just) logical errors. Secondly, we explore how LLMs may be
used to determine if a piece of code meets its intended functionality
without executing it.

3 METHODOLOGY

In this section, we outline our employed datasets, the LLMs we
used for experimentation, and our experimental setup.

3.1 Datasets

Our experiments utilize three datasets with Python code snippets
at the function level. For all datasets, we only consider code snip-
pets that contain exactly one function for consistency. Further-
more, we only consider observations® that contain (i) exactly one
docstring (from which we extract each code snippet’s intended
functionality) or (ii) at most one docstring but a clearly stated pro-
gramming task in a separate column of the original dataset. Our
datasets are:

1. HumanEval [3], from which we employ 148 observations. The
original dataset contains 164 observations. However, we discard
16 observations that do not contain exactly one function and
exactly one docstring.

2. MBPP [2], from which we employ 476 observations. The orig-
inal dataset contains 974 observations. However, the authors
only designate 500 observations for testing. Furthermore, we
discard 24 observations that do not contain exactly one function
or contain more than one docstring.

3. SecurityEval [18], from which we employ 36 observations with
security vulnerabilities per the CWE system [11]. The original
dataset contains 121 observations. However, we discard (i) 78
web-scraped observations (to avoid data leakage as our LLMs
might have seen them during training), (ii) 6 observations that
do not contain exactly one function and exactly one docstring,
and (iii) a single observation associated with CWE-730, a CWE
code actively discouraged from use.

None of our employed observations have, to the best of our
knowledge, been seen by our LLMs during training. Furthermore,
we only consider author-written observations from SecurityEval
(published in late 2022). In relation to security vulnerabilities, we
denote observations from SecurityEval as “dirty” and observations
from HumanEval and MBPP as “clean.” While our data only con-
tains around 5% dirty observations, empirical studies, notably, sug-
gest that security vulnerabilities are rare in real codebases [14].

2We use the terms “code snippet” and “observation” interchangeably.
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Review the provided code for potential security vulnerabilities. After your
review, assign the code a label from [Yes, No]. ‘Yes’ implies that there are
security vulnerabilities. ‘No’ implies that there are no security
vulnerabilities. Return only the label.

Code: [code_snippet]

Label:

Figure 1: RQ1 Zero-shot prompt to flag security vulnerabili-
ties.

3.2 Models

Our experiments consider nine LLMs; six open-source and three
proprietary. The open-source models were chosen from the Hug-
ging Face Open LLM Leaderboard in August 2023, aiming to rep-
resent influential models. Based on resource and hardware con-
straints, we only consider smaller versions of the models. Unless
explicitly stated, all hyper-parameters are kept at default values
(similar to Hugging Face deployments). The proprietary models
are employed through APIs as of April/May 2023 (before OpenAl
released updated model versions in June 2023).

Our open-source models are: Falcon-7b-instruct, Llama-2-7b-chat,
Llama-2-13b-chat, Dolly-v2-3b, Dolly-v2-7b, and Dolly-v2-12b [1,
4,20]. Our proprietary models are: Text-davinci-003, GPT-3.5-turbo,
and GPT-4 [13].

3.3 Experimental Setup

For all experiments, we report model accuracy. Our data is highly

imbalanced in terms of security vulnerabilities, motivating us to

also report F1 scores. Previous studies have shown that LLM out-
puts can vary substantially given small input changes [6]. For ro-
bustness, we therefore run all experiments (i.e., prompts) 10 times,

perturbing code snippets between runs. For each code snippet, we

randomly apply one of the following transformations: splitting the

longest line, replacing tabs with spaces, replacing frequent variable

names with "xxxx”, converting between CamelCase and snake_case,
and doing nothing. The transformations are heavily inspired by

[22], designed to change only the syntax, not functionality, of code

snippets. For RQ1 through RQ3, we limit LLM answers to 8 new

tokens. For RQ4, we limit answers to 100 new tokens.3 Below, we

address each of our research questions in turn, describing our ex-
perimental setup for each.

RQ1. We employ zero-shot, binary classification to answer RQ1.
As positive observations, we use dirty code snippets (i.e., observa-
tions from SecurityEval). As negative observations, we use clean
code snippets (i.e., observations from MBPP and HumanEval). To
make predictions, we use the prompt in Figure 1. An answer (cast
to be lowercase) that contains the word “yes” is coded as a positive
prediction; otherwise, it is coded as a negative prediction.

RQ2. We employ zero-shot, binary classification to answer RQ2.
To this end, we first extract the programming tasks associated with
all code snippets. For MBPP, tasks are given in a column in the
dataset. For HumanEval and SecurityEval, tasks are given in each
code snippet’s docstring. To construct positive observations, we

3Limiting tokens allows faster inference. However, we must allow a sufficient number
of tokens to ensure that our models can produce responses as desired.
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Review the provided code and verify that it meets its intended
functionality. After your review, assign the code a label from [Yes, No].
‘Yes’ implies that the code meets its intended functionality. ‘No’ implies
that the code does not meet its intended functionality. Return only the
label.

Code: [code_snippet]

Intended functionality: [task_description]

Label:

Figure 2: RQ2 Zero-shot prompt for software functional val-
idation.

pair each code snippet with its correct task description. To con-
struct negative observations, we pair each code snippet with a
“wrong but similar” description. To this end. we embed all descrip-
tions with OpenAI’s Ada-002 model and pair every code snippet
with the nearest neighbour to its correct task description (treat-
ing each dataset independently). The idea is to make our classifi-
cation problem as difficult as possible. Our setup doubles the num-
ber of observations in every dataset, making our problem balanced
by construction. To classify observations, we use the zero-shot
prompt in Figure 2. Predictions are coded as in RQ1.

RQ3. We consider both zero-shot and chain-of-thought prompting
to answer RQ3, aiming to produce final “approve/reject” recom-
mendations. We employ the same experimental data as in RQ2 (i.e.,
datasets with correct and wrong task descriptions). For the zero-
shot approach, we use the prompt in Figure 3 without the bold ital-
icised text. For the chain-of-thought approach, we use the prompt
in Figure 3 with the bold italicised text, utilizing answers obtained
by the prompts in Figures 1 and 2. Our setup runs all prompts in
sequence, not mixing results between runs. For HumanEval and
MBPP, half of our observations are positive, being clean and asso-
ciated with correct task descriptions, while the other half are neg-
ative, being associated with wrong task descriptions even though
they are clean. For SecurityEval, all observations are negative, be-
ing dirty regardless of their task descriptions. An LLM answer that
contains the word “approve” is coded as a positive prediction (and
otherwise as negative).

RQ4. To investigate if our LLMs can provide specific feedback
on security vulnerabilities, we employ what may be described as
multi-class, zero-shot classification. First, we ask our LLMs to de-
scribe security vulnerabilities in our 36 code snippets from Secu-
rityEval. Our prompt is given in Figure 4. To evaluate the quality
of the generated descriptions, we (i) embed them using openAI’s
Ada-002 model, (ii) embed 958 true vulnerability names from the
CWE system, and (iii) measure how similar each LLM-generated
description is to all true vulnerability names using cosine similar-
ity.

We consider an LLM-generated description to be good if its closest
CWE name corresponds to (i) the actual vulnerability in an under-
lying code snippet or (ii) an immediate relation (e.g., parent, child,
or peer) to the former. We note that the 958 CWE vulnerabilities
from which we consider true vulnerability names have 3.09 rela-
tions on average. The vulnerabilities in our employed data from
SecurityEval have 6.39 relations on average.

Review the provided code for potential security vulnerabilities and verify
that it meets its intended functionality.

When asked if the code contains a security vulnerability, a previous
review yielded: [answer_from_RQ1].

When asked if the code meets its intended functionality, a previous
review yielded: [answer_from_RQ2].

After your review, assign the code a label from [Approve, Reject].
‘Approve’ implies that there are no security vulnerabilities and that the
code meets its intended functionality. ‘Reject’ implies that there are
security vulnerabilities or that the code does not meet its intended
functionality. Return only the label.

Code: [code_snippet]

Intended functionality: [task_description]

Label:

Figure 3: RQ3 Zero-Shot and Chain-of-thought prompt to ob-
tain final “approve or reject” recommendations.

Review the provided code for potential security vulnerabilities. Provide a
brief description of any vulnerability you find. Return only the description.
Code: [code_snippet]

Description:

Figure 4: RQ4 Zero-shot prompt used to obtain descriptions
of security vulnerabilities.

4 RESULTS

Our results are displayed in Table 1. Note that the table displays
results over our combined dataset.

For RQ1, Text-davinci-003 performs best with an accuracy of
95.6% and F1 score of 37.9%.4 All open-source models perform poorly
with F1 scores close to (and even below) what one would expect
from a predictor assigning the same label to any observation.

For RQ2, our datasets are balanced by construction. Here, all
open-source models consistently achieve accuracy scores around
50%, similar to predictors assigning the same label to all observa-
tions. Among the GPT-models, GPT-4 performs best with an accu-
racy of 88.7% and F1 score of 88.2%.

For RQ3, the open-source models perform poorly regardless of
prompting technique. In the proprietary models, we observe sub-
stantial performance increases when switching to chain-of-thought
prompting. Thus, chain-of-thought prompting appears to increase
performances for the proprietary models. Our best-performing model,
GPT-4, specifically, sees an increase in its accuracy from 80.8% to
87.2% and an increase in F1 from 76.6% to 85.7%. Running the same
experiments without code perturbations, we obtained similar re-
sults, indicating robustness to the perturbations.

For RQ4, the proprietary models appear to outperform the open-
source models. Our best-performing proprietary model, GPT-4, in
particular, generates vulnerability descriptions that on average can
be associated with true CWE names 36.7% of the time. Considering
each model family (GPT, Llama, and Dolly), we note that model
performances generally appear to increase with model size.

4One might be surprised that Text-davinci-003 performs better than GPT-3.5-turbo
and GPT-4. We speculate that this might be due to the models’ alignment.
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Table 1: Performance on RQ1-RQ4. Metrics averaged over 10 runs. Standard deviations in parentheses.

LLM ROQ1 RQ2 RQ3 (Zero-shot) RQ3 (Chain-of-thought) ROQ4

Accuracy F1 (Dirty) | Accuracy F1 (True Task) | Accuracy F1 (Approve) | Accuracy F1 (Approve) | Match Rate
GPT-4 74.7 (1.0)  29.3(0.9) | 88.7(0.3) 88.2 (0.4) | 80.8 (0.5) 76.6 (0.7) | 87.2(0.2) 85.7 (0.3) 36.7 (3.4)
GPT-3.5-turbo 82.2(1.0) 16.2(3.8) 57.9 (0.5) 70.1 (0.3) 50.5 (0.5) 65.5 (0.2) 55.8 (0.7) 67.4 (0.4) 20.3 (4.9)
Text-davinci-003 95.6 (0.1) 37.9 (3.0) 82.9 (0.4) 84.4 (0.3) 68.5 (0.3) 74.7 (0.2) 80.6 (0.4) 81.6 (0.3) 24.4(6.1)
Llama-2-13b-chat-hf 50.6 (2.3) 9.3(1.2) 51.6 (1.2) 53.8 (1.5) 48.1 (0.9) 53.8 (1.1) 50.3 (1.6) 50.2 (1.5) 19.2 (4.8)
Dolly-v2-12b 54.9 (2.9) 8.9 (1.8) 49.2 (0.6) 59.0 (0.5) 51.3 (1.5) 39.8 (1.6) 48.3 (1.2) 60.4 (0.8) 19.2 (3.1)
Falcon-7b-instruct 42.0 (1.1) 9.8 (0.9) 50.3 (0.5) 65.3 (0.5) 47.7 (0.6) 61.5 (0.5) 49.5 (1.6) 55.2 (1.2) 19.4 (7.0)
Dolly-v2-7b 9.7(0.7)  10.0(0.3) 50.0 (0.9) 64.6 (0.7) 47.2 (0.6) 62.0 (0.5) 47.7 (0.7) 62.5 (0.4) 16.7 (6.0)
Llama-2-7b-chat-hf 63.0 (1.3) 10.9(2.1) 49.6 (1.4) 51.4(1.2) 50.7 (1.4) 57.5 (1.4) 51.3(1.7) 46.8 (2.1) 17.2 (6.6)
Dolly-v2-3b 22.5(1.6) 10.0(1.0) 50.2 (0.7) 63.3 (0.6) 48.1 (1.1) 53.7 (1.1) 48.0 (1.0) 57.2 (1.0) 14.7 (4.3)

5 THREATS TO VALIDITY ACKNOWLEDGMENTS

Regarding internal validity, we note that our setup for RQ2 implic-
itly assumes that all programming tasks in each dataset are unique,
i.e., attempt to obtain different things. While we believe this to be
the case for HumanEval, it is not given for MBPP and SecurityEval.
We also note how LLM answers (i) are stochastic in nature and (ii)
can vary given small input changes. To mitigate both effects, we
perform perturbations and multiple experimental runs.

Regarding external validity, we stress that our experiments only
consider smaller versions of open-source models and code snip-
pets with single functions. Thus, our conclusions do not extend to
larger open-source models or source code files; being possible di-
rections for future work. In future work, our experiments may also
be extended to consider specialized open-source models (e.g., Code
Llama [15]), larger datasets (e.g., EvalPlus [9]), few-shot prompting
(see, e.g., [19]), and make comparisons with methods using unit
tests or static code analyzers.

6 CONCLUSION AND DISCUSSION

We have developed an experimental framework to investigate how

We are grateful to Ran Zmigrod for discussions and feedback.
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