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Abstract— We introduce a novel approach to make the
tracking error of a class of nonlinear systems differentially
private in addition to guaranteeing the tracking error
performance. We use funnel control to make the tracking error
evolve within a performance funnel that is pre-specified by the
user. We make the performance funnel differentially private
by adding a bounded continuous noise generated from an
Ornstein-Uhlenbeck-type process. Since the funnel controller
is a function of the performance funnel, the noise adds
randomized perturbation to the control input. We show that,
as a consequence of the differential privacy of the performance
funnel, the tracking error is also differentially private. As
a result, the tracking error is bounded by the noisy funnel
boundary while maintaining privacy. We show a simulation
result to demonstrate the framework.

I. INTRODUCTION

The use of Cyber-Physical Systems (CPS) in our daily
lives has been rapid recently due to the advancement in
sensing and computational power. CPS finds widespread
applications in various domains, including intelligent
transportation systems, smart homes, and even the
development of smart cities. However, these systems
heavily rely on user-generated data to make informed
decisions, thereby increasing the vulnerability of sensitive
user information to potential exposure. To address
the concern of protecting sensitive user data several
privacy-preserving frameworks, namely, differential privacy,
information-theoretic privacy, and privacy based on secure
multiparty computation have been developed. See the
survey paper [1] for a comprehensive overview of privacy
algorithms.

A. Background on Differential Privacy

Differential privacy is a statistical notion of privacy that
masks sensitive data using a mechanism that makes the
output of the mechanism approximately unchanged if data
belonging to any single user in the database is modified
[2]. One of the main advantages of differential privacy is
its protection from post-processing and it is not weakened
even if an adversary knows the privacy mechanism used
[3], [4]. Differential privacy is introduced using the “input
perturbation” approach, which essentially means that noise
is added to the system in either the input or output.
However, adding noise to the system leads to a degradation
in system performance both in static and dynamic cases [4].
In dynamical systems differential privacy makes the state
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trajectory of the system approximately indistinguishable [4]
from other nearby state trajectories which the system could
have produced.

Differential privacy was initially intended [3], [5] for
protecting the information of individuals within static
databases. It has since evolved to handle the privacy issues
in control [2] and dynamical systems. Recent work on
privacy in linear dynamical systems includes dynamic filters
[4], differentially private linear quadratic (LQ) control [6],
multi-agent formation control [7], and privacy-preserving
consensus [8], [9]. However, unlike linear systems, the
research in differential privacy in nonlinear systems is
limited. In [10], [11], differential privacy was shown for
incrementally input-to-state stable nonlinear systems without
any performance guarantees.

B. Main Contribution

The main contributions of this paper are:
• We develop a new framework for making the tracking

error of nonlinear systems differentially private using
a funnel controller [12]. We add the privacy noise
to the performance funnel (refer Fig. 1) to make it
differentially private. Since the controller is an explicit
function of the performance funnel [13], we indirectly
add privacy noise to the control input of the system.

• The privacy noise which is added to the performance
funnel to make it differentially private is continuous
and bounded. The performance funnel [13] belongs to
a class of weak differentiable functions, therefore we
cannot add privacy noise directly to the performance
funnel as the noise is discontinuous in nature. The noise
is filtered through an Ornstein-Uhlenebck type process
which makes it continuously differentiable and then it
is added to the performance funnel.

• We use the funnel control algorithm developed in [13]
for controlling the transient behavior of the tracking
error for nonlinear systems with arbitrary relative
degrees using high-gain observers. Since the tracking
error evolves within the performance funnel we show
using adjacency relationship that the tracking error
becomes differentially private.

II. TRACKING USING FUNNEL CONTROL

We use the funnel control algorithm developed in [13]
for controlling the transient behavior of the tracking error
for nonlinear systems with arbitrary relative degrees using
high-gain observers. The funnel controller algorithm in [13]
is motivated by [12] where the tracking error evolves within
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Fig. 1. Design architecture for making the tracking error differentially
private by adding privacy noise to the performance funnel.

a performance funnel, but it differs from typical funnel
controllers in the literature where the controller does not
require tuning of certain design parameters. By using the
state measurements we synthesize a virtual output which
makes the system relative degree-one with respect to the
virtual output. The virtual output design ensures that by
maintaining it in the performance funnel we can maintain
the tracking error evolve within the funnel. Assuming that
the state derivatives are not available for feedback we use a
high-gain observer to estimate the derivatives and construct
the virtual output.

A. Funnel Control

The concept underlying funnel control revolves around
the use of a performance funnel to regulate the transient
behavior of tracking errors. This is achieved by exploiting
the inherent high-gain characteristic of the system. When
the error approaches the funnel’s boundary, the gain
is elevated, preventing the error from reaching the
boundary. Fig. 2 provides a visual representation of a
performance funnel Fφ and the error evolution within
it. Let φ be a function of the following class: Φ̄ : =
{φ ∈ W 1,∞(R≥0,R+) | ∀ τ ≥ 0 : φ(τ) >
0 and limτ→∞ inf φ(τ) > 0} where W 1,∞(R≥0,R+)
represents the class of weakly differentiable functions. The
performance funnel is defined as :

Fφ := {(t, e) ∈ R≥0 × R | φ(t)|e| < 1} (1)

Fig. 2. Performance Funnel Fφ

The reciprocal of the function φ(t) determines the funnel
boundary and the error e(t) evolves within the funnel Fφ. In
this paper, we assume that the funnel is finite i.e., φ(0) > 0
and we define the funnel boundary as ψ(t) = 1/φ(t).

B. Tracking Problem Definition

We consider the tracking problem for a
single-input-single-output system, which is defined globally
in the normal form [14] :

ξ̇i = ξi+1, 1 ≤ i ≤ ρ− 1 (2a)

ξ̇ρ = a(t, ξ) + b(ξ)u (2b)

yp = ξ1 (2c)

where ξ = col(ξ1, ξ2, . . . , ξρ) ∈ Rρ, u ∈ R and yp ∈ R.
The function b is locally Lipschitz; a is locally Lipschitz
in ξ and piecewise continuous, bounded in t. We can also
extend this class of systems to the special normal form see
[15, Section 9.1].

Assumption 1: b(ξ) is known and satisfies

b(ξ) ≥ b0 > 0, ∀ ξ ∈ Rρ

Assumption 2: The reference signal r(t) and its
derivatives up to r(ρ)(t) are bounded for all t ≥ 0
and the ρth derivative r(ρ)(t) is a piecewise continuous
function of t.
We define R = col(r, r(1), . . . , r(ρ−1)) and assume that r(t)
is available for control.

Consider the following change of variables

ω1 = ξ1 − r, ω2 = ϱ(ξ2 − r(1)), . . . , ωρ = ϱρ−1(ξρ− r(ρ−1))

where ϱ > 0 is a scaling variable. The change of variables
in matrix form is defined by

ξ = L−1(ϱ)ωf +R

where

L(ϱ) =


1 0 0 . . . 0
0 ϱ 0 . . . 0
...

...
. . . . . .

...
0 0 . . . ϱρ−2 0
0 0 . . . . . . ϱρ−1


and ωf = col(ω1, . . . , ωρ). The change of variables
transforms system (2) into:

ϱω̇i = ωi+1, 1 ≤ i ≤ ρ− 1 (3a)

ϱω̇ρ = ϱρ{a(t, ξ) + b(ξ)u− r(ρ)(t)} (3b)

e = ω1 (3c)

where e = yp − r is the tracking error and

ξ = col
(
ω1 + r,

ω2

ϱ
+ r(1), . . . ,

ωρ
ϱρ−1

+ r(ρ−1)

)
.

Assumption 3: There exists a known continuous function
g1(·) such that

|ϱρ−1a(t, L−1(ϱ)ωf +R)| ≤ g1(||ωf ||)

for ϱ ∈ (0, ϱ1), for some ϱ1 > 0 and for all t ≥ 0.
Assumption 3 is satisfied when a is globally Lipschitz in ξ.
It is also satisfied if

|a| ≤ g2(|ξ1|) + b1|ξ2|ρ−1 + b2|ξ3|
ρ−1
2 + . . .+ bρ−1|ξρ|

where g2 is locally Lipschitz in ξ1 and bi for i = 1, . . . , ρ−1
are positive constants.



C. Funnel Control by Synthesizing Virtual Output

Funnel control was used to evolve the tracking error e
inside the performance funnel using the virtual output for
known relative degree systems in [13], [16]. Here we present
an abridged version of the main idea.

1) State Feedback Funnel Controller Design: We
synthesize the virtual output from the system states as

s = ω1 + k2ω2 + . . .+ kρωρ (4)

where k2 to kρ are positive constants to be chosen. The
relative degree of the system (3) with respect to s is one.
By using feedback control we introduce a two-time scale
structure to make ω1, ω2, . . . , ωρ−1 fast while making s slow.
By choosing u as

u =
1

ϱρkρb(ξ)
[−ω2 − k2ω3 − . . .− kρ−1ωρ + ϱvf ] (5)

where vf is an auxiliary input. The singularly perturbed
system is given by

ϱω̇ = Fω +Hs (6a)

ṡ = vf + ϱρ−1kρ{a(t, ξ)− r(ρ)(t)} (6b)

F =


0 1 . . . . . . 0
0 0 1 . . . 0
...

...
0 . . . . . . 0 1

− 1
kρ

. . . . . . −kρ−2

kρ
−kρ−1

kρ

 , H =


0
0
...
0
1
kρ


where ω = col(ω1, . . . , ωρ−1), F ∈ Rρ−1×ρ−1, H ∈
Rρ−1×1. The gains k2, k3, . . . , kρ are chosen such that the
matrix F is Hurwitz, which is always possible. In (6), ω is
the fast variable and s is the slow variable.

Theorem 1: Consider the closed-loop system (6) obtained
using the state feedback controller (5). Let k2 to kρ be chosen
such that the matrix F is Hurwitz. Suppose Assumptions 1-3
are satisfied. Let φ(t) ∈ Φ̄ and suppose the initial states
satisfy (ω(0), s(0)) ∈ Λ0, where Λ0 is a compact set. Then
the funnel controller,

vf = − 1

ψ(t)− |s|
s (7)

yields a closed-loop system such that the solution is bounded
for all t ≥ 0 and there exists ϱ∗ > 0 such that for each
ϱ ∈ (0, ϱ∗], there exists κ∗s > 0 such that

|e(t)| ≤ ψ(t)− κ∗s, ∀ t ≥ 0 (8)
Proof: See [13]

2) Output Feedback Funnel Controller Design: The
virtual output in the previous section is constructed from
the knowledge of all the state variables. In this section we
estimate Ê = col(ê1, ê2, . . . , êρ) by only measuring e using
a high-gain observer:

˙̂ei = êi+1 +
γi
ςi
(e− ê1), 1 ≤ i ≤ ρ− 1 (9a)

˙̂eρ = a0(ξ̂) + b(ξ̂)ûs +
γρ
ςρ

(e− ê1) (9b)

where ς is a small positive constant and γ1, γ2, . . . , γρ are
chosen such that the polynomial,

tρ + γ1t
ρ−1 + . . .+ γρ−1t+ γρ (10)

is Hurwitz, a0(ξ) serves as a nominal model for a(t, ξ) and
ξ̂i = êi+ r(i−1). From the estimates ê1 to êρ we have ω̂1 =
ê1, ω̂2 = ϱê2, . . . , ω̂ρ = ϱρ−1êρ and an estimate of the
virtual output is given by

ŝ = ω̂1 + k2ω̂2 + k3ω̂3 + . . .+ kρω̂ρ (11)

We saturate the estimates ω̂1, . . . , ω̂ρ outside the compact set
Λf to overcome the peaking phenomenon of the observer
[17]. The estimates are saturated as ω̂is = M̄isat

(
ω̂i
M̄i

)
where sat is the saturation function [17]. The estimate of
the virtual output is saturated as,

ŝs = ω̂1s + k2ω̂2s + k3ω̂3s + . . .+ kρω̂ρs

The funnel controller gain is given by k̂(t) =
1

ψ(t)− |ŝs|

and the funnel gain is saturated as k̂s = M̄ksat

(
k̂

M̄k

)
.

See [13] on how to select the saturation levels M̄1, . . . , M̄ρ

and M̄k. Using the estimates (ω̂1, ω̂2, . . . , ω̂ρ), the output
feedback control is given by,

ûs =
1

ϱρkρb(ξ̂)
[−ω̂2s − . . .− kρ−1ω̂ρs + ϱv̂fs] (12a)

v̂fs = −k̂sŝs (12b)

Theorem 2: Consider the plant (2), the observer (9),
and the output feedback controller (12). Suppose all the
assumptions of Theorem 1 are satisfied, γ1 to γρ are chosen
such that the polynomial (10) is Hurwitz and Ê(0) ∈ Y where
Y is a compact subset of Rρ. Then there exists ϱ∗∗ > 0 and
for each ϱ ∈ (0, ϱ∗∗), there is ς∗ = ς∗(ϱ) > 0, such that
for each ϱ ∈ (0, ϱ∗∗) and ς ∈ (0, ς∗(ϱ)) there exists κ∗o > 0
such that

|e(t)| ≤ ψ(t)− κ∗o, ∀ t ≥ 0 (13)

and the states (ω(t), s(t), Ê) of the closed loop system are
bounded for all t ≥ 0.
Proof: See [13]

III. DIFFERENTIAL PRIVACY PROBLEM SETUP

A. Adjacency Relation

We consider funnel boundary trajectories of the form
ψ(t) = (ψ(t1), ψ(t2), . . .), where ψ(t) ∈ R and 0 < ψ(t) <
∞ for all t ≥ 0. We denote the set of all such sequences by
ψ ∈ ℓ1. We will define our adjacency relation over ℓ1.

Definition 1: (Adjacency for funnel boundary): We define
the dataset Ψ and Ψ′ where each element in the set is the
tuple {−ψ(ti), ψ(ti)}ni=1 and {−ψ′(ti), ψ

′(ti)}ni=1. The two
trajectories ψ,ψ′ ∈ ℓ1 are adjacent if

|ψ(ti)− ψ′(ti)| ≤ δψ, ∀ 1 ≤ i ≤ n (14)



where δψ > 0 is the adjacency parameter. The value of n
is chosen based on some finite time Tf > 0 such that for
all ti ∈ [0, Tf ] the user requires differential privacy. We will
write Adjδψ(ψ,ψ

′
) = 1 if ψ and ψ

′
are adjacent which

implies (14) holds, and Adjδψ(ψ,ψ
′
) = 0, otherwise. The

constant δψ is chosen based on the privacy requirement as the
adjacency relation implies that a particular funnel boundary
can be made approximately indistinguishable within distance
δψ from all other funnel boundaries.

Definition 2: We define a query as

Q(d) = ψ (15)

where d ∈ Ψ. The query implies that each time the query is
called one funnel boundary is selected from the database.

Definition 3: (Query Sensitivity): The sensitivity of the
query Q is given by

∆Q := sup
d,d′ |Adjδψ(d,d

′ )=1

|Q(d)−Q(d
′
)|

The sensitivity captures the largest magnitude by which
the output of the query can change across two adjacent
databases.
Next, we define differential privacy for dynamic systems (see
[4] for a formal construction).

Definition 4: (Differential privacy for funnel
boundary/tracking error): Let ϵ > 0 and δ ∈ (0, 1/2)
be given. A mechanism M is (ϵ, δ)-differentially private if,
for all adjacent ψ,ψ′ ∈ ℓ1 or e, e′ ∈ ℓ1 , we have:

P [M (ψ) ∈ S] ≤ expϵ P [M (ψ′) ∈ S] + δ for all S ∈ R.

P [M (e) ∈ S] ≤ exp ϵP [M (e′) ∈ S] + δ for all S ∈ R.
B. Univariate Bounded Gaussian Noise

A mechanism will add noise to the funnel boundary to
make the funnel boundary differentially private. However,
adding arbitrary noise to the funnel boundary can violate the
assumptions of the funnel boundary. For example, if ψ(t) +
v(t) < 0 for any t ≥ 0, the funnel controller will fail to work.
Therefore, in this section, we generate a bounded Gaussian
noise. The bounded domain is given by D = [α, β] ⊂ R,
where α = −c1ψmin, ψmin = inf

t≥0
ψ(t), 0 < c1 < 1, and

β = −α is chosen to make the probability density function
symmetric. In general, β can be chosen as β = c2ψmax,
where c2 ≥ 1 and ψmax = sup

t≥0
ψ(t).

Definition 5: (Univariate bounded Gaussian noise): Given
D = [α, β] where (α < β), both finite is a constrained
domain. Then the probability density of the univariate
Gaussian noise is given by

pB(v) =


1

σ

ϕ
( v
σ

)
Φ(β′)− Φ(α′)

if v ∈ D,

0 otherwise,

(16)

where the original Gaussian distribution is zero mean and σ

variance, β
′
=
β

σ
, α

′
=
α

σ
and

ϕ(v) =
1√
2π

exp

(
−1

2
v2
)
, Φ(v) =

1

2

(
1 + erf(v/

√
2)
)

We cannot sample noise from the distribution (16) and add
it to the funnel boundary as it will make the performance
funnel discontinuous. Therefore, we require the noise to be
filtered before adding it to the funnel boundary which is
discussed in the next section.

IV. ORNSTEIN-UHLENBECK TYPE PROCESS

The bounded Gaussian noise is passed through a linear
filter to produce a continuous noise which is added to
the funnel boundary. We model this operation as an
Ornstein–Uhlenbeck (OU) type process which is a stationary
process [18]. It has the property that over time, the process
tends to drift towards its mean function: such a process is
called mean-reverting. We define the system as

θ
dy

dt
= −y(t) + w(t) (17a)

dw

dt
= −ϑw(t) + v(t) (17b)

where 0 < θ << 1, ϑ > 0. The system (17) is represented
by a singularly perturbed system where y is the fast variable
and w is the slow variable.

A. Boundedness & Solutions of the Process

The solution of the decoupled equation (17b) is given by

w(t) = w0e
−ϑt +

∫ t

0

e−ϑ(t−s)v(s)ds (18)

We choose the initial condition of the process as w0 = 0 for
simplicity. The solution can then be defined as

w(t) =

∫ t

0

e−ϑ(t−s)v(s)ds

The solution is an integral of a deterministic function with
respect to a bounded Gaussian noise. From (16) we have
α ≤ v(t) ≤ β which implies

α

ϑ
(1− e−ϑt) ≤ w(t) ≤ β

ϑ
(1− e−ϑt), ∀ t ≥ 0 (19)

Theorem 3: Let OU type process be defined by (17). Let
v(t) be the noise generated from the truncated Gaussian
probability distribution (16). Then, there exists a time T (θ)
such that for all t ≥ T (θ) where lim

θ→0
T (θ) = 0

y(t) = w(t) +O(θ), t ≥ T (θ) (20)
Proof: The quasi-steady state of (17a) is obtained by setting
θ = 0, from which we have

y(t) = w(t)

Next we define the variable z(t) = y(t)−w(t) and by taking
its derivative we have

θż = −z − θ[−ϑw(t) + v(t)] (21)

By defining a Lyapunov function Vz = (1/2)z2, and taking
its derivative along (17), we have

θV̇z ≤ −z2 + θ∆̄|z|



where | − ϑw(t) + v(t)| ≤ ∆̄, where the right-hand side
is bounded since (17b) is Bounded-Input-Bounded-Output
(BIBO) stable system. From which we have

V̇z ≤ − z
2

2θ
, ∀ |z| ≥ 2θ∆̄

It can be shown [17], that there exists a time T (θ) > 0,
where limθ→0 T (θ) = 0 such that

|z(t)| ≤ 2θ∆̄, ∀ t ≥ T (θ)

From which we can conclude that (20) follows.

B. Probability Density Function of the OU type Process

We first discuss the probability density functions (pdf)
of w(t), and y(t) when the input noise is sampled from
a Gaussian distribution. There will be a steady-state pdf for
the variables w(t), and y(t) as the process (17b) is stationary
[18] since ϑ > 0. We define the following lemma.

Lemma 1: Let vG be the input to the OU type process
(17), where vG is sampled from a Gaussian distribution vG ∼
N (0, σ2

G) with pdf pG(vG) =
1

σG
ϕ

(
vG
σG

)
. Then, the pdf of

y up to an order of O(θ) for all t ≥ Tss is given by

pss(y) =
1

σ′
G

ϕ

(
v

σ′
G

)
(22)

where pss is the steady-state pdf of y, σ′
G = σG/(

√
2ϑ)

and the mechanism M = Q(d) + y(t), where d ∈
Ψ, makes the funnel boundary (ϵ, δ)-differentially private
with σ′

G ≥ ∆Qδψκ (δG, ϵG), where κ (δG, ϵG) =
1

2ϵG

(
KδG +

√
K2
δG

+ 2ϵG

)
, with Kδ := Q−1 (δG), Q

representing the Gaussian tail integral.
Proof: When vG is sampled from a Gaussian distribution we
can rewrite (17b) as

dw = ϑ(µ− w(t))dt+ σdq

where q is a Wiener process [18]. We can use Ito’s integral
[18] to show that conditional expectation and variance for
w0 = 0 are

E[w(t)] = E

[∫ t

0

e−ϑ(t−s)dq(s)

]
= µ(1− e−ϑt) = 0

since µ = 0, and

Var[w(t)] = E

[(
σ′
G

∫ t

0

e−ϑ(t−s)dq(s)

)2
]
= σ′

G
2
(1−e−2ϑt).

It can be shown that the probability distribution using the
Fokker-Planck representation [18] is given by

p(w, t) =
1√

2π(1− e−2ϑt)σ′
G

exp

[
y2

σ2
G
′
(1− e−2ϑt)

]
Then, for all t ≥ Tss, the steady-state probability
distribution up to an error of O(θ) is given by (22)
using Theorem 3. Using the steady-state probability (22),
adjacency definition (14) and query sensitivity (16), it can
be shown [5] that the mechanism M = Q(d) + y(t),

where d ∈ Ψ, makes the funnel boundary (ϵ, δ)-differentially
private with σ′

G ≥ ∆Qδψκ (δG, ϵG), where κ (δG, ϵG) =
1

2ϵG

(
KδG +

√
K2
δG

+ 2ϵG

)
.

Remark 1: In our scenario, we cannot use Gaussian noise
as the input to the OU type process as it will it might violate
the funnel controller assumptions. Since we use truncated
Gaussian noise as an input to the OU type process the pdf
pOU (y) is not infinite support compared to pss(y). But we
conjecture that the shape of pOU (y) will be similar to the
shape of pss(y).

When the process (17b) is driven by an input noise
sampled from a truncated Gaussian probability distribution,
the output y(t) will have a steady-state pdf. This follows
since the process (17b) is stationary. We denote the
steady-state pdf of y as pOU (y) for all t ≥ Tss.

Theorem 4: Let OU type process be defined by (17). Let
v(t) be the noise generated from the truncated Gaussian
probability distribution (16). Then for all t ≥ Tss,

• pOU (y) is continuous
• pOU (y) is bounded
• pOU (y ≥ β/ϑ) = pOU (y ≤ α/ϑ) = 0

Proof: We perform our analysis when the probability
distribution p(y) reach steady state for t ≥ Tss. The
pdf pOU (y) is continuous since the random variable y is
continuous as it is the output of the OU type process (17).

The boundedness of the pdf comes from the boundedness
of the noise v(t) which limits the range of w(t) to (19).

Finally, the upper and lower bounds of w(t) are reached
when v(t) = β,∀ t ≥ 0 or v(t) = α,∀ t ≥ 0. The probability
of sampling the bounds are as follows

P (w = α) =

∫ α

α

pB(v)dv =

∫ 0

0

pB(v)dv = 0

P (w = β) =

∫ β

β

pB(v)dv =

∫ 0

0

pB(v)dv = 0

From which we can conclude that pOU (y = β/ϑ) =
pOU (y = α/ϑ) = 0. For t ≥ Tss, the maximum and
minimum value of w(t) is β/ϑ and α/ϑ from which we
can conclude that pOU (y ≥ β/ϑ) = pOU (y ≤ α/ϑ) = 0.

V. DIFFERENTIAL PRIVACY OF FUNNEL BOUNDARY AND
TRACKING ERROR

A. Funnel Boundary Differential Privacy

Theorem 5: Let v(t) be the noise generated from the pdf
(16) which is filtered through the OU type process (17) with
the output as y(t) and pdf as pOU (y). Then, the mechanism
M = Q(d)+y(t), where d ∈ Ψ, makes the funnel boundary
(ϵ, δ)-differentially private with respect to Adjδψ in ψ where

ϵ ≤ ϵU , δ ≤ δU (23)

for all t ∈ [T̄ , Tf ] where ϵU , and δU are the upper bounds
of ϵ, and δ, T̄ = max{T (θ), Tss} and Tf > T̄ > 0.

Proof: We use the results in [19] to find the upper
bounds of ϵ and δ. We perform our analysis when the
pdf of w(t) is in steady-state and (20) holds. Therefore,



our analysis is between the time period t ∈ [T̄ , Tf ] where
T̄ = max{T (θ), Tss} and Tf > T̄ > 0. For ti ∈ [T̄ , Tf ],
we define the dataset Ψ̄ and Ψ̄′ where each element in the
set is the tuple {−ψ(ti), ψ(ti)}n2

i=n1
as {−ψ′(ti), ψ

′(ti)}n2
i=n1

where n1 and n2 can be determined from T̄ , and Tf . During
this time period we have

|ψ(ti)− ψ′(ti)| ≤ δψ′, ∀ n1 ≤ i ≤ n2 (24)

where δψ′ > 0 is the adjacency parameter in this time period.
The steady-state pdf of pOU (y) is represented by Fig. 3.
Following [19, Theorem 3.6], we define Θ0 = [−M,M ]
and Θ1 = (−∞,−M ] ∪ [M,∞) such that

ϵ ≤ ln

[
sup

δ∈[−δψ′,δψ′],y∈Θ0

pOU (y − δ)

pOU (y)

]
(25a)

δ ≤ 2

∮
Θ1

pOU (y)dy = S1 + S2 (25b)

Let cb = sup
δ∈[−δψ′,δψ′],y∈Θ0

pOU (y − δ)

pOU (y)
. The supremum can

be written as
max

δ∈[−δψ′,δψ′],y∈Θ0

pOU (y − δ)

min
y∈Θ0

pOU (y)

The above holds because the pdf of pOU (y) is continuous
and defined in a closed and compact interval. We consider
two cases:
Case I: δψ′ < M : In this case cb will depend on δψ′ and

M as we have cb =
pOU (M − δψ′)

pOU (M)
Case II: δψ′ ≥M : In this case cb will depend on M as we

have cb =
pOU (0)

pOU (M)
Taking ϵU = ln(cb), we arrive at the inequality.

From Fig. 3, the term δU is bounded since the pdf pOU (y)
is bounded and

2

∮
Θ1

pOU (y)dy = S1 + S2

Fig. 3. Probability density function of OU type process

B. Tracking Error Differential Privacy for State and Output
feedback Funnel Controller

Theorem 6: Let Theorem 1 and 5 hold and the state
feedback funnel controller be defined by (5) and (7). Let
the mechanism M : Q(d)+ y where y is generated from the

probability distribution (16) and the OU type process (17)
makes the funnel boundary (ϵ, δ) differentially private. Then,
the tracking error e obtained using the state feedback funnel
controller is (ϵ, δ) differentially private for all t ∈ [T̄ , Tf ]
where time Tf > T̄ > 0.
Proof: We define the datasets E and E′ as the set {e(ti)}ni=1,
and {e(ti)′}ni=1 where e and e′ correspond to the tracking
error of the system (2) obtained using the state feedback
funnel controller with funnel boundary ψi and ψ′

i. From (8),
we have

−ψ(ti) < e(ti) < ψ(ti), and − ψ′(ti) < e′(ti) < ψ′(ti)
(26)

for i = 1, . . . , n. From the above inequalities, we can
conclude that the datasets E and E′ are in the interior of
the datasets Ψ and Ψ′. Using (26)

|e(ti)− e′(ti)| < |ψ(ti)− ψ′(ti)|, 1 ≤ i ≤ n

Using (14) we have

|e(ti)− e′(ti)| < δψ, 1 ≤ i ≤ n (27)

From Theorem 5, the funnel boundary is (ϵ, δ) differentially
private for all t ∈ [T̄ , Tf ]. For ti ∈ [T̄ , Tf ], we define datasets
Ē, Ē′ as the set {e(ti)}n2

i=n1
, and {e(ti)′}n2

i=n1
where n1

and n2 can be determined from T̄ , and Tf . Using the above
inequalities and (24) we have

|e(ti)− e′(ti)| < δψ′, n1 ≤ i ≤ n2 (28)

Moreover,

−ψ(ti) < e(ti) < ψ(ti), and − ψ′(ti) < e′(ti) < ψ′(ti)
(29)

for i = n1, . . . , n2. Therefore, we can conclude that the
datasets Ē, and Ē′ are in the interior of the dataset Ψ̄ and
Ψ̄′ for all t ∈ [T̄ , Tf ] and satisfies the adjacency relationship
(24). Therefore, the following holds [4]

P [M (e) ∈ S] ≤ expϵ P [M (ψ) ∈ S] + δ for all S ∈ R.

P [M (e) ∈ S] ≤ expϵ P [M (ψ′) ∈ S] + δ for all S ∈ R.

P [M (e) ∈ S] ≤ expϵ P [M (e′) ∈ S] + δ for all S ∈ R.

Using the above we conclude differential privacy of the
tracking error.

Next we prove the tracking error differential privacy for
the output feedback funnel controller.

Theorem 7: Let Theorem 2 and 5 hold and the state
feedback funnel controller be defined by (12) and the
mechanism M : Q(d) + y(t) where y is generated from the
probability distribution (16) and the OU type process (17)
makes the funnel boundary (ϵ, δ). Then, the tracking error is
(ϵ, δ) differentially private for all t ∈ [T̄ , Tf ] for some finite
time Tf > T̄ > 0.
Proof: The proof can be done by repeating the steps of
Theorem 6 and using the relation (13).



TABLE I
COMPARISON OF MEAN AND VARIANCE OF w AND y OF THE OU TYPE

PROCESS

(µ, σ) (α, β) Var(y) Var(w) E[y] E[w]
(0,1) (-0.5,0.5) 0.4323 0.4246 -5e-4 -5e-4
(0,1) (-1,1) 1.5615 1.5335 -0.0011 -0.0011
(0,3) (-1.5,1.5) 3.8909 3.8211 -0.0016 -0.0016
(0,3) (-2,2) 6.7378 6.6169 -0.0022 -0.0022

VI. SIMULATION RESULTS

A. Numerical Simulations for the OU type process

We simulate a discrete OU type process of the form:

y(k + 1) = ayy(k) + byw(k) (30a)
w(k + 1) = aww(k) + bwv(k) (30b)

where v is sampled from a truncated Gaussian distribution.
The system is simulated with parameters ay = 0.01, by =
1, aw = 0.9, bw = 1, with initial conditions y(0) = w(0) =
0. Table I shows that the variance and mean of y and w
are very close to each other since from Theorem 3 we have
y = w + O(θ). Fig. 4 shows the histogram of y and w for
the last scenario in Table I. It can be seen from the figure
that the two histograms overlap each other with a very small
deviation.

Fig. 4. Comparison of the histogram of y and w

B. Tracking Error (ϵ, δ) Privacy Results

We consider a second-order nonlinear system

ξ̇1 = ξ2 (31a)

ξ̇2 = −ξ1 + ξ31 + u (31b)

The reference signal is generated from the output of the
following exosystem [20]

ξ̇r1 = ξr1 (32a)

ξ̇r2 = 2(1− ξ2r1)ξr2 − ξr1 (32b)

where r(t) = ξr1. The performance funnel is chosen as

ψ(t) = (2π − ψss)e
−t/2 + ψss + y(t)

where ψss is the steady-state bound and y(t) is the output
of the Ornstein Uhlenbeck process. We transform the system
into the error coordinates and choose the virtual output as,

s = ω1 + k2ω2 (33)

where ω1 = ξ1 − r, ω2 = ϱ(ξ2 − ṙ) and e = ω1. The output
feedback funnel controller is given by

u =
1

ϱ2k2

[
1

k2
(ŝs − ω̂1s) + ϱv̂fs

]
(34a)

k̂(t) =
1

ψ(t)− |ŝs(t)|
, k̂s(t) = M̄ksat

(
k̂

M̄k

)
(34b)

v̂fs = −k̂s(t)ŝs(t) (34c)

where Mk = 5 and the estimates are given by the high-gain
observer

˙̂e1 = ê2 +
γ1
ς
(e− ê1) (35a)

˙̂e2 =
γ2
ς2

(e− ê1) (35b)

The estimates ω̂1 = ê1 and ω̂2 = ϱê2 are saturated with
the saturation levels ±1 and ±3. The saturation levels are
chosen from simulations to see the maximal values that the
state trajectories would take when using the state feedback
controller. The simulation is carried out with ξ1(0) =
2, ξ2(0) = 0, ξr1(0) = 1, ξr2(0) = 1, k2 = 7.5, ϱ = 0.01,
ς = 0.001, γ1 = 2, γ2 = 1, ψss = 1.3, α = −0.9, β = 0.9,
δψ = 0.5, µ = 0, σ = 1.

Fig. 5 shows the evolution of e within the performance
funnel under the output feedback controller (34). Fig. 6
shows the difference between the tracking errors in the
presence and absence of privacy signals. Fig. 7 shows the
histogram of the output of the OU type process y. In the
figure, for the choice of M = 0.8, the areas S1, S2 are
shown for the calculation of ϵ, and δ which is calculated as

ϵ ≤ 1.0001, and δ ≤ 0.0397
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Fig. 5. Tracking error evolution inside performance funnel
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Fig. 6. Difference in tracking error in the presence privacy signal

Fig. 7. Histogram of y with area divisions for ϵ, δ calculation

VII. CONCLUSION

In this paper, we presented a new framework for
introducing differential privacy in the tracking error of
nonlinear systems. The initial funnel control problem is
formulated for nonlinear systems with arbitrary relative
degrees using high-gain observers using the idea of the
virtual output. We then make the performance funnel
differentially private by adding a continuous bounded noise
which is the output of an Ornstein-Uhlenebck type process.
We provide bounds of ϵ and δ using the results of [19] and
show that the tracking error is differentially private using the
differential privacy of the performance funnel.
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