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Abstract

Graph Neural Networks (GNNs) have been extensively used in various real-world
applications. However, the predictive uncertainty of GNNs stemming from diverse
sources such as inherent randomness in data and model training errors can lead
to unstable and erroneous predictions. Therefore, identifying, quantifying, and
utilizing uncertainty are essential to enhance the performance of the model for the
downstream tasks as well as the reliability of the GNN predictions. This survey
aims to provide a comprehensive overview of the GNNs from the perspective of
uncertainty with an emphasis on its integration in graph learning. We compare
and summarize existing graph uncertainty theory and methods, alongside the
corresponding downstream tasks. Thereby, we bridge the gap between theory and
practice, meanwhile connecting different GNN communities. Moreover, our work
provides valuable insights into promising directions in this field.

1 Introduction

Graph Neural Networks (GNNs) have been widely employed in important real-world applications,
including outlier detection [1], molecular property prediction [2], and traffic regularization [3].
Within these domains, GNNs inevitably present uncertainty towards their predictions, leading to
unstable and erroneous prediction results. Uncertainty in GNNs arises from multiple sources, for
example, inherent randomness in data, error in GNN training, and unknown test data from other
distributions. To mitigate the adverse impact of predictive uncertainty on GNN predictions, it is
crucial to systematically identify, quantify, and utilize uncertainty. Uncertainty in GNNs plays a vital
role in prevalent graph-based tasks, such as selecting nodes to label in graph active learning [4] and
indicating the likelihood of a node being out-of-distribution (OOD) [5]. Furthermore, this practice
enhances the predictive performance of GNNs [6], and bolsters their reliability for decision-making,
such as making GNNs robust to attacks [7] and explains which components of the graphs influence
GNN predictions [8].

Several challenges need to be addressed to boost GNNs with uncertainty. Firstly, different sources of
uncertainties in GNNs need to be identified, as uncertainty may stem from multiple stages including
data acquisition, GNN construction, and inference [9]. Secondly, different categories of uncertainties
should be matched with corresponding tasks. For instance, distributional uncertainty should be
applied to graph OOD detection [10]. Thirdly, uncertainties in GNNs are difficult to quantify correctly
due to the lack of ground truth and unified evaluation metrics. Lastly, quantified uncertainty may
be adapted and combined with the other components to better serve the task, e.g., graph active
learning [11]. Multiple studies have endeavored to solve these challenges in specific tasks. In this
paper, we provide a holistic view of these tasks through the lens of uncertainty.

To the best of our knowledge, existing surveys or benchmarks either focus on a broader field, i.e.,
uncertainty in Deep Neural Networks [12, 13, 9] and trustworthy GNN [14], or on narrower topics,
e.g., uncertainty in spatio-temporal GNNs [15, 16]. Furthermore, these surveys mainly discuss how
to estimate and measure uncertainty, missing concrete and practical guidance on how quantified
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Figure 1: Overall Framework: (1) identifying sources of uncertainty (Section 2), (2) quantifying uncertainty
(Section 3) and (3) utilizing uncertainty for downstream tasks (Section 4).

uncertainties can be applied toward the final downstream task. Our survey aims to bridge these
gaps by conducting a systematic review of GNNs from the perspective of uncertainty, with a special
focus on incorporating uncertainty into graph learning. Furthermore, our survey contributes to the
broader GNN community by reviewing the trends of the current studies to approach uncertainty from
distinct sub-communities, particularly across different downstream tasks. Our goal is to present a
comprehensive framework that clarifies ambiguous terminologies, connects several communities, as
well as offers valuable insights and directions to advance the overall development of GNN uncertainty
and related fields.

In this paper, we organize the literature of uncertainty in GNNs into a three-stage framework,
illustrated in Figure 1. Consequently, we introduce real-world applications utilizing GNN uncertainty
in Section 5. Finally, in Section 6, we discuss significant and promising avenues for future research
in this field.

2 Identifying Sources of Uncertainty in GNNs

In machine learning, uncertainty generally equals predictive uncertainty (PU), defined as the uncer-
tainty propagated into the prediction results. For accurate estimation and application of uncertainty,
it is necessary to first identify different sources of uncertainty. Predictive uncertainty is commonly
divided into aleatoric and epistemic ones based on their inherent different sources [13].

Aleatoric uncertainty (AU). Aleatoric uncertainty—known as data or statistical uncertainty—refers
to variability in the outcome of an experiment which is due to inherent random effects. This often
arises in the pre-processing stage, where the data collection may lack sufficient information, or
contain noise and error. For example, a graph outlier detection dataset may fail to label all abnormal
nodes due to the limited label cost. Notably, different from [17], we follow the mainstream theory that
aleatoric uncertainty can only be estimated but remains non-reducible by improving the GNN [13].

Epistemic uncertainty (EU). In contrast, epistemic uncertainty—known as systemic uncertainty—
refers to the uncertainty caused by the lack of knowledge of the GNN, thus reducible. It arises in the
procedure of GNN modeling, further classified as model uncertainty (MU). On one hand, model
uncertainty comes from the choice of model structure. For instance, the shallow network structure
may lead to the under-confidence of GNNs [18]. On the other hand, the training process of GNN
also introduces model uncertainty in the selection of parameters, for example, learning rate, epoch
number, batch size, and techniques (e.g., weight initialization). Another type of epistemic uncertainty
is distributional uncertainty (DU), introduced by [19]. While applying the trained GNN to the test
data for inference, the distribution shift contributes to the uncertainty of prediction, such that the
training and test sets do not come from the same distribution. This is common for inductive inference,
where GNN is trained on one graph and applied to another graph for prediction tasks.
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Besides these frequently classified types, GNN uncertainty can also be classified from subjective
viewpoints, e.g., vacuity (conflicting evidence) and dissonance (lack of evidence) [5]. In general,
the goal for GNN modeling should be to reduce EU, including delicate design of model structures
and parameters, along with enhanced robustness and generalization to diverse distributions. On the
contrary, since AU can only be quantified but not reduced, separating it from the epistemic uncertainty
would provide a more reliable illustration of GNN performance.

3 Quantifying Uncertainty in GNNs

In this section, we classify existing GNN uncertainty quantification methods into three classes accord-
ing to the number of models as well as whether the model parameters are random or deterministic,
followed by evaluation metrics for these methods. In Table 1, we outline a summary of various
quantification methods.

Table 1: Comparisons of different families of GNN uncertainty quantification methods.

Properties Single Deterministic Model Single Model with
Random Parameters Ensemble Model

Direct Bayesian-based Frequentist-based
Number of Model(s) 1 1 >1

Deterministic Parameters Yes No, parameters with perturbation No, different parameters

Bayesian/Frequentist Neither Bayesian Frequentist Bayesian Either

Parameter Sensitivity High Lower Lower Low, affected by prior selection Low

Modeled DU No Yes No No No

Separation of AU & EU No Yes No Yes Yes

Modifications of Model No Yes No Yes Yes

Cost of Training Low High High

Cost of Inference Low High High

3.1 Single Deterministic Model

This family of methods consists of a single model with deterministic parameters, i.e., each repetition
of the method produces the same result. We classify them into direct, Bayesian-based, and Frequentist-
based estimation methods.

Direct Estimation. The most commonly used uncertainty estimation method is through the softmax
probability of prediction outcomes, including maximum softmax probability [20] and entropy [4].
Direct estimation methods integrate uncertainty estimation with prediction and do not require modifi-
cations of the original model.

It has been shown that GNN tends to be under-confident [20]. Confidence is an indication of how
likely (probability) the predictions of a machine learning algorithm are correct, often computed as the
maximum softmax class probability. Under-confidence, in other words, refers to that confidence, as
the indication of accuracy, falls below the true prediction accuracy. To mitigate the issue of under-
confidence, a well-calibrated GNN should produce predicted probabilities that accurately reflect
the true likelihood of the predicted outcomes. This is usually evaluated with a smaller Expected
Calibration Error (ECE) [21]. To provide faithful uncertainty estimation, [20] add a regularizer
in the GNN optimization objective, which penalizes the probabilities of the incorrect nodes and
encourages the correct nodes to be more confident. [22] employ classical post-processing methods to
calibrate GNN confidence, including histogram binning, isotonic regression, and Bayesian binning
into quantiles. Similarly, [23] propose a post hoc calibration method tailored for GNNs.

However, the inherent problem with estimated uncertainty is that softmax output only reflects the
total predictive uncertainty instead of the model uncertainty, leading to false confidence under the
distribution shift. Other heuristic measures, such as the distance of the sample to each class in the
representation space [24], are also used to quantify uncertainty.

Bayesian-based Estimation. Another family of GNN uncertainty estimation methods is the Bayesian-
based deterministic model. In contrast to direct estimation, the model fulfills the dual objectives of
prediction and uncertainty estimation using Bayesian statistical principles. These methods typically
utilize the Dirichlet distribution, which serves as the conjugate prior distribution of the categorical
distribution in Bayesian inference.
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Dirichlet distribution is advantageous in directly reflecting higher distributional uncertainty with
flatter (less variant) logits over all categories. Therefore, it is utilized in GNN uncertainty estimation
approaches such as Evidential neural networks [5, 25, 26]. [5] first apply Dirichlet-based methods
to GNNs, which incorporates information about the local neighborhood through the shortest path
distances and the node labels. [25] better model the network effects through diffusing Dirichlet
parameters in graph propagation.

As these methods are also trained to quantify uncertainty, they are more suitable for specific tasks,
e.g., OOD detection, but may not produce the best performance in other downstream tasks, e.g., node
classification [26].

Frequentist-based estimation is a recently adverted family of methods to achieve trustworthy
uncertainty estimation. Frequentist methods are typically model-agnostic and estimate uncertainty
through post-processing. This implies that they do not alter the model or directly offer uncertainty
estimation alongside prediction.

In contrast to Bayesian-based approaches, they exhibit computational efficiency with fewer additional
parameters, and their estimation is more robust compared to the direct methods. [27] estimate
uncertainty through the length of confidence bands, constructed with jackknife (leave-one-out)
sampling [28] on training data and influence function to estimate the change in GNN parameters.
Though this idea is similar to MC dropout in Section 3.2, it leaves out samples and modifies model
parameters in a Frequentist manner instead of Bayesian approaches, which assume a prior distribution
of model components. Employing the conformal prediction framework, [29] and [30] provide
guaranteed uncertainty estimation with the size of prediction sets. Though both methods optimize for
smaller set sizes (i.e., better efficiency) while covering the true labels in sets with guaranteed high
probability, [30] propagate node labels in the calibration set, and [29] directly use the inefficiency of
the calibration set as the optimization objective.

While Frequentist-based methods are more robust and may adapt to distribution shifts, the existing
ones do not explicitly distinguish between AU and EU.

3.2 Single Model with Random Parameters

Models with random parameters, mostly Bayesian GNNs, are another widely used family of GNN
uncertainty quantification methods. A vast majority of these methods rely on Monte Carlo (MC)
dropout to sample weights for variational inference. [31] first develop a Bayesian neural network
framework for graphs depending on the graph topology, where the observed graph is viewed as
a realization from a parametric family of random graphs. [32] point out that the graph dropout
techniques [33] can be utilized at the test time for uncertainty estimation, and advance [31] by
considering node features and adaptive connection sampling. [34] discover that under the conformal
prediction framework, Bayesian GNN with a tempered posterior can improve the efficiency of
predictions. Markov Chain Monte Carlo (MCMC) sampling methods are another family of Bayesian
methods that represent uncertainty without a parametric model. However, these models are rarely
used in graphs due to their expensive computational costs [15].

Bayesian GNNs can separate AU and EU through metrics introduced in Section 3.4. Nevertheless,
existing research in this domain primarily concentrates on enhancing uncertainty awareness and
minimizing predictive uncertainty. Despite their effectiveness in enhancing prediction accuracy and
providing uncertainty estimates, Bayesian GNNs often encounter challenges in devising meaningful
priors for graphs and efficiently estimating uncertainty through repeated sampling during inference.
Additionally, these models typically do not account for the distributional uncertainty (DU).

3.3 Other Methods

Ensemble Model. Different from the Bayesian GNNs that perturb parameters around a single
optimal model, ensemble models derive the final prediction based on the predictions from a set of
independent models with different parameters or even with different model structures. Ensemble
GNNs have been shown to provide more accurate prediction and reliable estimation than the single
models [35, 16, 9]. Meanwhile, ensemble GNNs offer an intuitive means of expressing predictive
uncertainty by assessing the diversity among the predictions of the ensemble members. AU and EU
could also be differentiated similarly as in Bayesian GNN methods. Despite their wide applications,
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Figure 2: Bridge uncertainty quantification models and evaluation methods by uncertainty sources. The diamond
shape represents the separation of uncertainty sources. Quantification models linked to any diamond indicate their
ability to separate the corresponding uncertainty source. We merge "Model Uncertainty" and "Data Uncertainty"
in evaluation as they are complementary and share similar evaluation metrics in some cases.

most GNN ensemble models follow the deep ensemble framework [36] without specific modifications
for both graphs and uncertainty quantification purposes. Compared with the two families above,
ensemble methods are less used in GNNs mainly due to their high computational cost.

Test-time data augmentation, another type of uncertainty quantification method, has been widely
used in other fields, e.g., computer vision [37]. It involves augmenting multiple samples for each
test sample and applying the model to all samples to compute the distribution of predictions. Then,
AU is estimated with the entropy of the model prediction distribution for a test sample and its
augmentations, and EU can also be estimated in the same way as Bayesian GNN methods. However,
in GNNs, test-time augmentation has only been utilized for other purposes. [38] first propose to
modify the node feature and the graph topology at the test time for better OOD generalization.
Similarly, [39] use test time augmentation to mitigate the bias of GNN towards achieving better
performance on high-degree nodes. However, test-time augmentation has not yet been explicitly
applied for graph uncertainty quantification and thus, is not included in our primary framework.
Nevertheless, its potential adaptation for graph uncertainty quantification warrants exploration. Given
its post hoc nature, it requires no additional data and shows better computational efficiency during
training compared to ensemble and Bayesian GNNs.

3.4 Evaluating Uncertainty Quantification Models

We discuss the evaluation measures to assess the quality of GNN uncertainty quantification models.
As in Figure 2, evaluations are not limited to a specific type of quantification model but to each
targeted uncertainty source. This is because a model can quantify multiple sources of uncertainty,
and models can only be evaluated regarding a specific uncertainty source. Given the challenge of
acquiring ground truth uncertainty, various metrics have been proposed, and there is no consensus on
a unified metric [36, 9].

Predictive (Total) uncertainty. As discussed above [40, 5], maximum softmax probability (referred
to as confidence in this paper) and entropy are widely applied to quantify the predictive uncertainty in
the classification problems. They are also utilized as uncertainty measures of predictive uncertainty
[41]. Notably, as they are affected by both aleatoric and epistemic uncertainty, we do not classify
them into data uncertainty evaluation metrics as in [9]. In regression problems, the mean width of
prediction intervals (MWPI) [27, 29] can be used for evaluation. The coverage rate—the portion
of ground-truth labels falling into these intervals—is verified to ensure the validity of this metric.
MWPI usually estimates the predictive uncertainty in all data instead of individual samples, and can
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only provide prediction intervals with uniform probability mass. These metrics are vulnerable to
distribution shifts and need calibration.

Model & Data uncertainty. The model uncertainty is commonly measured through mutual informa-
tion (MI) to evaluate quantification models. MI is minimal when information in prediction does not
increase with additional model knowledge. It is calculated as the difference between the entropy of
the expected distribution (predictive uncertainty) and the expected entropy (data uncertainty) [19, 5].
Notably, MI is also referred to as information gain in some papers [40]. For Bayesian and ensemble
GNNs, the predictive variance of sampled outputs is another option to interpret model uncertainty
[42, 43]. Furthermore, employed as one of the optimization objectives in some quantification meth-
ods [44, 5], the expected Kullback-Leibler (KL) divergence between approximated distribution and
the posterior distribution can also evaluate model uncertainty. Given no distributional uncertainty,
model uncertainty equals epistemic uncertainty. In this case, data uncertainty, namely aleatoric
uncertainty, can be measured as the difference between the total uncertainty and model uncertainty;
otherwise, the metric will be no longer meaningful.

Distributional Uncertainty. It is believed that quantification of distributional uncertainty will
be able to separate in-distribution (ID) and out-of-distribution (OOD) samples [19]. A popular
approach to measure total distributional uncertainty is through classifying test samples. Samples
with distributional uncertainty surpassing a given threshold are categorized as OOD samples, while
those below the threshold are considered ID samples. In this, conventional classification metrics,
e.g., Receiver Operating Characteristic (ROC) curve and Area Under Receiver Operating Curve
(AUROC) [5, 45, 10], can be applied to measure the distributional uncertainty. However, this
evaluation depends on the selection of test samples and threshold.

In conclusion, the effectiveness of existing metrics remains unclear. Therefore, to derive reliable
and straightforward measures, a wide range of papers directly apply specific downstream tasks for
evaluation.

4 Utilizing Uncertainty in GNN Tasks

This section introduces four types of GNN tasks utilizing uncertainty, as Figure 3 describes. In addition
to determining the type of uncertainty and how it is captured, we also focus on how uncertainty
contributes to the task goal.
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4.1 Uncertainty-based Node Selection

Node selection in graph learning refers to the process of selecting a subset of nodes from a graph
that collectively contributes to specific tasks or analyses. Graph active learning and self-training
are two common tasks involving node selection, where a collection of unlabeled data is labeled to
improve the performance of the model (e.g., a GNN). Uncertainty is widely used as a criterion for
node selection in these tasks.

Active Learning. In graph active learning tasks, uncertainty and representativeness (diversity) are
prevalent criteria for node selection [46]. Uncertainty is often measured by the entropy of the
prediction probabilities on the nodes. [4] first propose a graph active learning framework, which
uses a combination of entropy-measured uncertainty, information density, and node centrality to
select nodes. [11] estimate an ensembled uncertainty using the variation of prediction generated by
committee models, which is more robust and reliable than entropy as a single deterministic model.
The method selects top k nodes to maximize the effective reception field using the topological
information of the graph, excluding nodes that are less uncertain and less informative. Unlike the
previous two methods, which select the most uncertain nodes independently, [47] consider label
propagation and select a subset of nodes with maximized uncertainty (entropy) reduction to include
diversity. Labeled nodes can propagate their label information based on the graph distance and the
node feature similarity, and then reduce the uncertainty of adjacent unlabeled nodes. Additionally, in
a multi-task manner, [48] estimate the confidence difference between the node classification task and
anomaly detection task for node selection in graph active learning. Notably, in most cases, graph
active learning methods that select nodes with only uncertainty can hardly outperform the ones with
a combination of uncertainty and other measures.

To better label the nodes with dynamic and adaptive criteria, reinforcement learning (RL) has been
applied to graph active learning. [49] use the combination of the measures in [4] to select nodes, but
dynamically adjusts the combination weights based on a multi-armed bandit framework. Instead of
measuring nodes independently, [50] formulate the active learning problem as a sequential decision
process on the graph considering the interconnections between nodes. Uncertainty is still measured
with entropy but concatenated with other features, e.g., the divergence between a node’s predicted
label distribution and its neighbor’s, to form the state representation of each node. The reward is
the model performance on hold-out data updated with a trajectory of selected nodes. However, the
RL-based active learning methods are significantly time-consuming to train.

Self-training. In graph self-training, i.e., pseudo-labeling, [51] propose one of the initial works that
expand the labeled set with top K confident nodes, quantified through maximal softmax probabilities.
Considering that GNN is ineffective in propagating label information under the few-label setting,
[52] iteratively select and label the top K confident nodes. Drawing upon the concept of ensembling
to robustly select and label nodes, [53] employ multiple diverse GNNs. Nodes are selected with
confidence surpassing a pre-determined threshold and ensuring consistent prediction for labels
across all models. [20] is the first work to point out that the under-confidence of GNNs leads to
biased uncertainty estimation, deteriorating the performance of uncertainty-based self-training node
selection. With the calibrated confidence, they improve the performance of the self-training method
introduced by [51]. In consideration of graph structure information, [54] propose to compute entropy
for each node, and add an entropy-aggregation layer to GNN for uncertainty estimation. Based on an
expansion assumption [55], [56] prove that graph self-training error is bounded by the confidence
threshold of the top K confident nodes and the consistency of multi-view predictions. Therefore, they
select nodes with the highest average confidence from multiple diversely augmented predictors.

Similar to graph active learning, recent self-training methods [40, 57] consider combining uncertainty
with representativeness, but from different perspectives. [40] believe the common self-training
practice that only selects high-confidence nodes leads to the distribution shift from the original
labeled node distribution to the expanded node distribution. Therefore, they follow the common
practice that selects high-confidence nodes as pseudo-labels but decreases the weight of the nodes
with low information gain in the training loss. Interestingly, the dropout technique employed to
compute information gain is often interpreted as the model uncertainty, as introduced in Section 3.4.
Similarly, [57] also believe that the high-confidence nodes convey overlapping information, causing
information redundancy in pseudo-labeled nodes. The representativeness of a node is computed with
the mutual information between the node and its neighborhood aggregation. Pseudo-labeled nodes
are selected based on representativeness and confidence scores exceeding predefined thresholds, with
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less confident nodes assigned lower weights in the gradient descent process. In this context, unlike in
active learning where uncertainty is solely utilized for node selection, uncertainty within self-training
also indicates the degree of noise present in pseudo-labels.

In conclusion, the application of uncertainty in node selection tasks is vital. A majority of current
methods compute uncertainty with single deterministic models, especially direct estimation for
efficient iterative training. For non-i.i.d. graph structures, the node uncertainty is computed along
with its neighborhood influence and is often combined with other metrics to enhance performance.
Nonetheless, we argue that in both graph active learning and self-training tasks, where the model is
updated on expanded label sets, the overall predictive uncertainty of nodes is consistently decreasing.
However, in each iteration, uncalibrated quantification methods may suffer from this distribution
shift, as discussed in Section 3.4. Furthermore, to use the structural information from graphs more
accurately, we suggest considering the overall uncertainty of node sets instead of the linear sum of
node uncertainties with influence.

4.2 Uncertainty-based Abnormality Detection

Abnormality detection is a pivotal task in graph machine learning for safety and security. In this
section, we define general abnormality detection as the task that identifies irregular patterns that
deviate from the established norms. Uncertainty can serve as both a metric of abnormality and a
tool for abnormality detection. Depending on the specific definition of abnormality, the application
of uncertainty in abnormality detection can be systematically categorized into three distinct types:
out-of-distribution detection, outlier detection, and misclassification detection.

OOD detection. To begin with, out-of-distribution (OOD) detection focuses on identifying instances
that diverge from the training data distribution (in-distribution). OOD detection involves identifying
samples from unknown classes and preventing models from making wrong decisions on these
samples with overconfidence. In some literature [58], OOD detection is integrated with the task of
classification for in-distribution data and formulated as an open-world classification. Open-world
classifiers not only recognize predefined classes seen during training but also identify instances that
belong to new and previously unseen classes. For OOD detection, [58] maximize an entropy-based
uncertainty loss for unlabeled nodes during training, such that the instances of unseen classes can
have a low and balanced predictive probability over the already seen classes. During inference, if the
maximal class probability of an instance is lower than a predefined threshold, the instance is regarded
as OOD. In addition, [5] propose to quantify various types of uncertainty with graph-based Dirichlet
distribution, and point out that vacuity uncertainty, derived from a lack of evidence or knowledge, is
the most effective in OOD detection among other uncertainties. Furthermore, considering the non-
i.i.d. nature of graph data, [25] perform Bayesian posterior updates for predictions on interdependent
nodes through diffusing Dirichlet parameters. Epistemic uncertainty without network effects is shown
effective in detecting random OOD nodes with perturbed features, while epistemic uncertainty with
network effects performs better in identifying nodes from the left-out class not present in the training
data.

Outlier detection. Apart from OOD detection, outlier detection (also known as anomaly detection) is
another prevailing task that effectively leverages uncertainty in graph learning. Outlier detection refers
to the identification of data that exhibit significantly different behaviors or characteristics compared
to the majority of the graph. Different from the OOD data, outliers can also exist in the training data.
[59] directly estimate the predictive uncertainty with deviation from the distribution for interpretable
anomalous behavior detection on multivariate time series. Notwithstanding conventional uncertainty
quantification methods, [60] interpret the graph anomaly scores using a Bayesian approach [61],
which converts the anomaly score into the confidence level of the GNN in its outlier prediction for
each example. The key idea of this conversion is to align the likelihood of an example being an
outlier with its position in anomaly score distribution.

Misclassification detection. Moreover, uncertainty can also be utilized to identify instances with
incorrect model prediction, known as misclassification detection. [5] attempt various types of
uncertainty, and concludes that dissonance (i.e., uncertainty due to conflicting evidence) is the most
effective in misclassification detection. Besides detecting OOD nodes, [25] also utilize their proposed
method to detect misclassified nodes. In most experiments, aleatoric uncertainty achieved the best
performance, rather than epistemic uncertainty in OOD detection. This observation supports the
necessity to separate and utilize task-specific sources of uncertainty.
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In summary, recent studies emphasize the importance of uncertainty in graph-based anomaly detection,
although there is inconsistency in the type of uncertainty utilized for the same purpose. For instance,
both predictive uncertainty [58], epistemic uncertainty [25], and vacuity uncertainty [5] have been
applied to detect OOD nodes. There is a lack of a systematic framework for selecting quantification
methods and applying estimated uncertainty in abnormality detection. Establishing such a framework
would be advantageous for both the theoretical exploration and the practical application of abnormality
detection.

4.3 Uncertainty-aware GNN Modeling

Graphs serve as powerful representations of complex relationships and structures, but their structural
uncertainty poses challenges for effective learning and inference tasks. Fortunately, GNN can improve
its prediction performance through uncertainty-awareness. Based on addressing uncertainty from
different components of graph structure, related works can be divided into three categories: (1)
node-level, (2) edge-level, and (3) graph-level.

Node-level. In graphs, nodes often exhibit conflicting or contradictory characteristics, such as
belonging to different communities or revealing contradictory underlying patterns [62]. This discrep-
ancy should be reflected in the uncertainty of node embeddings, highlighting the need to account
for uncertainty at the node-level in GNN structures. [63] incorporate stochastic latent variables
by combining a Graph Recurrent Neural Network (GRNN) with a Variational Graph Autoencoder
(VGAE) [64]. The proposed variational GRNN is designed to capture the temporal dependencies in
dynamic graphs. Moreover, it aims to represent each node by modeling its distribution in the latent
space rather than assigning it a deterministic vector in a low-dimensional space, thus enhancing its
ability to represent the uncertainty associated with node latent representations. [6] propose ConfGCN,
which introduces confidence (inversely proportional to uncertainty) estimation for the label scores
on nodes to enhance label predictions. More specifically, ConfGCN assumes a fixed uncertainty
for input labels and defines an influence score of each node as a parameter that can be optimized
jointly with the network parameters through back-propagation. The influence score here is the inverse
of the co-variance matrix-based symmetric Mahalanobis distance between two nodes in the graph.
[65] generate stochastic representations using a hyperbolic VGAE, combining temporal GNN to
model graph dynamics and its uncertainty in hyperbolic space. [66] introduce a Bayesian uncertainty
propagation method and embeds GNNs in a Bayesian modeling framework. This approach uses
Bayesian confidence of predictive probability based on message uncertainty to quantify predictive
uncertainty in node classification. The proposed uncertainty-oriented loss penalizes the predictions
with high uncertainty during the learning process, enabling GNNs to improve prediction reliability
and OOD detection ability. [67] introduce the concept of a mixture of homophily and heterophily at
the node-level, revealing that GNNs may exhibit relatively high model uncertainty for heterophilous
nodes. To address this issue, the paper proposes an Uncertainty-aware Debiasing framework, which
estimates uncertainty in Bayesian GNN output to identify heterophilous nodes and then trains a
debiased GNN by pruning biased parameters and retraining the pruned parameters on nodes with high
uncertainty.

Edge-level. To better consider the inter-dependencies in the graph structure, some methods also
explore uncertainty beyond the node-level. [33] introduce DropEdge, which randomly removes a
specified number of edges from the graph by drawing independent Bernoulli random variables (with a
constant rate) during each training iteration. Serving as both a data augmenter and a message-passing
reducer, it alleviates the problems of over-fitting and over-smoothing. [68] propose two edgewise
metrics for graph uncertainty estimation: (1) edgewise expected calibration error (ECE) is designed to
estimate the general quality of the predicted edge marginals, utilizing graph structure and considering
confidence calibration of edgewise marginals; (2) agree/disagree ECEs extend the idea of edgewise
ECE by distinguishing homophilous and heterophilous edges.

Graph-level. Some works address uncertainty in the overall structure or properties of the entire
graph. [31] is the first work to develop the Bayesian neural network framework tailored for graphs,
treating the observed graph as a realization from a parametric family of random graphs. The joint
posterior distribution of the random graph parameters and the node labels are then targeted for
inference. However, besides the considerable computation cost, Bayesian GNN relies on the selection
of the random graph model, which may vary across different problems and datasets. [32] introduce
Graph DropConnect (GDC), a general stochastic regularization technique for GNNs through adaptive
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connection sampling, which yields a mathematically equivalent approximation of Bayesian GNNs
training. This unified framework mitigates over-fitting and over-smoothing issues of deep GNNs,
while also prompting uncertainty-aware learning. While both Bayesian GNN and GDC are aware
of graph-level uncertainty, the current implementation of posterior inference in Bayesian GNN
solely relies on the graph topology and neglects the node features. In contrast, GDC involves a
free parameter that allows adjustment of the binary mask for edges, nodes, and channels, thereby
facilitating flexible connection sampling and addressing uncertainty from various levels of graph
structure. Therefore, GDC can be viewed as an extension and generalization of DropEdge, which only
focuses on edge-level. Moreover, unlike stochastic regularization methods relying on fixed sampling
rates or manual hyperparameter tuning (e.g., DropEdge), GDC enables joint training of drop rate and
GNN parameters. [44] propose an Uncertainty-aware Graph Gaussian Process (UaGGP) approach to
address uncertainty issues in graph structures, especially when edges connect nodes with different
labels, leading to predictive uncertainty. The work employs graph structural information for the
feature aggregation and the Laplacian graph regularization. Leveraging the randomness modeled in
the Gaussian Process, UaGGP introduces graph Laplacian regularization based on Gaussian Process
inferences and symmetric Mahalanobis distance to tackle structural uncertainty.

To address the uncertainty in graph structure, many studies leverage Bayesian inference to capture
uncertainty and estimate model parameters. Some approaches can handle over-smoothing and over-
fitting phenomena in GNN simultaneously. In addition, we find these often hold the assumption
that edges connecting nodes with different labels would result in misleading neighbors and causing
uncertainty in the predictions. Although this assumption is shown valid and effective, we believe it is
not the only factor causing uncertainty in graph structure, and this hypothesis is also not suitable for
heterogeneous graphs. It would be interesting to design methods that treat structural uncertainty from
other geometric information from the graph, e.g., nodes connecting to different communities [69].
Furthermore, while existing works primarily aim to develop uncertainty-aware GNNs to enhance
prediction performance, a few explicitly (1) evaluate the reduction of uncertainty in GNNs compared
to prior network structures, and (2) validate as well as explain how the reduction of uncertainty
contributes to improving prediction accuracy. Finally, the methods in this domain rarely compare
against each other as baselines, lacking a universal benchmark.

4.4 Uncertainty for Trustworthy GNN

Trustworthy GNNs aims to provide explainability of decisions made by GNNs and to be robust to
noise and adversarial attacks to ensure the integrity and security of the model. Uncertainty can serve
as a tool to build algorithms for the interpretation of GNNs decisions. Additionally, considering
uncertainty during the aggregation mechanisms in GNNs can enhance robustness. Thus, uncertainty
quantification can be an effective approach to achieving trustworthy GNNs.

Explainability. Uncertainty quantification provides insights for the reliability and confidence of GNN
decisions. Specifically, mutual information explains the relationship between the GNNs predictions
and the components that impact GNNs predictions. [8] propose GNNEXPLAINER which identifies
a subgraph and/or node features that maximize mutual information with the prediction, to explain
which components of the graph have the most impact on the prediction results. Mutual information
is nonparametric and does not require prior knowledge and assumptions on models. Thus, it is
model-agnostic and suitable for providing interpretable explanations for any GNN-based models.

Besides, uncertainty quantification can also be used to explain predictions of automated GNNs. [70]
propose HyperU-GCN, which combines hyperparameter optimization with uncertainty quantification,
to explain the selection of hyperparameters. HyperU-GCN quantifies hyperparameter uncertainty
as the mutual information between the model prediction and hyperparameters using a probabilis-
tic hypernetwork. HyperU-GCN employs a concept akin to Bayesian GNNs for computing this
mutual information, which marginalizes hyperparameters rather than model parameters. Unlike
GNNEXPLAINER, HyperU-GCN requires model hyperparameter priors (e.g. normal distribution), yet
leveraging Bayesian GNNs enables HyperU-GCN to better calibrate model predictions.

Robustness. GNNs are vulnerable to adversarial attacks, i.e., small perturbations in graph structures
and node attributes could lead to performance degradation. Incorporating uncertainty in graph
learning empowers GNNs with robustness against such attacks. [71] propose Robust GCN (RGCN),
which adopts Gaussian distributions as the hidden representations of nodes instead of certain vectors.
By introducing Gaussian distributions, RGCN can automatically absorb the effects of abnormal
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adversarial changes and enhance its robustness. Besides, RGCN utilizes a variance-based attention
mechanism, which assigns different weights to node neighborhoods according to their variances
to reduce the propagated adversarial effects from neighbors. Though RGCN can model epistemic
uncertainty in GNNs by Gaussian distribution variances, it does not consider aleatoric uncertainty and
uncertainty from graph topology. Thus, [7] propose quantifying uncertainties from graph topology
features, measuring both model and data (i.e., aleatoric) uncertainties. This paper utilizes the Bayesian
GNN to estimate model uncertainty and node diversity, which is intrinsic to the graph topology and
defined as the number of different labels in the node’s k-hop neighbors, to estimate data uncertainty.
Another disadvantage of RGCN is that it relies on prior distributions and the uncertainties are not
well-calibrated. Therefore, [72] propose UM-GNN, which utilizes Bayesian GNNs with Monte Carlo
dropout to estimate epistemic uncertainty of a standard GNN and assigns low uncertainty nodes with
high attention. UM-GNN also utilizes an uncertainty-matching strategy to align prediction results
between the standard GNN and a structure-free surrogate model to avoid simple prior assumptions
on structural uncertainties. Besides, UM-GNN uses a label smoothing regularization to calibrate
uncertainties. [73] propose a multi-view confidence-calibrated GNN encoder (MCCG) module, which
utilizes Dirichlet distribution to calibrate the prediction confidence for noisy or adversarial samples
and utilizes the estimated uncertainty scores to control information propagation. Although these
defense methods apply different quantification methods for different sources of uncertainty, they use
the same key idea that increasing the weights of low-uncertainty nodes reduces the impact of the
adversarial attack.

In conclusion, uncertainty can enhance the trustworthiness of GNNs from both explainability and
robustness. Current works reach a consensus on how to utilize uncertainty, e.g., employing mutual
information to explain GNN. Nonetheless, present methods for GNN explainability do not adequately
account for the interrelations among components or hyperparameters. Addressing this gap, the
application of game-theoretic measures, such as the Shapley value, can be a viable approach. As a
common approach in explainable GNN [74], Shapley value is capable of assessing the individual
impact of each component or hyperparameter on the conditional entropy of the model’s output [75].
Concerning the robustness of GNNs, there are also promising avenues to investigate. For example,
instead of increasing the weight of certain nodes, the robustness of GNN may also be improved by
training with perturbations obtained by maximizing the model’s estimated uncertainty [76].

5 Uncertainty in GNNs: Real-world Applications

Traffic. GNNs have been widely used to model network traffic, especially traffic demand forecasting.
Uncertainty arises in traffic systems both spatially and temporally, e.g., travel demand may increase
on game days around the stadiums. [15] compare six different Bayesian and Frequentist-based
uncertainty quantification methods for road network traffic prediction problems, regarding compu-
tational efficiency, asymptotic consistency, etc. [3] specifically focus on sparse travel demand and
proposes STZINB-GNN, where a spatial-temporal embedding is designed with an additional sparsity
parameter to learn the likelihood of inputs being zero. The probability layer in the embedding allows
for prediction with a level of confidence and thus, quantifying the demand uncertainty. [16] propos
a framework of probabilistic GNNs, Prob-GNN, to quantify spatiotemporal uncertainty of traffic
demand. Besides different GNNs, different probabilistic distribution assumptions with different
properties are compared, such as Laplace and Gaussian distribution, as well as single and ensembled
Gaussian models. Prob-GNN can not only quantify spatiotemporal uncertainty but also generalize
well under significant system disruption and identify abnormally large uncertainty. The experiment re-
sults show that the GNN performance is more impacted by probabilistic distribution assumptions than
the selection of GNNs, underscoring the importance of incorporating randomness and uncertainty into
the traffic prediction model. To quantify both aleatoric and epistemic spatiotemporal uncertainty, [77]
propose DeepSTUQ, which uses Bayesian dropout for pre-training and ensembling for re-training,
and then calibrates the trained model with temperature scaling. In traffic applications, models are
typically evaluated with point estimate error along with the mean prediction interval width (MPIW).

Molecules. Drug discovery is a graph-level problem of identifying and developing new molecules
with desired properties, where each molecule is modeled as a graph. [42] compare different Bayesian-
based methods for accurate and reliable molecule property predictions in drug discovery. They
reveal a few key aspects: (1) both epistemic and aleatoric uncertainty are correlated with error and
improve the accuracy of selective prediction, thus, total uncertainty should be utilized for uncertainty
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estimation; (2) Bayesian uncertainty estimation could overcome the bias of the synthetic dataset by
informing the user about the level of uncertainty; (3) the estimated uncertainty is also applied to guide
active learning for drug discovery, showing better performance with initially diverse labeled classes.
Similarly, [78] apply Bayesian GNN with Monte Carlo dropout to estimate uncertainty in activity and
toxicity classification problems. Additionally, they use aleatoric uncertainty to evaluate the quality
of the existing and synthetic datasets. To reduce overconfident mispredictions for drug discovery
under distributional shift, [79] introduce CardioTox, a novel real-world OOD data benchmark with
molecules annotated by Tanimoto graph distance and proposes a distance-awareness classifier, GNN-
GP. Follow-up studies [80, 81] also derive similar conclusions. In molecular force fields, GNNs have
also shown promising performance for quantum mechanical calculations to accelerate molecular
dynamics trajectory simulations. Besides common concerns about prediction accuracy, uncertainty
awareness, and computational costs, [2] propose physics-informed desiderata, including symmetry,
energy conservation, and locality. In addition to evaluating previous uncertainty quantification
methods, they propose Localized SVGP-DKL, which combines the Bayesian GNN with the localized
neural kernel to satisfy the physics-related criteria.

Others. To segment images of complex geometry or topology, [82] employ GNNs to jointly reason
about the structures (nodes) and capture the high-order spatial interactions (edges). A probabilistic
model provides structure-wise uncertainty estimates, which could identify highly uncertain structures
for human verification. In computational social systems, [83] apply an uncertainty-aware graph
encoder (UnGE) to represent job titles as Gaussian embeddings and capture uncertainties in real-world
career mobility. In fault diagnosis, a Bayesian hierarchical GNN is proposed by [84], where the
total uncertainty is measured by the dropout. Using uncertainty as a weight, the loss encourages
the feature of a highly uncertain sample to be temporally consistent for robust feature learning.
Uncertainty in GNN is also widely applied in diverse domains, including energy [85], robotics [86],
and recommendation systems [87].

6 Future directions

Identifying fine-grained graph uncertainty. While current research on graph data has asserted
their ability to differentiate between various types and sources of uncertainty (Section 2), only a few
efforts have been made to identify and quantify uncertainty tailored specifically for graph components.
For example, [62, 67] have assumed that heterophily, the conflict between two connected nodes,
is correlated with uncertainty in node classification. These attempts demonstrate that fine-grained
graph uncertainty is essential for downstream tasks. Therefore, it is promising to develop other
unexplored fine-grained uncertainties that contribute to such specific tasks. For instance, researchers
might seek to identify specific types of graph distribution shifts, such as shifts in graph node features,
labels, and graph structure. Decomposing distributional uncertainty at a more granular level could
aid in distinguishing and leveraging the corresponding shifts, thereby enhancing OOD detection and
generalization. Furthermore, different forms of finer-grained graph uncertainty should be comparable
in scale. By comparing their corresponding uncertainty measures, we can determine whether the
distributional uncertainty arising from node feature or graph topology, or the GNN modeling is
dominant. This contributes to uncertainty estimation with improved explainability by indicating how
each component in graph data, GNN modeling, and inference process contributes to the final GNN
predictive uncertainty.

Constructing ground-truth datasets and unified evaluation metrics. The critical unresolved issue
of the lack of ground-truth datasets and metrics for evaluation, as discussed in Section 3.4, persists.
While aleatoric and distributional uncertainty can be artificially introduced into synthetic graph
data with predefined underlying distributions or generating processes, synthetic data has difficulty
in simulating complex real-world scenarios, with diverse and disentangled sources of uncertainty.
Besides, it is also challenging to obtain ground-truth values for model uncertainty, as it depends
on the selection of models. On the other hand, though humans could be involved in evaluating
ground-truth aleatoric uncertainty for real-world data, biases may still arise due to varying levels of
human cognitive abilities. Additionally, the lack of unified evaluation metrics for different tasks, such
as classification or regression tasks, further complicates the evaluation process. Thus, uncertainty
across different tasks is not directly comparable. However, as a promising direction, it may be feasible
to assess whether uncertainty estimation enhances well-defined metrics for the final task rather than
directly evaluating the quality of uncertainty estimation itself.
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Quantifying task-oriented uncertainty. The existing literature lack a systematic investigation
aimed at identifying the most effective uncertainty method for downstream tasks introduced in
Section 4. This is partly attributable to the fact that researchers in a specific domain often stick to
a specific way to quantify uncertainty. For instance, in graph active learning, entropy is frequently
used for uncertainty estimation without additional elucidation. It remains unclear whether alternative
uncertainty measures, such as mutual information, either independently or in combination with other
selection criteria, would yield superior performance. Another interesting direction is whether the
separation of aleatoric and epistemic uncertainty is necessary. For instance, in other active learning
tasks, epistemic uncertainty measures generally outperform total uncertainty ones, while aleatoric
uncertainty generally excels in failure detection [88]. However, in graph active learning and outlier
detection, the common measures capture predictive uncertainty instead of separating it. Therefore,
there is a need for systematic validation of various uncertainty types, quantification methods, and
evaluation techniques across a wide range of pertinent downstream tasks.

Designing better methods for real-world applications. In Section 3, we have introduced multiple
categories of uncertainty quantification methods and showed their strengths and weaknesses. In real-
world applications, several aspects need to be taken into primary consideration. First of all, whether
methods can effectively capture specific sources and types of uncertainty that are relevant to particular
types of tasks. For example, Dirichlet-based methods directly model distributional uncertainty, thus
showing superior performance over other methods in graph OOD detection. Secondly, computational
efficiency and difficulty of application to existing prediction frameworks are also of vital importance.
For instance, though ensemble models outperform most other methods in both model prediction and
uncertainty estimation, they are rarely applied to real-world problems due to their high computational
costs. One potential direction is to explore graph ensemble distillation [89] as a cost-efficient
alternative, which uses smaller GNNs trained on sub-problems and teaches one student GNN to
handle OOD and estimate uncertainty [90]. Lastly, one should explore whether the proposed methods
can consistently achieve reliable performance across diverse settings. For example, the maximal
softmax probability is widely applied in real-world problems due to time efficiency but suffers from
under-confidence and is subject to the effect of distributional shifts. In conclusion, it is an exciting
direction to develop more efficient, easy-to-apply, robust graph uncertainty quantification methods
that can identify diverse fine-grained sources and types of uncertainty.

7 Conclusions

In this paper, we have categorized the existing methods into a novel schema and highlighted the
importance of identifying, quantifying, and utilizing uncertainty in GNNs for various downstream
tasks. Specifically, we have emphasized the need to identify fine-grained uncertainty, especially
graph-related uncertainty, and construct ground-truth datasets and unified evaluation metrics. Being
the first survey to systematically review GNN uncertainty, we call for the development of more
efficient, easy-to-apply, and robust uncertainty quantification methods, along with a systematic
investigation and benchmark into existing methods on popular downstream tasks.
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