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Abstract. With recent elevated adaptation of cloud services in almost
every major public sector, the health sector emerges as a vulnerable
segment, particularly in data exchange of sensitive Health records, as
determining the retention, exchange, and efficient use of patient records
without jeopardizing patient privacy, particularly on mobile-applications
remains an area to expand. In the existing scenarios of cloud-mobile ser-
vices, several vulnerabilities can be found including trapping of data
within a single cloud-service-provider and loss of resource control be-
ing the significant ones. In this study, we have suggested a CPABE and
OAuth2.0 based framework for efficient access-control and authorization
respectively to improve the practicality of EHR sharing across a single
client-application. In addition to solving issues like practicality, data en-
trapment, and resource control loss, the suggested framework also aims
to provide two significant functionalities simultaneously, the specific op-
eration of client application itself, and straightforward access of data
to institutions, governments, and organizations seeking delicate EHRs.
Our implementation of the suggested framework along with its analyt-
ical comparison signifies its potential in terms of efficient performance
and minimal latency as this study would have a considerable impact
on the recent literature as it intends to bridge the pragmatic deficit in
CPABE-based EHR services.

Keywords: CPABE, Electronic Health Records, Cloud, Authorization,
Access Control

1 Introduction

Electronic Health uses digital resources to transcend geographical obstacles and
provide access to healthcare solutions. E-Health integration has been thought
to be especially advantageous in enhancing the customer experience and avoid-
ing basic clinical resources and costs. By leveraging cloud-based services and
distributing healthcare data in telemedicine is like Electronic Health Records
(EHRs), Electronic Medical Records (EMRs), or Personal Health Records (PHRs),
practitioners and higher governing authorities may exchange the system accu-
rate diagnoses in less time and give higher quality care to patients as a result.
Healthcare data in the electronic health record comprises personal and sensitive
information that fraudsters may find appealing [1]. As a result, one major prob-
lem for electronic health services is determining how to retain, exchange, and
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(a) EHR (b) EHR exploitation

Fig. 1: (a) Frame-
work for Electronic
Health Record
(EHR) System.
(b) Exploitation
of Sensitive Health
Records over Cloud.

use patient records without jeopardizing patient privacy [2]. Furthermore, not
only must the anonymity and integrity of clinical information be safeguarded
from unauthorized parties, but also against illegal access attempts from within
the electronic health record frameworks (e.g., authority and CSP).

1.1 Background

The underlying fundamental of Electronic Health is the cloud service, which is
commonly utilized by organizations and individuals to outsource data and has
been growing in popularity as cloud computing providers deliver their customer’s
low-cost data space with great flexibility and stability [3]. Yet, when inadequate
security methods are in effect, the Health Records on the cloud might be ex-
ploited by cloud service providers or spills private sensitive data [4] as shown in
Figure 1b. Encryption is amongst the most effective approaches for protecting
EHRs in the cloud as it ensures security since files are encrypted before trans-
mission to the cloud but are decrypted following their retrieval. Conventional
encryption methods, such as public-key encryption, nonetheless, only require a
single individual to decrypt the content, which is often too limiting and inef-
fectual [5], [6], [7]. Throughout many current applications, the data quantity is
large, and the data typically necessitates a variety of access restrictions to allow
several consumers to exchange the data while each user only has access to a
fraction of it. Cloud applications demand more versatile fine-grained access con-
trol to enable participants with varying access control rules to facilitate Health
Data exchange (See Figure 1a). The latest advancements in cryptographic con-
cepts, such as Attribute-Based Encryption (ABE) propose alternatives to this
data exchange quandary. For consumers with their respective attribute sets in
ABE, particularly Ciphertext-Policy ABE (CPABE), an encrypted form of EHR
is formed with the coupling of an access policy with the original file. Multiple
individuals can decipher the encrypted message if their attributes satisfy the
access policy defined within the encrypted text [8].

1.2 Motivation

In recent times, even being the originality given by the ABE approach has been
acknowledged, the novelty is found as a theory in the research world since the
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practicality of the ABE system in real-world operations has received little atten-
tion. This has provided us with the motivation, as in this work we recommend
a framework design and implementation specifics for using an ABE scheme in a
real-world application. This proposed framework containing application server
not only offers security to secure users’ confidential EHRs, but it also includes
a sophisticated access control structure that allows numerous consumers to ex-
change the data. Our proposal’s objective is to provide basis for examining the
best set of tactics for producing a viable ABE-based solution. This study takes
a use case scenario of healthcare institutions and centers where multiple institu-
tions including City Hospitals, University Medical Colleges, Healthcare centers,
Medical Nursing Homes, and Medical research laboratories share their sensi-
tive health data with the state and central government along with several other
national and multi-national authorities for specialists and researchers in data
analytics, computer science, and machine learning for further accelerating the
developments that potentially tackle some of the world’s most difficult chal-
lenges [9]. As in the case of recent COVID-19, rapid compilation and processing
of COVID-19–related EHR data, following an extensive and rigorous data col-
lection process from infected patients, enabled the study of chronic COVID-19
fatalities and ultimately aided in the speedy release of relevant vaccines to the
public for an efficient cure and recovery. Therefore, this study aims to enhance
the practicality of the CPABE framework by integrating it with Google Cloud
services along with OAuth 2.0 (Open Authorization) [10], implementing which
will directly enhance the security of authorization up to the level of Google
services.

1.3 Contribution

In existing scenarios of transmitting Electronic Health Records, Cloud Service
Providers should safeguard the secrecy of the Data Owner’s Health Record,
which could result in two significant dangers for Data Owners: data-trap inside
a specific CSP and denial of resource control [11]. This has given us the primary
motive to the proposal of this work in addition to practicality, as we propose a
preventive approach to avoid two aforementioned issues, we suggest interaction
between Application Service Providers and unreliable cloud storage. According
to our framework proposal, sharing private data over cloud environment will
indeed create a simple alternative for performing two functions simultaneously,
notably specific function of the application itself, along with making the Data
accessible to institutions, governments, and organizations seeking delicate Pa-
tient Information on a single platform. Our method incorporates the CPABE and
OAuth 2.0 standards, as well as addressing the possible issue of data entrapment
within a single CSP and the loss of resource control. The implementation of the
proposed framework involving CPABE over OAuth would influence the practi-
cality among the users and would have a significance influence as it aims to fill
the practical gap in EHR services based on CPABE frameworks.
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2 Literature Review

2.1 Preliminaries

The capacity to store vast amounts of data collectively is a significant competi-
tive benefit in cloud services. Nevertheless, these data can span in wide range of
format, origin, and confidentiality degree — especially when restrictions relating
to consumer data or financial details are taken into account. Coarse-grained ac-
cess control, or generalized access control, may function in on-premises situations
where information and data can be retained independently, and access to par-
ticular data types can merely be allocated depending on storage site (e.g., Andy
can access X folder, Bill can access Y folder, etc.) [12]. However, in case when
data is stored in the cloud collectively, fine-grained access control is necessary
because it enables data with varied access control to remain in the same storage
area without causing security or regulation difficulties. Role-Based, Attribute-
Based, and Policy-Based Access Controls are three kinds utilized in appropriate
frameworks [12]. Therefore, Attribute Based Encryption, which among various
Fine Grained Access Control models, provides the best security and reliability
across Cloud storages.

Attribute Attribute: “Attribute” is fundamentally defined as characteristic or
trait of an entity, where this entity can be anything or anyone [13]. For instance,
if a person is a student, then one attribute of this person is “student”. Attributes
are subdivided into 4 divisions, which are as follows:

– Subject Attributes: Attributes specifying the user’s position or role in the
access, for example, university, department, job position, age, etc.

– Action Attributes: Attributes specifying the user’s actions that is being ex-
ecuted, for example, read, modify, delete, view, etc.

– Object Attributes: Attributes the mentions the resource or entity that is
being accessed, for example, health record, university data, COVID records,
etc.

– Contextual Attributes: Attributes specifying the access control paradigm con-
cerning time, location, or any other dynamic characteristics.

Access Policy Fine-grained access control is a way of limiting who has access
to specific data. Fine-grained access control, as opposed to generic access control,
also known as coarse-grained access control, employs more subtle and changeable
ways for granting access [14], [15]. Fine-grained access control, which is most
commonly utilized within cloud services, provides every data entity with its own
defined access policy when vast volumes of data resources are kept together.
Access Policy or Access Structure is a statement that primarily consists of various
attributes to define what actions should be permitted using boolean combination
(using logic and booleans ‘∧’ and ‘∨’, where ‘∧’ denotes boolean AND, and
‘∨’ denotes boolean OR). In Attribute Based Access Control (ABAC), access
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(a) (Dr. P∨Dr. Q∨Nurse R)∧
(ABC Hospital ∨ Surgeon),
where ‘∧’ denotes boolean
AND, and ‘∨’ denotes boolean
OR. (b) Ciphertext Policy ABE

Fig. 2: (a) An example of Access Tree representing an Access Policy. (b) Frame-
work of standard CPABE system with entities including Trusted Authority, Data
Owner, and Data User.

policies are essentially used for granting or revoking access to the data. Policies
are also differentiated into local and global natures and can be designed in such
a manner that they are capable of overriding other policies [16]. The Access
Structure specifies the control over ciphertext in the case of CPABE, whereas
in the KPABE case, it specifies the access scope over the decryption key of the
user. Several examples could be: A hospital’s data can only be viewed if the
viewing user belongs to the Cardiology department, or data cannot be accessed
after 6:00 p.m. ABAC allows defining as many policies that correspond to a wide
range of circumstances and scenarios [17].

Access trees are primarily an illustrative depiction of access policy, or in
terms of ABE, when a data owner wants a data or file encrypted, he specifies the
Access Policy utilizing Access Tree Structure. Considering a use-case scenario of
Ciphertext Policy Attribute-Based Encryption (CPABE), if a Data Owner wants
his data to be only accessed by hospital staff named Dr. P, Dr. Q, or Nurse R,
who belong only to either ABC Hospital or is a Surgeon, then the Data Owner
will define a specific Access Policy as: Refer to Figure 2a.

ABE Framework Initially, the notion of ABE was presented by Sahai and Wa-
ters in their proposal given as fuzzy identity-based encryption [18], [19]. ABE
is fundamentally divided into two based on the Access Control, KPABE and
CPABE. The definition of KPABE and CPABE are differentiated in relatively
converse manner to a certain degree (See Fig 4). In KPABE, the encrypted data
is correlated with the data owner’s attributes, while the issued Private Key is
coupled with the decrypting user’s Access Policy. Data Owner or rather the en-
crypting party cannot authorize who could decrypt the original data, and may
only specify the collection of attributes required in decryption [20]. Furthermore,
the Private key which is generated by a Central Authority decrypts the original
data only when the end user provides the correct attributes that comprise the
Access Policy [21]. On the contrary, the encrypted data, in CPABE scheme, is
correlated with the Access Policy defined by the Data Owner under which the
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decryption can be possible, whereas the Private Key is linked with the Attributes
set of decrypting users. CPABE scheme, which is incorporate in our proposal, is
also illustrated in Figure 2b. The algorithm of CPABE scheme is described as
follows:

1. Setup (1k): Global Public Key (GPK), Master Secret Key (MSK)
An authority (CA) uses this randomization method to construct a new ABE
system. It involves the implicit security value k as a parameter and finally
provides a set of Global Public Key (GPK) as well as a Master Secret Key
(MSK). As the name implies, GPK is universally known and is used in the
operation of further encryption and decryption.

2. Key Generation (GPK,MSK, S): Private Key (PRK)
This is used by the authority (CA) to produce a Private Key (PRK). It
requires a composite of a specific user’s attributes S, the Master Secret Key
(MSK), and the Global Public Key (GPK) as arguments and subsequently
yields a Private Key (PRK) for further decryption by the user with attribute
S.

3. Encryption (GPK, InpFile, T ): Encrypted File (EncFile)
This stage is in charge of encrypting the input File (InpFile) with GPK and
generating ciphertext, CT, in accordance with the supplied decryption policy
T , and is processed by the Data Owner (DO). Any DO in the network can
encrypt InpFile by imposing access constraints that only users who meet the
access policy will be able to decode it.

4. Decryption (PRK,EncFile,GPK): Input File (InpFile)
The Data User (DU) performs the decryption phase, in which the DU linked
with his attributes S attempts to decrypt the previously encrypted file that is
imposed with Access policy T . The original Input file InpFile can be success-
fully decrypted using its own issued Private key associated with Attributes
and GPK following the Data User satisfies the access policy T .

OAuth2.0 OAuth is a framework for delegated authorization for REST/APIs.
It allows Data Users to gain restricted access (scopes) to a Data owner’s data
without revealing the owner’s password and similar sensitive credentials. It sepa-
rates authentication from permission and provides a variety of use cases that han-
dle various device capabilities [22]. Server-to-server apps, browser-based apps,
mobile/native apps, and consoles/TVs are all supported. In principle, OAuth
is a conventional platform that enables the Data User, who is requesting for
the original data, to obtain resources from another service provider or applica-
tion on behalf of the Data Owner without supplying the Data User with any
of the owner’s credentials. OAuth is a protocol that services can utilize to de-
liver ”secure delegated access” to client or rather Data Users. OAuth operates
over HTTPS and uses access tokens instead of credentials for the authorization
purposes. The workflow of the OAuth 2.0 protocol is given in the use-case as
follows:



CPABE & OAuth2.0 7

1. Data User registers with an application service provider, such as Facebook.
2. Facebook assigns Data User with a “client secret” or “access token” exclusive

towards that user.
3. Data User provides “client secret” with every request for the requested Data.
4. The request will be refused if any of the OAuth requests are invalid, lack

data, or contain the incorrect token.

However, there are two variants of OAuth developed over time, OAuth 1.0 [23] vs
OAuth 2.0 [24]. The modifications around OAuth 1.0 and OAuth 2.0 impacted
the nature of OAuth in such a way that the variants really meet distinct demands
depending on what one is attempting to do. Creating a reliable OAuth system
is a difficult task. Although OAuth 2.0 is significantly easier to implement than
OAuth 1.0 due to its cryptographic complexities, the latest version involves many
vulnerability shortcomings. Most of the current services including Google and
Facebook have already moved away from OAuth 1.0 in the last decade. Even
so, depending on the security requirements one can choose either option in its
implementation [25].

2.2 State Of The Art

The early studies of implementing ABE in practical scenarios have been going
on since 2011 as Tassanaviboon and Gong [26] introduced AAuth, a novel au-
thorization mechanism based on the OAuth standard that uses ciphertext-policy
attribute-based encryption and an ElGamal-like mask over the HTTP protocol.
End-to-end encryption and ABE-based tokens are used in their method to allow
permission by both authorities and owners, as well as to relocate policy enforce-
ment from clouds to destinations. Owners can regain control of their data when
it is stored in semi-trustworthy cloud storage thanks to their user-centric strat-
egy. Furthermore, because most cryptographic operations are outsourced from
owners to authorities, owners can benefit from cloud computing. Their technique
retains the same degree of security as the original encryption system and safe-
guards users from disclosing their credentials to application providers, according
to security analysis. Furthermore, Wang et al. [27] introduce Sieve, a novel plat-
form that exposes user data to web services selectively (and securely). Sieve uses
a user-centric storage approach, in which each user uploads encrypted data to a

Table 1: Significant descriptive parameters of several related studies.

Method Focused Issue Framework(s) Use-Case
Performance

Analysis
Security
Proof

Tassanaviboon [26] Encryption OAuth and ABE None Yes Yes

Wang et al. [27] Security User-centric storage model Health Yes Yes

Tassanaviboon [28] P2P Security Self-Organizing CA group Decision Yes Yes

Vijayan [29] Access Control OAuth scheme None No No

Jang-Jaccard [30] Practicality Client App & CPABE Generic Yes No

Ours Practicality Client App, CPABE, & OAuth 2.0 EHRs Yes No
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single cloud store, with the decryption keys known only by the user by default.
Sieve offers an infrastructure to support rich, legacy web applications based on
this storage type. Sieve uses attribute-based encryption to allow users to design
cryptographically enforced access controls that are easy to comprehend. Sieve
may re-encrypt user data on storage providers in-place, revoking decryption keys
from web services without exposing new keys to the storage provider, thanks to
key homomorphism.

Focusing on the semi-trusted cloud environment, Tassanaviboon [28] is con-
cerned with the issuance of public-key certificates in peer-to-peer (P2P) net-
works, which is an important basis for securing P2P functionality and appli-
cations. They developed the Self-Organizing and Self-Healing CA Group (SO-
HCG), which can issue certificates without the need for a centralized Trusted
Third Party (TTP). A CA group is created in a Content Addressable Network
(CAN) by trustworthy bootstrap nodes and then develops to maturity on its own,
according to its architecture. The membership in a CA group is dynamic and has
a uniform distribution across the P2P network, based on their group manage-
ment policies and specified criteria; the size of a CA group is managed to a level
that balances performance and acceptable security. Despite OAuth being one of
the most widely used authorisation mechanisms, however in the event of hetero-
geneous clouds, it cannot be employed. Vijayan [29] suggested the Fuzzy Autho-
rization technique to solve this problem. Modified Ciphertext Policy-Attribute
Based Encryption (CP-ABE) and OAuth methods are employed in the system.
This approach allows an application running on one cloud party to access data
stored on another cloud party. Fuzzy Authorisation is a reading authorization
technique that allows only the data owner to modify the data. When a piece
of data is changed, the application’s right to access it is automatically revoked.
This technique has become more scalable and versatile because to the inclusion
of the Linear Secret Sharing Scheme and GRS code.

In respect to untrusted cloud storages, Jang-Jaccard [30] discuss about their
efficient design and deployment of a cloud storage client application that imple-
ments the concept of ABE framework. Their suggested client application has an
effective access control system that allows several variations of access policies
to be created, allowing numerous users to share big databases. Each user only
needs to access a tiny portion of the vast data by using distinct access poli-
cies. The experiment’s purpose was to find the best set of tactics for creating a
viable ABE-based system. They discovered the many features and challenges re-
lated with designing a realistic ABE-based application through installation and
assessment. These are several coherent research across the notion of Attribute
Based Encryption and Authorization frameworks, which hold a significant scope
across similar literature, and stemming from the similar notion, we provide our
suggestions in the next sections. A summary of the discussed literature and their
vital parameters are discussed in Table 1.
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Fig. 3: Architectural overview of the proposed framework incorporating the
CPABE model bounded with OAuth 2.0 protocol for efficient sharing of Elec-
tronic Health Records across Multi-sharing Cloud environment. DO-(1-3) are the
steps denoting the procedure in respect to the Data Owner whereas DU-(1-8)
are the steps denoting the procedure in respect to the Data User.

3 Method

3.1 Problem Scenario

In today’s technological world of numerous mobile applications pertaining to
health services, many users, or rather users operating as Data Owners, own the
sensitive health records and provide those data to the client application for a
range of functions, with data analysis and monitoring of daily health activi-
ties being a good example of these purposes in aspect of the growth of smart
devices like smartwatches and fitness trackers using such applications. Alterna-
tively, ArogySetu, FitBit and similar applications were also made accountable
for monitoring Covid19 patients and providing such sensitive health data to gov-
ernment entities for a variety of objectives, including research, development, and
consensus analysis.

Moreover, as cloud platforms can be considered as a sort of outsourcing
method, the confidentiality of Data Owner’s Health Records must be managed
by Cloud Service Providers (CSP) [31]. As a result, this circumstance poses two
critical security risks for Data Owners, the trapping of data within a single CSP,
and the loss of resource control. Inter-operation involving Application Service
Provider (ASP) and untrusted cloud storage is a preventative measure that can
prevent customers against vendor lock-in and loss of data control. Hence, with
our framework recommendation (See Figure 3), this exchange of sensitive data
over the cloud environment would create a simple solution for performing two
operations at the same time, i.e., data analysis, monitoring, or whatever the
main function of the application be, along with providing access to institutions,
governments, and organizations acting as Data Users who seek sensitive Health
Records over a single application. We are deploying CPABE and OAuth 2.0
frameworks throughout the client application that provides the service of health
monitoring or data analysis in order to have this capability.
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3.2 CPABE meets OAuth2.0

We have adopted the use-case scenario of an EHR sharing scheme in which an
ABE scheme, specifically a CPABE framework, is implemented, which is as fol-
lows: Health records are originally registered on a trusted client-application by
owners of the original data where these Data Owners could be individual users
utilizing the features of the application software or respectively it could be clin-
icians, laboratories or diagnostic institutions holding health data in the form of
PHR or interchangeably EHR. Apart from providing its specific primary services
and functions, this client application would aim to provide a direct interaction
between participating parties such as Data Users and Data Owners with no extra
exertion on the part of the direct Data Owners as individual Data Owners would
be utilizing this application only for the application’s main objective whether it
be monitoring, analysis, or so on, however, we have considered the main function
of the application as Data analysis for convention purposes.

The primary significance of fine-grained access control of the EHR implemen-
tation comes with the initial data itself as the data, that will be uploaded on
the cloud by the application software, will have inbuilt access policy defined by
the Data Owner only as the Data Owner is the original owner of the data and
he should describe the access policy if who will be able to access his data. Even-
tually, after the Data Owner uploads his Health Record to the application, the
application will upload the data by encrypting using symmetric cryptosystem,
AES, which is then subsequently uploaded to the cloud storage by the applica-
tion. As the encrypted data, which also holds the access policy within it, can be
removed or updated by the original Data Owner meanwhile the application is
conducting its main function of analysis. Furthermore, since the CPABE frame-
work requires a Central Attribute Authority to provide the relevant attributes
as well as private keys, this phase will be covered by the Application software
on behalf of the Data Owner. It can also be seen that on the Data Owner’s side,
minimal work is being done in our framework so that the Owner of the EHR
remains focused on his only intention of utilizing the application’s functionality
of analysis while simultaneously being aware of his data risk. Figure 3 depicts
the architectural overview of the proposed framework incorporating the CPABE
model bound with OAuth 2.0 for efficient sharing of Health Records across Cloud
Environment.

Many organizations who are seeking the EHRs of the Data Owners would
be interacting with the application and its components itself only instead of
interacting with the Data Owner, as initially the organization requests the mid-
dleman, i.e., the application software, for the respective authorization as a Data
User following the registration with the Attribute Authority with the respective
attributes and relevant private keys (See Table 2). The initial authorization,
after the registration with Attribute Authority, is done using OAuth Authoriza-
tion, and this is where the role of OAuth 2.0 protocol comes in play. In terms
of traditional client-server authentication model, there are several shortcomings
and limitations that could be found like third-party services must save the data
owner’s privileges for future usage, or it could occur that third-party could get
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Table 2: Description of various components and respective responsible entities
involved in the interaction of the Data Owner, Data User, and the Client Appli-
cation.
Component Description Responsible entity

Health Record Electronic copies of a patient’s medical and treatment data Data Owner

Role: Data Owner Patients themselves, physicians, or medical team holding EHRs Data Owner

Role: Data User Institutions, governments, organizations, researchers, etc. Data User

Role: Authorization Server Server responsible for issuing Access Tokens following Authorization Application

Role: Resource Server Receive, maintain, & react to EHR requests using Access Token Application

Attribute Role, characteristic or trait of an entity or user Owner/User

Access Policy Structured condition defining what actions should be permitted Data Owner

Authorization Grant Credential representing Resource Owner’s permission to access EHRsApplication/User

Access Token Credential indicating issued authorization, & for accessing EHRs Data User

excessively broad access to the Data owner’s protected data, disabling the owner
to control period or access to a limited selection of assets. Also, any compro-
mise with any third-party organization could also make the protected data and
credentials vulnerable. The essence of OAuth would be significant here as it
aims to address these issues by introducing an authorization layer and separat-
ing the role of the Data Owner from that of the third-party or Data User [26],
[32]. In OAuth, the Data User seeks access to the EHR, or generally protected
data, owned by Data Owner and hosted by the Resource Server, and is provided
with credentials that vary from Data Owner’s credentials. Rather than using the
Data Owner’s credentials, the Data User acquires the Access Token, which is a
character sequence specifying the scope, duration, and other access parameters.
Next, an authorization server of the Application issues the respective Access
Tokens to the Data Users but without the Data Owner’s approval in contrast
to standard OAuth protocol where Data Owner’s approval is essential [24]. The
Data Owner’s approval would not be required in our case of record sharing as
the CPABE framework employs flexible Access Policy that would define if who
were specifically approved of the Data Owner. The Data User then employs the
Access token to the resource server and finally accessing the required electronic
health records after being validated by the resource server. Access token remains
valid until it expires, or specifically, until the constraints specified in the Access
token expires. For having the refreshed Access token, the Data User will have
to go through the process given in the OAuth 2.0 specification [24]. Refresh
tokens, unlike access tokens, are solely designed for usage with authorization
servers and are never provided to resource servers. In this manner, organizations
or Data Users, following the issuance of private keys and attribute set by At-
tribute Authority along with authorization by the Client Application, will be
able to access the required Health Record. Data User will consequentially be
able to decrypt the initially encrypted EHR with the condition if their attribute
set satisfies the defined Access Policy bounded with the EHR.
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Fig. 4: Access Policy
Tree representing the
Attribute Policy de-
fined by to Data Owner
in relation to the pro-
posed use-case scenario
of Electronic Health
Record.

3.3 Implemented Solution

In the procedure highlighted in the following, we have utilized the access policy,
attribute set, and access token utilized during the implementation of the pro-
posed framework. Each step also highlights the correspondence with respect to
the Figure 3 framework with the notation of DO or DU or AA, where they denote
the procedure in respect to the Data Owner, Data User and Attribute Authority
respectively. The following describes the use-case procedure of EHR access over
the proposed CPABE and OAuth framework in the procedural manner:

1. AA: Initially, the operation is initialized by the client application itself as
it initializes the Setup phase of the CPABE framework by inputting the se-
curity parameter λ, although in our case of EHR implementation, a random
number is generated utilizing the implemented cryptographic library.

2. DO: Meanwhile, the Data Owner, wishing to utilize the client application
for its primary features (let’s conventionally consider this feature to be Data
Analysis), registers with his attributes and uploads his Health Record (de-
noted F) to the Resource Server of the Application, along with the defined
Access Policy while being aware that his or her data will be shared with
the Data Users satisfying the specified policy. An example of Access Policy
suitable to this use-case is shown in Figure 4. The Access Policy (denoted
as T) defined by Data Owner where Data User has been taken University
members [33], which we have also used in our simulation stage is as follows:
T = Position: Doctor Position: Researcher Position: Professor

1of3 Department: Radiology 2of2 Position: PhD Position:

Postdoc 1of3 University: AMU 2of2

In general, boolean form of the above Access Policy can be as
T = [[[[position = Doctor OR position = Researcher OR position

= Professor] AND Department = Radiology] OR position = PhD OR

position = Postdoc] AND University = AMU]

3. DO: Since CPABE framework requires Attribute Authority for managing
and distributing private keys and attributes, hence the Client application
registers the Attributes of the Data Owner with the Attribute Authority.
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4. AA: As the encrypted data gets uploaded by the Client Application on the
Cloud using AES-256 Asymmetric algorithm, the organizations and data
seekers depicted as Data Users, initially registers with the Attribute Au-
thority in order to have the relevant Attribute set(s) for itself, followed by
the generation of private key as per the attributes. For example, several sim-
ple attributes set (denoted as S) of 3 respective Data Users be S0, S1, and
S2, are as:
S0 = Position: Doctor, Department: Radiology, University: AMU

S1 = Position: Student, University: AMU S2 = Position: PhD,

College: JNMC", University: AMU

5. DU: Now, Authorization over OAuth 2.0 protocol will be performed as Data
User initially requests for authorization from the authorization server. Then,
Data User is provided with an authorization grant, that is an identity creden-
tial signifying the authority of the Data Owner for accessing the particular
Health Record.

6. DU: The role of Access Token, the most significant component of OAuth
protocol, plays its role here as the Data User requests an access token as
soon as the Authorization server authenticates the presented Authorization
grant. This access token contains the relevant scope, duration, and other
access parameters for the Data Access.

7. DU: If the authorization grant presented by Data User turns out legitimate,
the authorization server authenticates Data User by issuing an access token.

8. DU: Following the authentication utilizing the access token, Data User
queries the resource server for the encrypted EHR File while the access token
gets validated by the resource server, and if turns legitimate, the request is
served. The Data User will consequentially be able to decrypt the initially
encrypted EHR but only if its attribute satisfies the Access Policy.

4 Simulation Analysis

The suggested framework that utilizes the CPABE protocol and OAuth 2.0
framework utilizes the JAVA realization for CPBAE based on the library Java
Pairing Based Cryptography Library (JPBC) [34], while for the Open Autho-
rization 2.0, we utilized the API provided by Google along with the Google
Drive Storage as a medium of Cloud Storage. CPABE and OAuth are imple-
mented on the JAVA class [10]. In terms of hardware specifications that are
used in implementation and analysis are quad CPU with clock rate of 2.1-3.7
GHz AMD Ryzen 5 3500U alongside 8 GB of RAM. However, we extracted the
data from Jaccard’s implementation from their work without implementing their
framework on our system. Nonetheless, we found our system configuration to be
identical to Jaccard’s, with the exception of RAM, as our configuration utilizes
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Table 3: Various Attributes incorporated with the respective Data Users in our
simulation of implementation design.
# Attributes Associated Attributes of Data Users Satisfies Access Policy

1 Position: Doctor No

2 Position: PhD, University: AMU Yes

3 Position: Doctor, Department: Radiology, University: AMU Yes

4
Position: PhD, College: JNMC, University: AMU,

Department: Radiology, City: Aligarh
Yes

5
Position: Researcher, University: AMU,

Department: Radiology, City: Aligarh, College: JNMC
Yes

6
Position: Postdoc, College: JNMC, University: AMU,

Department: Radiology, City: Aligarh, Position: Researcher
Yes

7
Position: PhD, College: JNMC, University: AMU,

Department: Radiology, City: Aligarh, Position: Researcher,

Status: Temporary

Yes

8
Position: Doctor, College: JNMC, University: AMU,

Department: Radiology, City: Aligarh, Position: Researcher,

Status: Permanent, Year: 2022

Yes

8 GB while theirs uses 16 GB of RAM. We also discovered a distinguishing
pattern. In the performance comparison phases, where our model showed signifi-
cantly better results even with 8 GB of RAM, it is obviously apparent that it will
perform better with 16 GB of RAM as well. As a result, we can conclude that
there is no discrepancy in the configuration, implementation, and comparison of
the two methods. This section discusses the analysis of various simulations of
our framework in terms of encryption, decryption, authorization, access policies,
and attributes in comparison to a similar approach of Jaccard [30].

4.1 Performance Analysis

We have performed the Key generation, Encryption, and Decryption phases of
our proposed framework, and eventually compared them with the similar work
of Jang-Jaccard [30]. Jaccard also focused on the practical approach using ABE
framework, and for convention purposes, we have denoted this compared work
using ‘Jaccard’ throughout our simulation. The execution time (in millisecond)
of every phase of the CPABE framework depends vastly on the number of at-
tributes any Data Owner or Data User is associated with, and hence, this char-
acteristic can be utilized in measuring and comparing the performance of the
proposed framework. In our simulation, we have considered the scenario, where
several users belonging to a Medical College, JNMC, of Aligarh Muslim Univer-
sity, are acting as Data Users, and are requesting the previously stored Health
Records to the Client Application, where each Data User have their specific set
of attributes. Table 3 also shows the DU-specific attributes we have designed
over the defined Access Policy (shown in Figure 4 and Section 3.3) for our EHR
use-case simulation.
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(a) Key Generation (b) Encryption

Fig. 5: Final Caption. (a) Comparison of our scheme and Jaccard Scheme in
terms of Encryption cost under 10 attributes. (b) Comparison of our scheme
and Jaccard Scheme in terms of Decryption cost under 10 attributes.

4.2 Key Generation

In our analysis, we found that the overall efficiency of our framework showed
better results in terms of key generation, and decryption phases, however, en-
cryption phase showed a slightly lower efficiency in comparison. In the generation
of keys in CPABE framework, private keys are associated with the attributes of
the user for whom the keys are generated, hence the total number attributes play
a major role in determining the key generation. As shown in Figure 5a, which de-
picts the Key generation cost in terms of required time of various Data User and
Data Owners with attributes having 10 or less attributes. Although it is possible
to for a user to have more than 10 attributes, but we have considered under 10
attributes for efficient and convenient simulation. Over the total of 10 attributes,
our framework showed a slightly incremented pattern, or rather a linear trend,
in comparison to Jaccard’s, which showed somewhat an exponential increment,
as their framework showed higher generation time at every incremented number
of attributes. Hence it can be said that our framework showed lower latency in
terms of key generation as it can also be depicted in the Figure 6b(a) where
box plot depicts the outlying data values, along with the median value of our
framework shows greater efficiency in latency.

4.3 Encryption Phase

Considering the encryption phase, where the Application software acting as
Client Application encrypts the original record of Data User before uploading it
to the cloud storage, our framework showed a slightly low performance over max-
imum of 10 attributes (Figure 6b(b)), but despite that the incremented trend
of our framework showed a linear trend as depicted in Figure 5b. In contrast,
data generated from Jaccard’s framework depicted a slight exponential trend
depicting that, in the cases where there are large number of attributes associ-
ated with a Data User, there are chances for the framework to have a higher
latency in terms of encryption as compared to our framework showing linearly
trend. Thus, it can also be concluded that our recommendation would perform
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(a) Decryption (b) Overall Efficiency

Fig. 6: (a) Comparison of our scheme and Jaccard Scheme in terms of Decryption
cost under 10 attributes. (b) Comparison of our scheme and Jaccard Scheme in
terms of (a) Key Generation, (b) Encryption, and (c) Decryption cost under 10
attributes in respect to the median and outlying values on the box plots. The
vertical axis on the left of box plot denotes the execution time in ms (millisec-
ond).

with higher efficiency over the large number of attributes. The key generation
and encryption phases take place before the Data User requests for the Health
Record, hence Open Authorization, i.e., OAuth 2.0 protocol is executed before
the decryption phase as mentioned in Section 3 as well.

4.4 Decryption Phase

Following the authorization, Decryption phase takes place if the Data User gets
succeeded in satisfying the Access Policy, defined by the Data Owner, using
his registered Attributes. Following the OAuth protocol, whose workflow in our
framework has been described in Section 3, the decryption phase takes place
which is executed by the respective Data Users. Our simulation showed similar
results for decryption phase like in the case of key generation and encryption
phases, as the executed datapoints of overall executed time in respect to num-
ber of attributes showed better performance in our framework than Jaccard’s as
shown in Figure 6a. In contrast to our framework that followed the linear incre-
mental trend over the maximum of 10 attributes of the Data Users, Jaccard’s
scheme followed the shift towards logarithmic trend, which would have negative
effect as soon as the number of attributes increases. The box plot illustrated in
Figure 6b(c) depict the median values and quartile ranges of both the compared
frameworks, and signify that outlying values as well as the median values of our
framework lies close within over each of the 10 simulated attributes, hence im-
plying a lower latency, and therefore better performance in decryption compared
to Jaccard’s framework.

5 Discussion

The performance of our suggested framework is compared and discussed with the
Jaccard’s [30] framework in terms of key generation, encryption, and decryption
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phases. In each of the aforementioned phases, our framework performed with
higher efficiency over the large number of attributes. Nevertheless, in encryption
phase, despite having a slightly lower performance of our scheme, the potential
performance over higher number of total attributes result in better efficiency in
comparison. In key generation and decryption phase, our scheme showed higher
efficiency and lower latency in comparison to Jaccard’s, which signifies its poten-
tial in terms of efficiency. The broad implementation of cloud technology in the
preceding decade has developed multiple possibilities for new solutions to flourish
in every subject as a vast number of studies has been produced since then. The
increased utilization of cloud services in electronic health services have provided
with a variety of helpful applications including EHR sharing, but in contrast, it
has also elevated numerous vulnerable scenarios in terms of reliability and pri-
vacy, hence, cloud solutions must ensure dependability and intact reliability. In
recent times, multitudes of mobile-cloud services leverage on the EHRs of several
Data Owners to deliver a variety of public services and capabilities such as data
analysis and monitoring. In existing scenarios of transmitting Electronic Health
Records, the privacy of the Data Owner’s Health Record should be handled by
Cloud Service Providers, which could result in two key vulnerabilities for Data
Owners: data-trap inside a particular CSP and loss of resource control.

6 Conclusion and Future Work

In this study, we propose an inter-operation between Application Service Providers
and unreliable cloud storage as a preemptive approach to avoid clients from
vendor lock-in and loss of data control. This sharing of private data over the
cloud architecture, according to our framework suggestion, would create a sim-
ple solution for conducting two functions at the same time, namely the specific
activity of the application, as well as making the Data accessible to institutions,
governments, and organizations who seek delicate Patient Information over a
single platform. CPABE and OAuth 2.0 standards have been included within
our scheme, which also addresses the potential issue of data entrapment within
a single CSP and the loss of resource control. Furthermore, our implementa-
tion analysis compares our approach to a similar study, and we discovered that
our framework performed more efficiently across a large number of attributes.
Nonetheless, in the encryption process, amidst our technique having marginally
lower performance for under 10 attributes, the potential performance over a
larger number of total attributes results in improved efficiency in relation. In
the key generation and decryption phases, our method outperformed Jaccard’s
in terms of efficiency and latency, indicating its potential viability.

Future Work.We intend to use the framework incorporating the Blockchain
and Smart Contract frameworks in future work because of their capabilities
such as immutability, decentralization, consensus, and rapid transactions. Using
Blockchain in our proposed architecture, we might address challenges in EHR
sharing such as single points of failure, while also improving practical adaptabil-
ity in terms of anonymity and decentralization. Among comparable approaches
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in the ABE and Healthcare sectors, this strategy would offer the most substan-
tial gains in terms of efficiency, as well as practical and scalable applicability in
other real-world applications.

Table 4: Description of in-text Notations and Abbreviations.
Notations Description Notations Description

ABE Attribute Based Encryption EMR Electronic Medical Records

API Application Programming Interface GPK Global Public Key

ASP Application Service Provider KPABE Key-Policy Attribute-Based Encryption

CAN Content Addressable Network MSK Master Secret Key

CPABE Ciphertext Policy Attribute-Based Encryption OAuth Open Authorization

CSP Cloud Service Provider P2P Peer to Peer

DO Data Owner PHR Personal Health Records

DU Data User PRK Private Key

AA Attribute Authority SOHCG Self-Organizing and Self-Healing CA Group

EHR Electronic Health Records TTP Trusted Third Party

References

1. Guo, R., Shi, H., Zheng, D., Jing, C., Zhuang, C., Wang, Z.: Flexible and effi-
cient blockchain-based abe scheme with multi-authority for medical on demand in
telemedicine system. IEEE Access 7 (2019) 88012–88025 1

2. Wang, C., Liu, X., Li, W.: Implementing a personal health record cloud platform
using ciphertext-policy attribute-based encryption. In: 2012 4th Int. Conf. Intell.
Netw. Collab. Syst. INCoS 2012. (2012) 8–14 2

3. Fugkeaw, S., Sato, H.: Design and implementation of collaborative ciphertext-
policy attribute-role based encryption for data access control in cloud. 6(3) 71–84
2

4. Pavani, S., Sahayadhas, A.: Survey on secured health care data sharing on cloud
using revocable attribute based encryption schemes. 12(13) (2021) 3319–3325 2

5. Imam, R., Areeb, Q.M., Alturki, A., Anwer, F.: Systematic and critical review of
rsa based public key cryptographic schemes: Past and present status. IEEE Access
9 (2021) 155949–155976 2

6. Anas, M., Imam, R., Anwer, F.: Elliptic curve cryptography in cloud security: A
survey. In: 2022 12th Int. Conf. Cloud Comput. Data Sci. Eng. (2022) 112–117 2

7. Imam, R., Kumar, K., Raza, S.M., Sadaf, R., Anwer, F., Fatima, N., Nadeem,
M., Abbas, M., Rahman, O.: A systematic literature review of attribute based
encryption in health services. Journal of King Saud University-Computer and
Information Sciences 34(9) (2022) 6743–6774 2

8. P, P.K., P, S.K., P.J.A., A.: Attribute based encryption in cloud computing: A
survey, gap analysis, and future directions. J. Netw. Comput. Appl. 108 (2018)
37–52 2

9. Tao, J., Ling, L.: Practical medical files sharing scheme based on blockchain and
decentralized attribute-based encryption. IEEE Access 9 (2021) 118771–118781 3

10. Developers, G.: Oauth 2.0 policies — google identity — google developers (2022)
(accessed Apr. 02, 2022). 3, 13



CPABE & OAuth2.0 19

11. Xhafa, F., Li, J., Zhao, G., Li, J.: Designing cloud-based electronic health record
system with attribute-based encryption. In: Springer. Volume 74. (May 2015)
3441–3458 3

12. Meghanathan, N.: Review of access control models for cloud computing. (2013)
77–85 4

13. : Attribute-based access control - wikipedia (2022) (accessed Jan. 21, 2022). 4
14. Kumar, N.S., Rajya Lakshmi, G.V., Balamurugan, B.: Enhanced attribute based

encryption for cloud computing. Procedia Comput. Sci. 46 (2015) 689–696 4
15. : What is fine-grained access control? (and why it’s so important) (accessed Jan.

21, 2022). 4
16. : Alternatives for roles/claims access control systems (accessed Jan. 21, 2022). 5
17. Sowjanya, K., Dasgupta, M.: A ciphertext-policy attribute based encryption

scheme for wireless body area networks based on ecc. J. Inf. Secur. Appl. 54
(2020) 102559 5

18. Goyal, V., Pandey, O., Sahai, A., Waters, B.: Attribute-based encryption for fine-
grained access control of encrypted data. In: Proc. ACM Conf. Comput. Commun.
Secur. (2006) 89–98 5

19. Sahai, A., Waters, B.: Fuzzy identity-based encryption. In: Lect. Notes Comput.
Sci. Volume 3494. (2005) 457–473 5

20. Pang, L., Yang, J., Jiang, Z.: A survey of research progress and development
tendency of attribute-based encryption. Sci. World J. 2014 (2014) 5

21. Al-Dahhan, R.R., Shi, Q., Lee, G.M., Kifayat, K.: Survey on revocation in
ciphertext-policy attribute-based encryption. Sensors (Switzerland) 19(7) (2019)
1–22 5

22. Leiba, B.: Oauth web authorization protocol. IEEE Internet Comput. 16(1) (Jan
2012) 74–77 6
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