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Abstract—Dynamic spectrum access is essential for radio-
communication and its limited spectrum resources. The key
element of dynamic spectrum access systems is effective spectrum
occupancy detection. In many cases, machine learning algorithms
improve detection effectiveness. Because of the recent trend
of using federated learning, a federated learning algorithm is
presented in the context of distributed spectrum occupancy
detection. The results of the work presented in the paper are
based on actual signal samples collected in the laboratory.
The proposed algorithm is effective, especially in the context
of a set of sensors with faulty sensors.

Index Terms—federated learning, machine learning, spectrum
occupancy detection

I. INTRODUCTION

Given the enormous pace of development of wireless tech-
nologies and the problem of insufficient spectrum resources,
dynamic spectrum access is a very promising solution to
meet the requirements for radiocommunication systems. The
possibility of using the spectrum for purposes other than
those for which it was originally intended (reserved) seems
to be the easiest conceptual solution. Unfortunately, for many
reasons, this solution is not so straightforward. First, a Dy-
namic Spectrum Access (DSA) system is required, which
will be able, using appropriate algorithms and data, to ensure
access to the spectrum for secondary (additional) users [1].
At the same time, care should be taken to ensure that the
primary user’s transmission is provided with the best possible
quality of service, whether through appropriate separation of
resources between users, control of the transmission power
of system users, or even temporary disabling the possibility
of transmission for unlicensed users. The critical component
of the indicated system is access to information about the
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presence of primary users’ transmissions. Once the system
has this information, it can appropriately protect the primary
user’s transmission. The primary source of information on
spectrum occupancy is spectrum sensing, a huge and separate
part of the radiocommunication research area. Many papers
deal with spectrum occupancy detection algorithms in various
scenarios [2]. Machine learning algorithms are also success-
fully used to improve the detection quality, which supports
the detection process by extracting essential, but not always
noticeable, details of the transmission [3]. An example of
such details may be the periodicity of transmission, different
traffic volumes depending on the time of day or year, or the
characteristics of the transmission system used. It is worth
noting one of the significant features of wireless systems
related to the use of machine learning to detect spectrum
occupancy - a very rare situation is the ability to obtain
verified information about whether a signal is transmitted in
a given place and time. This is the most critical aspect of
supervised machine learning and the collection of training
data necessary for its operation. In addition, it was noted
that knowledge from a single sensor could often be distorted
due to the sensor’s specific location or its unreliability. To
eliminate this problem, many cooperative spectrum sensing
algorithms have been considered. They allow us to make
better (more reliable) decisions in a specific area; however,
using machine learning algorithms is more complicated due
to the massive amount of data necessary to be transferred
between the sensors and the collecting node. This reduces
the time available for the actual transmission of user data
and thus reduces the system’s efficiency, ultimately aiming to
send as much user data as possible. It should be remembered
that sensors should also be straightforward devices, which
is an additional challenge. Another critical problem is the
transparency of the transmitted data, i.e., the transmission of
the collected measurement data by sensors can be relatively
easily intercepted and analyzed and, worse, replaced [4]. One
of the promising ideas for solving this problem, which has
been gaining popularity recently and is widely considered in
many aspects and applications, is federated learning [5].

II. FEDERATED LEARNING

Federated learning assumes the operation of individual
sensors in a specific area of the network, which collects data
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in their environment while training their machine learning
model. Then, the model coefficients of individual sensors are
exchanged, as opposed to the samples collected in cooperative
spectrum sensing, and an aggregated model is created (for
example, in the simplest Federated Averaging (FedAvg) sce-
nario - created by averaging all coefficients received from the
sensors) [6]. Further, the collective model, and its coefficients,
are transferred to all sensors. In the simplest scenario, the
sensors use a collective model. Then, based on the newly
collected samples, they slightly adjust its coefficients or create
a different model resulting from the appropriate merge of
the collective model and their own model. The procedure
described above is repeated many times. Consequently, indi-
vidual sensors have access to a collective model, which is
at least indirectly based on many more samples than those
collected by a single sensor. In addition, the amount of
information transferred between the sensors is limited to only
the model coefficients, which depends on the complexity of
the machine learning model [7]. One benefit of using federated
learning is the ability to train a single-sensor model much
faster in case of its replacement or simply adding a new
one. Therefore, the speed of adaptation of such a system
should be its advantage - especially in the context of the
aforementioned general challenge related to spectrum occu-
pancy detection. Similarly, the ability to detect a faulty sensor
from ”significantly” different reported model coefficients alone
should be a valuable safeguard for the system - increasing
its reliability. Federated learning used in this way cannot
offer higher detection efficiency than cooperative spectrum
occupancy detection due to limited access to training data
(only indirectly). However, at the expense of slightly lower
detection efficiency, it is possible to significantly reduce the
amount of sent control data and improve system security [8].

III. DATA COLLECTION

The following measurements were carried out to demon-
strate the operation of the spectrum occupancy detection
system using federated learning. Two sets of devices were
used, each consisting of a Linux computer with GNU Ra-
dio software (version 3.8) and a Universal Software Radio
Peripheral (USRP) B210 device, where one set acts as a
transmitter and the other as a receiver of the test radio signal.
The transmitted signal was a random set of values modulated
with Gaussian Minimum Shift Keying (GMSK). The receiver
recorded a specified number of signal samples (IQ) for suc-
cessively higher transmit signal gain settings. The receiver
collected 100 million IQ samples for noise and 10 million
IQ samples per transmit power level used by the transmitter.
The center frequency was set to 2.1 GHz and the bandwidth
to 40 MHz. In addition, the receiver collected reference data
as noise samples when the transmitter was turned off. The
received signal was divided into every 10’000 samples from
which Fast Fourier Transform (FFT) was calculated. Then the
average power received in this channel was calculated for each
channel and the kurtosis and skewness of the autocorrelation
function. In addition, a label has been adapted to each set of

these values depending on whether the transmitter is turned
on during a given measurement. The actual data collected in
the described manner was then used in a spectrum occupancy
detection simulation using federated learning. For simplicity,
the current simulation results use data for only one frequency
channel (also, the tested signal was transmitted only in one of
the analyzed channels). The data presented in this study are
openly available [9].

IV. SIMULATION SETUP AND REFERENCE SCENARIO

The first step in preparing data for machine learning pur-
poses was to balance the number of measurements for each
label. Because after the measurements, most of the data
was collected for the signal’s turned-on transmission- some
measurements with significant transmit power were omitted.
In this way, the same amount of noise and signal data (with
a transmit power close to the noise power) were used to
train the machine learning model. Since the experiment is
about federated learning, all the collected data was shuffled
and divided into five equal subsets - simulating that each of
the five sensors contained some stored information. This is
a deliberate simplification to focus primarily on analyzing the
federated learning algorithm. The effectiveness of determin-
ing the spectrum occupancy was calculated (for each sensor
separately) based on the classic energy detection algorithm
(assuming a false alarm probability of 1%) to have a reference
point for all obtained measurements. The average efficiency
of this algorithm is 93.18%, whereby efficiency means the
percentage of correctly determined spectrum occupancy values
in the set of test values (all collected data). The spectrum
occupancy detection system’s efficiency is measured by the
accuracy of the ML model used in this process (efficiency
and accuracy are used alternately). Then, a simple machine
learning algorithm, logistic regression, was tested. In this case,
the average efficiency of spectrum occupancy determination
was 98.83%. In addition, a neural network was tested (with
an input layer with four nodes, a hidden layer with four
nodes, and an output layer with one node), achieving an
average of 99.04% efficiency. Data from each sensor was
split into training (80%) and testing (20%) datasets. Each of
the mentioned algorithms has been tested for many different
parameters and validated using the stratified K-Fold cross-
validation algorithm; however, the effectiveness base on the
entire dataset (from the perspective of spectrum occupancy
detection) has been shown to standardize the results.

V. SIMULATION RESULTS

The conducted simulation of the operation of the federated
learning algorithm consisted in dividing the training data into
equal batches and iteratively: training single models (for each
sensor separately - using only training data for a single sensor),
then creating a collective model based on the average value
of model coefficients and setting the calculated coefficients in
the models of each sensor. In parallel, copies of the models
for each sensor were retained (omitted from the coefficient
exchange process) to reference the scenario without using



federated learning. First, federated learning using a logistic
regression model was tested. The average efficiency of the pre-
sented federated learning algorithm was 94.51%, whereas the
average efficiency of the sensors (without federated learning)
was 92.74%. It is worth explaining the differences between
the obtained values and the aforementioned efficiency of the
logistic regression algorithm itself (98.83%). This difference
is since in federated learning, training data enters the model
gradually, and after obtaining only a small part of the data, we
try to estimate the effectiveness of the model. In the reference
scenario, however, all data is transferred to the model and
subjected to many iterations of the learning process. More
interesting results can be seen when one of the analyzed
sensors is faulty and reports random decisions about spectrum
occupancy. In this situation, the average efficiency of the pre-
sented federated learning algorithm was 94.51%, whereas the
average efficiency of the sensors (without federated learning)
was 85.39%. With two faulty (in the same way) sensors,
the average efficiency of the presented federated learning
algorithm was 94.17%, whereas the average efficiency of the
sensors (excluding federated learning) was 78.24%. It can be
noticed that using even such a simple algorithm as averaging
the model coefficients improves the system’s reliability when
simple and unreliable sensors are used. Fig. 1 shows the
average accuracy of predictions on the analyzed dataset in the
scenario with Logistic Regression used in the FL process.

Fig. 1. Accuracy score for Logistic Regression machine learning model
utilizing all collected data

Then, federated learning using a neural network was tested.
The average efficiency of the presented federated learning
algorithm was 96.46%, whereas the average efficiency of
the sensors (excluding federated learning) was 95.63%. As
before, the difference with reference results is that training
data enters the model gradually in federated learning. After
obtaining only a small part of the data, we try to estimate
the model’s effectiveness. In the reference scenario, however,
all data is transferred to the model and subjected to many
iterations of the learning process. Here, the scenario where one
of the analyzed sensors is faulty, and reports random decisions
about spectrum occupancy was checked again. In this situation,
the average efficiency of the presented federated learning
algorithm was 96.25%, whereas the average efficiency of the
sensors (excluding federated learning) was 90.16%. With two
broken (in the same way) sensors, the average efficiency of the
presented federated learning algorithm was 96.34%, whereas

the average efficiency of the sensors (excluding federated
learning) was 77.79%. It can be noticed that using even such
a simple algorithm as averaging model coefficients, also in
the case of neural networks, improves system reliability when
simple and unreliable sensors are used. Fig. 2 shows the
average accuracy of predictions on the analyzed data set in
the scenario with Logistic Regression used in the Federated
Learning process. However, using neural networks in such
a simple scenario requires exchanging a much larger number of
coefficients (41 instead of 4), and the model-learning process
is computationally more complex than logistic regression. It is
also worth emphasizing that it is possible to detect an incorrect
model in both of the analyzed situations based on how much
its coefficients differ from those of other models.

Fig. 2. Accuracy score for Neural Network machine learning model utilizing
all collected data

VI. CONCLUSIONS

The algorithms presented in the work show potential for
using federated learning in spectrum occupancy detection sys-
tems. In specific scenarios, they provide increased reliability
of detection and, more importantly, ensure greater efficiency of
decisions made compared to classic algorithms (such as energy
detection) and comparable efficiency compared to algorithms
using machine learning (compared to a model trained on
a larger number of samples - such as in cooperative spectrum
occupancy detection). Further work on this topic is required,
mainly to investigate the influence of the environment change
on the created models, especially when received signal power
in the sensors will be close to the noise level. Moreover,
simplification made in this work, i.e., collection of samples
only by one USRP device, should be extended - as hardware
imperfections, even minor differences in received signal level,
could be critical in federated learning.
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