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Abstract—Systolic array has emerged as a prominent archi-
tecture for Deep Neural Network (DNN) hardware accelerators,
providing high-throughput and low-latency performance essen-
tial for deploying DNNs across diverse applications. However,

(\] when used in safety-critical applications, reliability assessment is
mandatory to guarantee the correct behavior of DNN accelerators.
(\] While fault injection stands out as a well-established practical
and robust method for reliability assessment, it is still a very
time-consuming process. This paper addresses the time efficiency
issue by introducing a novel hierarchical software-based hardware-
2 aware fault injection strategy tailored for systolic array-based
Te) DNN accelerators. The uniform Recurrent Equations system is
used for software modeling of the systolic-array core of the DNN
accelerators. The approach demonstrates a reduction of the fault
= injection time up to 3x compared to the state-of-the-art hybrid
(software/hardware) hardware-aware fault injection frameworks
- and more than 2000x compared to RT-level fault injection
8] frameworks — without compromising accuracy. Additionally, we
L _propose and evaluate a new reliability metric through experimental
assessment. The performance of the framework is studied on state-
<] of-the-art DNN benchmarks.
> 1
(O  Index Terms—hardware accelerator, systolic array, deep neural
<" networks, fault simulation, reliability, resilience assessment

I. INTRODUCTION

Assessing the reliability of a Deep Neural Network (DNN)
is not a trivial task: it depends on several factors, such as
the training set, the data type, and the quality of the test set
N . On top of that, we need to consider the hardware that
~ performs the computations since specific platforms have
- — specific faults [3]].
Many studies showed that hardware faults can greatly reduce
a the effectiveness of DNNs [4]. As a result, there is a surge in
research efforts to evaluate and enhance the reliability of DNNSs.
An example of faulty hardware is given in Figure [I] This figure
presents the possible fault locations in a DNN inference engine.
This example shows the necessity of reliability assessment of
DNNs. However, assessing DNN reliability is a challenging task
[S]).
There are three main methodologies on DNNs’ reliability
assessment as irradiation-based, platform-based and simulation-
based in which simulation-based Fault Injection (FI) is less
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Fig. 1: DNN accelerator hardware reliability threats [|§|]

expensive (in terms of equipment) and thus is also the most used
in the research community [2]. The other advantages of FI are
the possibility to model different fault scenarios precisely to
assess their impact on DNNs without the need for extensive
hardware resources and design time, and full control over
network parameters and architecture.

On the other hand, DNN hardware-accelerator simulation
for FI is computationally expensive and typically demands a
substantial amount of time to complete a single inference [8].
This paper introduces a novel simulation flow and FI tailored to
significantly accelerate the injection process on systolic-array-
based DNN hardware accelerators. The systolic-array core of
the DNN accelerators is modeled using the Uniform Recurrent
Equations (URE) system. The proposed injection flow has
been implemented as an open-source tool named SAFFIRA,
which stands for Systolic Array simulator Framework for
Fault Injection based Reliability Assessment. Simulation-
based FI is usually done either without considering the un-
derlying hardware or through RTL (Register-Transfer Level)
simulations known for their resource-intensive computations
and time-consuming nature. SAFFIRA is based on a Systolic
Array (SA) simulator, thus offering the advantage of being more
precise than a hardware-agnostic tool, but much faster than
traditional RTL-level simulations. Experimental results show
a reduction of the fault injection time up to 3x compared



to the state-of-the-art hybrid (software/hardware) hardware-
aware fault injection frameworks and up to 2000x compared to
RT-level fault injection frameworks — without compromising
accuracy.

The key contributions of this paper are the following:

« introducing a hierarchical methodology for the hardware-
accurate reliability assessment of SA wusing a novel
simulation-based fault injection approach by modeling the
systolic-arrays using Uniform Recurrent Equations (URE)
system;

o presenting an open-source tool implementing the afore-
mentioned methodology;

« introducing a new metric called faulty distance for reli-
ability assessments of DNNs;

o evaluating the performance of the framework on state-of-
the-art DNN benchmarks

The rest of this paper is organized as follows. Section

presents the related works. Section presents the proposed
fault injection flow for SA. Section [[V|shows the experimental
setup and results. Section |V| concludes the paper.

II. RELATED WORKS

This section discusses previous works targeting DNNs relia-
bility assessment by using simulation-based FI.

A. Hardware-Agnostic FI Tools

Tools in this category perform fault injection without taking
into account the underlying hardware. Some of these are capable
of performing FI directly in the DNNs models. In this category,
PyTorchFI [9] and TensorFI [10] can inject faults into DNN
models respectively implemented in PyTorch, Tensorflow, and
Keras. All of these open-source frameworks can inject both per-
manent and transient faults into weights as well as activations
given specific error rates such that it is possible to evaluate the
accuracy loss.

Moreover, to further enhance the efficiency, additional FI
tools have been introduced. For example, BinFI [11f] is an
extension of TensorFI that aims at identifying critical bits in
DNNs. Another tool, namely LLTFI [12], is able to inject
transient faults into specific instructions of DNN models in
either PyTorch or TensorFlow.

B. Hardware-Aware FI Tools

These tools can perform FI in software, taking into account
the relying hardware using some abstract models of the ‘DNN
hardware accelerator.

In [13]], the authors used an RTL model of a SA to perform
their experiments. Reference [14] maps a DNN into the RTL
implementation of the accelerator. They study the effect of
transient faults in memory and datapath accurately. In these
studies, FI is performed in software while all of its parameters
are integrated with the corresponding hardware components.
Authors in [15] implemented their DNN and the fault injector
in software, inspired by an FPGA-based DNN accelerator.
Moreover, in [16], DNN and FI are implemented in Keras,
and the architecture of a SA accelerator is considered for a
fault-tolerant design. Similarly, authors in [[17] evaluate their

proposed reliability improvement technique on memories in
TensorFlow while injecting transient faults into the weights.
PyTorch is used in [18] to implement the DNN, and transient
faults are injected into activations (datapath or MAC units)
and weights (memory) regarding the SA accelerator model.
Reference [19]] also uses PyTorch and injects faults by a custom
framework called TorchFI to inject faults into the outputs of
CONYV and FC layers of the network.

The effect of permanent faults at PEs’ outputs is studied in
[20] where the model of the accelerator is adopted from imple-
menting the DNN in an N2D2 framework [21]. Furthermore,
authors in [22]] use PyTorch and study permanent faults in MAC
units of an accelerator while training to improve the reliability at
inference. Authors in [23]] developed a Keras-based accelerator
simulator to study the effect of permanent faults on the on-
chip memory of accelerators by injecting permanent faults into
activations and weights. Weight remapping strategy in memory
to decrease the effect of permanent faults is evaluated in
[24] using Ares. SCALE-Sim [25]], a systolic CNN accelerator
simulator, is adopted in [26] to study permanent faults in PEs
and computing arrays in systolic array-based accelerators.

Similar to the Hardware-Independent platform, faults are
injected based on Bit Error Rate (BER), or fault rate, and
experiments are repeated to reach 95% confidence level and 1%
error margin [16]]. In general, the main drawbacks in the existing
reliability assessment methods for DNNs can be summarized as
follows:

o There is no software FI framework in hardware-aware
platforms. Hence, there is a potential for DNN accelerator
simulators to be exploited or developed for the reliability
assessment of DNNs;

o Several FI research works carry out accuracy loss and fault
classification as an evaluation of reliability. Also, some
works considered FIT (Failure In Time) [27]]. However,
there is still an urgent need to present DNN-specific
metrics for reliability evaluation. In this work, we are
introducing a new metric called faulty distance to provide
a better understanding of the network resilience.

III. PROPOSED METHODOLOGY

The proposed methodology for the SAFFIRA framework is
illustrated in Fig. 2] After providing the trained network param-
eters and architecture, in step one, the fault list is generated.
Possible fault locations can be defined by the user or can be a
random fault list generated based on the network parameters by
the framework. Faults can be selected as transient or permanent
faults targeting different activations of the DNN. Then, in step
two, the fault injection campaign is performed at the systolic-
array simulation environment in Python, and the rest of the
network is executed at the high-level API (e.g. Pytorch) to
speed up the process. In this step, switching between high-level
API and systolic-array simulator (2-A) is done by a method
called LoLif, which is described in subsection Finally,
the reliability of the network and the impact of the faults are
reported at step three by different metrics.

SAFFIRA supports various data representations, including
fixed-point, integer, and floating-point formats. This framework
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Fig. 2: SAFFIRA methodology

also supports various relevant mapping to systolic-array archi-
tecture scenarios (e.g. output stationary, weight stationary, etc.).
These flexibilities allow researchers to adapt the framework to
different applications and tailor the reliability assessment to
specific hardware requirements.

A. Hardware simulations

SAFFIRA is a SA model based on the Uniform Recurrent
Equations (URE) system. As described by [28], it is possible
to generate a SA that solves the problem described by a URE
system. In the case of SAFFIRA, the URE system is the one
associated with matrix multiplication since it is the operation
deployed on the SA for DNN execution. The following subsec-
tion presents the formal details needed to perform a simulation
followed by performing fault injection in such a context, and
finally, the strategies strictly related to DNNs are covered.

1) Mathematical formalism: A URE system is defined on
top of an integer lattice L,, of points p in the n-dimensional
Euclidean space E,,. The goal is to solve a system of equations
associated with the variables x1(p), z2(p),- -,z (p) for all
points p € R, where R C L, [28]. This system can be
either uni-variate or multi-variate. Here, only uni-variate case
is considered, thus the system would have the following form.

961(19) = f[xl(p - wl)’ T 7xm(p - wp)]?
T2(p) = z2(p — w2),

Tm(p) = Tm(p — wp)~

The points p—w;, belong to L,,. The vectors wy, are constants
independent of p and this is why they are said to have uniform
dependence. Each equation z;(p) depends on the points p—wj, .

The authors of [28]] showed a strategy to model a SA starting
from the problem to solve. Specifically, the authors explain three
steps:

1) find a URE system for the problem to solve,

2) find a timing function compatible with the dependencies

of the URE system,

3) find an allocation function to map the URE onto a finite
architecture.

The main idea is to project the space F, twice: the first
time, the resulting points will correspond to the spatial arrange-
ment of each Processing Element (PE). The second projection
determines iso-temporal planes, identifying operations that are
computed during the same clock cycle but on different PEs;
each plane corresponds to a different clock cycle. The space-
projection matrix P and the temporal dimension vector 7 are
used later.

2) Convolutions: The strategy explained above opens the
possibility to implement a variety of algorithms as a systolic
array. Based on the literature, it is possible to perform a
convolution as a matrix multiplication [29]. The experiments
shown below are performed using a systolic array to perform
the matrix multiplication C' = A x B. The associated URE is
the following.

C(iajv k) = C(Z.ajvk - 1) + a(ivj - 17k) X b(Z - lvjvk)
Cl(i,j, k) = a(iaj - 1>k)
b(iaj7 k) = b(l - 17.77k)

initial conditions

a(i,0,k) = aj, Vi k
b(oaj7k) :bk]a Vk7j
c(i,j,0) =0, Vi, j

where p = (i,j,k) € R C L,, in which 4, j and k assume
values between 1 and N1, N2, N3 respectively. N1, N2
and N3 are problem parameters such that A € RM:Vs B ¢
RNs: N2 O g RNz,

When it comes to performing a convolution, the input matri-
ces must be reshaped such that the result of the SA is a convo-
lution. In this paper, this concept is called LoLif, which stands
for Lowering and Lifting strategies. This idea is explained
in [29]. If computing a convolution C' = A % B is needed,
it can be implemented as a transformation lif of the matrix
multiplication of transformed matrices low,(A) X low,(B). In
formulas:

C =lif(lowa(A) x lowy(B)),

where Lif, Low, and Low, are corresponding transformations,
as shown in the example of Fig. 3]

3) Simulation and Injections: In order to perform the sim-
ulation, it is sufficient to solve the system shown above.
Nevertheless, this method gives the possibility of injecting faults
in the values in a hardware-aware fashion. To achieve the
injection, it is sufficient to change the values a(p), b(p), c(p)
for specific points p. The faulty values must then be propagated
to the following PEs. Given that each point p is projected to the
physical space » = (x,y) using the physical space-projection
matrix, r = Pp, it can be inferred that how the injected values
are propagated through the different PEs. Specifically, for some
dependence vector d for the different labeled variables a, b, c.
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Fig. 3: LoLif example. Applied transformations are similar to im2col
and im2row.

Looking at the system above, the following can be observed:
d, = (0,1,0), dp = (1,0,0) and d. = (0,0, 1). Afterwards, the
propagation direction can be found using the same relationship
shown before: dx; = Pd;,i = {a,b,c}. This means that the
value of a in some PE in position s will be propagated to the
PE in position s + dx,. The same reasoning can be done for
the time, supposing that a fault is propagated not only in space
but also in time. We can compute 6t; = wd;. For simplicity,
m = (1,1,1) is fixed to reduce the exploration space. In this
case, the time dependency dt; will always be 1: dt; = 1.

Figure [4] shows an example. In this case, an injection in the
element s = (z,y,t) on the generic line ¢ is done between
times 0 and oo. The injected elements are visible in the figure.
Specifically, the fault will propagate in time, thus injecting also
s+ 6t; and s+ 26t;. In the same way, this fault will propagate
in space, to the element cascading from s. Note that the value
propagation only happens after each clock cycle. This means
that the next injected element will be displaced also in time,
thus injecting element s+ dx; + 0¢;. In the same way, the latter
will propagate to the following element on the following clock
cycle, thus injecting element s + 2dz; + 26t; and so on.

The set of points belonging to the injection can be transposed
back into the iteration space F,, using the pseudo-inverse P~ 1.
The set of points identified with this strategy will be subject
to injection. Formally, injection is as a function % applied to a
variable:

a(p) = h(a(p — wa))

IV. EXPERIMENTS AND RESULTS

Two different sets of experiments are performed using SAF-
FIRA. First, a fault injection based on the permanent-fault
model is performed on two different quantization versions of the
LeNet-5 network (8-bit and 16-bits integers). The second set of
experience is performing fault injection based on the transient
fault model in the three different benchmarks (AlexNet, VGG-
16 and ResNet-18). All networks are fully quantized to INT
data type, including all activations, weights, and biases. The
base accuracies are reported in the table [l]

The SA model for these experiments is output stationary. This
means that its physical-space projection matrix P is as follows:

s S S

+dt; +26t;

S S S
+0t; +20t; +36t;
time
S S s
+20x; +26x; +26x;

space +26t; +36t; +46t;

Fig. 4: When injecting element s, the fault is propagated in time (thus
affecting elements s + dt; and s + 24t;) and in space (forwarding the
faulty value to neighboring elements s + dx; 4 0t;, s + 20x; + dt; and
SO on).

TABLE I: Base accuracy of networks under test

DNN accuracy (%)
8-bit LeNet-5 (MNIST) 93.8
16-bit LeNet-5 (MNIST) 95.4
AlexNet (CIFAR-10) 78.0
VGG-16 (CIFAR-10) 93.4
ResNet-18 (CIFAR-10) 93.8

100
P‘<010>

Such a matrix corresponds to a rectangular SA with N1x N2
PEs. Please note that with this projection, the variable c (i.e. the
partial sum) is a stationary variable since it is always available
on the same PE regardless of the iteration. Whether a variable
is stationary or not depends on the employed projection.

In all experiments, fault injection is repeated several times to
reach an acceptable confidence level, based on [30]]. This work
provides an equation to reach 95% confidence level and 1%
error margin.

A. Fault Classification

The DNN resilience is evaluated by comparing the output
probability vector of the golden run (i.e. the DNN that behaves
as expected, without faults) and the faulty run (i.e. the DNN that
includes the fault). The Silent Data Corruption (SDC) rate is
defined as the proportion of faults that caused misclassification
in comparison with the golden model [31]].

In addition, the targeted hardware reliability can be calculated
by differentiating SDC rates of injected transient faults into
defined classes and calculating Failures In Time (FIT) for the
accelerator (accel) by its components (comp) with in
which FIT,, is provided by the manufacturer, Sizecom, is the
total number of the component bits, and SDCop,, is obtained
by FIL

FITyeee1 = Z FIT 00 X Sizecomp X SDComp

comp

Finally, faulty distance is proposed. This metric can be used
to evaluate the resilience of classifications DNNs. Supposing the
golden probability vector is G, the faulty probability vector is



F and the function ag(-) corresponds to the argmax function,
then the faulty distance function d; is defined as follows.

G- F

dr = (1 — ———
SN TeTNTYaT

) - (ag(F) — ag(G))

In this metric, cosine similarity is being used cosf =
% Cosine similarity serves as a metric for assessing
the resemblance between two non-zero vectors within an inner
product space. Representing the cosine of the angle between
the vectors, this measure calculates similarity by normalizing
their dot product. In our study, we utilize cosine similarity to
evaluate the entirety of generated probabilities across various
classes in both faulty and golden modes. The cosine similarity
metric yields values within the range of -1 to 1. Proximity
to 1 signifies a high degree of similarity between vectors.
Therefore, the faulty distance metric gives O when the faulty
output corresponds to the correct classification. The bigger the

metric, the worse the misclassification is.

B. Results

Table shows the results of the FI for permanent fault
injection experiments on LeNet-5 with the different metrics.
It can be seen that this network was highly susceptible to the
injected permanent faults. Specifically, the SDC-1 and SDC-5
are very high: on average, about 82% of the time, the faulty
inference misclassified the input; furthermore, about 93.5% of
the inputs were completely missed since the correct label was
below the fifth position. The SDC-10% and SDC-20% rates are
very high as well: more than 95% of the inputs had the correct
class with a probability much too low than expected. Average
Faulty Distance (AFD) is also reported that shows the 16-bit
network in this particular case, is more reliable compared to the
8-bit network in the presence of permanent faults in the systolic
architecture.

These results show that the DNN used was not usable in a
safety-critical environment. This result was expected since the
network was not trained to withstand stuck-at faults like the
ones injected.

TABLE II: FI experiments results on two LeNet-5

Metric 16bit 8bit
SDC-1 (%) 77.84 87.70
SDC-5 (%) 93.05 94.49
FIT (failures/10° hours) 4.9e-4  5.0e-4
SDC-10% (%) 98.16 98.53
SDC-20% (%) 96.21 96.97
AFD -0.04 -0.53

For the second experiment, only SDC and AFD are reported
in table [[TI

C. Faulty Distance

In the previous subsection, only the average faulty distance
was shown. Nevertheless, this metric can be looked through
with more details when plotted as a histogram. Figure [5] shows
the histograms (both with 50 and 100 bins) of the metrics
per each experiment. It is possible to see a peak at 0, which
corresponds to all the correctly classified inputs. The height
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Fig. 5: Histogram plot of the Faulty distance values

of that column is precisely the same as the complement of the
SDC-1 metric. On top of that, it is possible to see two different,
yet similar, trends for the two networks. Figure [5a] shows other
three peaks: around +1, —1 and —5. This means that, although
most of the inputs were mis-classified, the difference with the
golden vector was not extremely big, in general. On the other
hand, figure [5b| shows many more peaks, this means that it is
more difficult to predict how a fault will propagate in this case.

D. Computation Time

The experiments were performed on a server using python3
with an Intel Xeon Silver 4210, with a total number of 40
cores. SAFFIRA completes 500 inferences of two convolutional
layers, with the same systolic array, in about 10 minutes
with minimal optimization. This means a total of about 16.3
simulations per second. For comparison, by utilizing the frame-
work presented in [32] to perform fault injection on the same
networks as this work, on average, 5.8 simulations per second
are executed. The mentioned framework is the state-of-the-
art hybrid (software/hardware codesign) hardware-aware fault
injection framework. Therefore, SAFFIRA provides about 2.8 x
speed up by performing the same analysis. Also, the same
fault injection campaign is performed at the RT level using
QuestaSim. The results show 0.007 simulation per second,
which is 2100x slower than the proposed method in this work.

V. CONCLUSIONS

This paper presents a novel hierarchical fault injection strat-
egy for systolic arrays, addressing the time efficiency issue by
introducing a novel hierarchical software-based hardware-aware
fault injection strategy tailored for systolic array-based DNN



TABLE III: Reliability analysis of different state-of-the-art DNN benchmarks

DNN SDC-1 | SDC-5 | SDC-10% | SDC-20% AVF
AlexNet (CIFAR-10) 43 29.1 13.1 9.7 71 x 102
VGG-16 (CIFAR-10) 3.0 40.0 46.5 84.5 1.9x 1073
ResNet-18 (CIFAR-10) 1.5 23.0 16.5 82 1.6 x 10~3
implementations. The approach demonstrates a reduction of the [15] W. Li et al., “Soft error mitigation for deep convolution neural network
fault injection time up to threefold compared to the state-of- on 'fpg.a acce]grators,” in 2020 2nd IEEE International Conference on
. .. Artificial Intelligence Circuits and Systems (AICAS), pp. 1-5, IEEE, 2020.
the-art hybnd (SOftware/hardware) hardware-aware fault mjec- [16] E. Ozen and A. Orailoglu, “Low-cost error detection in deep neural
tion frameworks and more than 2000 x Compared to RT-level network accelerators with linear algorithmic checksums,” Journal of
fault injection frameworks — without compromising accuracy. Electronic Testing, vol. 36, no. 6, pp. 703-718, 2020.

.. LT [17] M. Jasemi, S. Hessabi, and N. Bagherzadeh, “Enhancing reliability of
Additionally, we propose and evaluate a new reliability met- emerging memory technology for machine learning accelerators,” IEEE
ric through experimental assessment. The performance of the Transactions on Emerging Topics in Computing, vol. 9, no. 4, pp. 2234
framework is studied on state-of-the-art DNN benchmarks. 2240, 2020. ) o -

[18] E. Ozen and A. Orailoglu, “Boosting bit-error resilience of dnn accelera-
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